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Scope and purpose

As requirements from functional safety standards in automotive, industrial and other fields are a challenging
subject, this document intends to provide a first set of guidelines for users who are unfamiliar using the AWURIX
TC3xx microcontrolleunit (MCU) in a functional safety scope.

Intended audience

This application note is intended for all those evaluating the AURDC3xx MCU, including functional safety
engineers on the customer side and application engineers. This includes designers of gafated systems
who:

1 Are new to functional safety

1 7; HN NI EHI Q GIL? ; <ION @OH=NCIH; F M; @?NS ©; FMI
1 Want to understand in principle how functional safety can be implemented with hardware support

1 Are looking for functional safety details that cannot be found in the MCU user manual

Structure of the document
This document is divided into four main sections:

1. Sectionl, Section2 and Section3 are introductory sections to the AURINI C3xx platform, functional safety
and first steps in this complex world.

2. Section4 presents the structure of AURHI C3xx and how safety is built within.

3. Section5and Section6 discuss application use cases with AURFKC3xx and its interoperability with other
Infineon-suitable chips.

4. Section7 explains how safety software fits with AURLUXC3xx builin features.

Disclaimer

Sections about application use cases (Sectiband Section6) are for training purposes only and are not to be
taken as a blueprint for developing such units.
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To explain how to proceed when facing functional safety aspects using AHRC3xx, the following sections
provide a brief introduction to basic safety concepts.

1.1 &OH=NCI H; F M; @? NS

Functional safety defines an entire domain of modern industrial activities. In general, safety is used in relation
to situations that can cause harm to humans or generally, the risk of physigaly or damage to the overall
health of people (that is, a safe system will not cause harm to humans). In general, no system can be created
completely safe, so the functional safety domain focuses on reducing the risk of harm to an acceptable level.
Theacceptable level is societdependent and can be differently evaluated depending on the social context.

Functional safety is described as follows:
71 Inthe umbrella standard (IEC 61508:2010):
As part of the overall safety that relates to the following:

T Equipment under control (EUC)

T Control system of the EUC that depends on the correct functioning of the
Electric/Electronic/Programmable (E/E/PE) safetglated systems

i Other risk reduction measures
7 Inthe automotive standard (ISO 26262:2018):

Absence of unreasonable risk due to hazards caused by the malfunctioning behavior of E/E systems.

The electronic components are clearly mentioned in the above two definitions; therefore, this domain is
relevant to semiconductors.

The functional safety process starts withhezard analysis and risk assessmdhtARA) of the relevant system or
subsystem by suitably qualified and experienced personnel.

From the analysis and assessment, individsalfety goalsare defined with the specific objective of avoiding
harm during an operational condition of the vehicle/appliance or of the automated action in general.

To each of these goals, a correspondisgfety integrity leve(SIL) as specified in the umbrella standard IEC
61508 is assigned based upon the risk evaluation. In the automotive domain, the acceptable risk level is called
Automotive Safety Integrity LevéASIL).

From the system level, the safety goals are translated iatdety requirementdor subsystems and individual
hardware components. Once thdesignis complete verificationis carried out by a combination of the
component manufacturer and the system manufacturer following tieén@del.

Application note 5 V1.
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Faults in a functional safety system can be broadly classified into the following two categories

1 Systematic faults A fault in design or manufacturing that can be present in hardware and software. The
existence of systematic faults can be reduced through continual and rigorous process improvement and
robust analysis of any new technology or component.

7 Randomfaults: A fault of a hardware element that follows a probabilistic distribution. Random faults are
limited to hardware. The rate of random faults cannot be reduced. It is important to keep the focus on:

T Prevention measures such as process and design (for example, layout rules)
1 Detection and mitigation by safety mechanisms (for example, ECC, redundant data storage)

Random hardware

E.g., Specification,
SW/FWHW

Permanent

Disappear after

Remain over time .
reprogramming/reset

Figurel Faults classification

Random hardware faults can be permanent ansient. If the fault is permanent, it will stay there over time.

In case where errors are transient, they can be removed by writing or resetting or setting a new value. In
Figure2, it is possible to find a simplified representation of the major cause of transient faults in
semiconductors. Alpha and neutron particles cause transient faults that need to be considered when
determining the failure rate of a chip.

Application note 6 V1.
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Cosmic
radiation Decay product alpha
particles
N neutrons N

IC- package . :
Bit flips/data corruption

of transient nature lead to
q faulty behavior
ofe: o

IC-die | Sensitive element: FF, Latch, RAM, ...

q
Solder Solder Solder Solder
. Ball Ball Ball Ball

Figure2  Alpha particles and neutron particles as possible causes of transient failures

1.3 ) 3/ FOXKFXF : H> ) %# Xrpl3 MN: H>; L>M J

AURIXUTC3xx was initially developed for automotive systems and is compliant with the 1ISO 26262:2018
standard. At the same time, compliance with IEC 61508:2010 was also assessed.

Table 1summarizes the main differences between the two standards relating to their applicability to AHRIX
TC3xx.

Table 1 ISO 26262 and IEC 61508 standards applicability to AURHST C3xx

Section ISO 26262 IEC 61508

Application field | 12-part standard that isstrictly for onroad 7-part industrial-related standard; most
vehicles, such as passenger cars, trucks, bus( often used for machinery, oil wells,
and motorcycles, covering the concept up to | chemical plants, nuclear sites, forklifts
the production stage for electrical/electronic | and robots.

systems.
This standard is tailored to the needs of the | This standard refers to industrially
automotive industry. relevant technical standards for EMC,

communication and cybersecurity.
Originated from IEC 61508 for automotive.

Safety Classification is based on Automotive Safety | Classification is based on Safety
classification Integrity Levels (ASIL). Integrity Level (SIL).
ASIL: A (least stringent), B, C, D (most SIL: 1 (least critical), 2, 3, 4 (masitical)
stringent)
Functional definition is in ISO 26262:2018 clause 3.67 | definition is in IEC 61508:2010 clause
Safety 3.1.12

Areas covered | it covers safety management, system/HW Covers safety management, system/HW
design, SW design, production and operation | design, SW design, production and

Application note 7 V1.
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Section ISO 26262 IEC 61508

of safetycritical E/E/PE systems, bilhe same | operation of safetycritical E/E/PE

is valid for components. systems.
a# |l GJ | H?|Automotive systems distinguish system desigl A hardware component compliant with
view from hardware component design. IEC 61508 is calledéa=1 GJ FC; H|

a#l GJI H?HNMA OM? >
specific compliance with the 1ISO 26262
standard.

One life cycle for alftailoring concept).

CH

ISO 262621 is specific for semiconductor
development.

The HWeomponent life cyclds
CHNLI >0=?> @l L at'! 3
ISO 61502 Annex E and F are for
semiconductors.

How safety is

The safety goatoncept requires risk reduction

The safety function concept was initially

implemented to be a part of the initial control system design based on the idea of defining equipment
under control (EUC) and then building
risk reduction measures for the system.
Documentation | ISO 26262 clearly defines work products for | General considerations on
each requirement. documentation are reported in Part 1,
Clause 5.
Confirmation reviews with independent No confirmation reviews are requested,
reviewers, dependent on ASIL, are requested| Only assessments with independent
assessors.
Relating documents to b@rovided,
there are less detailed requirements (no
WPs).
SIL and ASIL To determine the ASIL level of a system, a ris| The SIL level of a product is determined

determination

assessment must be performed for all hazard
identified.

Risk comprises three componentseverity,
exposure and controllability.

by three factors:

Systematic capability rating : If the
guality management system meets the
requirements of IEC 61508, a SIL
capability rating is issued.
Architectural constraints for the
element: Architectural constraints are
established by Route 1H or Route 2H.
Route 1H involves calculating the Safe
Failure Fraction for the element.

PFH (or PFDavg) calculation for the
product :

PFHis the average frequency of a
dangerous failure of the safety function
[h-1] for high demand mode of
operation or continuous mode of
operation, whilePFDavgis the average
probability of a dangerous failure on

Application note
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Section ISO 26262 IEC 61508
demand of the safety function operating
in low demand mode of operation.
Corresponding | Item Functional unit

terms

Defined in 1SO 262622018 respectively at
clause 3.41

Defined in IEC 615682010 respectively
at clause 3.4.5

Corresponding
terms

Element, Fault, Failure

Defined inISO 26264.:2018 respectively at
clause 3.41, clause 3.54 and clause 3.50

Element, Fault, Failure

Defined in IEC 615682010 respectively
at clause 3.4.5, clause 3.6.1 and clause
3.64

Decomposition
versus synthesis

ASIL decompositiors defined in ISO 26262
1:2018 clause 3.3

AnASIL Bafety requirementcan be
decomposed as:

ASIL D (D) + ASIL QM (D)
or

ASIL C (D) + ASIL A (D)
or

ASIL B (D) + ASIL B (D)

According to IEC 615682010 SIL
synthesis essentially allows the
synthesis (or combining) of two
redundant elements with a systematic
=:;J; <CFCNS gys@mdtic A
=;J, <CFCNS I @ a. U
equal to SIL 3.

The rules for SIL synthesis according to
IEC 61508 are:

1 SIL2+ SIL 2 gives SIL 3

1 SIL1+SIL1givesSIL2

The IEC 61508 standard does not allow
recursive SIL synthesis and in addition,
the two combined elements should have
the same SIL.

IEC 61508 also requires a tvehannel
implementation for SIL 4 systems (the
hardware fault tolerance has to be >0 fo
a SIL 4 function).

&; CFOL?
Expressed in FIT
(see Sectiorl.6)

s @ lgels pldd s Is

s W o Slisss iU Qs

Definitions for
the different
component of
failure rate

Is;p K Single-point faults

IssekResidual faults
IsseropkDetected/perceived multipoint faults
IsserokLatent multi-point faults

ISupel wrlsrU welsMulti-point faults
Is;»kSafe faults

Expressed in FIT

Is;»kSafe failure rate: No impact on
safety function

Is;pkSafe detected failure rate

r g &Safe undetected failure rate
Now$ ; HA? LI OM @; CFOL
safety function

U pplkDangerous detected failure rate

U pukDangerous undetected failure
rate

Expressed in FIT
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Section ISO 26262 IEC 61508
Metrics In automotive systems, metric targets are In IEC 61508 metrics, the most relevant
mandatory on the item level and are related tq factors are singlepoint faults, even if
both single- and multi-point faults. they include common cause evaluation
NBLI OAB ; 2 @; =NI L
Probabilistic Probabilistic Metric for Random Hardware In an architecture without
metrics Failures (PMHF) redundancy (1o01)

Quantitative criteria for the residual risk of a | PFH ds,,
safety goal violation due to random hardware | peH definition is in IEC 615@8010

failures. clause 3.6.19
In simple terms:

A metric to show the robustness of a safety
architecture.

+ 0,5 3 su1, opF, latert } iF, DPFX Tiifetime

Expressed in FIT Expressed in FIT

Similar metrics | Single Point Fault Metric (SPFM) Safe Failure Fraction (SFF)Ratio of
terms Quantitative criteria for the effectiveness of | safe and dangerous (but detected)
the safety architecture to cope with singte failures in a system safety function to
point and residual faults. the total failure rate.
In simple terms, metric for the share of SFF exact definition is in IEC 61508

remaining dangerous faults in relation to all | 4:2010 clause 3.6.15

faults. SFF is calculated at the element
(component) or system level for a safety
function. It should not be applied to sub

Expressed in percentage elements.

Expressed in percentage

Metrics terms Latent Fault Metric (LFM).

unigue to ISO Quantitative criteria for the effectiveness of
the safety architecture to cope with latent
dual-point faults.

In simple terms:

A metric for the share of remaining critical
latent faults in relation to all dualpoint faults.

Expressed in percentage

Terms Low-demand mode safety functions are
unique to IEC required to operate at low frequencies,
typically once or more per year. Low
demand functions have less stringent
requirements onPFDavdthe average
probability of a dangerous failure on
demand of the safety function) to
achieve a specific SIL.
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Section ISO 26262 IEC 61508

High-demand mode safety functions

are required to operate at high
frequencies, typically many times per
hour. High demand and continuous
demand functions have more stringent
requirements onPFH(average
frequency of a dangerous failure of the
safety function) to achieve a specific SIL

Continuous-demand mode safety
functions operate continuously.

For more details refer to IEC 61508
4:2010 clause3.5.16

Type A productsare simple products in
which all failure modes are knowrkor
more details refer to IEC 61582010
clause7.4.4.1.2.

Type B productsare complex products
in which not all failure modes are known
(for example, semiconductor) For more

details refer to IEC 615682010 clause
7.4.4.1.3.

Hardware Fault Tolerance (HFT)

HFTis the number of faults that can
occur without failure of the safety
function. A hardware fault tolerance of N
means that N+1 is the minimum number
of faults that can cause a loss of the
safety function.

For more details refer to IEC 61508
2:2010 claus&.4.4.1.

For AURIMITC3xx, HFT is equal to 0. Th
means that the fault might be detected,
but safety functionality is lost with one
fault. With a hardware fault tolerance of
0 (in other words, 1001 redundancy), the
maximum safety integrity level that can
be achieved by a Toe B (complex
semiconductor) safetyrelated element

is SIL 3.

HFT > 0 requires redundancy.

Application note 11 V1.
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Section ISO 26262 IEC 61508
Fault Tree A Fault Tree Analysis or equivalent tamwn A Fault Tree Analysis or equivalent is
Analysis analysis is required in the case of ASILCand|l HFS a2 &£ ©L?=1 GG?H
ASIL D.
Dependent DFA is the analysis to identify single events | DFA is quantitative and faults in the
Failure Analysis | that can cause multiple suiparts to diagnostic circuit can contribute to
malfunction (for example, intended function | FMEDA metrics with the stalled beta
and its safety mechanism) and lead to a factor.
violation of a safety requirement or safety
goal.
DFA igjualitative in automotive standard.

1.4 3; @? NS %F?G?HN | ON | @ #1 HN? RN ©3 %l |

AURIXUTC3xx is an MCdéveloped for various applications.

Since itis not tailored for a specific item, according to automotive safety standard ISO 26262 part 10,
the AURIXUTC3xx is a Safety Element out of Context (SEooC) hardware component.

As ISO 262620:2018 highlightsthe development of an MCU starts with an assumption of systewvel
attributes and requirements. It is the responsibility of treystem integrator to integrate the SEooC
assumptions of use.

According to the ISO 26262 classification, the MCU is a hardware component that performs a set of functions at
the item level as a part of a system. A system, as it is defined in ISO 26262omposed of at least three

related elements: a sensor, a cawiler and an actuatorFigure3 shows the typical use of the AURIXC3xx in

the context of an electronic control unit (ECU).

1 Inputs are provided by one or more sensors at the system level, processed by the HW components on the
ECU and forwarded to the input channels of the MCU.

1 The MCU processes the data and provides outputs to other hardware components.

1 Hardware components drive one or multiple actuators or transmit data to another ECU via a
communication network.

Application note 12 V1.
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|

TC3xx

Sensor
1§
HW
(input)

Components

f
1

HW
Components
(ouput)
N
< Communication Network> Actuator |:|

I

Components

Figure3  AURDEUTC3xx in the context of an electronic control unit (ECU)

1.5 &, MF@? MSMN?G

A system is said to biail-safeif it is designed such that in the event of a failure of any element of the system,
the system prevents harm to humans.

This is accomplished by having the system entesade stateif any safetyrelevant failure occurs or if it detects a
aF; N?HNA @, CFOL? NB; N =; HHI N <? =1LL?=N?> CGG?>C; N

1.6 &, CFOL? L; N?

Failure rate is the frequency or rate with which a system or component fails, expressed in failures per hour.
3SG<I Fy Is6F; G<>; 8

Unit: 1 FIT = 10h™ (failure in time)

Failure rates scale depending on time and the nhumber of systems or components.

Examples of different meanings of 1 FIT:

1 If there are 1®systems or components, one of them will fail every hour.

or

1 If there are 10systems or components working f@ours consecutively, one of them will fail.

1.7 &; @AFNF; N?> NCGCHAM

1.7.1 ) 3/ FXFXF J?LMJ?=NCP?

One of the key metrics for a functional safety system is the time to reach a safe state after a fault occurs.
This period, known as th€&ault Handling Time Intervg]FHT]I), is the sum of two elements:

1 Fault detection time (FDTI)

Application note 13 V1.
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71 Fault reaction time (FRTI)

(infineon

A more commonly used term, similar to FHTI, is #a&ult Tolerant Time IntervalFTTI), which is defined inSO
262621:2018 claus8.61 and providesthe minimum timebefore a system could becomgangerous when a

fault occurs

Figure4 shows a graphical representation of the relationship between these timings.

| Safety Mechanism implemented

Normal operation

Safe state

— >

Fault
D?fﬂ:gon Fault Reaction Time Interval
Interval (FRTI)
(FDTI)

v

A\ 4
A

«

Fault Handling Time Interval (FHTI)

FaultTolerant Time
Interval (HTI)

Figure4  Fault Tolerant Time Interval

The worst case for théault detection timeis applicationspecific and defined by the diagnostic time interval.
All hardware safety mechanisms within AURURKC3xx hardware provide a very fast fault detection time, in the

order of microseconds.

1.7.2 ) %# Xrgl'3 J?LMJ?=NCP?

I N?LG =1LL?MJI H>CHA NI &44) 1 €RMNBRMThR%HS dREIh3EEMN ; H:

615084:2010 at clause 3.6.20n general,the time to react to a fault is longer in industrial applicationgth

respect to automotive ones.

1.8 OLI N?=NCP? G?; MOL?M

When the need for a protective measure is identified and the classification is determined, the measure must be

implemented in the system.

Safety systems can have various principles of operation, for example:
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One single device is inherently faglafe (so without integrated primary or secondary protection).

1 One single device with periodic setésting and monitoring, where the control layer and primary and
secondary protection layers are integrated into one single device.

1 Two independent devices are compared using the same or different technology. Secondary protection is
provided by the comparison.

1.8.1 3CHAF? >?PC=73, @HB?L?HNFS @; CF

Electronic faitsafe devices can include fuses, circuit breakers or curflmiting circuits, which interrupt
electrical currents under overload conditions. As a result, they directly prevent damage to wiring or circuit
devices.

1.8.2 S3CHAF? >?PC=? RNCNBCHALCH>CEI MCRI@L CtF

/I H? 1 @ NB? GI MN =1 GGIH M; @?NS ; L=BCN?=NOL?M CM QB; |
periodicselfN? MNCHA ; H> GI HCNI LCHA A3 )H NBCM ; L=BCN?=NOL?
number of layers, as shown irigureb.

Input ——p Control layer — Output
A
Primary protection ——» Safety Action 1
A
Secondary protection —» Safety Action 2

Figure5 Layers of safety systems in the case of a single device with periodiself-testing and
monitoring

Safetyclassified functionalities that will lead directly to a hazard are implemented through a control layer plus
a primary and secondary protection layer. This means that the system needs to be safe even when two
independent faults occur.

The worst case is when two faults happen, one in the control layer and another in the primary protection layer,
at a time distance that depends on the acceptable risk for the system (normall24zhours in the most

restrictive case). Statistically, it isonsidered that there is a very low probability that more than two

independent faults occur.

The functional layer is intended as the component necessary for the control tasks such as receiving signals

@Ll G M?HMI LM ; H> M?H>CHA =1 HNLI F MCAH; FM NI ; =NO; NI
of any protective measures, failes in combination with normal conditions in the control layer can directly

lead to a hazardous situation, such as sending a spurious control signal to operate a valve. Such failures are

=l HMC>?L?> &4a=LCNC=; F @ CFOL?MAn
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A second layer is necessary to implement safety measures to detect critical failures. These measures can be
considered as forming the second functional layer (primary protection), whose task is to initiate a protective
actioninthe eventof acritical fiOL? CH =1 G<CH; NCI H QCNB ; FF >?@CH?>

Faults that remain without leading to a critical failure are considered latent faults. Latent fault diagnostics can
be executed with a lower frequency with respect to faults leading to safettijical failures. This kind of fault,
normally occurring in theprotective function, nevertheless leads to a hazardous situation, even years later, in
combination with a second fault.

It will be necessary to incorporate safety measures that prevent such a situation. To prevent a dropout of
JLCG; LS JLI N?=NCIH >0? NI ; F; N?HN @; OFNH NB? JLI J°
necessary function can be considered a thiithctional layer (secondary protection).

By implementing primary and secondary protection layers, a function with a high safety rating can be realized.

1.8.3 4 QI CH>?J7?H>?HN =B; HH?FM QCNB =1 GJ,;
Inputl —p Channel 1 >
4
Compare Output
Input2 ——p| Channel 2 >
A
Comparator test —>

Figure6 Layers of a safety system using two devices with comparison

When adopting the technique of two independent channels with comparison, these two can use the same or
different technology targeting the same function. In other terms, it includes homogeneous redundancy or
redundancy with diversity.

When applying diversity to a system, it is not necessary to use hardware components from different
manufacturers; the goals can also be achieved by using components from a single manufacturer.

This approach is limited to detecting that there is a fault but not determining where the fault is, as opposed to

redundant systems with higher number of instances where the majority of voters will determine which channel
is faulty (this is, for examplehte case of at least two channels giving the same information over three channels
present).

The final layer of protection is then provided by the comparator. The comparator itself will be guaranteed in its
functionality; therefore, tests need to be run on the comparator to detect faults leading directly to a hazard or
to cover latent faults. Theomparator itself should also be free from systematic faults as per the rest of the
system.
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AURDEHTC3xx products platform and scalability

2 !

52pM8#f RR JLI >0=NM JF; N@I LG ;

) H@C H ? | HIECBkfdmiyZonéeptoffers both scalable feature sets and scalable pinouts for optimal
flexibility, as well as requirements meeting up to Ag9Land SIL 3 classified requirements.

Depending on the specific application and its functional safety system requirements, users can choose the
product that best fits to their specific case.

6x 9XA Series TC397XA MCU Scalability
300 MHz 16 MB 300 MHz > Performance & Flash
6x 9x Series TC397X TC399X > Pin-compatibility
300 MHz 16 MB 300 MHz 300 MHz »  Binary compatible cores
4x Ex Series TC3E7QX
300 MHz 12MB 300 MHz
ax 8x Series TC387Q  TC3goQ | Safety/Security Concept
300 MHz 10MB 300MHz 300 MHz » 18026262 ASIL-D compliance
of all devices
3x TxX Series TC377TX
300 MHz 6MB 300 MHz > eVita Full hardware security
support on all devices
3x 7x Series TC375T TC377T
300 MHz 6 MB 300 MHz 300 MHz -
Connectivity
2x 6x Series TC364D TC366D TC365D TC367D > Ethernet: up to 2x 1GBit/s
300 MHz 4 MB 300MHz  300MHz 300 MHz 300 MHz > CAN FD: up to 16 channels
ax Ax Series TC3A8Q  TC3A7Q > LIN: up to 24 channels
300 MHz 4 MB 300 MHz 300 MHz > eMMC IF for external Flash
3x 5XA Series TC356TA TC357TA > IPC: up to 2x 320MBit/s
300 MHz 4 MB 300 MHz 300 MHz
2x 3xA Series TC336DA TC337DA L - Single Lockstep Core
300 MHz 2MB 300 MHz 300 MHz D - Dual Core
1x 3xSeries  TC332L  TC333L  TC334L  TC336L TC337L T - Triple Core
200 MHz" 2MB 200 MHz" 200 MHz" 200 MHz" 200 MHz" 200 MHz" Q - Quadruple Core
1x 2xSeries  TC322L  TC323L  TC324L TC327L X - Sextuple Core
160 MHz 1MB 160 MHz 160 MHz 160 MHz 160 MHz
Flash LQFP-144 Sense &
TQFP-80 TQFP-100 BGA-180 LQFP-176 BGA-233 LFBGA-292 LFBGA-516
Package 1@ Q TQFP-144 Q Compute
Figure7  AURDEUTC3xx scalability table
Brand
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@ < < s
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E i
Frequency
Temp. Range 160MHz
K-40°G+125°C 200MHz
L-40°C+150°C 300MHz
Series Package Class Core Architecture Feature packages Flash size code Package type code
9 series 9 516PIN X Hexa Core A ADAS ext. Memory 16 1 MB W  LQFP 0.5 mm pitch
8 series 8  233PIN Q Quad Core E Emulation device 32 2 MB F  TQFP 0.4 mm pitch
7 series 7  292PIN T  Triple Core F Extended flash 64 4 MB S LF/BGA 0.8 mm pitg
6 series 6  180PIN D  Dual Core G Additional connectivity 96 6 MB No letter for bare die
3series 5 176PIN L  Single Core H ADAS standard feature | 128 8 MB
2 series 4 144PIN M MotionWise software 160 10 MB
Eseries 3 100PIN P Standard feature 192 12 MB
Aseries 2 80PIN T ADAS + emulation 256 16 MB
0 Bare Die X Extended feature
C,V,Z Customer specific
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3 ) HNLI >O=NCI H NI &53! , JIJFC=; NCI

3.1.1 rM3JFC=; NCI H ; MMOGJNCI HM ; H> CGJF?G?~

Application assumptions are assumptions at the system level, such as safety goalssttdeiant time interval

and system safestate determination. Depending on the application fields, a few examples are listed in
Section5and subsequent sections to explain how to proceed with the first architecture approach, considering
safety-related aspects.

3.1.2 3N; H>; L>M ; <l ON @OH=NCI H; F M; @? NS ;

Standards are guidelines and reflect best practices. The functional safety standards differ depending on the
sector of applicability. IEC 61508 is widely considered to be the root of all functional safety standards.
Following the IEC 61508 standard, manther standards were created for functional safety, for example, ISO
26262 for the automotive sector and IEC 607B@Annex H for automatic controls in household and industrial
applications.

Household

- IEC 6033%Household and similar
-|IEC 6113% Programmable controllers electrical appliances Safety

- IEC 13849 Safety control systems -1EC 6073&%Automatic eletrical
-1EC 62061 Machinery controls

-IEC 10218 Robots

Industrial

Buildings
-EN 81/EN 115Lifts

Energy

-1EC 62109 Energy delivery
-IEC 61513 Nuclear power

-IEC 50156 Furnaces

-IEC 61511 Industrial Processes

IEC 61508

Transportations Medical

- IEC 6060%Medical devices
- IEC 62304%&Medical devices software

- EN 5012x Railway applications

-1SO 26262 Road vehicles

-1SO 25119 Tractors and machinery
for agriculture and forestry

-1SO 15998 Earth moving machinery

Figure9  Functional safety standards overview

3.2 &OH=NCI H; F M; @Q? NS F?P?FM

When planning an ECU, the engineers have maore than one safety functionality to implement. Each of the safety
elements that are implemented has its own safety classification. In the same MCU, especially if it is multicore,
you can set up various independeminctionalities; a few of them are not related to safety; others can have a
defined safety level.

Depending on the specific application field, the safety levels have the following hames:

71 Automotive standards (ISO 26262): QM, ASIL A,B\ASIL C, ASIL D
7 Industrial standards (IEC 61508): SIL 1 and SIL 3,S3LL 4
1 Automatic electronic controls (IEC 60730): Class A, Class B and Class C

The methodology to be applied has a similar basis. Considering the application that is developed and the given
technical specifications, a risk analysis needs to be performed to understand which safety goals are to be
achieved and their level of criticalt with respect to safety (ASIL, SIL and so on), depending on parameters such

Application note 19 V1.
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G

as severity, exposure and controllability in the automotive field. It is possible to find an example for automotive
safety level classification ifrigure10.

C3Difficult to
control or
uncontrollable

CLkSimply
controllable

C2%Normally
controllable

ElVery low
S1xLight and moderate E2Low
injuries E3Medium
E4High
) _ ElVery low
SZ)KSevFere _ar_ld _Ilfe E2low
threatening injuries E3Medi
(survival propable) edium
E4High
o _ ElVery low
'S:.%m!_lfe-three.ltenlng - [E2Low
injuries (survival uncertain), E3Medi
fatal injuries edium
E4High
SO¥No injuries If a hazard is assigned to severity class SO, no ASIL assignment is required.
EOsxkIncredible If a hazard is assigned to exposure class EO, no ASIL assignment is required.
COxkControllable If a hazard is assigned to the controllability class CO, no ASIL assignment is required.

Figure 10 Establishing the different level of safety in automotive standard ISO 26262

At this point, the project engineers, to whom this book is intended for, can start building their system,
considering a good chipset that is adequate to the functionalities they need also from a safety perspective.

AURIXUTC3xx is designed to be the right MCU for the control board in safety applications, with a significant
number of safety mechanisms already built into the hardware. This allows for a fast and reliable system design.
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4 ' 52H8B8#f RR - #5 ; H> &53!

Figurellshows an overview of the functional blocks available on the ABRIKX3xx platform. A clear
distinction is made through the colors between cores, memories, peripherals and special features of the
product family.

10 pads
all5Vv/3.3V

Checker core
Checker core
Checker core

Safety
-LBIST
-MBIST upgrade

TC 1.6P
CPUO

CIF
FPU

PSPR, PCACHE
DSPR, DCACHE

Pflash
Dflash 0.5 LMU

System resource interconnect

>

\
i

[a)
(%
(@)
=
>
(0]
< i ipheralbus
EVADC
o 8
o < a
< > s
5% 3
c O
E o 0w
= o
o ()
n
Performance Memories Performance
- New Tricore™1162 generation - Larger SRAM - Low-power modes
- New instructions - SRAM/flash ratio increased
-Up to 6 CPUs at 300 MHz - Enhanced MPU
- New direct flash access path - A/B swap support
HSM: Full EVITA compliance Delta-sigma Ethernet
-New accelerators ECC256/SHA256 -Enhanced concept -1 Gbit/s ETH
- Available on all devices - QoS services
-Remote DMA
ADAS ADC eMMC/SDIO
-LVDS IF - Improvement ofpre-existing - External NAND flash IF
- Signal processing unit ADC
- Reduction of capacitive load

Figure11 Main features of the AURIDKLTC3xx family

As AURPUTC3xx is developed for functional safety use cases, each functional block (apart from a few
peripherals) is built to prevent a fault from leading directly tosafety goal violation or to remain latent.
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Figurel2shows a norexhaustive overview of the hardware safety measures available for each functional block
of the AURIMUTC3xx platformThe main safety features are described in the subsequent subsections.

Dflash

}

n
‘ Checker core g E “
[se el (©)
TC 1.6P N2 O PMS
‘ CPUO 20
FPU 20
64KBPSPR O !

32 KB PCACHE

96 KBDSPR -
. . 16 KB DCACI“ ‘ ‘ ‘
AA ‘ A
Pflash »= LMU DAM Mini

<

f e ¢

=

SFI HSSL
——» DMA  idge  HsCT

e???ims 7

Primary ADC
econdary ADC

@

. 6666

FCOMP

Y

EDS ADC
GTM
ccue
GPT
ST™M
ETH MA
ERAY

MCM CAN

ASCLIN
QSPis
12C
PSI5
PSI5S
SENT

System resource interconnect >

P DO®E o'

‘ Redundant, spatial separated peripherals ‘ Memory protection peripherals

‘ Safe SPB ‘ Safe Interrupt Processing

‘ Safe DMA ‘ Flexible CRC Engine (FCE)

‘ 10 Monitor

SRAM ECC (SECDED with enhancements ‘ Clock Monitorin
to detect multi bit failures) 9

‘ Flash ECC (PFLASH with DECTED, DFLAS' EE brotection
with TEQED) P

Lockstep core ‘ Power Supply Monitoring
‘ CPU selt test (90% Latent Fault Metric) ‘ Self Test

‘ Memory protection core

Figure12 Overview of the main safety features of MCU blocks
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4.1 3; @? NS CIH@L-; MNL O=NOL? <FI =EM

To execute any safety application software, it is essential to ensure the correct configuration and monitoring of
the MCU infrastructure.

By MCU infrastructure, it means:

1 Common functional blocks: Considered as possible commaoawuse failure initiators.

1 Access protection features: Provide freedom from interference between HW/SW elements (see
Section7.7for more information).

1 Error management and reporting: Provide a transition to the safe state when a fault is detected (see
Section4.8for more information).

4.1.1 #1 GGI H @OH=NCI H; F <FI =EM

Blocks such as the power management system (PMS), clocks, ports, reset and others that are common to all
basic functionalities of the MCU are considered always active. They are usually involved in the nominal (also
=; FF?> aGCMMCI HZAes o@m@fdretidrd bf AWRBOTEBxx. Rt in aBy dfitlelse blocks are
considered safetycritical and must be detected. In the following sections, an overview of the safety features
that are available in these functional blocks is provided.

4111 0Ol Q?L G; H; A2G?HN MSMN?G ©0- 366

The PMS provides the power infrastructure, generates supply voltages using internal voltage regulators,
facilitates power distribution and manages system power modes. Monitoring the supply voltages is the main
safety activity implemented in the PMS. Thisrtsists of detecting overvoltager undervoltage events at the
different supply voltages.

1 Power built-in self-test (PBIST)

This test is carried out at reset (Cold PORST; see Set€tior details on various resets). The goal is to ensure
that external power supplies reach a minimal value before reset release. The MCU will remain in a reset state
while the defined voltage thresholds are not exceeded.

1 Primary undervoltage monitor

The primary voltage monitor triggers a reset (Cold PORST) if VEXT, VDDP3 or VDD drops below the lowest
possible threshold for the correct operation of the system. Reset threshold values are defined in the product
datasheet.

1 Secondary overvoltage and undervoltage monitors

The secondary voltage monitor triggers alarms in case of an overvoltage or undervoltage event in any of the
supply rails (that is, VEXT, VDDP3, VDD, VEVRSB and VDDM). These thresholds are to be configured by the use

Note: VEVRSB and VDDM are not monitored by the primary monitor because it is assumed that the
secondary monitors are reliable when VEXT, VDDP3 and VDD are within the operating range.

Note: External supervisors for VEXT overvoltage are supplied at the system level; for example, see
Sectiord.9
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Figure 13 Power supply rail internal primary and secondary safety monitors

41.1.2 #Fl =ECHA MSMN?G

The clocking system includes the clock generation unit (clock source), clock scaling (PLLS), clock distribution
(CCU) and individual clock configurations (for each MCU peripheral). Since the clock signals are distributed to
all peripherals, the clocking stem is a potential source of commeoause failures. Therefore, fault detection
coverage of this block is an important part of the safety measures that are implemented in AURT&xxX

devices.

Hardware measures are implemented to detect faults in all submodules of the clocking system. The main
measure is to compare the frequencies derived from an independent clock source against the operating
frequency to be protected.

1 Clock source

The backup clock (internally generated) and the external crystal oscillator (XTAL OSC) are monitoed via
watchdog function An alarm is generated if the number of backup clock cycles within a window of 512 f
clock cycles (derived from the XTAL OSC) exceeds a configurable value.
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71 Clock scaling (PLLS)

The output of PLLs output is monitored by comparing it against a diverse clock (the backup clock); the backup

clock output is monitored by f,41 ! a=Fl=E ; FCP?ZL ; F; LG CM A?H?L; N?>
value.
1&3: SPB Alive Monitor Clock domains
1 feacireference  pupy 1&4: PLLO Alive Monitor
1&5: PLL1 Alive Monitor
1&6: PLL2 Alive Monitor
2&7: BACKUP Alive Monitor
2
3 fspetoggle detect
4 frLotoggle detect
ngRIC —» PLLXx/fSPB clock alive alarm
5 feLLadivider logic frLLitoggle detect
6 feLiotoggle detect
7 feackdivider logic »  Backup clock alive alarm
—>

Figure 14 Clock source and clock scaling builtin safety mechanisms

The PLL has a lock detection feature that differentiates between stable and unstable circuit behavior. The PLL
may unlock because of a break in the crystal or ceramic resonator or the external clock line. In such a case, a
safety management unit (SMU) alarevent is generated.

1 Clock distribution (CCU)

Clock signals distributed to the individual peripherals must be monitored by the application software. The idea
is to compare safetyelated peripheral clocks against clocks that are generated from different PLLs, for
example:

T fero(STM vs §,(QSP) and/or
T foro(STM vs £ o(ASCLIN

Such a plausibility test detects the wrong settings or states of the cldikders in the CCU logic.
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Figure 15 Clock distribution protected by plausibility check

1 Clock configuration

In all clocking system subparts, safetglated configuration registers (SFRs) are protected via safetyfftp
(SFF) mechanisms&afety flipflops are special fliflops that implement a hardware mechanism capable of
detecting bit flips within the protected registers, thus preventing singbmint faults. Alarms will be generated in
the event of bitflip events.

41.1.3 3SMN?G =1 HNLI F OHCN ©3#568

TheSCUs a module that includes several central infrastructure submodules, such agdset control unit,
emergency stop, watchdog timers and trap generat@ee Sectiort.6.9. A set of protection mechanisms (SFFs,
signal redundancy and so on) is implemented in the SCU to detect transient or permanent faults that may lead
to severe malfunction of the MCU.

The SCU implements the following HW features that are typically required for a safety application:

1 Watchdog timers: These timers monitor access to protected SFRs via Endinit or safety Endinit protection
(each CPU has a watchdog timer; in addition, a safety watchdog timer is available for shared resources).

1 Emergency stop (ES) The emergency stop feature provides a fast reaction to an alarm without the
intervention of the software. As a reaction to the emergency event, selected output ports can be
immediately placed into a defined state (for example, bring the actuators into a known state). An
emergency stop can be triggered by the following:

T A transition on the port that is configured as the emergency stop input.
T An alarm event or command from the SMU that is configured to generate a port emergency stop.

The emergency stop control logic for the ports operates in two modes:

T Synchronous mode (default): The emergency case is activated by hardware and released by software.
T Asynchronous mode: Both the activation and release of the emergency case are done by hardware.
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41.1.4 $C? N?GJ?L; NOL? M?HMI L

To avoid the MCU working outside of the expected temperature range, two temperature sensors are
implemented in the AURBXUTC3xx device. This feature can be used as an additional safety mechanism because
it enables the generation of an early warning whenever the die temperature is too close to the boundaries of
the operating range. Both sensors are located near areas thattheawarmest areas of the product. The first
instance (PMS_DTS) is located close to the PMS. The second instance (DTS_Core) iclosatemthe CPU

cluster. Each sensor will detect whether the temperature is within the specified limits and set temperature
underflow/overflow alarms accordingly.

4.2 3; @?NS | @ JLI =? MMCHA <FI =EM

4.2.1 3; @? =1 GXk#OWN5 NCI H

The TC3xx family utilizes the TC1.62P core hardware, which is based on the TC1.6P core with enhancements in
memory distribution, protection and other aspects. Additionally, up to four CPUs are protected by a lockstep
mechanism, which allows them to run u ASILD or SIL 3 applications without the need to integrate cyclic
software-based seHtests for the CPU.

42.1.1 #05 G?GI LS ; H> N?GJIL; F JLI N?=NCIH

The CPU offers several HW measures for protection of memory and module resource accesses (registers), as
well as timerbased mechanisms for detecting timing violations of the SW.

42.1.2 ,  =EMN?J #05

Depending on the device variant, an AURIRC3xx offers up to four lockstep CPUs. The lockstep (LS) CPU
monitoring is based on hardware redundancy with online monitoring of the outputs. The lockstep monitoring
function compares the outputs of the master and the checker cores and signals a fatite &MU for
appropriate action.

The monitoring function temporarily separates the cores by inserting delays in the signal chain to avoid an
external disturbance that affects both cores in the same way and therefore goes undetected by the lockstep
mechanism. To achieve this, the redundacore inputs and the master core outputs fed to the comparators are
delayed by two clock cycles, realigning the two signals. The lockstep core has no effect on the nominal
operation.

Master afi] Master afi]

Core Core
->nN
X!

\4

decoder encode

. cmpli] encode p

[0=>n] bl

i Checker i Checker
Core Core

(A) (B)

Figure 16 Scheme for an arbitrary node comparator (A) of a lockstep core and its fault injection (B)
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The cores equipped with a lockstep also have a continuously running backgraeititest of the lockstep
comparator. The selftest function willinject faults into both inputs of each of the monitored nodes and verify
that the fault is correctly detected by the monitoring logic.

Figurel6shows a simple representation of an arbitrary node comparator and the fault injection mechanism,
which is highlighted in green.

All CPU functions are covered by the following lockstep system:

1 Exception handling

7 Instruction fetch and execution

1 Data movements from internal RAM to the core or bus interface

4.2.1.3 . 1#HI =EMN?J #05

The nortlockstep CPU has an identical architecture compared to the lockstep CPU, but it does not include the
checker core and the comparator output logic. While the performances ofrtbe-lockstep and lockstep CPUs
are the same, the noitockstep CPU cannot rely on redundant hardware elements. Therefore, a softwased
mechanism named softwardased seltest (SBST) is required for covering singleint faults and latent faults

of the CPU itself.

42.1.4 3SMN?G NCG?L GI >0F? ©34-06e

The system timer is a fresunning 64bit timer that is enabled immediately after an application reset and can

be read by the application software. Each CPU has a dedicated STM. The system timer is fundamental for the
operating system and task scheduling.can be configured to generate a compareatch interrupt service

routine (ISR) by using dedicated registers. The STM is not part of the duplication area of the CPU, so no specific
hardware is dedicated to monitoring the correct behavior of the timer.dases where the STM is used in safety
relevant applications, the application SW performs plausibility checks using an independent timer.

4.2.2 LIHILLL? =NCHA =1>? N?=BHCKO?

Error-correcting code (ECC) is a technique that adds a number of check bits to a message or data, allowing it to
detect and correct a limited number of errors. In this scope, the minimum number of bit flips required to

change one valid codeword into anothe P; FC> =1 >?Ql L> CM =; FF?> NB? asB;
Typical ECCs, such as hamming codes, can detect with certainty ughib &rors and correct 1bit errors.

Hamming codes are used BMURIXUTC3xXSRAMs. In this case we have sinlgieerror correction and dualbit

error detection (SECDED). Another type of ECC, such as BCH codes, can be designed to correcthitultiple
errors. BCH codes are usedAJRIXUT C3x¥PFlash with duabit errors correction and threebit error detection
(DECTED). For DECTED, a hamming distance of six is required.
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4.2.3

#05

21 - M

Each CPU utilizes different RAM blocks as local memories, which are represerfgglie 18 and listed as:

= =4 -4 -4 A -

Data Scratch Pad RAM (DSPR)
Program Scratch Pad SRAM (PSPR)
Data Cache (DCache)
Program Cache (PCache)

Distributed Local Memory Unit (DLMU)
Local PFlash Bank (LPB)

SRI Slave SRI Slave SRI Master| SRI Master|
Interface Interface Interface Interface
[ J
Program Data Scratch
Scratch Pad
— — Pad RAM | —
RAM (DSPR)
(PSPR)
Program Cache | | DataCache
(PCache) (DCache)
Distributed
—— Local Memory —
— Unit (DLMU)

Local PFlash Bank

(LPB)

Figure 18 Processor core, local memory and connectivity
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The processor core connects to these memaories and to the following bus interfaces (where these are
implemented):

1 SRI Slave Interface (x2)

1 SRI Master Interface

1 SPB Master interface

The CPU RAM can be affected by transient or permanent faults and implements the same safety mechanisms
common to all SRAM blocks. See Sectib@.2for more information.

The RAMs of the lockstep CPU are not protected by the lockstep mechanism, which covers the memory
interfaces (PMI or DMI). In other words, the RAMs are not part of the area of replication. Nevertheless, lockstep
CPU memories arelassified as ASID, allowing the user to execute ASILsoftware from a lockstefCPU in
combination with local and remote (by another CPU) lockst&€PU RAM.

Non-lockstep CPU memoriemherit the ASIEB level from the nonlockstep CPU. If users want to perform ASIL

D read/write operations by using a nelockstep CPU memory from a lockstep CPU, the system integrator will
take care ofmonitoring datacorruption. This means monitoring the data (stored in the CPU.PSPR, CPU.DSPR or
CPU.DLMU) of nelockstep CPUs by using information redundancy.

4.2.4 . I HPI F; NCF? G?GI LS ©.6-96

As shown irFigurel9, the MCU features memory resources that are distributed to multiple locations.
In particular, the NVM is dedicated to storing data or programs in flash memories. It is composed of the
following parts:

1 Data flash: Flash banks are used to store application data. Two banks are available (DFO and DF1).

1 Program flash: Flash banks are used to store application SW code or constant data. One bank with local
access is available per CPU.

User configuration blocks (UCB) This block is used for user configuration of the device. It is part of DFO.
Flash standard interface (FSI} Executes erase, program and verify operations on all flash memories.
Configuration sector (CFS) This block contains deviespecific settings that are not accessible by the user.

BootROM (BROM)Contains the firmware executed by the device at stag before userdefined software
can be executed.

DMU Interface the FSI and PFI with data flash, UCB and CFS.
1 Program flash interface (PFI): Provides a fast connection between each program flash bank and its CPU.

= =4 -4 -4

|
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Figure 19 Nonvolatile memory subsystem

42.4.1 -1 HCNI LCHA

The content of PFlash banks is crucial because it contains the code executed by the CPU. Any fault leading to
transient or permanentcorruption of the PFlash contentan lead to severe malfunctions that are not

detectable by SW. Therefore, the NVM offers dedicated safety mechanisms for the monitoring of several failures
affecting the PFlashSee Sectiort.2.2for more information.

Each 256bit block is protected by an enhanced error detection code (EDC) and ECC logic that can detect up to
3-bit errors (TBE) and correct singlait errors (SBE) as well as doubltét errors (DBE). In addition, @orrectable

bit address buffer (CBAB) is available to monitor the number and address of corrupted code words; each
address is stored only once and an uncorrectable bit address buffer (UBAB) is present to store the address of an
uncorrectable error.

Toaddress the latent faulimetric of the ECC logic, the PFlash ECC/EDC decoder is also monitored to detect
failure modes of the ECC decoder. In addition to all these-bB&ed safety mechanisméefore starting to fetch
safety-relevant code from a PFlash bank or upon every content update, the user application software will
execute additional checks, such as a CRC of the full memory.

The nonvolatile memory also has a dedicated RAM for the FSl interface. The RAM can be affected by transient or
permanent faults that can corrupt data and it is protected by the same safety mechanisms common to all SRAM
blocks.
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4.2.5 61 F; NCF? G?GI LS

In addition to the volatile memories associated with each CPU, ABRIZ3xx has EMEM, LMU and peripheral
RAMs. A few volatile memories are in a yaecessible memory range. Other memories are localized to the
peripheral modules. RAMs are protected, for the most part, by the ECC mechanism. See Se2tifor more
information. A few exceptions feature EDC only.

Finally, when the ECC detects the majority of the data corruption, the RAM has additional hardware safety
mechanisms capable of detecting errors in the RAM address.

The RAM alarm concept is updated based on the expected fault reaction. From each RAM, the following three
alarms are sent to the SMU:

1. Correctableerror alarm (CE): ECC correction is performed (that is, shhgierror correction)
2. Un-correctable error alarm (UCE): ECC detection (that is, dotlbitesrror) or RAM address error detection
3. Miscellaneous error alarm (ME): Nanitical (latent) fault detection.

EMEM

The EMEM is a dedicated memory that contains RAM blocks (EMEM tiles), which can be édaiSor
applications, calibration or trace data storage. The EMEM implements interfaces to SRI bus and BBB bus.

LMU

The LMU is an SRbnnected module providing access to volatile memory resources. Its primary purpose is to
provide up to 256 KB of local memory for geneplrpose usage.

SRAM

In this document, the various SRAMs are identified by the name of the functional block where the memory is
located. In cases where one functional block has multiple SRAM instances, each memory has a unique
identifier.

Table2 Example of SRAM instances available in the TC39x

Functional block Memory name

CPU DSPR
PSPR
DTAG
PTAG
PCACHE
DCACHE
DLMU

SPU CONFIG
BUFFER
FFT

DMA RAM

GT™M RAM

EMEM RAM
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Functional block Memory name
CPU DSPR
PSPR
DTAG
PTAG
PCACHE
DCACHE
DLMU
LMU RAM
PSI5 RAM
MCMCAN RAM
CIF RAM
HSPDM RAM
NVM FSIRAM
TRACE RAM
ERAY RAM
AMU LMU_RAM
GETH RAM
SDMMC RAM
SCR RAM
4.3 -#5 O@OKW=HNICI H

AURIXUTC3xx supports advanced driver assistance systems (ADAS), a suite of technologies that help drivers
staysafe on the road. The main blocks for ADAS are radar interface (RIF) and signal processing unit (SPU).

4.3.1 2; >, L CHN?L@; =? ©2) &6

TheRIFacts as a 3dit interface between internal or externaADCchannels with theSPUmodule. TheRIFis

used in ADAS applications, where a high level of safety is required. Therefore, different parts of the RIF are
monitored by HW safety mechanisms. T@&RGedundancy technique is used for increasing fault coverage on
configuration registers and the data interfaces with theonolithic microwave integrated circuit (MMI@)put
stage andSPUoutput stage.

In the event of an error detection in the MMIC, thygplication SWperforms additional actions to handle errors.
Redundancy is applied to the RIF data path and safety mechanisms for increasing data integrity. RIF is a slave
node of theFPland is protected by common access protection safety mechanisms.
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TheSPUis a semiautonomous accelerator for performing Fast Fourier Transforms (FFTs) on data from one or
more dedicatedADCnterfaces. The SPU uses a thrstage streaming architecture to provide data pre
processing, FFT and data peptocessing operations. The SPU uses the radar memory to store datasets and
has internal buffer memories, which are used to store the data cuthgprogressing through the processing
pipeline.

The SPU is composed mainly of these parts:

1 SPU core: Computational unit for FFT calculations
1 SPU lockstep: Full redundancy in case the second SPU is used as a lockstep unit
1 SPU RAMSs: Used for storing data (FFT, BUFFER) and configuration (CONFIG)

V1.
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Figure21 SPU architecture

The SPUoffers several safety mechanisms that monitor the correct behavior of the unit. During runtime, the
SPU configuration data and control flow of the operation are periodically checked. The SPU interface®RWth
and EMEMare protected by hardware buitin safety mechanisms. The second SPU instance can be configured
for full redundancy (comparison of control and data outputs), partial redundancy (comparison of control only)
or no redundancy (no comparison).

In the event that SPU is not configured for full redundancy, additional external measures will be implemented
at the SW level. A class of faults in the SPU can cause a deadlock in the SRibased seltest (SBSTis

provided and will detect and signal an error in case the test execution time takes longer than expected. The
integrity of a few SPU safety mechanisms is monitored by other dedicated safety mechanisms. SPU is a slave
node of theFPland is protected by common access protection safety mechanss

SPUhas three different types of RAM, eachwdiich is dedicated to specific usage. Each RAM can be affected by
transient or permanent faults that can corrupt data and have the same safety mechanisms common to all
SRAM blocks.

4.4 $?<0OA ; H> N?MN @OH=NCI H; FCNC?M

Trace and debug modules are slave nodes of the FPI bus and are therefore protected by common access
protection safety mechanismsTheirfunctionality is disabled during operation. These blocks are protected by
hardware safety mechanisms for providing freedom from interference, as described in Seétibn
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4.5 32) ;H> &0) <OMM?M

4.5.1 32) <OM

The SRI bus connects the CPU, the DMA module and otherlddghwidth requestors to highbandwidth
memories and other resources for instruction fetches and data accesses. The SRI interconnect supports parallel
transactions between SRI masters and indepemdeSRI slaves.

4.5.2 &0) <OM

The FPI connects the higépeed peripherals (CPU and DMA) to the mediamd low-bandwidth peripherals.
The AURIMTC3xx family has up ttwo FPI bus instances

1 System peripheral bus (SPB): Main r&DAS system and communication peripherals
1 Back bone bus (BBB): Emulation devioelated and ADA%elated peripherals, available in ADAS/Emulation

45.3 32) :;H> &0) M; @?NS G?=B: HCMGM

Any R/W operation of the MCU buses can be affected by several faults during the address phase or the data
phase, resulting in incorrect or missing data, wrong addressing and so on. SRI and FPI slaves are protected by
built-in hardware mechanisms against #se possible faults.

4.6 -#5 @OKW=MNEI Hl GGOHC=; NCI H
4.6.1 $- !

The DMA moves data from source modules to destination modules without the intervention of the CPU or other
on-chip devices. A data move is defined by DMA configuration data. A DMA channel operation is initiated by a
DMA hardware request or a DMA softwagguest.

During DMA operations, transactions can be subject to permanent or transient faults that can affect the success
of thedatamoves in several ways. In addition, the DMA source or destinaaiddresscan be corrupted,

resulting in the wrong data at the destination. Faults in the DMA move engine can lead to lost or delayed
transactions. All these kinds of faults are addressed by internal hardware mechanisms.

4.6.2 ) HN? LLOJNM ; H> NL;J B; H>FCHA

The TriCorélarchitecture manual defines how the CPUs deal with interrupts and trafise interrupt router
(IR) module is responsible for scheduling service requests (also called interrupts) to the correct service
provider. In the TC3xx architecture, internal peripherals, external hardware or application software can raise a
servicerequebln 4B? M?LPC=? JLIPC>?LM ;L? ;FF #05AM ; H> $-

The IR is a critical block since a fault in its logic, coming from hardware or software, can affect one or more
service providers or the interrupt service routine (ISR). The IR is connected to all internal functional blocks, so a
failure in a peripheral ca generate malfunctions in the IR and propagate to the CPU, DMA or other peripherals.
The correct behavior of the IR and its monitoring functions during runtime are crucial parts of the safety
measures implemented in the TC3xx architecture. This is achtelsy a combination of internal safety

mechanisms built into the hardware and a few software checks.

Trap generation (TRAP) is a functionality of the SCU, which hosts a cluster ehsulules that control various
system functions. SCU trap generation determines which CPU receives a trap based on the trap event trigger.
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Interrupts can interfere heavily with the sequential execution of the program or be executed as an error
reaction, while traps are generated when the core of the MCU detects an error.

4.7 3, @?NS | @ ;JJFC=; NCIH >?2J?H>?HN <FI

Application-dependent blocks are parts of the MCU for which the fulfillment of the safety requirements requires
a combination of applicationlevel safety mechanisms and safety mechanisms provided by the MCU. Typical
application dependent parts are periphed modules participating in dateacquisition, actuation control and
systemlevel communication. Correct and safe functionality of the MCU applicatatiependent blocks can be
guaranteed with different techniques.

One of the most common techniques in SEooC peripheral®aindancy with comparison When redundancy
is applied, a dependent failure analysis (DFA) and coverage of common block functionality with additional
controls are necessary.

In AURIMUTC3xXx, each identified cause of dependent failures is controlled by an adequate safety measure. One
of these measures is the correct pin distribution, as explained in Sectidi)

Most of the applicatiordependent blocks use:

1 GTM modules for generating or capturing signals
1 ADC modules (EVADC or EDSADC) to perform analog signal acquisition

It is important to briefly introduce the GTM and ADC module concepts before exposing the applieation
dependent scenarios from a safety perspective.

4.7.1 /| P?2LPC?Q | @ ' 4-

Below is a summary representation of the generic timer module (GTM) that is often used in applieation
dependent use cases to implement digital acquisition and digital actuation. GTM TIM moduleaoguire
PWM, while GTM TOM or ATOM modules can generate PWM signals foadigatbn.

The safety mechanism is not in the resource itself (apart from access protection and SRAM ECC), but in the
redundancy that is required as an assumption of use, which means implemented by the application engineer.
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Figure22 GTM summary representation

4.7.2 | P?LPC?Q |1 @ %6! $#Y%$3! $#

Below is a summary representation of the enhanced anatogdigital converter (EVADC) block and enhanced
delta-sigmaanalogto-digital converter (EDSADC) that are often used in application dependent use cases.

The safety mechanism is not in the resource itself (apart access protection) but in the redundancy that is
required as an assumption of use.

There are four ADC types present in the MCU:

T $?FN; 3CAG; gy rf %. /" ©?2@@?=NCP? HOG<?L | @ <CNMeH
f PrimarySAR:}2 CNH Y fnp - MIM

 Secondary SAR:12CNH Y rnb - MIM

1 FastCompare: & CNH Y B - MIM
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Figure 23 ADC types

4.7.3 3; @? ; H; FI A ; =KOCMCNCI H

In AURIMUTC3xX, the key to achieve the required safety level for analog acquisition is to aagdundart

channel=; F F ? monitdrBi@Aehannel inaddition to the functional channed ; F Ml E HisQotvE; M NB
channel Depending on the safety level required, tirgout pin for both channels (mission and monitor) will be

the same or different. When selectimgD converterdor mission and monitoring, the user should ensure to

choose ADC blocks guaranteeing physical separation.

Figure24shows the case when redundant safetglated analog signals are delivered by the system and
redundantly processed by internal resources of the ADC module. The results of the redundant processing are
transported from the ADC module to volatile memory andmpared by the CPU.

Analoglnput_> EVADC/
EDSADC

CPU
Analoglnput_> EVADC/
EDSADC

Figure 24 Simplified overview for safe analog acquisition

Note: The system integrator implements a check of the ADC reference voltage, either by an external monitor
or by internally converting a known signal and compares the result with the expected value.

4.7.4 3; @? >CACN; F ; =KOCMCNCI H

In AURIMUTC3xXx, the key to achieve the required safety level for digital acquisition is to haeelundart

channel=; F F ? monifdri@Aehannel inaddition to thefunctionalchanned ; F M| E HisQioE; M N B
channel Depending on the safety level required, tirgout pin for both channels (mission and monitor) will be

the same or different.
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Additionally, regarding thénternal peripheralsto be used for mission and monitoring, different combinations

; L? JI MMC<F? OMCHA CH>?J?H>?HN 4)- O©ONCG?L CHJONe =
input timer from an independent peripheral (for example, using CCUG6, which is anpgaddent timer module).

The CPU reads and compares the results of the sighal measurement.

Digital Input

» GTMTIM

CPU

Digital Input

» GTMTIM

Figure 25 Simplified example of digital acquisition using two independent TIM channels of GTM

For digital acquisition, it is recommended to avoid the useaafjacent pins to prevent commostause failures
of the ports andpackage (see Sectioh.10.

475 3: @? >CACN; F ;:; =NO; NCI H

In AURIMUTC3xX, the key to achieve the required safety leveldigital actuationis to havea redundart

channel= ; F F ? monitdrBi@Achannel inaddition to the functionalchanned ; F M| E HisQdthE; M NB
channel When selectingnternal peripheralsto be used for mission and monitoring, different combinations are
possible using independentimer output channelsand comparing thenmor reading back For example, a GTM

output timer using a GTM input timer and comparing these two signals.

When a GTM output resource (TOM or ATOM channel) is used to generate the PWM signal, this can be sent bacl
from the external actuator to a GTM input resource (TIM) and application SW can perform a comparison of the
PWM output with the PWM feedback signal.

GTM Digitalgutput
(ATOM
CPU
GTMTIM |« — .
Digital input

Figure 26 Simplified overview for digital actuation TOM -TIM-SW

For digital actuation, it is recommended to avoid the use of adjacent pins to prevent comiause failures of
the ports andpackage (see SectioA.10).
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4.7.6 3; @? %F % =1 GGOHC=; NCI H

Safe endto-end (E2E) communication is often applied as a safety measure to communication ports instead of
usingNB? M; @? NS G?; MOL? &a4aL?>0H>; H=S QCNBknewn &ty L CMI HZAEnR
measure and is also stated in ISO 26262. It is not an Infirgmatific AURIDUTC3xx safety feature. The
AUTOSAR standard also describes a few specifics about this measure.

Communication

Up to Up to Up to Upto Upto
20xCAN FD 6xPSI 2xpPC 4xQSPI 2xHexRay

Up to Up to Up to Upto
2XHSSL 25XSENT AXxMSC 24xASCLIN

Up to Up to Up to Upto
8x600 Mbps|  1xPS 1xepMMC 2x1Gbit
LVDS emulation Ethernet

Figure 27 Types of communications possible with AURIDKUTC3xx

The safety measures are facilitated by using additional metata such as CRC, counters and timestamps as
part of thepayload data. Application software initiates the safe communication safety measures during every
communication event (transmission and reption). On detection of a failure, the application SW triggers the
reaction. For example, in the case of a transmission error, application SW musansmit the same package
again. In case of a reception error, application SW will not acknowledge teived package.

The E2E profiles provide a consistent set of data protection mechanisms, designed to protect against the faults
considered in the fault model for communication blocks.

Each E2E profile uses a subset of the following data protection mechanisms:

1 A CRC, provided by the CRC library.

1 A sequence counter is incremented at every transmission request; the value is checked at the receiver side
for the correct increment.

1 An alive counter is incremented at every transmission request; the value is checked at the receiver side if it
changes, but the correct increment is not checked.
1 A specific ID for every message.

Timeout detection: Receiver communication timeout and sender acknowledgement timeout.

4.8 -#5 L?;, =&+ H JF; H

The TC3xx is built to be fashfe, which means the MCU must ensure entering a safe state upon fault detection.
To achieve that, the MCU implements a HW infrastructure that is responsible for collecting alarms (fault
notification) and triggering appropriaé reactions, which is ensured by the SMithe reaction of each alarm can
be configured accordingly to the needs of the application.

The SMU module is connected to all safety mechanisms that are within the MCU to collect alarms. The SMU is
also connected to the system control unit, the interrupt router, the ports and the power management system
to trigger the configured reaction when aalarm is set.
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To mitigate the potential common cause faults, the AURIRC3xx SMU is portioned into two parts:

1 SMU_core: Located in the core domain
1 SMU_stdby: Located in the starioly domain

The SMU_core and SMU_stdby are designed differently and they are locatditfenent clock and power
domainswith physical isolation between them. ThEMU_corecollects most alarm signals from the hardware
monitors and safety mechanisms according to the safety concept, while MU _stdbycollects alarms from
modules that detect core alive signals, power or temperature failures. This enables the SMU to process any
incoming alarm, regardless of the clock frequency used to generate the alarm.

The SMU, in combination with AURMX C3xx embedded safety mechanisms, ensures the detection and
reporting of more than 99% of the critical failure modes of the MCU within the fault tolerance time interval.

SMU Functional Block

CPUs (ISR)
Alarm sources SMU Core SCU (Reset, NMI

Core Voltage
Domain

alive|signal

Stand-By
Voltage
Domain
SMU Standby —>

Figure 28 SMU structure

4.8.1 3-5 <?B; PCI L

SMU offers the following failure reporting alternatives (semjure29):
1 Internal

1 External

1 Alternate

48.1.1 ) HN? LH; F @; CFOL? L?JILNCHA

The internal failure reporting interface enables the MCU to indicate, via SMU_core, the presence of an internal
MCU failure.

The SMU_core can be configured to request one of the following internal reactions to a failure being detected:

1 Interrupt request for one or multiple CPUs (ISR)
1 Non-maskable interrupt (NMI)

1 CPU reset request for one or multiple CPUs

1 An application or system reset
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4.8.1.2 %RN?LH; F @ CFOL? L?JILNCHA

The external failure reporting interface enables the communication of the presence of an internal MCU failure
to an external safe state controller via SMU_core. Through fault signaling protocol (FSP) pin(s), the alarm
information goes to an independent maditor, for example, Infineon technologies OPTIREEBMIC TLF35584.
This external alarm signal can be delayed by configuring the recovery timer (RTki§ee30as an example.

The SMU can also receive an error notification from an external device via the emergency stop ports and can
react to it without the intervention of a CPU.

4.8.1.3 'FN?LH; N? ?RN?LH; F @ CFOL? L?JI LNCE

The alternate external failure reporting interface enables the communication of the presence of an MCU
common-cause failure to an external safe state controller via an alternative diverse path from SMU_stdby.

On detection of commorcause failure (for example, clock failure, power failure, SMU failure, high or low
temperature detection), the SMU_stdby can be configured to set the fault signghiregocol error pin(s) in high
impedance state regardless of the port configuration.

IssueNon Maskable
Interruptto all CPUs

»|  Internal Alarm Issueinterrupt to a
Reaction configurable set of CPUs

Issue ampplication or

system reset
Alarm Sources/ "
Safety L SMU | Issue aCPU reseselectively
Mechanisms

Use Fault Signalingrotocol
to transition from Qault free

External Alarm stategto Gault stateg
Reaction

v

RequestEmergency Stofto
set selected pins in reset
state

Figure 29 SMU internal and external reactions (simplified)

SSx
CPUO|| CPU1|| CPU2|| CPU3|| CPU4|| CPU5| [
Figure 30 External failure reporting interface - failure reaction example
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4.9 3SMN?G F?P?F B; L>Q; L? L?KOCL?G?HNM

To cover additional safety aspects at the system level, ABRIE3xx requires the following external safety
measures:
1 Overvoltage monitoring of the two main supplies:
T VEXT (¥
T VEVRSB )
1 External watchdog
1 External error signaling to activate an independent secondary safety path

This can be achieved by using, for example, an external power management chig-{gese31).

Secondary
Safety

Boost -/Buck - OPTIREG™ PMIC Safe State peth
Pre-Regulator | TLF35584 FuSa - Supply itori Controller
Veatt - Ref i E
om el rror
LDO LDO WD Monitoring Fail Safe
Circuitry
VR Ve

Embedded Interrunt Safety
e Voltage p SPI Management
Reset N
Regulator Unit

32 Bit
Multicore pC

eeeee

CAN
Transceiver

AURIX™ TC3xx

FlexRay™
Transceiver

Figure 31 TLF35584 connection diagram to AURIMITC3xx

One of the primary roles of this device isiwonitor the voltage supplieof the system, whether internally
generated by the device or from other dooard regulators and, if necessary, disconnect the MCU from the
power supply to avoid a violation of the safety goals.

The Infineon OPTIREGPMIC TLF35584 is capable of detecting dependent failures that affect both the function
and the diagnostic, such as a watchdog error. When this happens, then the safety power supply can initiate a
return to a safestate by driving output pins to disconnect the power feed to the actuators and/or triggering a
reset of the MCU.

The safety power supply alsmonitors the fault signalingprotocol (FSP) pin of the MCU that signals an internal
@, CFOL?H CH>C=; NCHA NB; N NB? -#5 L?MJI HM? CM HI FI |
MN; H> CH A A -in sife-stae bbhtroller@rigden a safe state to meet the sgfgbals for the system.

As the building blocks of a functional safety system are reviewed and understood, the benefits of sourcing from
a single supplier both MCU and PMIC become immediately apparent. Each of the elements of theHAITRRX
system is specifically designed and tested to work alongside each other and contain signals and controls that
significantly ease the task of building a system capable of reaching the highest safety integrity levels.

Safety path

Application note 44 V1.
202402-14



o _.
AURIDEHUTC3xx functional safety (FUSA) in a nutshell < |nf| neon
32-bit TriCore HHAURIXUTC3xx microcontroller

AURDEHITC3xx MCU and FUSA

4B? M; @?NS J; NB CM NB? MCAH; F =B; CH ; H> =CL=0OCNLS |
For several applications, the safe state is achieved by disabling actuators, communication channels or the
complete system.

In such systems, the safetyath is therefore referred to as theafety shutdown path

Primary safety path

The primary safety path is a safety path (shutdown path) that is managed directly by the safety microcontroller.
The microcontroller can keep the application in a safe state if the assumptions of use are respected (for
example, operating conditions in a Via range as described in the datasheet) and it is possible to act directly on
motor-control signals, communication signals or other possible signals that activate a defined safe state of the
system.

Secondary safety path

I M?2=1H>; LS M; @?NS J; NB CM ; M; @?NS ©lI L M; @Q2NS MBO|
functionality or other external hardware.
For example, the safe state of the systenFigure32CM CHN?H>?> NI <? ; =BC?P?> <

outputs SS1 and SS2, which should be connected to system circuitry that can release and assert the safe state.

The secondary safety path will be implemented with a high degree of independence from the primary safety
path of AURIMITC3xx to provide a redundant mechanism for cases in which the primary safety path is
unreliable.

VBAT Ethernet
Secondary safety path , | S"itch Spply
—> TLF
INTand Reseti
VEXTand VSTRY Ethernet
AURI% switch I
> . . .

Primary (slent is safé

SP! shutdown
path (no

communication)

Figure 32 Example of primary and secondary safety paths for a communication block

4.10 #1 HMC>? L =NGIGBEM OM? @; CFOL?M I H JCHM
In this section, the topic of commoitause failures (CCFs) in pins and packages will be addressed.

"; M?> I H NB? M; @? NS =1 H=?JN @ L 4#f RRYH ; @?Q @OH-=N!
redundant channels (for example, ADC redundant channel acquisition)

1 Mission channel
1 Monitoring channel
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| | TC3xx
L i ADC from Post
Mission channe Analog input Safety ] ost. Result
—>
Group 1 Processing
| | cPB | Tricore
L ; ADC from Post
Monitoring channel — Safety P oo ceasing [P Result P
Group 2 9
| |

Figure 33 Channel redundancy representation in the ADC functional block

Commoncause failures ar¢he failure of two or more elements of an item resulting from a single specific event
or root cause, which can affect both the mission and the monitor input/output (I/O) signals, potentially leading
to failures.

Item 1

Failurel x Failurel

Failure inducing eve

Item 2

Failure2 ——» x Failure2

Figure 34 Abstract representation of a common-cause failure

An example of a commouause failure from the package perspective is when a BGA ball shorts its neighboring
balls.

OCO0O00OO

Neighbouring Balls

Figure 35 lllustrative example of a common -cause failure from the BGA ball level

Figure36shows how a commorcause failure can affect neighboring balls at the package level.
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Figure 36 Common-cause failure example

The balltout of packages LFBGA516 and LFBGA292 is separated into eight different groups. Those highlighted
groups indicate that the balls from one group are appropriately separated from the balls from other non
adjacent groups.

The mission I/O pin can be used from one group and the monitor signal can be used from any other group, so
that the mission and the monitor groups are not adjacent. This is valid not only for a generic 1/O port but also
@ L "4- ; H> | $# @plyn@terddundadcg ptivipl€sB ? H

As shown irFigure37, if themission signal is connected to the group highlighted in blue (group 1), then avoid
connecting the monitor signal to the same blue group or to the adjacent group marked in yellow (group 2) and
the group marked in purple (group 8).
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Figure 37 TC399 LFBGA516 1/O configuration
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Figure 38 TC3971 LFBGA292 I/O configuration

4.11 ' 52H48#f RR M; @Q? NS J; =E; A? @ L =O0OMNI G

To enable customers to reach the target safety level for their project, Infineon provides a comprehensive library
file that contains all the functional safety documentation related to each specific TC3xx device and is required
for the design of a safetyelevant system based on this specific microcontroller. This package is made available
to customers under nordisclosure agreement foboth 1SO 26262 compliance and IEC 61508 compliance
justification.

4B? aM; @Q? NS J; =E; A? &£ @l L ) 3/ FXFXrable&BM =1 GJI M?> | @ |

Table3 Documents of the safety package

Document Description

Safety case report Serves as the work product requested by 136262:2018 Part 2 Clause
6.5.4 and follows the guidance of IX8262, Part 10 Clause 5.3.

Safety manual Provides guidance for integrating the device into a safety system,

assumptions of use, safety mechanisms amdplementation hints.

FMEDA template Calculation tool to compute customized 1S26262 randordfault-related
metrics for TC3xx devices depending on the specific configuration for t
customer application.

Safety analysis summary report | Describes the performed safety analysis for the AUHRIX3xx devices
and provides reference to the corresponding safety analysis results.

Safety package release note Present the set of customerelevant safety documents, taken all
together, to enable Infineon to substantiate the functional safety claims
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