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» Foreground or Background software updates
i o » Fast SW activation in background mode
» Extensive symmetric and asymmetric security
functions for securing the update process
» Reliability features to achieve high amount of
update cycles

32-bit
Lockstep
Core

A/B SWAP » Configuration to split PNVM into two regions

Independent SOTA/SWAP configurations » Individual configuration for the Real-Time-System
and the Cybersecurity subsystem

2025-06-25 Copyright © Infineon Technologies AG 2024. All rights reserved.



SOTA Tnfineon
A/B SWAP &—/

» Principle
— The memory is split in two parts with equal size, one memory block A and a second block B
— The SW project is setup to use only one PNVM block typically the block A

— Ability to write and configure the new software image in the background and quickly activate it after the next
system reset

— The new software becomes active by mapping the inactive partition into the executive address range and the
active one in the non-executive address range

AURIXT™ PNVM A AURIXT™ PNVM A
PNVM B PNVM B
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All devices of the AURIX™ TC4XX family offer A/B SWAP except those with a single PNVM bank.
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Independent SOTA configurations
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» Configuration

- Independent User Control Block (UCB) structures enable dedicated configurations for the Host and the

Cybersecurity subsystem

— The User Control Block (UCB) structures are designed to allow upto 32 swap configurations until the user
control block must be erased/reprogrammed to be prepared for the next set of swap configurations.
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System integration

» SOTA is not a module, it is more of an application
use case involving various functionalities of different
modules:

— Specific user control blocks (UCB) of the NVM
store the configurations for A/B swap

— The PNVM memory structured in banks is
programmed with the application SW and built-in
hardware checks offer a verification of the write
operations

— Alarms inside the SMU are existing and notify in
case of an unintentional swap occurrence

— The Firmware evaluates the SWAP
configurations from the UCB and installs the
configured banks

— Symmetric and Asymmetric security functions are
needed for authenticity check and decryption
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Application example

Background SW Update
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» ‘Application X’ runs on Core 0 and is updated by
‘Application Y’

» A SW Updater runs as a separate application or
service on a different core

» The new Software Update from the Central Car
Storage is written into the inactive PNVM B

» Current Application keeps running - Freedom
from Interference for the current Application

» Short downtime due to activation by a system
reset assertion

» Easily and quickly revert to the previous SW
version in case of a failure
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All referenced product or service names and trademarks are the property of their respective owners.
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Do you have a question about
this

document?

Email: erratum@infineon.com
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IMPORTANT NOTICE

The information given in this document
shall in no event be regarded as a
guarantee of conditions or
characteristics
(“Beschaffenheitsgarantie”) .

With respect to any examples, hints or
any typical values stated herein and/or
any information regarding the
application of the product, Infineon
Technologies hereby disclaims any and
all warranties and liabilities of any kind,
including without limitation warranties of
non-infringement of intellectual property
rights of any third party.

In addition, any information given in this
document is subject to customer’s
compliance with its obligations stated in
this document and any applicable legal
requirements, norms and standards
concerning customer’s products and any
use of the product of Infineon
Technologies in customer’s applications.

The data contained in this document is
exclusively intended for technically
trained staff. It is the responsibility of
customer’s technical departments to
evaluate the suitability of the product for
the intended application and the
completeness of the product information
given in this document with respect to
such application.

For further information on the product,
technology, delivery terms and
conditions and prices please contact
your nearest Infineon Technologies
office (www.infineon.com).
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WARNINGS

Due to technical requirements products
may contain dangerous substances. For
information on the types in question
please contact your nearest Infineon
Technologies office.

Except as otherwise explicitly approved
by Infineon Technologies in a written
document signed by authorized
representatives of Infineon
Technologies, Infineon Technologies’
products may not be used in any
applications where a failure of the
product or any consequences of the use
thereof can reasonably be expected to
result in personal injury.
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