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168 Employees with HQ in Uppsala, Sweden
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What i1s IAR Embedded Workbench?

IDE Tools Build Tools IAR C-SPY
Debugger

Editor IAR C/C++ Compiler Simulator driver

: Hardware system drivers
Project manager Assembler

Power debugging

Library builder Linker

Plug-ins RTOS plug-ins

Librarian

C-SPY Macros
IDE _

IS Editors | : o = |
S8 - | Project A= - ®IAR
READY. Connections SYSTEMS

Source code \
, \

control systems — ___d
Configuration tools ong

sl Support
] (ffinen DAVE™ e L ecosystem

SUBVERSION
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IAR Embedded Workbench IDE

2 ADC - IAR Embedde

File Edit View Project Tools Window Help
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## PLATFORM : Infineon XMCZLE00 Series
B

## AITHOR : Application Engineering Team
B

## yersion 1.0.0 (Initigl wversion)
B

## MODIFICATION DATE : Nov, 23, 2012
%

EE S R S R R R R R R R R R R R SR

#include <«DAVEI.h> AfDeclarations from DAVEZ C

A% Tao store the conversion result #/
ADCO01 _ResultHandleType Result;

int main{wvoid)

f

i status_t status;: 44 Declaration of return va

DAVE Init(): A4 Initiglization of DAVE A



Eclipse Plugin (Code View)

& C/C++ - test/main.c - Eclipse 9 o S

File

Edit Source Refactor

Mavigate Search Run Project Window Help

MU EO|E G-  R-8  H-0-Q- @O A A EN e

[ Project Explorer &2

<;===.>|s.9v=.ﬁ

A8 maine 52

4 =5 GettingStarted

1 " Binaries
3 Includes
4 (= CMSIS
b [$ startup_XMC1200.5
b [ system_XMC1200.c
4 (= Flash Debug
b (= CMSIS

» % GettingStarted.out - [arm/le]

main.o - [arm/le]
a4 E% main.c

U asserth

& boardh

# TICKS_PER_SECOND

@ MyGlobalVar: int
@ main(void) : int

@ SysTick_Handler(veid) : void

E—% readme.bd

b 5 test

#include <mydefs.h>

int mymul(int, int);
int main()
L

”
= Properties for GettingStarted

(=[@] = ]

Settings PR
Resource —
Builders = e
5Py & Tool Settings |,ﬁ' Build Steps | @ Build Artifact | Binary Palselsl @ Error Parsers

SR";'::"“’ Library Suppor BTager ~ | Optimization level: |High, Size -]
C/C++ Build @ L!hlary Con_hgulatlon Disable common subexpression elimination
Build Variables & Library Options Disable loop unralling
) ) (2 Multi-file Compilation
Discovery Options (B MISRA-C:2004 Disable function inlining
Environment (23 MISRA-C:1998 isable code motion
;:::";: ) 14R C/C++ Compiler for ARM isable type-based alias analysis
Tool Chain Editor (2 Language Disable static clustering
C/C++ General @ Cod_e o Disable instruction scheduling
Code Analysis g gpmt:;lzatlom ["]No size constraints
Code Style @ List
Documentation
File Types -] P[epmcs_sm L
Indexer g ED:gn;::I.G E
ra ons
::‘i"::: S";“’ﬂ'\’:")':f‘ i) IAR Assembler for ARM
Project References g Iba;il:‘age
Run/Debug Settings & List
Task Repository
N ( Preprocessor
WikTet (2 Diagnostics
@ Extra Options
5y 1AR Linker for ARM
(# Configuration
@ Library
@ Input b
(# Optimizations
( Advanced L
(2 Output
8 s : :
= i 4 . T I
@ I QK I [ Cancel ]

rtingi/Doc
sting --re
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Powerful C/C++ Compiler (Cont’d)

Options for node "GettingStarted”

Support for position

independent code and
Gy data
General Options tultifile Compilation
CJC++ Compiler [ Diseard Unused Publics .
Assembler ropi generates code that
Output Canverter | | | Lanauage 1 | Language 2| Code | Optimizations | Output | List [ £« [+ .
Custom Buid uses PC-relative
Build Acti
e references to address
Debugger | code and read-only data
Simulator [] Generte interwork code
Angel Processor mode
CMSIS DAP
GDB Server Am
TAR. ROM-monitor (@ Thumb
Tet/TTAGIet
JHinkf1-Trace
TI Stellaris Postion-independence
Macrﬁigor Code and read-only data (ropi)
PE micro Read /wite data fwpi)
RDI [ Mo dynamic read /write initialization
ST-LINK
Third-Party Driver Mo data reads in code memory
TI ¥D5100,/200
Ok ] [ Cancel




Op

tions for node "dist"

Balance between size and
speed can be achieved by
setting different optimizations
for different parts of the code

|
Multi-file
compilation allows
the optimizer to
operate on a larger
set of code

Exclude from build

Category:

CfC++ Compiler
Assembler
Qutput Conecer

visual®™ . c Coder
< .inBuid

Overide inherited zettings

Major functions of
the optimizer can
be controlled
individually

Factory Settings

rulti-file Compilation
[ "] Dizeand Unused Publics

Language 2 | Code | Optimizations |m | List

|Pmsor|uﬂ

Level Enabled transformations:
() None [#]Common subexpression elimination
Loop unroling

Function inlining
Code motion

| MType-based alias analysis
atic: clustering
A nstruction scheduling

No size constraints

Speed option “no
size constraints”

oK ] l Catcel

Well-tested
. Commercial test suites
- Plum-Hall
. Perennial
- Dinkumware library test

- In-house developed test suite
>500,000 lines of C/C++ test
code run multiple times

- Processor modes
- Memory models
- Optimization levels

Language standards
- ISO/IEC 9899:1990
(C94/C90/C89/ANSI C)

- ISO/IEC 9899:1999
(C99/Standard C)

- ISO/IEC 1488:2003
(Standard C++)

- Embedded C++ and Extended
Embedded C++ dialects are
also supported
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Linker - Stack usage analysis

Categorny:
General Options
CfC++ Compiler
Azsembler
Qutput Converter Corfig | Library | Input | Optimizations | Advanced | 0
Custom Build
Build Actions Allow C++ exceptions
By ncluce
De.bugger Enable stack usage a@
Simulator
Angel ControlfileT SHUW_DIRS\stackcheck.ctl
CMSIS DAP Tl b o b b PRAL L
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ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok
*** STACK USAGE

- Stack usage chapter in
the linker map file, listing | ceu: crepn moor category max vse roral use
of maximum stack depth e o 2
for each call graph root. main_root
: : " iar program start": 0x08009dcd
- Alternative generation of aximun call chain e
a .xml call graph file e
; : ::_iar Tpfogram_start" 0
- Use linker extra option Ak :
--log call graph S —— 16
- . "GLCD_SendCmd" 32
for better understanding + 1 cycles in nest 0 32
"GLCD_SendCmd" 32

"GLCD_SPI_ReceiveBlock" 16
"GLCD_SPI TranserByte" 4
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- The linker can generate a checksum over
the complete ROM, alternatively different
SeCtionS - Options for node "GettingStarted” =

. After the download, the same

) : ) 4 : Factory Settings
checksum calculation is done In s conpier
Sou rce COde and the resu It IS gis;:fgm-en Output | List Hdefine | Diagnostics | Checksum | Extra Options
A A '»'isuaISTATE ot ¥| Fill unused code memory
compared to verify that the flash is Cutom e 7 e code e
Start address: 0 End address:  [k3fffb
nOt Corru pted q| Dse::nujagf;r | Generate checksum
o Relevant Technlcal Notes: 1| EEEEE;DAP E Checksum size: |2bytes «|  Alignment: 1
| crver Algarithm: CRC1& - 11021
- Checksum calculation with IELFTOOL after linking || f:p?;orf1fponi BlRet it T
ILINK . 1 Ef;ﬂﬁﬁe Complemert: | Asis »| D
http://supp.iar.com/Support/?note=11927 T sicers Btoder  [MSBiit v] [@use asinput
] Macraigor _ ) T
- IELFTOOL Checksum - over several ranges PE i e o
http://supp.iar.com/Support/?note=53274 gy
. Calculate CRC32 as in K60 hardware T

http://supp.iar.com/Support/?note=85753 L Ead
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C-SPY Simulator

Wllll BEN

Cycles Trace
198 376 Oxlea2: CHP
199 377 Oxlead: EHE.N
200 382 Oxleak: FOP
_call main:
and a lot more
202 386 Oxlf3e: EL
woid main(wvoid)
{
nalin:
203 388 0xlcld: FUSH
callCount = 0;
204 390 Ozlcla: LDR K
205 391 Izlclc:
206 392 Ozlcle:

x = abe[0] [= | 1<<31)
0l[e E | | gl 207 393 0x1c20: ORRS.
Function Calls FletTime  Flat Time (27 Ree T e e T —

printf{char const*) 17 41460 96.31 41460 96.31
®  MyRecursiveFunction(int) 17 787 1.83 L5478 128 .87
F  mainf) 2 25 0.06 42272 98 .20

= delayilong) 1 0 0.00 0 0.00 o

E InitFib) a i] 0.00 i] 0.00 %

N MNextCounter() 0 il n.oo il n.oo il

B PutFib(unsigned inf) 0 0 0.00 0 0.00 =3

3 4 (I

SR —————eli————— ]

S

R1., R4
0=1=98
{R4, PC}

RO, #0
main

{R4, IR}

RD ?7Da

\r’ Interrupt Setup...

Tools  Window

Forced Interrupt
Interrupt Status Window
Interrupt Log

Interrupt Log Summary
Data Log

Data Log Summary
Memory Access Setup...

Trace
Function Trace

Function Profiler
Timeline

Breakpoint Usage

WI@@II

=- & project] 35.18%

=@ Tutor 60.71%

R 4 DoForegroundProcess() 0.00%

¢ MyRecursiveFunction(inf) 100.00%
# MNextCounter() 0.00%

i@ delay(long) 80.00%

i main() 50.00%

=@ LUtilities 0.00%

w- @ myprint 100.00%
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C-SPY macros can be written to help you with complex debugging
situations.

There are several predefine macros that you can combine with variables,
IO and other functions into new macros.

Interrupt handling (cancel, disable, enable..)
Reset (issue reset, different types)
Set/remove breakpoints

Access files

Access data

Cateqary:

General Options
C/C++ Compiler
Assembler
Output Converter
Custom Build
Build Actions
Lirker

Simulator

Angel

CMSIS DAP

GDE Server

TAR R OIM-monitor

Setup | Download | Images | Exra Options | Plugins

Driver | Runto
Simulator - main
Setup macros
/| Use macro file(s)

EPROJ_DIRS\Setup Simple mac

Macros with predefined names will be called at certain times during
debugging.

execUserReset
execUserExecutionStarted
execUserPreReset
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.- Supports ARM7/ARM9/ARM11 and Cortex-
M/R/A cores

- Hi-speed USB 2.0 interface (480Mbps)

- Target power of up to 400mA can be supplied
from I-jet with overload protection

- Target power consumption can be measured
with ~200pA resolution at 200kHz

- JTAG and Serial Wire Debug (SWD) clocks up
to 32MHz (no limit on the MCU clock speed)

- Support for SWO speeds of up to 60MHz

- Serial Wire Viewer (SWV) with UART and
Manchester encoding




Comprehensive debugger

« Broad range of in-circuit debugging probes supported
» Trace support

+ Direct flash erase and download

» C like macro system extends debugger capabilities

* Built-in simulator driver

Edit source files
without leaving
the debug
session

Integrated debugger for
source and disassembly
debugging

/& threadx? - 1AR Embedded W

File Edit View Project Debug Disassembly [jet ThreadX Tools Window Help

- IR IR YR

PR A HURS RSS2 LESD[ X2 L EF[H]

* [cstack - | ™ [Cunen CPU Registers " | Expression Value Location Type
RO = 0x0000ESCE R9 = 0=00000000 thread_0_counter 9 0x20000EF0  ULONG
Location]|jDaio) arictle) olue Type R1 = 0=20000EF2 - 0=20001400 thread_1_counter sas30 0%20000EF4  ULONG
0=E000E000 R2 - 0x00000001 = 0=00000000 thread_2_counter 58824 0x20000EFC  ULONG
0=20001 3Ta10=00000007 g: : gxgggggggg— = gﬂgggggggg thread_3_counter 23 0x20000F04  ULONG
St k 0x2000132510%00000000 S BS U§UUUUUUUU = Uzwuwaw thread_4_caunter 23 0x20000F08  ULONG
ac usage e ow L e UL RE - 0x00000000 - 0200000000 thread_5_caunter 9 0x20000F0C  ULONG
R7 - 0x00000000 — 0=00000000 thread_6_caunter 23 0x20000F10  ULONG
0x20001324 0x08000105
s o eeir L B8 = 0x00000000 = 0=01000000 thread_7_caunter 23 0x20000F14  ULONG
= [ | Rl —m— -
& Terminal [jO_ Stack 1 [Call Stack. B Ew&ems % 2 Dockable
Ll * | stm32.0 | stm32.c_demo_thveadx.c | - » T x .
AT = o alC— ) windows and tab
e - Di ot 8
files - /* Increment the thread counter. */ isassemby
5l /demo_threadx_with_trace - Debug -] | oLt e 0x80002£0: 04869 1DR.N R0. 7?DataTable?_3 ] roups
letaeseP - 0=80002£2: 0x6800 LDR RO. [RO]
| Faccmsis /* Send message to queus 0. */ =]
| | L@ B systerm_stm3zitoce L status = Cx_gueue_send(squeus_0, sthread 0=80002£6: 0x4968 1DR. ¥ R1. ??DataTable?_3
| @ StdPeriph 3 || 0280002£8: 0x6008 STR RO, [R1]
| @ i startup_stm32lo md.s /* Check complstion status. */ ] status = tx_gueus_send(&quene_i0. &thread_1_messag
| [ strn32.c if (status != TX_SUCCESS) 0x80002fa: Oxf0SE 0x326f MOVS.W  R2, #-1
| L@ [ stm32lieite break; 0=B0002fe: 0x4965 IDR.N Ri. ??DataTable?_3
|81 £ Threadx 0=6000300: 04859 IDR.N RO. ?77DataTable?_L
| @ &ate_initialize_low levels /* Increment the message semt. */ 0x6000302: O=f00L Ouf82d BL _tx_gqueus_send
| L[t tracea - i thread | _messages_sent++; if (status |= TY_SUCCESS)
J < 0=6000306: O0x2600 CHP RO, #0
o dema_threadh = s
(i o e R e ] —r— ’ PeRRANTNA - Nurinee RRO N 994hrmad 1 antre 1 o
x
Ling 10|

thread 5_counter @ 0:20000F0C + 7

Value is 7 when PC is 0:0800039E % . . .

Power ‘ e Bl s ot Timeline window
0 Current max: O ot 798117 683us (38300649 cycles)

Vizualization . Current min: 0 at 827 479us (39719) cycles)

2
] 0.75=
E [ 1
% D Mame . Stae Fiun Count Stack Pr Stock Stat * | *| Execution TowlTime Execuion% Indiidua.. Tool Tme  Execuion % * | [ [
0 theadd 1 Slesp 10 0x20001368  0x20001338 Idle System 0 000%  thread 0 11283 0.04% Funch ey [T
RTOS ® 1 threadl 16 Running 4924 D:200014b0  0x20001400 |= ||| Intermupt 69473 025% thread1 13401247 48.73% _un 'D"V 277;;"'3' SME 22 Performance
2 thread? 16 Ready 4824 (2000746 0x200014c8 All Threads 27429342 9976% thread? 13852732 5038% |= fb(f“““““jvg 712
3 thread3d 8 Sleep 45 Dx200016c0  0x20001530 thread 3 34975 013% fb(ﬂ““:fﬁ”t Je5s .
awareness 4 thresdd B semaphoreDs 45 BUOESS  D:2DDDIESS | & Total 27499821 100%  thread 4 34850 013% Al KA anaIyS|S
|5 theads 4 eventflagsDs 9 020001740 020001720 || § thread 5 7786 0.03% m’ﬁdffe”"y(”"S'g”Em oy
B 6 thread 6 8 Sleep 45 (20001818 (0x200017e6 ~ thread & 43381 016% SR eny Unsiole
B " ] 3 thread 7 43088 016% - S e gyl el (U
= ThreadList [Message Queues [Byte Pools | EventFlag Groups |Mutexss | Semaphores. x Execution Profile [Thread Performance Metrics x m,
Ready




Displays of:

running

warning and limited

stack display
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Current content of stack
Current depth of stack

Max. depth of stack
while the target was

Optional with/without
variables or offset

Optional with threshold

Stack 1 2
|CSTACK |
/, - :“P‘TE used out of 320 (28%) IL‘
Location a Stack range: 020000138 - 0220000278
Oz20000240 o u
O=20000241 0x00
0=20000242 0=x00
0x20000243 0=x00
0=20000244 0=00000000 Contrast
Dx20000248 0x60 Coloursch
0=20000249 0=x00 ( :
v Show Variables
Ox20000244 0=x00
v Show Offsets
0=2000024E 0x00 Iy Unit
¥ Units
0=2000024C 0=x08000040 2 Unit
% Units
0=20000250 0=x00000000 ,
v dxUnits
0=x20000254 O0=00000000
O=20000258 0=x00000000 ¥ | Default Format
0=2000025C 0=x08008BLS3 Binary Format
020000260 00 DFOptions 1
0x20000264 0=0f . common Fonts
O=20000268 DHDl ... Key Bindings /| Enable graphical stack displ§y and|stack usage tracking
Ox20000260C DHE|| - Language 90 % stack usage thrdshold
=200002710 DHD' T--Editor | Wam when exceeding gack fireshold
| i Messages

@0002?4

0=0 | [+ Project

: | Wam when stack pointg#is out of bounds
-~ Source Code Control o Stack pointas) valid until program reaches:

\_

- Debugger -
... Stack main
.. Terminal [/ O Wamings
- Register Filter @ Log
Log and alert
Limit stack display to

~

bytes j




C-SPY Plugin: RTOS

debugging Quadr: oo

free

WITTENSTEIN

WMIGI‘U -
Digital ,-—-“ SCIOPTA

/sm CMX  :“freescale
WWW.segger.com \ SYSTEMS semiconductor




RTOS Plugins (Micrium puC/OS-III)

05 - ARE
Edit View Project Debug Disassembly kjet/ITAGjet G705 Tools Window
Dedd S BR|o | Status B o @0 P NS D]
Stz L2 z(X Task List
i e s Config. Constants

x About pC/0s-I
pc/os Statug Irit Gueue Pool Kernel Objects:

=¥ Tho Roak e Kool o WCA0SHI Running Nesting Counter: 0 # Fiee Messages: # Tasks:
Wersion 3.03.01 Max Disable Time: n/a 1 Lsed Messages: # Ewent Flag Groups:

# Semaphores:
Statistics Contral Gieneral Statistics; WC/OSHII Task Execution Times Scheduler: # Messags Queuss

CPU Usage: nia Tick Task: 0.00us FRound Fickin Enabled’ Mo # Memory Parttions
-
Tasks: 4 Timer Task: 0.00ps Lock Nesting Counter: — nfa 1 Mutexes:
UndaeAl Idle Caunter. B968925 Statistics Task: nia Max Lock Time: 0.00ps # Timers:
2 Contest Switches 17716 Int Handler T ask: nfa

HC/OS-111 Status

x

Task Hame Priority State Pending On Object Pending On CPU Usage Bar Graph Context Switches Stack Pointer Stack Size Stack Free Stack Used Stack Used % Bar Graph
App Task Start 2 Delayed o.00% 17 0x20000ECO 64 0 0
uC/05-1I1 Timer Task 8 Pending Task Semaphore Task Sem o.00% 89 0x200010C0 64 0 1]
uC/05-1I1 Tick Task 7 Pending Task Semaphore Task Sem o.00% 8805 0=20000DE8 128 0 1]
uC05-11T Idle Task 9 Ready o.oox 8305 0=20001010 64 0 0

app.c |os_cpu_s.aem | os_cpu_c.c cpu_a.zsm |os_tick.c | os_core.c
9% :
: CPU_CRITICAL EXIT(); /# CPU_SR Restors (cpu_sr) ;
-1 OAPP 00
app.c 101
f— B app_cfoh 102 CEU_SR_Save
|— cpu_cfiph 103 | MRS RO, PRIMASK ; Set prio int mask to mask all (except faults)|
— Rincludes h 104 CPSID I
os_app_hooks.c 105 BX IR
— M os_app_hooksh 106
— B os_cfgh 107
I* B 0s_cig_apph 108  CPU_SR_Restore ; See Note #2.
— B stm32iDoch 109 MSR PRIMASK, RO
L [ stm32tDxe_conth Ll B B
Caesp o
Cucicru . i
@ CucAe ol
CuC/OS-I : us FAIT FOR INTERRUET
[ Qutput 116 :
117 ; Description : Enters slesp state, which will be exited when an intsrrupt is received.
18
119  ; Prototypes : void CPU WaitForInt (veid)
120 ; -
121 ! Argument (5) : none.
122 ;
123
lT 124  CPU WaitForInt
< .




RTOS Plugins (FreeRTOS)

File Edit View Project Debug Disassembly I-jet/ITAGjet [FresRTOS- OpenRTOS| Tools Window Help
Ded@| S|t BR[o o Tasks Ipepdd BUNS 2L S-822L82 25X
M .| Queues
Waorkspace Stack Checking | stm321152. eval Icd | portasm | stm321i0x_pwr ‘
[Debug 312 tmpreg |= PWR_Regulator;

313
314 /% Store the nev value */
B (FRTOSDemo - Debug 315 PWR->CR = tmpreg;

H=I C1FreeRTOS_Source 216
2 [OPartable 317 /* Clear SLEEPDEEP bit of Cortex System Contrsl Register +/
| heap_2.c 318 SCB->3CR &= {uint32_t)~({uint32_t)3CE SCR_SLEEPDEEE);
| portc 319
| Ehportasm.s 320 /# Select SLEEP mode entry
listc 321 if (PWR_SLEEPEntry == PWR_SLEEFEntry WEFI)
gueue.c 322 [—f {
® = 323 /* Request Wait For Interrupt *#/

< I |

Files

RTOSDemo

z Task Name Task Number  Priarity/actual  Priority/base  Startof Stack  Topof Stack  State EventObject  Min Free Stack
LIk_IMC 4 1 1 (20000720 0x20000860 SUSPENDED  Mone
LEDx 10 1 1 (x200010a0 0x20001150 DELAYING Maone
ButPoll 2 (x20000430 0x200004e8 READY Mane
COMTx (20001330 0x20001 340 DELAYING MNaone

= CTRL (20000920 0x200009:48 DELAYING Mona
huHigh 16 3 3 (2000730 0x200071c50 SUSPEMDED  Mone off
COkARx 12 2 2 020001 4ba 0x20001540 BLOCKED le20001 124 off
Mubded 15 2 2 (20001210 0x20001ad0 SUSPEMDED  Mone off
CHNT_IMC 3 il il (20000620 0x200006c8 READY Mone off
hduL o 14 il il (20001840 0x200071340 READY Mone off
LED 3 1 1 [xz0000f20 (0x20000fd0 DELAYIMNG Mone off
Gen(l 13 il il (200016b0 0x20001770 READY Mone off
Lco 1 1 1 (20000193 0x20000343 BLOCKED (200000c4 off
| LEDx il 1 1 (xz0000da0 0x20000260 DELAYING Mone off
G| SUSP_Rx 7 il il (20000220 0x20000cH0 READY Mone off
Lol B T P W .3 ~ [u) [u) [uMCa TuTuTnln POy ] [uMaTuTulnta] S ntnl Lol B L1 P | il
MName Addrass Current Length  Max Length ltern Size #'Waiting Tx #Waiting Fx
LCOdueue 0xz00000a0 il 5 il il 1
Gen_Cueue_Test (2000750 0 5 4 0 I]
Suspended_Test_Queue (20000550 1] 1 4 1] ]
Gen_Cusua_kutex Ox200017d0 1 1 0 0 0




FPB

/7 DWT N

[ 6 breakpoints }

4 watchpoints

ITM

~

PC sampler 4
4 ) K
ETM trigger

-

software trace
32 channels

\

/

interrupt trace

- ~ (

~
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DAP

live
core access

JTAG

SWD/SWO

_ N time stamping
CPU statistics K J/
™ ETM

] Instrumentation Trace { Instruction }
ETM trace

:] Embedded Trace

trace port




ITM/SWO Usage (example)

Ox10
LED_Pattern

Ox00
100

Sinevalue 0

-100

y A
yl

T T T T
01D 0=1E 0x1F =20 021 Ox22

- . . . .

23, 0= 23 5= 24 0= 24 Es 25 0= 25 Es 26 0= 26 E= 27 0= 27 E=

ITM event with line graph
ITM EVENTS8 (channel 1, my counter);
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Include the headerfile arm_itm.h, here the macros are defined.
-ITM_EVENTS8(channel, value)
-ITM_EVENT16(channel, value)
-ITM_EVENT32(channel, value)
-ITM_EVENT8_WITH_PC(channel, value)
-ITM_EVENT16_WITH_PC(channel, value)
-ITM_EVENT32_WITH_PC(channel, value)

- To use, simply include a macro in your code and decide what
channel and what value to send

- During debugging, open the timeline window to display the data

ITM EVENT8 (1, 0);
I2C1 Init();
ITM EVENT32 (2, get SP() );

0,236608s  0,236609s  0,236610s  0,23661ls  0,236612s  0,236613s  0.236614s 0,236 1 4o 1) 8833us (1484 cvcles)  |617S  0.236618s  0,236619s

NUM -_—

27



Power Debugging

Linear 5000

@ I
ggooeoa ™
[ = CE =

Pawey

O 00000 0 A

18 5s 19.0s 19 .5s 20.0s 20.5s
\

18.0s

o
=1

[

£
=

= Timeline | Debua Log | Build
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. MR
. In-circuit power measurement probe from IAF -

systems
- Used in combination with I-jet
- V1 — V3 voltage range 0 to 6V

- |1+ and I- differential voltage, 110mV full scale

Current measurement over shunt:
-1.0 Q (for 110 mA max, ~100uA resolution)
.10 Q (for 11 mA max, ~10uA resolution)

- Sampling rate up to 200 kHz
- 12 bit resolution (= 1.5mV common mode, 27uV
diff.)
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SIAR
) SYSIEMS

@
°
8

Debug
-~ API
PCB JTAG / ITAG / mac) N
l-scope || JTAG/ & ™ SWD SWD
ARM IAR
Cortex Power |_j et — Embedded
Sampling 4'\ Workbench
k ) Power / Power \
Power

\ ) API




Visualizing current consumption

File Edit View Project Debug Disassembly I-jet//TAGjet Tools Window Help
D H@ S|4 BR[| YRl e P @00 URS b

25823 X

| system_stm32] core_main.c | core_matrix.c | core_util.c |intrinsics.h | Optimization.map | core_state.c | stm321boch

[USE_SLEEP_1EMHz

[ #ifdef USE_SLEEP
__WFI{);

Files

B (J Optimization - USE_SLEEP_16MHz $endif
CIPor

[ startup cre=core_bench list(res,1);

[ 5tdPetiph_Driver res->cre=creculé (cre, res-»erc) @
cre=core_bench list{res,-1);
res-rcre=creulé (cre, res->cre) ;
if (i==0) res-»crolist=res->crc;
ITM_EVENT32_WITH_BC{2,1):

[ #ifdef BURN POWER

— B roadme s Tick=0;

while(!s_Tick):

Optimization

Log
Tue Oct08, 2013 09:03:40: CPU status OK

<

Debug Log [Build [Findin Files

witn other parameters

T T T T T T
0x00000017 0x00000018 0x00000019 0x00000014 0x00000016 0x0000001C
1 1 L 1 L 1

2 48= 2 50= 2 B5= 2 kl=s 2 hGs 2. 70= 2. 78= 2 BOs 2 85s 2 90= 2. 95s

Timeline

- In the function profiler

1

Function PCSamp..  PCSamples (%) PowerSa.. Energy (%) Avgl Min| Max |
<ldle> [i} 0.00 2598 31 .69 5042.0 4580 8003
core_state_transition(unsi 996 28.97 996 13.70 81741 7758 8709
N croud(unsigned char, unsi 518 15.07 5ig 10,33 8243.3 7813 8736
2 core_list_find(struct list_he... 345 10.03 345 6.98 8357.3 7867 10067
2 matrbe_mul_matrix_hitextra.. 339 9.86 339 568 Enable
5 matrix_mul_matrix(unsigne... 305 8.87 305 5.89
é ee_isdigitlunsigned char) 200 5.82 200 3.96 Clear
i rora lict ravarcalstuctlic 145 c 70 1ak 3 ar e
f’ Time  Program Counter | fma)
3s 86070.75 us idle 4.743 Choose Live Log File... © S Og
3= B85E2.79 us idls 4.758 Enable Live Logging to 'PowerLoglivelog’
3s 87094 83 us idle 4.743 - .
3= 8760688 ue Ao 4.77 Clear 'Powerl oglivelog' t II I I
fomar ol 7 optionally live log
3= 88630.96 us idle 4.825 v | Show Time
g 3= 89142 98 us idle 4.716 Show Cycles
N ds  B89655.02 us idle 4.743
£ 3s 90167 .06 us idle 4.825 N
\ = Open Setup Window

(
\




I-jet Trace for Cortex-M

Instructions
- Interface to I-scope




ETM Trace —>

Function
Profiler

Code
Coverage

—>

* |ar Center for ARM | core_main.c | core_matrix.c | core_util.c | CodeTempla
B 1 288 last - list head
Disassembly N 389 info - idx or data to find
390
0x800295=: Oxe003 BN ?lcore_list_revers. . [] 391 Returns:
tmp=list—>rnext: 392 Found item, or NULL if not found.
??core_list_reverses_1 393 L #
0xB8002960: 0x6802 LDR k2. [RO] 394 [ 1ist_head *core_list_reverse(list_head *list) {
list—>next=nexzt: 395 list_head *next=NULL, *tmp;
0x8002962: 0=6001 STR k1, [R0] 396 [ while (list) [
next=list; or 397 tmp=list->next;
0x8002964: 0x0001 HOVS k1, RO 398 list->next=next;
list=tnp; 399 next=list;
0=0002966: 0=0010 HOVS RO. R2 - o List=tmp;
101 | }
- 402 return next;
I | 403 -}
404 [] /* Functien: core list mergesort
# Cycles Address Trace Exec Exc.. Access Data#d 105 Sort the list in place vithout recursion.
1797339 4008946 0z08003010 core_stats_transition(unsig. .. Thumb - 406
1797404 4009048 0=z08002£04 ee_isdigit{unsigned char) Thurnb - 407 Descripticn:
1797415 4009062 0=08003044 core_stats_transition(unsig. .. Thumb - 408 Us= mergesort, as for linked list this 15 a re,
4 m 409 Also, since this is aimed at embsdded, care wa
1797461 4009130 0=08003044 core_state transition(unsig... Thumb - 410 The sort can EiﬂfEl‘ I‘Etﬂl_‘ﬂ the list to origina.
1797496 4009184 0=08002£04 ee_isdigiti{unsigned char) Thumb - b or use the data item to invoke other other alg
1797507 40091938 0x08003044 cors_state_transition(unsig... Thumb - Ui
1797542 4009256 0x0B002£04 ee_isdigit{unsigned char) Thumb - ), 413 Parameters:
414 list - list to be sorted.
<] I | 3 [
N
x
X @& [ l )
# Addrass Trace Exec  Exc Access  DataAddress  DataValus Caommant
541910 = 0x08002966  MOVS RO, R2 Thu = =
while (list) {
541911 = 0x08002968 CMP RO, #0 Thu = =
541912 = 0x0800296a BNE.H ?lcore_list_reverse 1 Thu = =

tmp=list-rne=t

list—>nent=ne=t:
STR Rl. [RO]
next=list

541914 - 0x08002962

TM Trace

Thu

| ()

Function Calls

®  mainfint char**) 2

#  core_state_transition{unsigned char ** unsigned int*) 4096

@ <Other> 0
creuB{unsigned char, unsigned shart) 2149
matrix_mul_matrix_bitextract{unsigned int, int*, signed shont™, signed shart*) 16
matrix_mul_matrix(unsigned int, int*, signed shont*, signed short®) 16
rore list findistruct list head o * sturctlist data o * 771

Flat Time
4916848
1117004
8069380
483124
371514
336670
N7 L

Flat Time (%)

52.
11.
g.

B o

Acc. Time
6002178
1244306
50e3872
483124
371514
326670
N7N14

Ace. Time (%)

13 .36
54,35
.19

3
3.61
Kl

! gct\on Profiler

’ Code Coverage

©l[clclgl

=-% Optimization 47.50%
&% core_list_join 74.21%
% calc_func(signed short* struct RESULTS_S 1 91.67%
% crp_complex(struct list_data_s* struct list_data_s* struct RESULTS_S*) 100.00%
& cmp_idx(struct list_data_s * structlist_data_s* struct RESULTS_S*) 100.00%
* copy_infolstruct list_data_s* struct list_data_s*) 0.00%
% care_hench_list{struct RESULTS_S* signed shorf) 100 00%
& core_list_find(struct list_head_s* struct list_data_s*) 100.00%
# care_list_initiunsigned int, struct list_head_s* signed shorf) 0.00%




. Linker

- Debugger
[- Safety ]
- IAR Academy




LET US AGREE ON TWO FACTS

printf (" [#] Android local root exploid (C) The dndroid Exploid Crewn™):

ba=zadir = "seglits stnt_journals";
if (chdiribaz=sdir) <« 0) {
bazedir = “Sdataslocal tup”:
1f (chdir asedir) < 0}
basz

- strdupigetowd (b ' <ot 1S

3
prantti’] nssdir=Hs. pa “ basedir. pathl:
Bk f ("[+, ~agq HETLINE KOBJEL GHT socketony:

nenEst (Esnl L-l, sizeofiznl)):
! =nl nl_pad = 1:
=nl.nl_fanily = AF HETLIHE;

if ((=zock = =zocket (PE_WETLINK. SOCE_DGRAM. WETLINK_KOBJECT_UEVENWT)) < 03
di=("[-] =ock=t""

closs(craat( " 1load-? )
.. 064431 « 00

it ({ofd = creat
da=i"[-] cre=a.
il (writeiofd. pathl™ /
die("[-] writs").

2. The later you find a bug, the more expensive it gets

Cost

Development cycle
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MISRA C stands for the Motor Industry Software Reliability
Association, a consortium based out of Cambridge in the UK that
promotes standards to improve the safety and reliability of
embedded code. More importantly, MISRA-C:

- Set of ~140 coding rules

- Aims to facilitate code safety, portability and reliabilty
- Must be used in some cases

- Often good to use even when not mandatory

- Recommended in IEC61508

- Has evolved as a widely accepted model for best practices by
leading developers in various sectors



Safety — MISRA-C

Cateqaony:
General Options

CfC++ Compiler

Assembler

Output Converter | Library Configuration | Lﬁﬂ'ﬁ’mﬂiﬂ| MISRA-C:2004 |M15HA{21533 !

E:‘;;T CE;‘:: Enable MISRAC @ MISRALC:2004

Linker Log MISRA C-Settings () MISRALC: 1998

Debugger Set Active MISRA-C:2004 Rules
Simulator ’ Mone l ’ Required l ’ Al l
Angel
CMSIS DAP [#12.1: [required] Assembly language shall be encapsulated and isolate «
0B Server [¥]2.2: [required] Source code shall only use 1509839:1530 T style co
IAR ROM-maonitor [¥]2.3: [required] The character sequence /* shall not be used within a
I-4et/ITAGjet []2.4: [advisory] Sections of code should not be ‘commented out”.
JLink/1-Trace [7]3.1: [advisory] All usage of implementation-defined behaviour shall b
TI Stellaris [¥]3.2: [required] The character set and the comesponding encoding st
Macraigor []3.3: [advisory] The implementation of integer division in the chosen ¢
PE micro [¥]3.4: [required] All uses of the Hpragma directive shall be documentet .
RDI T-| : -Ill |_ ) . - . . . I‘
ST-LINK
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- Coding rules
- MISRA C: 2004
- MISRA C: 2012
. MISRA C++: 2008

- >200 additional checks based
on CERT, CWE etc.

Export/import of selected checks
Full integration in IAR Embedded Workbench

Can also be used through Eclipse plugin or from command line



Static Analysis C-STAT (cont’d)

Options for nede "projectl”

Categary:
General Options  »
Static Analysis ||l
Runtime Checking Select C-STAT Checks
CJC-++ Compiler C-STAT Static Analysis
Aszembler C-STAT checks Search:
Output Convert Select C-STAT Checks.. : :
Custom Eild [ Mame Severity  Used Synopsis
Build Actions [ Import Settings... #-[&f] STDCHECKS 157721 C-5TAT specific checks
Linker -] MISRAC2004 1204139 Checks based on the MISRAC 2004 standard
Debuager | Export Settings.. &-[7] MISRAC2012 148/158 Checks based on the MISRAC 2012 standard
i'm“'lat‘” = - [] MISRAC++2008 151/165 Checks based on the MISRAC++ 2008 standard
e ——
Select C-STAT Checks ﬁ

| C-STAT chedks Search:
' Mame Severity Used Synopsis

=8| STDCHECKS v  C-STAT specific checks
' EE ARR All Array bounds
N &[] ATH 21722 Arithretic errors
| &-[7] CAST Mone  Type casts
| E CATCH 172 Exception handling
: i [F] COMMA Mone  Comma usage
| EE COMMENT All Comments
| [F] CONCURRENCY None
(] - [¥] COMNST 132 Const correctness
| &-[7] COP All C++ copy contral
i &[] CPU 7/8 C++ usage
| i .




Static Analysis C-STAT (cont’d)

Options...
Make
Compile
Rebuild All

Clean

. C-STAT Static Analysis Analyze Project

Analyze File(s)
Clear Analysis Results

Stop Build

Severity: |MedumfHigh  v|  Fiter: Messages: 18 [ 52
bessage Checlk SEverty File Line
~= [ Tutor.c (8 messages) Tutor.c
- M Implicit conversion of “my_uint32' fram essential type unsigned 32-bitintto diff..  MISRACZ0TZ-Fule-10.3 hedium Tutor.c B4
L= # main Tutar.c B4
- a narrow_or_different_essential_type Tutar.c G4
------ &y variable ‘my_uint32' is uninitialized SFC-uninitwar-all High Tutar.c B4
------ Ay ariable ‘my_uint32' is uninitialized MISEACEZDT2-Fule-9.1_e  High Tutor.c G4
------ &y Suggest parentheses around "3*2' far clarity MISRACZIT 2-Rule-12.1 hedium Tutor.c B5
------ &y The operands "i' and "10" hawe essential type categories unsigned 32-bitint .. MISRACZ012-Rule-10.4 bedium Tutar.c 70
------ &y The operands "i' and 5" hawve essential type categories unsigned 32-hitinta..  MISRACZ0T2-Rule-10.4 bediurm Tutor.c 74
- My Possible division by 0. Divisor has potential range [0.9] MISRACZ0T 2-Rule-1.3_f High Tutor.c 82
-# fy Fossible division by 0. Divisor has potential range [0.9] ATH-div-0-pos High Tutar.c ge

-2 [ Uilities.c (10 messages)

iilities.c



Runtime Analysis C-RUN

- Arithmetic, bound and heap
checking

- Very efficient instrumentation
of compiled code



Runtime Analysis C-RUN, cont’d

- Possible to configure on
module basis :

Options for node "projectl”

—— e T e

Cateqary:

General Options =

Static Analysis
Runtime Checkin

C-RUM Runtime Checking

Factary Settings

C/C++ Compiler
Aszembler Enable
Suh;:t [;oq;ert Use checked heap Insert checks for
ustom Bui
Build Actions Enable bounds checking Integer overflow
Linker Instrumentation Including unsigned
Debugger I'Ed{ pointer bounds Integer conversion
Simulator | 21'32:‘:?'35:5 Including explict casts
= enerate functions
Ange! callable from Integer shift overflow
EEI:I: DAR non-nstrumented code Including unsigned shifts
Erver Check pointers from non- i
) + | Division by zero
IAR ROM-moni instrumerted functions £l by
T-et/TTAGjet Unhandled switch case
Tink/1-Trace Global bounds table
1 Stellaris Check pointers from non-
Macra instrumented memony
acraigor
PE micro Mumber of entries: 1000
RDI
ST-LIMK
Third-Party Dri = Ok ] [ Cancel
—— e ———— —_— —— —




Runtime Analysis C-RUN, cont’d

File Edit View Project Debug Disassembly Simulator Tools Window Help

N W@ & 4 2R o

YR P e @ GEURS ||

S tZaEE LB X
Default action: Filter: Messages: 2 x| Check Sourc..  Action
Messages Source File i Slinfg
® /" Division by zero main.c 31:7-11
¥ o+ conversion failure main.c 39:3-12 m
Coreversion changes the value from 341 (0x000000155) ;;
i 1o 85 (0x55). u
=] =]
@ Call Stack @
= cony_test rain.c 39312 =
z| L. mmain main.c 140:3-13 -~ |15
&l i b 3
Workspace  x rna"|| » w Locals
Deh - - — | Wariable Yalue
[Debug 7] 34 void conv test () - i :
F i o -
350 [ ch  Joxso |
el || { _ _
EEI 36 int32 t i=5;
g . -
= 37 uint8 t ch=0x50;
38 HI
2 39 ch+=0x105;
40 ch = (uint8 t) ( 1 * 100);
41 }
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EWARM = TUV certified tool chain

CERTIFICATE

No. Z10 13 04 84282 001

Holder of Certificate: AR Systems AB
Strandbodgatan 1
750 23 Uppsala
SWEDEN

Factory(ies): 84282

Certification Mark:

Product: Software Tool for Safety Related Development

Model(s): IAR Embedded Workbench for ARM
- Build Tool Chain

¢ CEPTUOUKAT @ CERTIFICADO @ CERTIFICAT

Parameters: The development tool chain fulfills the requirements for
development tools classified T3 according to IEC 61508-3.
The build tool chain is qualified to be used in
safety-related software development according to IEC 61508
and ISO 26262
The report IU84911C is a mandatory part of this certificate.

Tested IEC 61508-3:2010
according to: 1SO 26262-8:2011

The product was tested on a voluntary basis and complies with the essential requirements. The
certification mark shown above can be affixed on the product. It is not permitted to alter the
certification mark in any way. In addition the certification holder must not transfer the certificate
to third parties. See also notes overleaf

27w
Test report no.: 1UB4911C Q a&d *\\
‘¢ \
»
7 -~ uuld
> %ZZ Z__ € ,
Date, 2013-04-04 " (Guido Neumann ) ‘72‘53

Page 1 0f 1 Z

ZERTIFIKAT @ CERTIFICATE ¢

A1r0a

" ®
TOV SUD Product Service GmbH - Zertifizierstelle - RidlerstraBe 65 - 80339 Minchen - Germany o

Report

to the

Certificate

Z10 13 04 84282 001

Manufacturer:
IAR Systems AB

Strandbodgatan 1
Uppsala
Sweden

Report no. 1U84911¢C
Revision 1.0 of April 8th, 2013

Test and Certification Body
TOV sUD Rail GmbH

Generic Safety Systems
D-80339 Munich

page 1of 10

AR Embedded Workbench for ARM
build tool chain

Dissemination, distribution, copying or any other use of any information in this reportin part is sirictly prohibited




. Linker

- Debugger
- Safety

. IAR Academy |

- Hands-on & Demo
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Efficient programming
& Advanced debugging (2 days)
Compiler technology
Coding techniques
Best practices
Linking applications
Safety and standards

Advanced debugging
Breakpoints

SWO/ITM

Using trace

Details and registration:

Customized Training _
www.iar.com/academy

On Request
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