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1. Document information

	 This document contains information of Infineon Cyber Defense Center 
(Infineon CDC) according to RFC 2350. 
	 It provides basic information about Infineon CDC, the ways it can be 
contacted, describes its responsibilities and the services offered.

1.1 Date of last update

	 24.06.2021

1.2 Distribution List for Notifications

	 There is no distribution list for notifications as of 2021/06

1.3 Locations where this document may be found

	 The current version of this document can be found at: 
www.infineon.com/cert

1.4 Authenticating this document

	 This document is signed with the Infineon CDC PGP key.

------

2. Contact information

2.1 Name of the team

	 Infineon Cyber Defense Center (Infineon CDC)

2.2 Address

	 Am Campeon 1-12 (B05)
	 85579 Neubiberg 
	 Germany 
	 Infineon Cyber Defense Center

2.3 Time Zone

	 Infineon CDC operates in all time zones

2.4 Telephone Number

	 +49 89 234 77100



2.5 Facsimile Number

	 N/A

2.6 Other Telecommunication

	 N/A

2.7 Electronic Mail Address

	 Infineon CDC can be reached via CERT@infineon.com

2.8 Public Keys and Other Encryption Information

	 Please encrypt any sensitive email with Infineon CDC PGP key and send 
to CERT@infineon.com

-----BEGIN PGP PUBLIC KEY BLOCK-----
InsfBzuFdnkgpqF9B/HXlMFJxqR/d7T9HPb67hLwHwARAQABiQI8BBgBCgAmFiEE=rNSs
-----END PGP PUBLIC KEY BLOCK-----

2.9 Team Members

	 The Head of Infineon CDC is Mr. Raphael Otto. 
	 Additional up to date Team member’s information can be found at 
Infineon CDC web site

2.10 Other Information

	 All team related information can be found at Infineon CDC web site

2.11 Points of Customer Contact

	 The preferred method to contact Infineon CDC is via email 
CERT@infineon.com

------

3. Charter

3.1 Mission Statement

	 The goals of Infineon CDC are:
	 - To protect Infineon and his subsidiaries from Cyber threats and 
incidents.
	 - To provide incident detection and incident response capabilitie.
	 - To assists in implementing proactive measures to reduce the risk of 
such incidents to occur.

3.2 Constituency

	 The constituency of Infineon Cyber Defense Center encompasses all 
assets of all sites which are connected to Infineon’s networks.

3.3 Sponsorship and/or Affiliation



	 Funding is provided by Infineon Technologies

3.4 Authority

	 The main purpose of Infineon CDC is detection, coordination and 
operative handling of Cyber incidents across Infineon and his 
subsidiaries.
	 Infineon CDC operates under the authority of Business Continuity as a 
central function within Infineon.

------

4. Policies 

4.1 Types of Incidents and Level of Support

	 Infineon CDC addresses all kinds of cyber security incidents which 
occur, or threaten to occur, within its constituency. 
	 The level of support depends of the exact incident type, severity and 
current impact to the organization.

4.2 Co-operation, Interaction and Disclosure of Information

	 Infineon Cyber Defense Center does operationally cooperate with other 
CERTs and peers based on need-to-know principle and in strict compliance 
with the necessary legislation.

4.3 Communication and Authentication

	 Infineon CDC utilizes common cryptographic methods to ensure secure 
communication where PGP and S/MIME are available for email. 
	 Telephone also can be used as alternative method of communication.

------

5. Services 

5.1 Incident Response

	 Infineon Cyber Defense Center is able to perform incident handling in 
several areas.
	 In order to facilitate incident response Infineon CDC’s tasks include 
incident detection, artifact collection and analysis as well as malware 
analysis and reverse engineering. 
	 In particular, it will operationally fulfil the following aspects of 
incident management:

5.1.1 Incident Triage

	 Initial determination of potential impact and severity considering 
all assets affected by the incident



5.1.2 Incident Management 

	 Infineon CDC ensures operational capabilities for the coordination of 
cyber security incidents and emergencies related to its constituency. 
	 In order to do that Infineon CDC maintains communication channels and 
interfaces to relevant stakeholders within the organization as well as 
the technical infrastructure to store process and evaluate incident 
related data.

5.2 Proactive activities

	 Infineon CDC facilitates threat intelligence and collaboration and 
exchange with peers in order to improve its detection and response 
capabilities. Data acquired through threat intelligence is used to 
proactively hunt for threats.

------

6. Incident reporting forms 

	 There are no public forms available.
	 All communication related to Cyber incidents should be directed to 
CERT@infineon.com in encrypted (PGP or S/MIME) form.

------

7. Disclaimers

	 While every precaution will be taken in the preparation of 
information, notifications and alerts, 
	 Infineon CDC assumes no responsibility for errors or omissions, or 
for damages resulting from the use of the information contained within.

------------------------------------------------------


