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Target Products
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> Target product list for this training material

Family Category Series Code Flash Memory Size
Traveo™ |l Automotive Body Controller Entry CYT2B6 Up to 576KB

Traveo || Automotive Body Controller Entry CYT2B7 Up to 1088KB

Traveo Il Automotive Body Controller Entry CYT2B9 Up to 2112KB

Traveo Il Automotive Body Controller Entry CYT2BL Up to 4160KB

Traveo Il Automotive Body Controller High CYT3BB/4BB Up to 4160KB

Traveo Il Automotive Body Controller High CYTABF Up to 8384KB

Traveo Il Automotive Cluster CYT3DL Up to 4160KB

Traveo Il Automotive Cluster CYT4DN Up to 6336KB
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Introduction to Traveo Il Body Controller Entry

> Flash is part of the CPU subsystem

CPU Subsystem

infineon

Hint Bar

Review TRM chapters 8
and 9 for additional details

CYT2BL
MXS40-HT SWIETMITMICTI SWJIMTB/CTI
- eCT Flash CRYPTO
e Arm Cortex-M4 4160 KB Code Flash + SRAMO SRAM1 ] i P £ | aes, sha cre, Arm ROM
128 KB Wi 256 KB 256 KB 291291z 9 TRNG, RSA, Cortex-MO+ 32KB
160 MHz ork Flash N EREE ECC 100 MHz
System Resources e e
3% FPU, NVIC, MPU SRAM Controller SRAM Controller Initiator/MMIO MUL, NVIC, MPU ROM Controller
Power
Sk oo it 3¢ 3¢ J¢ JT¢ 3JL3IL3C 1C it 1L 1¢
Ton [ o | System Interconnect (Multi Layer AHB, IPC, MPU/SMPU)
REF
PWRSYS-HT ii
LDO [pcLk ] Peripheral Interconnect (MMIO, PPU)
¢ 3T g 10 3f 30 30 31T 1L 3L
2xILO_| WDT Prog.
MO ECO Analog .
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1xPLL SAR m S N <
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— . = x g
S| | azbiy 33 0| EX| 20| (20| |22 23|
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(e} E
e SARMUX A A X K 7 Y 7} y'y
[ wco |
e
Power Modes ii A A v \ 4 \ 4 A 4 v
ActivelSleep [ High-Speed I/O Matrix, Smart I/0, Boundary Scan
LowePowerActive/Sleep v 5x Smart 1/0 ‘
DeepSleep [ Up to 148x GPIO_STD, 4x GPIO_ENH
Hibernate 1/0 Subsystem
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Introduction to Traveo Il Body Controller High

> Flash is part of the CPU subsystem Hint Bar

CPU Subsystem
CYT4BF ew oTew Review TRM chapters 8
MXS40-HT SWIETMITMICTT SWIMTBICTT and 9 for additional details
ASIL-B eCT FLASH 2 ola CRYPTO
Arm Cortex-M7 D Car B SRAMO | | SRAML | [ SRAM2 | |5 |8 P[= £ | s, sha, cre Arm ROM
9|20 N 5 '
350 MHz 0 (4 Wi B 512 KB 256 KB 256 KB % zls2 f g TRNéséCRSA, Cortex-MO+ 64 KB
System Resources] FPU D% 5 ERNERS RS 100 MHz
Power (SPIDP) | 16 KB 8KBS SRAM SRAM RAM et e iti le} ROM Controller
W AHBP AHBS FLASH Controller Controller Controller Controller " MUL, NVIC, MPU
< < =,
POR [ BOD ] ] ] i E iI iI ii ii
ovP | LvD | System Interconnect (Multi Layer AXI/AHB, IPC, MPU/SMPU) |
REF
PWRSYS-HT ii Q ii 12
LDO <:>i PCLK Peripheral Interconnect (MMIO, PPU) | »
Clock EX
Clock Control @ ii Q z ; z ; ; ; z E z ; ; ; z E z ; o =
2L0 | WDT Prog. 5 |83
IMO | ECO Analog 4 5 o2 -
FLL | csv SAR SowllsE 5 5 ol lzgl T 5 28 |8
IxPLL ADC e3P e cnl loe| sl (22 (BT [18m ol 18R |58 % g8
Bl | @zbin oc| |85 22| 22| 2R 3ol [Em| o3| | = |2m||222||ez
[Reset__] 7] 25|20 Sclls@llse|llz2 28|20 | G [EZ][225||EO
Reset Control %] 50|18 g = 38 38 g % g);g 2 g % 3 gg'n H
7] - < 2 g * g
XRES % °al 22 c c I REENE > gi
Test o = ® 23
TestMode Entry @
Digital DFT SARMUX A A B N N W W N W fﬁ
Analog DFT 96 ch
N A A —a
WCO v v v 4 v v \ 2 l ¢
RTC l High-Speed 1/O Matrix, Smart I/0, Boundary Scan l
5x Smart /O
Power Modes A iI [ X oma
Active/Sleep l Up to 196x GPIO_STD, 4x GPIO_ENH, 40xHSIO l
LowPowerActive/Sleep
DeepSleep 1/0 Subsystem
Hibernate
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Introduction to Traveo |l Cluster

> Flash is part of the CPU subsystem

CYT4DN
MXS40-HT
ASIL-B

64 KB 64 KB
SWIETMTMICTT

Cortex M7
320 MHz

System Resources

Power
Sleep Control

D§

CPU Subsystem

GFX Subsystem

SWJIMTB/CTI
CRYPTO | [ |
63366?(-2 f:tﬁfgash SRAMO | | SRAM1 | | SRAM2 ;‘;’ S E 3 @ Z| | aes, s, cre, Arm ROM VRAM §
jepe) el 3= Q
+ 128 KB Work Flash 256 KB 256 KB 128 KB R ERS g = TRNEtSégSA, Cortex-M0+ 64 KB 4096 KB S
8KB$ SRAM SRAM SRAM i g i 'E & g 100 MHz g
FLASH Controller Controller Controller Controller i E i ii ° MUL_NVIC, MPU R{E COHUiO"E VRAM Controller
System Interconnect (Multi Layer AXI/AHB, IPC, MPU/SMPU) GFX Interconnect (AXI)

1L

it

=
N

Clock Control
2xILO WDT

IMO ECO

FLL CsV.
8xPLL | LPECO

t
Reset Control
XRES

Test
TestMode Ents
Digital DFT
Analog DFT

0
II‘2
4
0OId9 SSOlI

Peripheral Interconnect (MMIO, PPU)

WCO
RTC

POR | BOD |

OvP | LVD
REF

PWRSYS-HT
LDO [Pcik ]
Clock

ADC
(12-bit)

SARMUX
48 ch

1ggooot

i

]
. ¥ 3 o 5 15 ]]es :
SR ol 8le|&] 12 X 3R |sp| |3 Ea- R R 2

I CIN I LA R XN ER] |2 =2l 50

S i rel 50 c C K = ol
< < = (e} E) -l |s < -2 @
o383 [B[g] |2 = x| (25| [3 28|z 2z )
95|0|2|%|g| |22 23| 122| (28] |28 |2 F 3
o™ = Y 8 = = e} S
< > z H 8 8

=

o

3snd3
H13 XT

EAV +13UI343 000T/00T/0T

JINS X2

(1dS 1810 'IdS pend 'IdS [ena
‘1dS a1buis ‘snquadAH) aoeyialul Alowa [euas

ir 37

indul IIN/EDY XT
auibuz ase

)
X
ps)
9]
@
=
<
o
n
o
=3

S
=3

Power Modes

P>

High Speed 1/O Matrix, Smart I/O, Boundary Scan

Active/Sleep

‘ 1x Smart 10

DeepSleep

Hibernate

52x GPIO_STD, 8x GPIO_ENH, 26x GPIO_SMC, 70x HSIO_STD, 22x HSIO_ENH, 4x HSIO_ENG_DIFF

10 Subsystem
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Hint Bar

Review TRM chapters 8
and 9 for additional details




Flash Overview

> Traveo™ Il has Code Flash and Work Flash
— Code flash is for storing application code
— Work flash is for storing data or critical parameters

> Cache
— CYT2B6/B7/B9/BL
— 8KB cache for CMO+ and CM4, located in the flash controller
— Read-only capacity with an LRU replacement scheme
— CYT3BB/4BB/4BF/3DL/4DN
— CMO+: 8KB cache in flash; read-only capacity with an LRU replacement scheme
— CMT7: CPU has its own caches (16KB I-cache/16KB D-cache)
> Flash Wait States
— CYT2B6/B7/B9/BL
— 0 wait cycle for CLK_HF1 <100 MHz
— 1 wait cycle for 100 MHz < CLK_HF < 160 MHz
— CYT3BB/4BB/4BF/3DL/4DN
— 0 wait cycle for CLK_MEM2 < 100 MHz
— 1 wait cycle for 100 MHz < CLK_MEM < 200 MHz

1 High-frequency clock
2Memory clock. This clock is a divided version of CLK_HF.
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Review TRM chapters 8
and 9 for additional details
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Flash Overview

Code Flash Work Flash Hint Bar

CYT2B6/B7/B9/ | CYT3BB/4BB/ CYT2B6/B7/B9/ | CYT3BB/4BB/
Feature BL 4BF CYT3DL/4ADN BL 4BF CYT3DL/4ADN .
Review TRM chapters 8

Up to 4160KB Up to 8384KB Up to 6336KB Up to 128KB Up to 256KB Up to 128KB and 9 Flash for additional

Memory Size (4032KB + (8128KB + (6080KB + details
128KB) 256KB) 256KB) (96KB + 32KB) | (192KB + 64KB) |(96KB + 32KB) . .
Review the Device
Program Size 64-bit, 256-bit, 4096-bit 32-bit Security section for
additional details on
64-bit + 8-bit 32-bit + 7-bit security
ECC Function Single-Error Correction/Double-Error Detection Single-Error Correction/Double-Error Detection
(SECDED) (SECDED)
Erase Sector Size 32KB for large sector and 8KB for small sector 2KB for large sector and 128 bytes for small sector
Security Supported Supported
Single Bank and Dual
Bank Modes Supported Supported
Reading While
Programming/Erasing Supported Supported
Program/Erase cycles/
Data Retention Time 1,000/20 years 250,000/10 years

@ 85°C
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Block Diagram for CYT2B6/B7/B9/BL L/

> Arm® Cortex®-M4 and Cortex-MO0O+ core can access code flash and work flash via Hint Bar
fast/slow infrastructure
_ Review TRM chapters 8
Arm Arm Crypto Peripheral and 9 for additional details
Cortex-M4 Cortex-MO+ DMA
Fast Infrastructure Slow Infrastructure
(Interface for Fast Clock Domain) (Interface for Slow Clock Domain)
o= o — =
r The Art iter component performs ﬁ ﬁ
The Arbiter component performs | P g_p tcl’ ?SGOIKBB (4532}28 + 128KB) |
priority-based arbitration according : | AHB Lite Bus Interface | [ 4 S:an?pirteuda ank Mode 1
 to the master identifier (listed in the I > Arbiter | /V ECC: 64-bit Data + 8 ECC bit
table below). .
e e e e e e e - - — - a & Program/Erase Cycle/Retention I
ECC Flash Controller ECC Time: 1,000/20 Years
Master Rl !
Identifier Bus Master / — e e = -
0 Cortex-M0+ CPU Code Flash & \Work Flash B Up to 128KB (96KB + 32KB) I
1 Cryptography Component > Single/Dual Bank Mode I
2 P-DMAO Supported I
3 P-DMA1 |> ECC: 32-bit Data + 7 ECC Bit |
4 M-DMA Program/Erase Cycle/Retention
eCT Flash r 9 Y
14 Cortex-M4 CPU I Time: 250,000/10 Years !
15 Test Controller | e e e e e e !

*This figure is an example of some blocks only. Refer to the TRM for details.
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Block Diagram for CYT3BB/4BB/ABF/3DL/ADN

> Arm® Cortex®-M7_0, Cortex-M7_1, and Cortex-MO+ cores can access code flash Hint Bar
and work flash via fast/slow infrastructure
Arm Arm Arm Review TRM chapters 8
Cortex- Cortex- 2X Cortex- Test Cr p-DMA || M-DMA || spHcz || and 9 for additional details
Ethernet! Controller ypto
M7_0 M7_1 MO+
Fast Infrastructure Slow Infrastructure
(Interface for Fast Clock Domain) (Interface for Slow Clock Domain)
I-The Arbiter component performs priority- 1~ e e e e e = === "
based arbitration according to the master |\ I, cyT4BF: Up to 8384KB I
identifier (listed in the table below) 1 I (8128KB + 256KB), |
R ==l s [ "\AXI Bus Interface |__AHB Lite Bus Interface || I, single/Dual Bank Mode |
master igentiir __Bus waster || Arbiter 1 Supported !
0 Cortex-M0+ CPU I> ECC: 64-bit Data + 8 ECC bit
1 Cryptography Component ECC Flash Controller @ I> Program/Erase Cycle/Retention !
2 P-DMAO | Time: 1,000/20 Years !
3 pOMAL S ] e === J
4 M-DMA Fm———mm—————— I
5 SDHC? Code Flash Work Flash || > CYT4BF: Up to 256KB :
9 Ethernet 0! I (192KB + 64KB) I
10 Ethernet 11 \ > Single/Dual Bank Mode
13 Cortex-M7_1 CPU? Supported !
14 Cortex-M7_0 CPU eCT Flash l, ECC: 32-bit Data + 7 ECC bit |
15 Test Controller I, Program/Erase Cycle/Retention |
;gﬂlgg';nf;h CYTADN: 1ch (Ethernet 0 only) *This figure is an example of some blocks only. Refer to the TRM for details. |~ Time: 250,000/10 Years |
3 CYTABB/ABF/ADN ittt -
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Sector Configuration

Sector Configuration Map

Supervisory Region

0x17807FFF - ! : I
0x17800000 | Supervisory 2 | }- 32KB [ ———————— I Stores trim parameters for hard IP, system |
X regardless of the flash memory | P— : configuration parameters, protection and security |1 Hint Bar
0x17007FFF | Supervisory 1 | }_ S , Settings, boot scripts, etc. _ 1
0x17000000 32KBk —J | Read access to this region is permitted but :
Work Worl [ ihi .
Size [End Addiess Toeves] ) [Siz_]Small Sector Configuration 1_program/erase access is prohibited. - _ 1 | Review TRM chapters 8
256KB |OX1403FFFF |~~~ ~"~"~"~"~"~"""~"°~ T L| 256KB |512 x 128 Byte = 64KB fm——m e mmm e —————— - - - 1 and 9 for additional details
128kB | | 128 Bytes 128KB - Work Flash: Stores data or critical parameters 1
OX1401FFFE | F------------5==2-%1 256 x 128 Byte = 32KB |
PTG etahaan | SRS ks ] T [128xB | Up to 256KB (CYT4BF) I
Work Work S— [ 1 Upto 128KB (CYT4DN, CYT2BL) !
Size _{Large Sector Configuration I Optimized to be reprogrammed multiple times by :
iggig ED X ZG = G I small sector 128 bytes I
““““““““ KB 48 x 2KB = 96KB e e r e e e e = =
0x14000000 - | 128KB
Code
Size |End Address KB T Code I
8MB |Ox1082FFFF |~~~ ~"~"~"~"~---=---=--- - | | _Size |Small Sector Configuration
6MB_| 0x1062FFFF N 8MB
8KB =
4MB_|OX103EFFEE_| | --------------= s o [ove 32 x 8KB = 250KB
_______________ 32KB_ ZMB_| 16 x 8KB = 128KB
Ll e e e e e e 1
I Code Flash: Stores programs 1
Cod Cgi[iee Large Sector Configuration B : Up to 8384KB (CYTABF) !
oce 8MB |254 x 32KB = 8128KB | Up to 6336KB (CYT4DN) I
Up to 4160KB (CYT2BL) !
6MB_| 190 x 32KB = 6080KB j_optoslobre (&yilesty I
4MB 126 x 32KB = 4032KB
32KB
0x10000000 - —
Product Name Flash Memory Size (Code Flash + Work Flash)
CYT4BF Up to 8384KB (8128KB + 256KB) + 256KB (192KB + 64KB)
CYT4DN Up to 6336KB (6080KB + 256KB) + 128KB (96KB + 32KB)
CYT2BL Up to 4160KB (4032KB + 128KB) + 128KB (96KB + 32KB)

Example of 8MB/6MB/4MB. For other products, refer to the respective TRMs.
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Bank Modes &/

Representative Product: CYT4BF (8MB Code Flash)

Single Bank Mode Dual Bank Mode > Single Bank mode: Entire code and :
— | .  _ourn oo Old oo NOW e o supervisory logical regions are mapped Hint Bar
— 078 0000 _ _oa7s0_oo00: . oxre0 o000 i ; i
ce X as single contiguous address regions - Hters 8
E‘% T - - S e LY g > Dual Bank mode: Split into two halves, Eﬁg'gvaofﬁg"d?ﬁﬁﬁa?fmai|s
L __gxl_wg,gow EIMMGEIE N | 01700 0000 ERSMGERIIPANY _ _ 0x1700_0000 and each half is presented as a separate
] _ _ oaz gogor address region. Can be swapped to
secors) | _ _ oaos o0 support same-location firmware upgrades
Code — Old: CPU executes from a current
oo software (Violet region) while the
B higher sectors are programmed with
o _ _ _ oa20 0000 a new software image (Blue region)
"""" — New: When the CPU reboots, the
§ Sman user code changes the main map
8 - e field, such that the CPU is executed
£ from the new Blue region

> Dual Bank mode enables writing to the
| Code Region. MESREUEIRNNNCT C, e region SEESEULILUY other bank while executing flash

(Small > (Small
sectors)

Code
Region
(Large

sectors)

0x103F_8000" sectors) 0XL03F 8000t

—————————————— > Work flash and code flash both support
Dual Bank mode

o
4
&
8

X
2
8

¥| Code Region
(Large

Code Region
(Large

sectore) > Mapping of work flash is independent of
mapping of code flash

sectors)

0x1000_0000

0x1000_0000 _ _0x1000_0000

1Example of 8MB. The end address is different for other code flash memory sizes. For details, refer to the TRM.
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Remap Functionality

> Software can control the remap functionality, which enables writing during flash
execution in both bank modes

— The higher and lower physical banks are swapped in the main flash region Eﬁé"g"f"orig" d?t?gr?;?:jse?ans
> Use Case
— FOTA®L The CPU executes from a current software image in the lower bank while the higher
bank is programmed with a new software image. When the CPU reboots, the ROM boot code
changes the REMAP field such that the CPU executed from the new image is on the higher

bank

Traveo Il Automotive Microcontroller @ Software update data is received via any
communication interface

(gtg(nl arm @ Update data can be stored in the internal
M“C/‘,\’Af;eééu Flash Bank #2. The vehicle sends a
command to switch to the new software
version at the next ignition cycle. The new
@ software version is activated

m.; Eihernet (3) The previous version s still available in

Flash @
Bank #2
CAN FD internal Flash Bank #1 and can be reused
m* as a roll-back solution
Bank #1 @

1 Firmware-Over-The-Air
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Error-Correcting Code (ECC)

ECC implements Single-Error Correction/Double-Error Detection (SECDED)

Default setting of ECC checking for code flash and work flash interface is “Enable”

Behavior at Double-Error Detection

—  For CPU bus transfers, notify with bus error generation?!

— For non-CPU bus transfers, notify with bus error generation
Code flash: 64-bit data + 8 ECC bits

Work flash: 32-bit data + 7 ECC bits

> Fault report structure

Both correctable and non-correctable ECC errors are reported to the fault structure in the
same way. All data correction and recovery are left to the ISR. There is no hardware support
for writing corrected data back to flash

Use Case
—  SEC Report: Log the error counts
— DED Report: Report to NMI

> Error injection

It is possible to generate ECC error by providing an error injection address and error injection

data register

Use Case
— Asiinitial diagnhosis of ECC before running the application
— Totest the error recovery routines

11t depends on FLASH_CTL register, MAIN_ERR_SILENT bit
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Review TRM chapters 8, 9,
and 15 for additional
details

Interrupt service routine
(ISR)

Nonmaskable interrupt
(NMI)
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Appendix




Comparison between CYT2BL, CYT4BF, and CYT4DN

Code flash memory size

4160KB (4032KB + 128KB)

8384KB (8128KB + 256KB)

(infineon

6336KB (6080KB + 256KB)

Work flash memory size

128KB (96KB + 32KB)

256KB (192KB + 64KB)

128KB (96KB + 32KB)

Bus interface

AHB-Lite

AXI, AHB-Lite
CMO+: Cache inside Flash
CM7: CPU has own caches (I-Cache, D-Cache)
0 wait cycle for CLK_MEM < 100 MHz
1 wait cycle for 100 MHz < CLK_MEM = 200 MHz
0: Cortex-M0O+ CPU
1: Cryptography Component

Cache CMO+ and CM4 inside Flash

0 wait cycle for CLK_HF <100 MHz

Flash wait states 1 wait cycle for 100 MHz < CLK_HF < 160 MHz

0: Cortex-M0+ CPU

0: Cortex-M0O+ CPU 2: P-DMAO 1: Cryptography Component
1: Cryptography Component 3: P-DMA1 2: P-DMAO
2: P-DMAO 4: M-DMA 3: P-DMA1
Bus master priority of arbiter 3: P-DMA1 5: SDHC 4: M-DMA
4: M-DMA 9: Ethernet 0 9: Ethernet 0

14: Cortex-M4 CPU
15: Test Controller

10: Ethernet 1
13: Cortex-M7_1 CPU
14: Cortex-M7_0 CPU
15: Test Controller

Code flash: 64-bit + 8-bit and Work flash: 32-bit + 7-bit

13: Cortex-M7_1 CPU
14: Cortex-M7_0 CPU
15: Test Controller

ECC (SEC/DED)

Bank modes Supported
Reading while

programming/erasing Supported
Security Supported

Program/Erase cycles/
Data Retention Time @ 85 °C

Code flash: 1,000 cycles/20 years
Work flash: 250,000 cycles/10 years
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Revision History

Revision Submission | Description of Change
Data

6123648 @ 09/03/2018 Initial release

*A 6402267 12/06/2018 Added the note descriptions.
Updated the Introduction for CYT2B5/B7, added the Introduction for CYT2B9 and
CYT4BF.
Added Block Diagram for CYT4BF of slide 10.
Added Comparison between CYT2B7 and CYT4BF of slide 16.
Fixed the title from Traveo ™ Flash to Traveo ™ Il Flash.

*B 6662240 08/27/2019 Removed Erase and Program time.
Removed CYT2BS5.
Added CYT4DN (page 2, 5, 6, 7, 9, 10, 15).

*C 7051755  12/21/2020 Updated page 2, 3,6, 7, 8,9, 10
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