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SLE 66R35R / SLE 66R35I

Intelligent 1kByte Memory chip with NRG
Extended datasheet

Devices

e SLE66R35R
e SLE66R35I

Features

e Intelligent 1 kByte Memory Chip with NRG (ISO/IEC 14443-3 type A with CRYPTO1)
e Physical Interface and Anticollision compliant to ISO/IEC14443-2 and -3 Type A
- Operation frequency 13.56 MHz
- Datarate 106 kbit/s
e 1kByte EEPROM
- Block organization of memory, 16 Sectors with fixed 4 blocks of 16 bytes each
- User definable access conditions for each memory block
e Security Features
- SLE 66R35R: 4-byte reused identification number (r-1D), 4-byte UID previously issued
- SLE 66R35I: 4-byte fixed non-unique number (FNUID)
- Mutual three-pass authentication between card and reader for basic security
- Selective memory access control secured by authentication and access conditions
- Data encryption for RF channel
- Dedicated Value Counter

About this document

Scope and purpose

This document describes the features, functionality and operational characteristics of SLE 66R35R/I.

Intended audience

This document is primarily intended for system and application developers.

Datasheet Please read the Important Notice and Warnings at the end of this document Revision 2.0
www.infineon.com 2021-05-28


http://www.infineon.com/

o _.
SLE 66R35R | SLE 66R35I Infineon
Intelligent 1kByte Memory Chip with NRG compatibility

Table of contents

Table of contents

Table Of CONEENTES . ..ccciiiiiiiiiiiiiiiieiietntetietetestetstessetesassesssassecssassesssassecssassesssassesssassssssassssssassssssassssasas 2
LiSt Of fIGUIES .ieuiuiiiiiniiuiiniienineinsiesiaeirestasisesrestaecsesrascsessessssssssrasssssssssasssssssssassssssassassssssassssssassnssne 4
LiSt Of tableS iuuiuiiuiiiuiiuiiiiiiiiieiiuiiieeieetanioreecencastessessecessessssssssscassssssssssasssssssssssssassssssssssssssssssssssssass 5
FATUNES coutiuiucirinnncencecnsensecnscnsecescnsesescssecescnsesessssesessssssessssesessssesssssssssssssssssssssssssessssssessssssessssssessnses 6
1 Ordering and packaging information......cccciviiueiieiiniinninniniiesiaciasresiscisestascsesressscsessescssssessassses 7
2 OVerview Of a NRG SYSteM ... uciuiiiiiiaiiuiieciecenianiensececastsssecsecesssssssssssscsssssssssscassssssssscsssassssssssssans 8
2.1 SUPPOIEA SEANAAIAS ...oeveeieieeieieeeeereeeeere ettt e e st st e s s e et e s te e e e s assesnsassesseessesseensensesssensens 9
2.2 COMIMANG SEL .ttt ettt et etee e te e e be e e tbeeebeeeetbsesabae e saseessaesseeeassseensesensssesssesensseennsssensseens 9
3 CIrCUIt DESCIIPLION .ouuieienieinireceececanreceeceecacecsecascascassecsscascasssssscsssassassssassassasssssssassassassssnssassns 10
4 SLE GOR35X OPLIONS cueueeieniereceeceecenraceeceecassecsecsscascasssssscsssassssssssssassassssassassasssssssassassssssssssasses 11
4.1 CONEENT OF BIOCK O0H.ueevviereieeiieieeieecieeeteecte et ceteeereeeseeeseeesseeseenseenseeeseessseeaseesseseesssessseesseenssenseenssenses 11
4.2 ANTICOIlISION 1. vttt ettt ettt e e e e et eebe e beesbaesbaestseesbeeabeesseessaebaessaeesseesseensaessaenseenssenssennns 12
43 PrOAUCT OVEIVIEW ..ottt ettt ettt et eeveeeetteeeeteeeetbeeeeseeesssaeeasesensssessseeensseesnseeesasenssesenseeenns 13
5 MemOory OrganiZation ....cccccciieiieiiniieeiiniiniceecieiisccsesisicsessssssscssssssssscssssssssessssssssssssssssssssssssssssss 14
5.1 ManUfacturer DLOCK SLE BER3ER/| .....veeeeeiiieiieeeeietee ettt cete e ete s eeaeeeesseeessseeensesssesesnsessnsneenns 15
5.2 Answer to Request (ATQA) and Select Acknowledge (SAK) ....cceerererenienienieinineneseneesteseeeee e 15
5.3 Y=l (0] ] 1 U ot AU =T PRRR 16
5.3.1 DY N o] loYol LI A= L L= o] Lo Yol TR 16
5.3.2 SOCEON TrAILEE e eeveeeiee ettt ettt et cee e et eeteeee bt e eebeeeesbeeeebeeessseeenseeeessaesnsseeesssesnseeensseennseesnsseenns 17
5.4 MEIMOTY ACCESS .eeuvreereiireereeereereeitteeeeestteeesssrteesssstteesssssaeessssseeesssssasessssseeessssseesssssssesssssesessssesessssssneses 17
5.4.1 ACCESS CONITIONS .eeeuveeieerieiiecte ettt et e steeseeebeerbeerbeesteessbessseebeebeebaessaesssessseesseeseensaesssenssennns 18
5.4.2 Access CONItioNS FOr SECLON TrAIlEI ....cuvivveiieiceeeceecte ettt et et esbeeebe e s enes 18
5.4.3 Access conditions fOr data BIOCKS .......oovveiveieeiieciecre et ere e be e be e 19
5.5 TransSPOrt CONFIGUIAtION ....c.cvuiviiieieieteeeceeres ettt st sa s b st e st et e nae e e e e e sneeseee 20
6 CoMMUNICAtION PriNCIPle.cciuiiuieieiceiiniiieecanianiotecestasssssecscassssssssecsssssssssscssssssssssssscsssssssssscsssas 21
6.1 STALE IAEIAM .ottt st ettt et s st s et st et e s st et e b e et e b e s ae et e saeentebesanebasseeneenne 21
6.1.1 D L SEaT. ittt e rerrr et et e e e sstbr e e e e e e e e s baraa e e e e e se s bt aaeeeese s araaaaaeeeeeessrrraaaaaeeeesessrnres 22
6.1.2 ] o DN A N D Rl 7= <R 22
6.1.3 F O A O VA Sl - | < ORR 22
6.1.4 PROTECTED State (AUTHX) evveieueiieieieieeceeeeeteecetteceteeeireeesteeenseeesssessnsesessesesnsesesssesnsesonsesesnsesensenes 22
6.1.5 [ L I I - 1 (=P N 22
6.2 ) =] £ AL U1 o SO PO PP P ST PSP PPPP 22
6.3 FrameE DElAY TiME. .. ittt ettt ettt e te e rte e s be e sae e srteste e be e beesseesstesnseensaansaessaesseesssansanas 22
6.4 ErTOr NANALING ettt ettt s b e bbbt sre e 23
6.5 DAt TN ETEY ettt ettt e s e st st b et se e e et et re e s aeesaeesreeas 23
6.6 Three-pass aULNENTICAION.......coiiiireeeeeereeee ettt et s et et e s e et e sbe et esaessaessesanensans 24
6.7 MEMOIY ACCESS / OPEIATIONS c.uvviveiriieiieriieriteestestesrtessressteesseeseeseessesssesssessseesssesssesssesssasssnesseesssesssanas 24
7 COMMANA SEL...iiiiiiiiiiiiieieieieieteietercacacscscscssssscscssssssssssssssssssssssssssssssssssssssssssasssssssssssasasasasasasass 25
7.1 Supported ISO/IEC 14443-3 Type A COMMANA SEL.....iiiiirriiriieiieiieereesresressressresseesnessessessseessaesanes 25
7.2 Memory aCCeSS COMMANG SEL....c..iiiiiiirieiertirietetetetet ettt et ettt sbe b et e st e e e e e et sessens 25
7.2.1 AUTHENTICATE (AUTHA @NA AUTHDB) c.eeeieeeeeee ettt ettt saae s eseeesave s snnee s 26
7.2.2 READ (RD) vt eeseeeeeeeseeseseseaeaesasesseseesesesaeeseaseseseasesensassseseasesseseassssasssssssssnessssesasessssseans 28
7.2.3 WRITE (WR) cvreeeeeeeeeeeeeeeeeeeseeeeeseaeesessesesseeseseseaseeseseaesesesesesseassassseaesasaseasensessseneesssseseassssessasassasssseeas 29
7.2.4 DECREMENT (DCR) . uteiietiieeee ettt cetec ettt e et s cetteeeate e sveeesstessnsesesnsessasesssesssnsessssessnsessnsseesnsessrenes 30
7.2.5 INCREMENT (INC) eveetieteeeteeeteeeeeete et esreeeteeeseeeseeeateeveenseeeseesssesnsssnssenssessessesssessssesnsesnseessesessessessnes 31
Datasheet 2 Revision 2.0

2021-05-28



o _.
SLE 66R35R | SLE 66R35I ‘ Infineon
Intelligent 1kByte Memory Chip with NRG compatibility

Table of contents

7.2.6 RESTORE (RSTR) ..eutictieteeiteetietesteetesteseetestessessesssestessasssessesssassassesssassesssssessesssessesssessessesssessessesnses 32
1.2.7 TRANSFER (TRFR) ceeuttetteiteerieecteeeeeecteesteeste e ees e estesseeseesessseessassssssssessseessasssesssessssesssessesssessseessens 33
7.2.8 HL T A ettt ettt ettt sttt e s e e e s e bt e s se e e e s e s re e e s e se e e s e ns e e e s e nneee s e nate s e rane s e s nenee e e nenee e e nnnes 34
8 Performance and Operational Characteristics ....ccccceeuuirrnniienniiirnniiinnniiieninienininnieeenceeencseanes 35
8.1 EleCtriCal CharaCteriStiCS ..ivviiiiiiirieciesie st eetesteste e te e steesbeesbeeseesrte s bessbaessaesssesssesssasnsaessnesseesssesssanas 35
8.2 AbSOlUte MaXimMUM RALINES ...cvevvieieiirieieceeeeteseeeesteee st e seesse e tesre st essesssessassesssessesseessesseessessesseensens 36
L3 T =] =1 = 3 37
REVISION NISTOrY..cuiiuiiiiiiiiiiiniineiiiiiniiieiiiiniieiiniisecsiiaecaesisstsccsestsscsessssssssssssssssssssssssssssssssssssnsssesanss 38
Datasheet 3 Revision 2.0

2021-05-28



o _.
SLE 66R35R | SLE 66R35I ‘ Infineon
Intelligent 1kByte Memory Chip with NRG compatibility

List of figures

List of figures

Figurel  Pinconfiguration Module Contactless Card - MCC2 (tOP VIEW) ..ccevveerereerrerenrenieieieeeeseeneneensennes 7
Figure2  Pin configuration Module Contactless Card - MCC8-2-6 (top / bottom VIew) ......cccccuevveerereruennenee. 7
Figure3  Pad CONFIGUIAtiON di€....couivuieiiiiieieieeeert ettt ettt ettt st ettt be e sneeen 7
FIGUIE A SYSTEM OVEIVIEW ..ouvieiiiiiieieiieiteee ettt et s et s b st et s et s et et e b e sat e e e e bt e me e st emeeasesseemeesesmeensessesne 8
FIGUrE 5  BlOCK I@Brami.. e ettt ettt sttt et ettt e et et et e sae et e besatesbesbeeabenseeanen 10
Figure6  UIDs according to ISO/IEC 14443-3 TYPE A..ooueeeereeeeeriereeetenieeeeseessessessesssessessesssessesssessessesssessesnees 11
Figure 7 Memory StruCtUre DLOCK O0H.....cocueruirieienteteiee ettt ettt et ettt ettt s e besaeeaees 11
Figure8  Single cascade antiCOlliSION .......c.oviriiiiriieee ettt ettt ettt st e eaees 12
Figure 9  MemOry OrZanIiZAtiON ..cccucivveiiueireenienieniersieeieesteseeseessessesssaessaesseesssesssesssesssesssessssesseesssessesssesses 14
Figure 10 Manufacturer bloCk SLE 66R35R (1=1D)....cc.ceiruerierierieieieriinienienienienieteeeessessessessessessessensesessessessensens 15
Figure 11 Manufacturer block SLE 66R351 (FNUID) ....c.coueruerierieiririenienienienieteteeeesseesessessesseseseeneesessessessensens 15
Figure 12 Data structure of @ Value BlOCK.......ccuoviieiriniirieieccecereeee sttt sbe e 16
Figure 13 Data Structure of @ SECLOr TrAIlEr ...ccuiieieiririneieteteee sttt et a et sbesbesaens 17
Figure 14 ACCESS CONAITIONS c....oviuiiiiiiiiiiieiiet ettt ettt et be s 18
Figure 15 Memory map - Transport Configuration SLE 66R35R/I ......ccceveruerierieirinineninienienseneeeeesessessensens 20
Figure 16  SLE 66R35R/I State diagram.......ccccceuiiriiiniiinieinicinctictneeeeet ettt 21
Figure 17 AUTHENTICATE COMMANG....coiiiiriiiiriiriniiinieienietntetnieteret ettt es et tne et be s enes 27
Figure 18  READ COMMANG....iiiiiiiiiiiiiiniieterieeteste st ettt et st e st etesat st e st e saeesbesbasatesaesssesbessesntanbesasensessesssensesnean 28
Figure 19 WRITE COMMANG ....ouiiiiiiiiiiiieietece ettt ettt bbbt st b s 29
Figure 20 DECREMENT COMMANG..c.tiiiiriiiiiriiiieierteteniee et st et sttt et satestesbe st e sae st e besaesatesbesatessesseensenseensan 30
Figure 21  INCREMENT COMMANG.....cciiiiiiiiiiiiiiiinieiictnietnte ettt ettt ettt 31
Figure 22  RESTORE COMMANG ....uiiiiiiiiiiiiicieiciett ettt ettt sttt 32
Figure 23 TRANSFER COMMANG ...uviiuiiiiiiiieieeieiesitetesie et ettt st st et st et e s b st e sae st e besae st asbesaeessessesnsensasneen 33
Figure 24  HLTA COMMANG ...c.iiiiiiiiiiiiiiieieeteice ettt ettt ettt ettt b et s e bt enes 34
Datasheet 4 Revision 2.0

2021-05-28



o _.
SLE 66R35R | SLE 66R35I ‘ Infineon
Intelligent 1kByte Memory Chip with NRG compatibility

List of tables

List of tables

Table 1 Ordering INFOIrMAtiON ....cc.veieeeeicecee ettt st e s et e sse e s e b e sseessesseeneassesseensansesnens 7
Table 2 Pin description and fUNCLION ......uoiieieieceeeeeeeee ettt et e et e st e ba e s e beesnans 7
Table 3 Overview on chip types using NRG teChNOLOZY......cccecveeerriiririeiereetese ettt e e ae e eanens 13
Table4  ATQA ANd SAK FESPONSES ....veeverieerereeriieeetesteetestesseetesseseessessesssessesssessessesssessesssessessesssessesssessesseens 15
Table 5 MemOory acCess COMMANG SEL...cc.uiiiiiiiiiiiiieeieesreeresrteeste e st e e e saesaeerte e beessaesseessnesssessassasssassseenes 17
Table 6 ACCESS CONAITIONS ..ttt st ettt et et st besbe s b et et et e st et s st ebesbessense b enteneesesseesessesensen 18
Table 7 Access coNdition fOr SECLOr TraIler .....uiiririreriieeeeeeereser ettt sbe b naens 19
Table 8 Access condition fOr data BlOCKS .......ccueiririreniiieicteeeeeresesee sttt sbe b saens 19
Table 9 ACK aNA NACK rESPONSES ....cuveeeeeriereeeestieeesiesseetestesseesaessessessesseessessesssessesssessessesssessesssessessssssessesnes 23
Table 10 BehaVvior in CASE Of EITON ..c.uiiiiiiririerieieetete sttt ettt ettt s e s s e besbanaens 23
Table 11 ISO/IEC 14443-3 Type A COMMANG SEL .ouviiiiieieieieeeeteee ettt s e e e te s e esse s e e s e sse e e essesnnans 25
Table 12  SLE 66R35R/I COMMANA SEL ..eeiiiiuriiiiiiiiiiiieieee ettt ceire e ceave e e csabee e e s abeeesssbesesssbeeessssenessnnenas 25
Table 13 AUTHENTICATE COMMANA SEEP L..uiiiiiiiiiirieiieeieecieecteeetteeteesteeteesveesseessaesasesnsessasssasssessssesnsesssesnses 26
Table 14  AUTHENTICATE COMMANA SEEP 2.uecuveiieeieierieeeeieeeeeeseseessessesseessesssessessesssessesssessessesssessesssessesseens 26
Table15  Timing AUTHENTICATE COMMANG ...coviruiiiiniiiieienitetenieet ettt ete st st este st estesbe st essesseesbesaesssessesanens 27
Table 16 READ COMMANG....iiiiriiiiiiiieiriieieeienientestestestetesteessessessesbessessesse st enee st saessessessensessensensenseneesessessensensens 28
Table 17 Timing READ COMMANG ...ceoiriiriiriiriinienienienteteiteeeseseestessestestete st este e ssessessessessessesseneeneeneesessessessensens 28
Table 18  WRITE COMMANA STEP L ...uviiiiieieeiieitecieestecteeteesteeete e teessaessaestessbeesbaessaesrsesstasssasssassssesssesssesnsennses 29
Table 19 WRITE COMMANGA STEP 2 ...eouvieeeiieieeeeieeteetesteeteteseeeesteseesessesssessesssessessesssansesssessessesssessesssensesseens 29
Table20  Timing WRITE COMMANG...cc.iiiiriiiiiiiiintetenieetesie sttt st et st et essesatesbesaeesbesbe st essessaesbesaeensenssesanens 29
Table21  DECREMENT COMMANG STEP 1 ...viueruiiiieiieierieeeeesteeeetestestesessesssessesseessesseessessesssessessesssessesssessesseens 30
Table22  DECREMENT COMMANG STEP 2 ..uviverueeiieeeeierieeeeteeeetesteseesesseessessesseessessesssessesssessessesssessesssessesseens 30
Table23  Timing DECREMENT COMMANG ....uiiiiiiriiiieniinieientetenieet et st et este st estesaeestesbes e essesseesessesssessesanens 30
Table24  INCREMENT COMMANG SEEP L...uiicuieeeiieeieierieeeeieseeeesteseesessesssessesseessessesssessesssessessesssessesssessessenns 31
Table25 INCREMENT COMMANA SEEP 2..uuuiiiieiieieeciiecie et et et et e testeetesve e beesraesasesatessbaessaessaesssesnsesnsannses 31
Table26  Timing INCREMENT COMMAN ......oociiriiriiiieniiniesieneeteniestetesieetessesssessesseessessesseessessesssessesssessessnens 31
Table 27  RESTORE COMMANA SEEP L ..cuveeuiiieeieeieeieetesieeeeteseetesteseessessesssessessaesessesssessesssassessesssessesssensensenns 32
Table 28  RESTORE COMMANG SEEP 2 c.uvvieeieiiieieiiieecieeteeteecteeeteesteeeteste e teebeesbaessaesrsesntessaessassseesnsesnsesssennses 32
Table29  Timing RESTORE COMMANG.....cociriririiriiienieieteteiesiestesteste ettt saessessessessesaesteeeseeneenessessessensens 32
Table30  TRANSFER COMMANG ....oouiiiiiiiiiieeiteienitetesie sttt et st et e s et esse st e bessaesesbe s e essessaensessesnsensassnans 33
Table31  Timing TRANSFER COMMANG.....ccoiiiiiiriiniiiiieniieteiestetesies it ete st st essesseestesaeestesbesseessesseessessesssensesanens 33
Table32  HLTA COMMANG ...ttt ettt st st te b et e et s st sbesbesse b e beseneentsueesessessensansens 34
Table33  Timing HLTA COMMANG....iiiiiiiiiiiiieiiniteteneeteste st eteste st et steestesse st e tesaaestesbasssessesssesesseensenssessnens 34
Table34  Electrical CharaCteriSTiCS ...ecueiririririerieierteteteeeesiese ettt ettt sttt ettt et e e sae e s s e b ssesens 35
Table35  Absolute Maximum RAtINES .....ceceeerererienienieieteeeiesieeesteste ettt st saesbestesteste e e e sseesessessessensens 36
Datasheet 5 Revision 2.0

2021-05-28



" _
SLE 66R35R / SLE 66R35I ( 1
Intelligent 1kByte Memory Chip with NRG I n fl n eon :

Features

Features

Intelligent 1 kByte Memory Chip with NRG

Contactless Interface
e Physical Interface and Anticollision compliant to ISO/IEC14443-2 and -3 Type A
- Operation frequency 13.56 MHz; data rate 106 kbit/s
- Contactless transmission of data and supply energy
- Anticollision logic: several cards may be operated in the field simultaneously
e Read and Write Distance up to 10 cm and more (influenced by external circuitry i.e. reader and inlay design)
e Short transaction times: typical ticketing transaction < 100 ms; transaction possible when card is moving

1 kByte EEPROM

o Block organization of memory, 16 Sectors with fixed 4 blocks of 16 bytes each
e EEPROM updating time per block <5 ms

e Endurance>100.000 erase/write cycles*

e Data Retention > 10 years*

e Userdefinable access conditions for each memory block

Security Features
e SLE 66R35R: 4-byte reused identification number (r-1D), 4-byte UID previously issued
e SLE 66R35I: 4-byte fixed non-unique number (FNUID)
e Mutual three-pass authentication between card and reader for basic security
- 48-bit key length
- 2 keys per sector enabling key management
- Transport key at chip delivery
e Selective memory access control secured by authentication and access conditions
e Suited to multifunctional applications: Individual key sets are available for each EEPROM sector
e Data encryption for RF channel
e Dedicated Value Counter
e Dataintegrity supported by CRC, Parity Check, etc.

Electrical characteristics

e On-chip capacitance 18.3 pF +10 %

e ESD protection typical 2 kV

e Ambient temperature -25 ... +70°C for the chip

1 Values are temperature dependant
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Ordering and packaging information

1 Ordering and packaging information

Table 1 Ordering information
Type Package Remark
SLE 66R351C Die (on wafer) sawn / unsawn
SLE 66R35I NB Die (on wafer) NiAu-bumps, sawn
SLE 66R35I MCC8 MCC8-2-6
SLE 66R35I MCC2 MCC2-2-1
SLE 66R35R C Die (on wafer) sawn / unsawn
SLE 66R35R NB Die (on wafer) NiAu-bumps, sawn
SLE 66R35R MCC8 MCC8-2-6
SLE 66R35R MCC2 MCC2-2-1

Note: For further information on technology, delivery forms (wafer thickness or height of NiAu-bump)

please contact your local Infineon Technologies sales representative (www.infineon.com).

-

Figure 1 Pin configuration Module Contactless Card - MCC2 (top view)
prm—— S E
f
B ]
4 k__J
Figure 2 Pin configuration Module Contactless Card - MCC8-2-6 (top [ bottom view)
Ls
SLE 66R35R
SLE 66R35I
La
Figure 3 Pad configuration die
Table 2 Pin description and function
Symbol Function
La Antenna Connection
Ls Antenna Connection
Datasheet 7 Revision 2.0
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Overview of a NRG system

2 Overview of a NRG system

The SLE 66R35R/I is designed to operate in a NRG system. The system consists of a smart card and a card reader
together with an antenna. The card's antenna consists of a simple coil with a few turns embedded in plastic.

PCD PICC

Energy
q

Antenna
Data

Figure 4 System overview

The operating distance between card and reader antenna is up to 10 cm and more (influenced by external
circuitry i.e. reader-antenna configuration).

The RF communication interface transmits at 106 kbit/s resulting in short transaction times, the effect being
that a card user can move freely through a reader gate with minimum disruption. A typical ticketing transaction
can be handled in less than 100 ms. Robust contactless transmission means that the card with SLE 66R35R/I
may also remain in the wallet of the user even if there are coins init.

An intelligent anticollision function based on the chip's single size unique identifier (uid0-uid3) enables more
than one card in the field to operate simultaneously. The anticollision algorithm selects each card individually
and enables the execution of a transaction with a selected card is performed correctly without data corruption
resulting from other cards in the field.

Access to SLE 66R35R/I is only allowed after a three-pass authentication. The serial number is unique for each
card and cannot be changed. Each data transmission is enciphered. Protection from misuse is done by
configurable access conditions that are protected by secret keys used for memory operations such as read or
write.

Multi-Application Functionality

The SLE 66R35R/I is suited for the use in multi-application schemes, for example combining a transportation
fare collection scheme and a ticketing system such as a stadium ticketing. Both applications can be performed
with the same card, as hierarchical key management is supported. This means that two different keys for each
memory sector can be assigned to enable authentication to that sector.

Datasheet 8 Revision 2.0
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Overview of a NRG system

2.1 Supported standards

The SLE 66R35R/I supports the following standards:

e ISO/IEC 14443-1,-2 and -3 Type A[1]

e Tested according to ISO/IEC 10373-6 [2]

2.2 Command set

A set of standard ISO/IEC 14443-3 Type A commands is implemented to operate the chip.

Additionally the SLE 66R35R/I specific command set is implemented. This facilitates the access to the on-chip
integrated memory, supports the execution of authentication, encryption and decryption data as well as an
increment or a decrement of a dedicated value counter.

Datasheet 9 Revision 2.0
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Circuit Description
3 Circuit Description

SLE 66R35R/I consists of an EEPROM memory of 1 kByte organized in 16 sector with 4 blocks each containing 16
bytes, an analog interface for contactless energy and data transmission and a control unit.

The power supply and data are transferred to SLE 66R35R/| via an antenna, which consists of a coil with few
turns directly connected to the module. No further external components are necessary. The circuit is designed
to communicate with a card-reader at an operating distance of up to 10 cm (or more) depending on the reader-
antenna configuration.

The chip is designed to meet the cost-optimized requirements of a basic security level. The targeted
applications are transport, corporate access, events and loyalty cards with basic security requirements.

Analog
Interface Control

Logic

Anticollision

Rectifier circuit

; Clock recovery EEPROM -
B Power On Reset Interface EEPROM
=4
g Voltage R lato
el Authentication § Arithmetic
Logic Unit
Control Unit
Figure 5 Block diagram

Analog Contactless Interface:

- The Analog Contactless Interface comprises the voltage rectifier, voltage regulator and system clock to
supply the IC with appropriate power. Additionally the data stream is modulated and demodulated.

e Anticollision

- Internal logic of SLE 66R35R/I ensures the recognition of several cards in the field which may be selected
and operated in sequence.

e Authentication Logic
- Correct execution of any memory operation can only occur after the authentication procedure with a
specific key.
e Control Logic

- Access to ablock is defined by the associated access conditions for that block. These are programmed
individually for each block in a sector.

e Arithmetic Unit
- Arithmetic Capability: increment and decrement of values stored in a special redundant format.
e EEPROM:

- 1kByte organized in 16 sectors with 4 blocks by 16 bytes each. The last block of each sector is called
"Sector Trailer" and is used to store for a pair of secret keys and programmable access conditions for
each block.
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4 SLE 66R35x options

SLE 66R35R / SLE66R351 support systems based on single size UIDs:

e SLE 66R35R: 4-byte reused ID (r-ID), 4-byte UID previously issued
e SLE 66R35I: 4-byte fixed non-unique number (FNUID) according to ISO/IEC 14443-3 Type A

PCD ‘93
[9]]»]
5?:;3 uid0 uid1 uid2 uid3 ‘ BCC ‘
PICC
Figure 6 UIDs according to ISO/IEC 14443-3 Type A
4.1 Content of Block 004

The SLE 66R35R/I is delivered with a single size UID.

Block 004 is configured as shown in Figure 7.

Fixed number, non unique ID (FNUID)

Bytel Bytel Byte2 Byte3 Byted Byte5 Bytet Byte?7 Byte8 ... Byte 15

Block 00y uido uid1 uid2 uid3 BCC SAK 04y 00y internal use
X | F Serial number BCC 88y 04y 00y Don't care

Fixed reused ID (r-ID)

Byte0 Bytel Byte2 Byte3 Byted Byte5 Byte6 Byte7 Byte8 ... Byte 15

Block 004 uid0 uidl uid2 uid3 BCC 88 04y 00y internal use
x| M Serial number BCC 884 04y 004 Don't care
P|8 Serial number BCC 88, 04, 00y Don't care
Figure7 Memory structure block 004
Serial Number Check, BCC

According to the ISO/IEC14443-3 Type A the BCC is the UID CLn checkbyte, calculated as exclusive-or over the
four previous bytes (as described in ISO/IEC 14443-3 Type A).
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4.2 Anticollision

The SLE 66R35R/I supports single cascade anticollision scheme.

infineon

< POWER ON

RESET

N

HLTA ANTC@R EADY1*/ READYD

HLTA

SEL CL1

ACTIVE* / ACTIVE>

NRG
commands

AUTHX[4 bytes used for CL1 Selection]

Figure 8 Single cascade anticollision
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4.3 Product overview

Following memory chips with NRG are available (see Table 3):

Table3 Overview on chip types using NRG technology
Type UID size | UIDtype| uid0 | Description
SLE 66R3512 4-byte uiD XMy Fixed unique number programmed by manufacturer
P84 | (M=14, 54, 7w, 9) and (P = 1y, 24, 3u, 4, 51)
SLE 66R35I 4-byte FNUID XFy Fixed number, non-unique programmed by
manufacturer
SLE 66R35R 4-byte r-1D XMy Fixed reused identity number programmed by
P84 manufacturer
(M =14, 54, 7w, 94) and (P = 14, 24, 34, 4n, 5u)
SLE 66R35E7(H) T-byte uiD 05k Fixed unique number programmed by manufacturer

(delivery default)

4-byte FNUID XFy Fixed number, non-unique derived from 7-byte UID
(personalization option).

The FNUID is not stored in Block 00+, it is derived from
the 7-byte UID stored in Block 00w. The derived value for
the uid0 byte is logically OR-ed with 1Fw; due to that x
may have following values: 1x, 3#, 51, TH, 94, Bu, Du, Fu
4-byte | RND-ID 084 uidl to uid3is a random number (RND1 - RND3)
(personalization option).

The RND-ID is not stored in Block 004; a new RND-ID is
generated with every power-up.

1 The available numbers are already exhausted.

2 Discontinued. Consider to use successor products SLE 66R35I, SLE 66R35R, SLE 66R36E7, SLE 66R35E7H.
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5 Memory organlzatlon
The 1024 Byte EEPROM is organized in 16 sectors with 4 blocks of 16 bytes each.
Seckor | Block | Block Byte Number withinaBlock Description
Number | Address | Number
[} ‘ 1 ‘ 2 ‘ 3 | 4 ‘ 5 | (] | 7 ‘ 8 | 9 ‘ 10 ‘ " ‘ 12 | 13 | 14 | 15
3E,, 2 Data
15
3D, 1 Data
ac, 0 Data
34, 2 Data
14
39, 1 Data
38u 0 Data
, 06,, 2 Data
05, 1 Data
04, o Data
02, 2 Data
L]
o1, 1 Data
00+ 0 Manufacturer Data

Figure 9 Memory organization

Each sector contains four 16 bytes blocks.

e 3blocks of data are configurable
- asRead / Write blocks for storing general data
- asValue blocks for e.g. electronic purse applications
- Sector 0, Block 004 contains Manufacturer Data (serial number, SAK, ATQA, etc.), read only

e the Sector Trailer contains the individual secret authentication Key A and optional Key B as well as the block
accesses conditions of the respective sector

- authentication Key A

- (optional) authentication Key B

- access bits to define the access conditions for the specified blocks for every sector individually.
The Sector Trailer and the data blocks are controlled independently.

A successful authentication procedure for the desired sector has to be carried out to allow access to the
memory by the appropriate commands.

Furthermore, the access to the EEPROM is controlled by the access conditions (set by the access bits)
depending on the application. Applications for contactless access control (e.g. identification) only require read
and write operations whereas in revenue control systems (e.g. public transport applications) additional
commands like increment, decrement for direct control of the value stored are provided.

All sectors can be assigned to different applications by use of different keys. The authentication procedure is
performed between the Reader and the contactless card automatically. Access to stored data is only permitted
after successful authentication to that sector.

In erased state the EEPROM cells are as a 1g, the written state is represented by a 0.
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5.1 Manufacturer block SLE 66R35R/I

The information within the manufacturer block (Block 004, Sector 0) is programmed and locked during the
manufacturing process. It is reserved to store:
e 4-byte r-ID or 4-byte FNUID
- uidl-uid3 = part of the serial number
e SAK: Select Acknowledge
e ATQA: Answer to Request A
e Manufacturer specific data

Figure 10 and Figure 11 give some details on the content of Block 00.

| Byte Number within a Block | Description
Sector Block Block
Number Address Number
| 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9 | 10 | 1 | 12 | 13 | 14 | 15 |
03 3 Authentication Key A Access Bits Authentication Key B Sector Trailer 0
024 2 Data
0
01y 1 Data
00y 0 r-ID0 r-ID1 r-ID2 r-ID3 BCC SAK ATQA | ATQA REV Manufacturer specific data Manufacturer Data
A Y Y 4 y A
| XMy | Reused ID | BCC | 88y | 04y | 00y | 53y | Internal use / don't care |
| P8y | Reused ID | BCC | 88y | 04y | 00y | 534 | Internal use / don't care |
Figure 10 Manufacturer block SLE 66R35R (r-1D)
| Byte Number within a Block | Description
Sector Block Block
Number Address Number
| 0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9 | 10 | 11 | 12 | 13 | 14 | 15 |
03, 3 Authentication Key A Access Bits Authentication Key B Sector Trailer 0
02y 2 Data
0
01, 1 Data
00y 0 FNUIDO | FNUID1 | FNUID2 | FNUID3 BCC SAK ATQA ATQA REV Manufacturer specific data Manufacturer Data
Y A A A A Y
| XFy | Fixed number non-unique ID | BCC | 88y | 04y | 00y | 43y | Internal use / don't care
Figure 11 Manufacturer block SLE 66R351 (FNUID)
5.2 Answer to Request (ATQA) and Select Acknowledge (SAK)
Following valid responses are returned to valid ...
e ATQA to REQA or WUPA commands and
e SAKto the SELECT command
Table 4 ATQA and SAK responses
Product ATQA SAK Cascade | Description
response |Levell
SLE 66R35R 004 044 88 4-byte reused number (r-ID) and
SLE 66R35I 004 044 88y 4-byte fixed, non-unique number (FNUID)
Datasheet 15 Revision 2.0
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5.3 Sector Structure

Each sector has three data blocks (block numbers 0, 1 and 2) and the Sector Trailer block (block number 3).

5.3.1 Data blocks / Value blocks

Each data block can be defined as Read / Write block or as Value block by setting the specific access conditions.
According to these conditions data can be read, written, incremented, decremented, restored or transferred to
the card after a successful authentication with either authentication Key A or authentication Key B.

Read / Write blocks

A Read / Write block is used to store general application data (valid commands: READ, WRITE).

Value block

The Value blocks allows electronic purse functions to be performed. Valid commands are READ, WRITE,
INCREMENT, DECREMENT, RESTORE and TRANSFER. The Value blocks have a fixed data format that permits
error detection, error correction and a backup management.

Byte Number within a Block Description
0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9 | 10 | 1 | 12 | 13 | 14 | 15
Value Value Value Adr  Adr | Adr Adr
Figure 12 Data structure of a Value block

e Valueis asigned four byte value. For the security and integrity purposes it is stored three times; twice non-
inverted and once bit-inverted. Values are stored in 2° complement binary format with the most significant
bit as a sign bit.

The value is stored in the big endian order, hence the most significant byte is stored at the highest address
of the reserved memory field.

e The address (Adr) signifies a 1-byte block address. It is used to keep the storage address of a block that is
particularly useful forimplementing a powerful backup management. The address byte is stored four times,
twice inverted and twice non-inverted and it can only be changed by a WRITE command. During
INCREMENT, DECREMENT, RESTORE and TRANSFER operations the address is not altered.

The WRITE command must also be used to initialize a Value block. The value and the address must be written in
the appropriate format. The arithmetic commands INCREMENT, DECREMENT are available to modify the value
content, but Value blocks may still be accessed with READ and WRITE commands. The block management
commands RESTORE and TRANSFER are available to manage the backup management and programming of
the Value blocks.
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5.3.2 Sector Trailer

Every sector has a Sector Trailer (block 3 within every sector) containing the authentication keys (Key A and Key
B) and the access condition information of the associated sector, i.e. access to the data blocks (0, 1 and 2) and
the Sector Trailer itself.

Block Byte Number within a Block Description

MITO T ] e ][ s ] 7] o] v =]=]w]s

3 Authentication Key A Access Bits Authentication Key B (optional) Sector Trailer

2 Data or Value Block

1 Data or Value Block

0 Data or Value Black
Figure 13 Data structure of a Sector Trailer

e Authentication Key A (mandatory): these field contains the cryptographic key A which can never be read (a
READ command returns the value 004 004 004 004 004 004.

e Authentication Key B (optional): depending on the access conditions this portion of the Sector Trailer can
be read after an authentication or never be read (when used as key; in this case a READ command returns
the value OOH OOH OOH OOH OOH OOH)

o Ifthe Key B is readable then it can be used for the authentication however any subsequent access to the
memory (Read, Write...) is denied and will result in NACK response.

e Access Bits define the access conditions for each block of the sector and the Sector Trailer.

e Byte 9 of the Sector Trailer is reserved for future use and shall not be checked by the application. It does not
contain access condition information and might be used for other application data.

Each sector should have different values for authentication Key A and (the optional) authentication Key B as all
sectors can be assigned to different applications offered by different system providers. The authentication
procedure is performed between the reader and the SLE 66R35R/I card. Only after successful authentication to
a sector the access to data blocks is enabled.

5.4 Memory access

The SLE 66R35R/I memory can be accessed using a defined memory commands. Before execution of any
memory command, the desired card has to be selected via appropriate operation and the three-pass
authentication procedure has to be completed. All possible memory operations for an addressed block in the
memory depend on key which is used for the authentication as well as on the assigned access conditions
stored in the associated sector trailer, see also 5.4.1.

Table5 Memory access command set
Command Op-code | Description Valid for blocks
READ 304 Reads the data from an addressed block if access Data block
conditions permit an access. Value block
Sector Trailer
WRITE A0y Writes the data to an addressed block if access Data block
conditions permit an access. Value block
Sector Trailer
DECREMENT | COy Decrement the addressed value by the received Value block
value and stores the result into the internal buffer.
Datasheet 17 Revision 2.0

2021-05-28



" _
SLE 66R35R / SLE 66R35I ( 1
Intelligent 1kByte Memory Chip with NRG I n fl n eon :

Memory organization

Command Op-code | Description Valid for blocks

INCREMENT Cly Increment the addressed value by the received Value block
value and stores the result into the internal buffer.

RESTORE C24 Loads the content of an addressed block into the Value block

internal buffer. Only allowed if the addressed block
in a Value block format.

TRANSFER BOx Writes the content of the internal buffer to the Value block
addressed block. The addressed block will be
programed in Value block format.

5.4.1 Access conditions

The access conditions (AC) for every data block and Sector Trailer are stored in byte 6, 7 and 8 of the Sector
Trailer of each block. These access bits control the access rights of memory access for different commands and
keys. The byte 9 is accessible under the same access condition as for Sector Trailer and can be used for the
additional data storage.

Bits C1y, C2y and C3y (Y = block number, 0..3), are stored twice (non-inverted and inverted) for data integrity
reasons. They define the access conditions for every block inside each sector.

If the format of access condition bits in one specific Sector Trailer is incorrect, an authentication to this sector is
still possible, but any subsequent memory access will be rejected.

| Byte number within a Block |

6 | 7 | 8 | 9
Access Bits

Figure 14 Access conditions
Table 6 Access conditions
Access Bits Valid for block | Description Valid commands
C3;C2;C1; 3 Sector Trailer | READ, WRITE
C3,C2,C1, 2 Data block READ, WRITE, INCREMENT, DECREMENT, TRANSFER,
RESTORE
C3,C2;CL, 1 Data block READ, WRITE, INCREMENT, DECREMENT, TRANSFER,
RESTORE
C3,C2,Clo 0 Data block READ, WRITE, INCREMENT, DECREMENT, TRANSFER,
RESTORE
5.4.2 Access conditions for Sector Trailer

Depending on the access conditions for the Sector Trailer read / write access to either authentication Key A or
Key B or to the access bits is specified as ‘Never’, ‘Key A’ or ‘Key B’. ‘Key A / Key B’ means that the access is
possible only after an authentication to the sector using authentication Key A or authentication Key B.
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Table 7 Access condition for Sector Trailer
Access Bits Access condition for Remark
Authentication Key A Access Bits® Authentication Key B
C3: | C2; | C1s READ WRITE READ WRITE READ WRITE
0 0 0 Never Key A Key A Never Key A Key A Key B may
be read?
0 0 1 Never Key B Key A/ Never Never Key B
Key B
0 1 0 Never Never Key A Never Key A Never Key B may
be read
0 1 1 Never Never Key A/ Never Never Never
Key B
1 0 0 Never Key A Key A Key A Key A Key A Transport
Configuration
1 0 1 Never Never Key A/ Key B Never Never
Key B
1 1 0 Never Key B Key A/ Key B Never Key B
Key B
1 1 1 Never Never Key A/ Never Never Never
Key B
5.4.3 Access conditions for data blocks

Depending on the access bits for the data blocks (block number Y =0...2) the read / write access is specified as
‘Never’, ‘Key A’, ‘Key B’ or ‘Key A / Key B’ (Key A or Key B). The setting of the relevant access bits defines the
application and the corresponding applicable commands.

Table 8 Access condition for data blocks
Access Bits Access condition Application
(Y=0...2) Data block (block numberY=0...2)
C3y | C2y | C1y READ WRITE? INCREMENT | DECREMENT
TRANSFER
RESTORE
0 0 0 KeyA/KeyB | KeyA/KeyB | KeyA/KeyB | KeyA/KeyB | Transport Configuration
Read / Write / Value
block
0 0 1 Key A/ Key B Key B Never Never Read / Write block
0 1 0 Key A/ Key B Never Never Never Read / Write block
0 1 1 Key A/ Key B Key B Key B Key A/Key B | Value block
1 0 0 Key A/ Key B Never Never Key A/KeyB | Value block
1 0 1 Key B Never Never Never Read / Write block

1 Access Bits can also be locked which prevents any further changes of the access conditions

2 The bytes reserved to store for Key B may be used to store data. Access to data blocks is not possible.

3 Write access conditions do not apply for Block 00+ of Sector 0.
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Access Bits Access condition Application
(y=0...2) Data block (block numberY=0...2)
C3y | C2y | C1y READ WRITE® INCREMENT | DECREMENT
TRANSFER
RESTORE
1 1 0 Key B Key B Never Never Read / Write block
1 1 1 Never Never Never Never Read / Write block
5.5 Transport configuration

At delivery the memory is predefined. After a successful authentication with either Key A or Key B of a sector
the respective data can be accessed.

e Dataareais set to 004 as default
e KeyAand Key B are set to FFy FFy FFy FFy FFy FFy as default

Reading of Key A is never allowed, thus the value 004 004 004 004 004 004 is read. Sector Trailer byte 9 is set
arbitrary.

ithi Description
sector | Block | Block Byte Number within a Block pi
Number [ Address | Number
0 | 1 | 2 | 3 | 4 | 5 | 6 | 7 | 8 | 9 | 10 | 11 | 12 | 13 | 14 | 15
3Fy 3 004 004 00, 00, 00 00, FFy 074 804 X Authentication Key B Sector Trailer 15
3En 2 Data
15
3Dy 1 Data
3Cy 0 Data
3By 3 00 00 00 00 00 00 FFy 07y 80y XXy Authentication Key B Sector Trailer 14
3Ay 2 Data
14
39, 1 Data
38y 0 Data
07y 3 00y 00y 00, 00y 00y 00y FFy 07y 80y XX Authentication Key B Sector Trailer 1
06y 2 Data
1
054 1 Data
04y, 0 Data
03 3 004 004 004 004 004 004 FFy 074 804 X Authentication Key B Sector Trailer 0
02 2 Data
0
o1, 1 Data

Figure 15 Memory map - Transport Configuration SLE 66R35R/I
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6 Communication Principle

6.1 State diagram
The SLE 66R35R/I is fully compliant to the ISO/IEC 14443-3 Type A specification.

All operations are initiated by an appropriate reader and controlled by the internal logic of the SLE 66R35R/I.
Prior to any memory access the card has to be selected according to the ISO/IEC 14443-3 Type A anticollision
and selection scheme.

After the anticollision and selection the reader may enter the protected state by performing the authentication
procedure to any sector by sending the AUTHENTICATE command (either with Key A or with Key B and a valid
block address). Any other command will cause an error and the SLE 66R35R/I will return either to IDLE or to
HALT state.

Figure 16 shows the state diagram of the SLE 66R35R/I.

POWER ON

RESET

wr ) ( me )

WUPA REQA
WUPA A

~

Error/ invalid CMD
(no response)

—_—— e —

HLTA ANTICOL. CL1 READY1* / READY1

>

HLTA

SEi cL1 *
/

7
Error / invalid CMD
(no response)

—,—— e — —

ACTIVE* /| ACTIVE

O

AUTHX [4 bytes used for CL1 Selection] A
/
/
Error /invalid CMD
AUTHXx (no response / NACK)
(PROTECTED state) /| — — — — — — -

()

commands

Figure 16 SLE 66R35R/I state diagram
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6.1.1 IDLE state

After POWER ON, the SLE 66R35R/I is in IDLE state.

If REQA or WUPA command is executed in this state, the SLE 66R35R/I transits to READY1 state. Any other
command is interpreted as an error and the SLE 66R35R/I stays in IDLE state without any response.

6.1.2 READY1 /[ READY1* state
In READY1/ READY1* state:

e the whole UID can be retrieved by using ISO/IEC 14443-3 Type A Anticollision and Select commands. After
the Select command is executed properly the IC transits to ACTIVE / ACTIVE* state. The answer to a Select
command in READY1 / READY1* state is Select Acknowledge (SAK), which indicates that the UID is complete
(see also ISO/IEC 14443-3 Type A).

Any other command or any other interruption is interpreted as an error and the SLE 66R35R/I returns back to
IDLE or HALT state without any response, depending from which state it came from.

6.1.3 ACTIVE [ ACTIVE* state

In ACTIVE / ACTIVE™ state during an execution of a valid AUTHENTICATE command 4 bytes of the UID are used
to initialize the CRYPTOL.

The ACTIVE / ACTIVE* state is left with a HLTA command. The SLE 66R35R/I transits to HALT state and waits
until a WUPA command is received.

If any error is detected the SLE 66R35R/I sends “No Response” (NR) or “Not Acknowledge” (NACK) and transits
to IDLE or HALT state depending on the previous state.

6.1.4 PROTECTED state (AUTHXx)

In the PROTECTED State SLE 66R35R/I memory access commands can be executed. These commands can be
applied to the currently authenticated sector in any order, including the authentication of another sector with
the following exceptions and recommendations:

e arithmetic commands such as INCREMENT and DECREMENT shall only be applied to blocks in Value block
format

e successful execution of a RESTORE, INCREMENT or DECREMENT command is recommended before
executing the TRANSFER command

e SLE66R35R/I exits the PROTECTED state upon reception of the HLTA command or in a case of an error

6.1.5 HALT state

The HLTA command sets the SLE 66R35R/I in the HALT state. The SLE 66R35R/I sends no response to the HLTA
command. The HALT state is left by a WAKE-UP A (WUPA) request. Any other data received is interpreted as an
error, the SLE 66R35R/I sends no response and remains in HALT state.

6.2 Start up
Latest 250 ps after entering the powering field the SLE 66R35R/I is ready to receive a command.

6.3 Frame Delay Time

For detailed timings see ISO/IEC 14443-3 Type A Standard.
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Note: The response timing of a particular command in specified in the command description.

6.4 Error handling

The SLE 66R35R/I responds to valid frames only. In case of any error the SLE 66R35R/I returns to its initial state,
either IDLE or HALT state. Depending on the error type, the SLE 66R35R/I responds either with a Not
Acknowledge (NACK) or does not respond (NR).

Table 9 lists ACK and NACK responses.

Table 9 ACK and NACK responses
Response Code (4 bits)?
ACK 1010s
NACKO 0000s
NACK1 0001g
NACK4 0100g
NACK5 0101g
NR2? n.a.

Table 10 describes the behavior of the SLE 66R35R/I in different error cases.

Table 10 Behavior in case of error
Current States Command or Error Response Next State
IDLE / HALT Invalid op-code NR IDLE / HALT
READY1 / READY1* Parity, Miller or CRC error NR IDLE / HALT
Command too short or too long | NR IDLE / HALT
Invalid address NR IDLE / HALT
Other errors NR IDLE / HALT
ACTIVE / ACTIVE® Invalid op-code NR IDLE / HALT
Parity, Miller, CRC error NACK1 or NACK5 IDLE / HALT
Command too short or too long | NR IDLE / HALT
Invalid address NACKO or NACK4 IDLE / HALT
Other errors NACKO or NACK4 IDLE / HALT
6.5 Data integrity

Reliable data transmission in the contactless communication link is supported by following mechanisms:

e 16 bit CRC (Cyclic Redundancy Check) for each data transmission
e Parity bits for each byte
e Monitoring of protocol sequence

- bit coding to distinguish between "1", "0" and “no information”
- bit stream analysis

- bit count checking

1 No integrity mechanism, the response is encrypted.
2 NR=no response. Depending on the state the does not send a response on errors.
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6.6 Three-pass authentication

A basic security level is provided using a three-pass authentication between the SLE 66R35R/I and the reader.
The three-pass authentication sequence is split into following steps:

- The reader selects the sector to be accessed by addressing a block within this sector. The reader
transmits the AUTH command using either authentication Key A or Key B.

- SLE 66R35R/I reads the secret key and the associated access conditions from the Sector Trailer. Then SLE
66R35R/I transmits a random number as a challenge to the reader (step 1).

- Thereader calculates the response using the secret key and the challenge from SLE 66R35R/I. The reader
transmits its response together with its own challenge (random number) to SLE 66R35R/I (step 2).

- SLE 66R35R/I verifies the reader response. Then SLE 66R35R/I calculates the response to the challenge
from the reader and returns it to the reader (step 3).

- The reader verifies the received response to its own challenge.

After the first random challenge (step 1) further data transmission is encrypted.

6.7 Memory access [ operations
After a mutual authentication any of the following operations may be performed:

- READ block

- WRITE block

- DECREMENT: decrements the content of a Value block and stores the result in an internal data register
- INCREMENT: increments the content of a Value block and stores the result in an internal data register
- RESTORE: moves the content of a Value block into an internal data register

- TRANSFER: writes the content of the temporary internal data register to a block
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7.1

Command set

Supported ISO/IEC 14443-3 Type A command set

Table 11 describes the 1ISO14443-3 Type A command set which is supported by SLE 66R35R/I.

Table 11 ISO/IEC 14443-3 Type A command set
Command Abbreviation | Command Description
Op-Code

Request A REQA 264 Short Frame Command Type A request to all ISO/IEC
14443-3, Type A compatible chips in IDLE State

Wake Up A WUPA 524 Short Frame Command Type A Wake Up request to all
ISO/IEC 14443-3 Type A compatible chips

Anticollision AC 934 NVBH Cascade level 1 with the Number of Valid Bits (NVB)

Select SELA 93y 704 Select the UID of Cascade level 1

HaltA HLTA 5xu*? Sets a chip to a HALT state

For a detailed command description please refer to ISO/IEC 14443-3 Type A standard.

7.2

There are two command types implemented:

e One step commands:

Memory access command set

- the PCD sends a command, the PICC sends a response

e Two step commands:

- the PCD sends the first command, the PICC sends the first response

- ifthe PCD does not detect an error the PCD sends the second command and the PICC responds with the
answer to the second command

The command set of the SLE 66R35R/I is listed in Table 12.

Table 12 SLE 66R35R/l command set
Command Abbreviation | Command | Description
Op-code

Authenticate AUTHA 60y Authentication with Key A to the sector in which the

with Key A address block is located.

Authenticate AUTHB 614 Authentication with Key B to the sector in which the

with Key B address block is located.

READ RD 304 Reads the data from an addressed block if access
conditions permits access.

WRITE WR A0y Writes the data to an addressed block if access conditions
permits the access.

DECREMENT DCR COy Decrement the addressed value by the received value and
writes the result into the internal transfer buffer.

1 SLE 66R35R/I accepts also command op-code values 5x4.

2 Within the parameter field of the HLTA command values from 00+ to 3F4 are accepted.
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Command Abbreviation | Command | Description
Op-code

INCREMENT INC Cly Increment the addressed value by the received value and
writes the result into the internal transfer buffer.

RESTORE RSTR C24 Loads the content of an addressed block into the transfer
buffer. Only allowed if the addressed block in a value block
format. Data is lost in case of power loss.

TRANSFER TRFR BOy Writes the content of the transfer buffer to the addressed

block format.

block. The addressed block will be programed in value

The data in the command are always sent LSByte first. Within a byte the LSBit is sent first

7.2.1 AUTHENTICATE (AUTHA and AUTHB)

AUTHA or AUTHB command performs the authentication using either Key A or Key B to a sector. The specified
address indicates the block number. The valid address range is 004 to 3F. If any other address is specified the
SLE 66R35R/I replies with an error message. This command shall be executed after the SLE 66R35R/I has been

selected.

The AUTHENTICATE command is performed as a three-pass authentication:

- Step 1:

The PCD sends the AUTHA or AUTHB command to the PICC. The paramenter, a valid block address,
indicates the sector for the authentication. The PICC decodes this command and replies with a challenge,
TokenRB, which is a 32 bit random number?.

- Step 2:

The PCD generates a 64 bit TokenAB. The PCD encrypts its own 32 bit random number RA as well as the
value RB’ which is a modified RB value and sends it to the PICC. The PICC receives and encrypts the
received value. Finally the PICC compares the received RB’ it to its own RB’.

- Step3:

If the values are identical the PICC will repond the next challenge, TokenBA, which is encrypted value RB”
confirming its authenticity. Otherwise an error (NR) will break the authentication. The PCD verifies the
response and if no error is detected it allows further memory access i.e. both PCD and PICC are
authenticated to each other.

Table 13 AUTHENTICATE command step 1

Command Parameter Integrity Mechanism Response

AUTHA or AUTHB Block address CRC TokenRB

604 or 614 004 - 3Fy 2 bytes CRC 32 bit random number or NR
Table 14 AUTHENTICATE command step 2

Command Parameter Integrity Mechanism Response

AUTHA or AUTHB Block address CRC TokenBA or NR

- 64 bit Token - 32 bit random number or NR
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AUTHENTICATE command- step 1
PCD PICC
Aol g | o —
- tack >
NACK
—tnack -
—tnimEcuT——— |
AUTHENTICATE command- step 2
PCD PICC
TokenAB TokenBA
—tnpeour—— 9
Figure 17 AUTHENTICATE command
Table 15 Timing AUTHENTICATE command
AUTHENTICATE tACK min tACK max tNACK min tNACK max tTIMEOUT
Command step 1 147.82 us Thonnvm 86.11 s Thonnvm thonnvm < 950 s
Command step 2 86.11 s Thonnvm 86.11 s Thonnvm thonnvm < 950 s
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7.2.2 READ (RD)

The READ command reads 16 bytes from the specified block address in the memory:

- if the specified address is allocated in a previously authenticated sector
- ifthe access conditions for the adressed block allow read access

Table 16 READ command
Command Parameter Integrity Mechanism Response
READ Block address CRC DATA + CRC
304 004 - 3Fy 2 bytes CRC 16 bytes data + 2 bytes CRC or
NACK or NR
Read command
PCD PICC
(:?ODH) aock CRC DATA CRC
-t tack -
NACK
r—tnackc |
r—tnmeour———P>
Figure 18 READ command
Table 17 Timing READ command
READ tACK min tACK max tNACK min tNACK max tTIMEOUT
95.98 us Tranvm 86.11 ps Tranvm tranvm <4750 ps
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7.2.3 WRITE (WR)
The WRITE command writes 16 bytes to the specified address in the memory:

- if the specified address is allocated in a previously authenticated sector
- ifthe access conditions for the adressed block allow write access

Note: The Block 00, is never writable independent on the access conditions.
Table 18 WRITE command step 1

Command Parameter Integrity Mechanism Response

WRITE Block address CRC

A0y 004 - 3F4 2 bytes CRC ACK or NACK or NR
Table 19 WRITE command step 2

Command Parameter Integrity Mechanism Response

WRITE DATA CRC

- 16 bytes data 2 bytes CRC ACK or NACK or NR

WRITE command - step 1

PCD PICC
WR Block
(ADy) Address CRC ACK
- tack >
NACK
(-t thack >
—tnmeouT—— P>
WRITE command - step 2
PCD PICC
DATA CRC ACK
- tack >
NACK
-t tnack >
—tnpeour—— P

Figure 19 WRITE command

Table 20 Timing WRITE command
WRITE tACK min tACK max tNACK min tNACK max tTIMEOUT
Command step 1 86.38 us Tranvm 86.11 us Tranvm tranvm < 4750 ps
Command step 2 3546.73 ps twrnvm 86.11 us twrnvm twrwm < 9500 ps
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7.2.4 DECREMENT (DCR)

The DECREMENT command reads out the content of the addressed value block (block address) and decrements
it by the value given in the command data field. The conditions are the following:

- the specified block address is allocated in a previously authenticated sector
- the data at specified block address is stored in a value block format
- the access conditions for the adressed block allow decrement operation

The decremented data is stored internally and can be written to any authenticated data block using the
TRANSFER command.

Table 21 DECREMENT command step 1
Command Parameter Integrity Mechanism Response
DECREMENT Block address CRC
COy 004 - 3F4 2 bytes CRC ACK or NACK or NR
Table 22 DECREMENT command step 2
Command Parameter Integrity Mechanism Reponse
DECREMENT Value CRC
- 4 byte counter value! | 2 bytes CRC Nack or NR?

DECREMENT command - step 1

PCD PICC
DCR Block
(COw) Address CRC ACK
< tack >
NACK
—tnack >
——trimecuT———P
DECREMENT command - step 2
PCD PICC
DATA CRC NACK
- tack >
——tnmecuT——I>

Figure 20 DECREMENT command

Table 23 Timing DECREMENT command
Decrement tack min tack max tnack min tnack max trimeour
Command step 1 256.53 us tranvm 86.11 us Lrdnvm tranvm < 4750 ps
Command step 2 - tranwm 86.11 us tranwm tranvm < 4750us

! Thevalueis a4 byte signed integer value and should be bigger than zero and positive. Please note that the sign (most significant bit
of the value) will be ignored e.g. a decrement by 7Fu FFu FFu FFu or FFu FFu FFy FF4 returns the same result.

2 Inthe case of successful decrement there is NR (no response).
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7.2.5 INCREMENT (INC)

The INCREMENT command internally reads the value block out of the specified block address. The value is
incremented by the given value in command data field under the following conditions:

- the specified block address is allocated in a previously authenticated sector
- the data at the specified block address are stored in a value block format
- the access conditions for the adressed block allow decrement access

The incremented data is stored internally and can be written to any authenticated data block using the
TRANSFER command.

Table 24 INCREMENT command step 1
Command Parameter Integrity Mechanism Response
INCREMENT Block address CRC
Cly 004 - 3F4 2 bytes CRC ACK or NACK or NR
Table 25 INCREMENT command step 2
Command Parameter Integrity Mechanism Response
INCREMENT Value CRC
- 4 byte counter value! | 2 bytes CRC NACK or NR?

INCREMENT command- step 1

PCD PICC
(:;'fi) Adsc'lfg';s CRC ACK
- tack -
NACK
i tnack -
——trmeour———W
INCREMENT command- step 2
PCD PICC
DATA CRC NACK
- tack b
e —tnmeour—— P
Figure 21 INCREMENT command
Table 26 Timing INCREMENT Command
Increment tack min tack max tnack min thack max trimeour
Command step 1 256.53 us tranvm 86.11 s tranvm tranwm <4750 us
Command step 2 trdnvm 86.11 us trdnvm tranvm <4750 ps

1 Thevalueis a4 byte signed integer value and should be bigger than zero and positive. Please note that the sign (most significant bit of

the value) will be ignored e.g. a decrement by 7Fu FFy FFy FFw or FFy FFy FFH FF4 returns the same result.
2 Inthe case of successful increment there is NR (no response)
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7.2.6 RESTORE (RSTR)

The RESTORE command reads the value (4 byte) and the address (1 byte) data from the specified block address
in the memory and stores it into the Transfer Buffer under the following conditions:

- the specified address is allocated in an authenticated sector

The restored data can be written to any authenticated block by the subsequent TRANSFER command.

Table 27 RESTORE command step 1
Command Parameter Integrity Mechanism Response
RESTORE Block address CRC
C24 004 - 3F4 2 bytes CRC ACK or NACK or NR
Table 28 RESTORE command step 2
Command Parameter Integrity Mechanism Response
RESTORE DATA CRC
- 4 byte data 2 bytes CRC NACK or NR

RESTORE command — step 1

PCD PICC
RSTR Block
€2, Address CRC ACK
- tack >
NACK
et tnack >
—tmMeour—— B>
RESTORE command — step 2
PCD PICC
DATA CRC NACK
-¢ tack >
-t trimEouT >

Figure 22 RESTORE command

Table 29 Timing RESTORE command
RESTORE tACK min tACK max tNACK min tNACK max tTIMEOUT
Command step 1 256.53 us tranvm 86.11 s tranvm tranvm <4750 us
Command step 2 Tranvm 86.11 us trdnvm tranvm < 47508
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7.2.7 TRANSFER (TRFR)

The TRANSFER command programs the data to the specified block address using the RESTORE, INCREMENT or
DECREMENT command under the following conditions:

- the specified block address is allocated in a authenticated sector
- pre-condition is a properly executed INCREMENT, DECREMENT or RESTORE command

The TRANSFER command completes a preceeding INCREMENT or DECREMENT or RESTORE operation. It is
possible to transfer value blocks between different sectors.

Note: Consecutive TRANSFER commands will cause a NACK response.

Table 30 TRANSFER command
Command Parameter Integrity Mechanism Response
RESTORE Block address CRC
BOx 004 - 3F4 2 bytes CRC ACK or NACK or NR

TRANSFER command
PCD PICC
TRFR Block
(BOy) Address CRC ACK
< tack >
NACK
- tnack g
——tnmecuT——— >

Figure 23 TRANSFER command

Table 31 Timing TRANSFER command
TRANSFER Command tack min tack max tnack min thack max trimeour
3546.73 us Twrnvm 86.11 s Twrnvm twrnvm <9500 ps
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7.2.8 HLTA

The HLTA command sets the SLE 66R35R/I to the HALT state. The HALT State allows the user to separate
already identified SLE 66R35R/I from each other.

Table 32 HLTA command
Command Parameter Integrity Mechanism Response
HLTA Block address CRC
5Xn 004 - 3Fy 2 bytes CRC NACK or ACK
Note: The HLTA command will be sent plain in ACTIVE state and encrypted in PROTECTED state. If the
command is not received properly the SLE 66R35R/I replies a NACK.
HLTA command
PCD PICC
'("s'E,TH‘? P CRC NACK
- tnack -
e timecuT—— |
Figure 24 HLTA command
Table 33 Timing HLTA command
HLTA Command tack min tack max thack min thack max trimeout
86.11 HS tnonNVM tnonNVM S 950 IJ.S
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8 Performance and Operational Characteristics

The electrical characteristics ensure the operation of the SLE 66R35R/I over the listed range.

Typical characteristics specify mean values expected over the production spread. If not otherwise specified
typical characteristics apply at Tambient= 25° C and the given supply voltage.

8.1 Electrical Characteristics

fcar=13.56 MHz sinusoidal waveform, voltages refer to V..

Table 34 Electrical Characteristics

Parameter Symbol Values Unit Note / Test Condition

Min. Typ. Max.
Chip input capacitance Ly - Ls Civ 16.5 18.3 20.1 pF Vagrus = 2.3V,

fCAR =13.56 MHZ,
Tambient = 25 OC
Tolerance +/- 10%
Chip load resistance La- Ls Rin 17 kQ Vaprms = 2.3V,

fear = 13.56 MHz,
Tambient =25 OC
Tolerance +/- 20%

Internally limited supply Voo 3.3 v Internal value
voltage
Supply current (idle mode) lop 200 300 HA Estimated value, not

externally measured!
fCAR =13.56 MHZ, no

modulation

Endurance 10° -

(erase / write cycles)*

Data retention’ 10 years

EEPROM Erase and Write time torog 5 ms Combined erase + write;
excluding time for
command / response
transfer between
interrogator and chip,
Tambient =25 OC

ESD Protection voltage Vesp 2 kV EIA/JESD22 A114-B

(La, Lg pins)

Ambient temperature Tambient -25 +70 °C for chip

Junction temperature Tiunction -25 +110 |°C for chip

1 Values are temperature dependent.
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8.2 Absolute Maximum Ratings

Stresses above the maximum values listed here may cause permanent damage to the device. Exposure to
absolute maximum rating conditions for extended periods may affect device reliability, including EEPROM data
retention and erase/write endurance. Maximum ratings are absolute ratings; exceeding only one of these
values may cause irreversible damage to the integrated circuit. This is a stress rating only and functional
operation of the device at these or any other conditions above those indicated in the operational sections of
this document is not implied.

Table 35 Absolute Maximum Ratings
Parameter Symbol Values Unit Note / Test Condition
Min. Typ. Max.
Input voltage between La-Ls Vinpeak -7 +7 v On chip limitation by
voltage regulator
Input current through La - Le Iin +50 | mA Maximal current
Storage temperature Tstorage -40 +125 |°C
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