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Controller - V02

SLx16 / SLx17

Integration Guide

Key features

«  Up to 240 KB (32-bit Security Controller - V15) / 800 KB (32-bit Security Controller - V02) SOLID FLASH" NVM

« Upto 12 KB (32-bit Security Controller - V15) / 20 KB (32-bit Security Controller - V02) user RAM

«  32-bit architecture based on the Arm” SecurCore” SC300 enhanced by Infineon Technologies’ security
technology

«  Supported interfaces: UART, GPIO

About this document

Scope and purpose

This document provides the information on the SMD packages, connectivity and technical data required for
integration of the product(s) listed. Further functionalities and interfaces supported by the product(s) but not
related to integration are not fully described. Each Infineon Technologies customer is permitted to incorporate
information concerning packages and electrical characteristics contained herein into its data books. When
doing so, the customer is also requested to identify those features of the Infineon hardware used in its solution
products (i.e., Infineon Technologies hardware + third-party firmware/operating system) and concretize this
information where possible. Examples of 0S-dependent values are operational and standby currents of the
solution product.

Intended audience

This document is intended for device integrators and board manufacturers.
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1 Introduction

1 Introduction

This document describes the interfaces of the security controller to provide device integrators and board
manufacturers useful information regarding its connectivity and technical data.
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2 Connectivity

2 Connectivity

This chapter explains the schematics of the product and gives some recommendations as to how the controller
can be externally connected.

2.1 Power supply schematic

The following figure illustrates how the security controller is to be supplied.

Security

Vee Controller

Vee
47..100nF
FGND

Figure 1 Power supply diagram

Contrary to other areas of application in which different types of capacitors are switched in parallel to stabilize
the power supply, here normally only one capacitor is required. This is due to the wide variation limits of the
supply voltage and the additional internal measures to handle sudden changes in load. For this decoupling
capacitor, use a ceramic type with a low equivalent series resistance.

2.2 Initial delivery state: Flash Loader operation
The product is delivered in its first life cycle to operate the Flash Loader, which becomes active after powering
up the device.
The Flash Loader supports the following interface(s):
« ISO/IEC 7816-3 card interface
The Flash Loader configuration defines the following features:
«  Afixed pin-out
« Afixed protocol for the associated interface (based on an Infineon Technologies proprietary protocol):
- ISO/IEC 7816-3 card
« Afixed command set (Flash Loader commands)

Integration Guide 4 Revision 2.1
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Flash Loader ISO/IEC 7816-3 card operation mode

The following communication parameters apply to the data transfer:
+  Direct convention

+ 8data bits
+  Even parity
«  2stop bits

«  Character repetition enabled
+  Block guard time disabled
+  Frame checking disabled

When the Flash Loader is active and a reset occurs, the protocol driver transmits the Flash Loader Answer To
Reset (ATR) selected by the customer when ordering the chip:

1. 3B 10 96’ (Standard ATR) indicates
+  ’Negotiable Protocol Mode’

«  Communication via T=0 with the minimum UART clock division factor ’16’. For a terminal clock of
10 MHz, the division factor ’16’ effects a maximum data rate of 625 kbaud (3.5712 MHz and clock
division factor ’16’: 223.2 kbaud).

Note: For compatibility reasons, a PPS negotiation with clock division factor ’8’ will be accepted
by the protocol driver.

+  ’No Clock Stop’
« ’Class A’ chip

2. "3B 10 97’ offers the same operation parameters, but accepts the minimum UART clock division factor ’8’.
That allows a maximum data rate of 1250 kbaud in the case of a 10-MHz terminal clock frequency.

ISO/IEC 7816-3 vee vee Security
Terminal Controller
1/0 [o}
RST » RST
CLK » CLK
GND . GND

Physical signal length between
controller and terminal must be
less than 30 cm

Figure 2 ISO/IEC 7816-3 card interface schematic diagram

The figure illustrates how the ISO/IEC 7816-3 terminal is to be connected to the security controller.

Integration Guide 5 Revision 2.1
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Table 1 UART: Flash Loader signal to symbol reference

Symbol Flash Loader signal name Signal function [ remarks
GP100.2 UART_RST UART chip reset signal (active low)
GPI100.0 UART_CLK UART clock signal

GPI00.1 UART_IO UART bi-directional data signal
VCC VDD Chip power and pad supply

GND GND Common ground reference

Integration Guide
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2 Connectivity

2.3 Final product configuration: pinout, signal and interface
characteristics defined by 0S

The OS loaded via the Flash Loader can configure a variety of product characteristics. This also includes which
interfaces are connected to which pins. In this regard, the following sections give general guidelines on how
power pins and interface signals should be connected in the system.

2.3.1 Interfaces

This section shows how the interfaces are to be connected.

2.3.1.1 ISO/IEC 7816-3 card
ISO/IEC 7816-3 Security
Terminal vee vee Controller
/0 10
RST RST
CLK CLK
GND 2 GND
Physical signal length between
controller and terminal must be
lessthan 30 cm
Figure 3 ISO/IEC 7816-3 card interface schematic diagram

The figure illustrates how the ISO/IEC 7816-3 terminal is to be connected to the security controller.
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2.3.1.2 GPIO

Vee
Security
Controller GPIOx | D1
0 on
DI ﬁ 1 off
GPIOx must be either a
GPIOXx ¢
DZ%

push-pull or open-drain
GPIO

GPIOy must be a push-pull  Gpioy |
GPIO

GPIOx | D2

0 off

1 on
3

Figure 4 GPIO connectivity

The figure illustrates how GPIO is to be connected to the security controller. Refer to GPIO interface
characteristics for electrical characteristics of the interface.
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3 Description of delivery forms

3 Description of delivery forms

This chapter provides information about available delivery forms and how the product's interfaces are assigned

to the package pins.
For further information on compliance of the packages with European Parliament Directives, see RoHS

compliance.

For details and recommendations on the assembly of packages on PCBs, please see:
http://www.infineon.com/cms/en/product/technology/packages

3.1

External connectivity

Package pins are usually connected to a product pad and are used as inputs, outputs, or bi-directionally,
depending on the available input and output stages. However in some products pins are not connected
internally for example. The abbreviations listed here are used in the package description to classify each pin.

Table 2

Abbreviations for pin type

Abbreviation

Description

Input. Digital levels

0 Output. Digital levels

I/0 I/O is a bi-directional signal

PWR Power

GND Ground

NC Not connected (JEDEC Standard). May be connected externally
Table 3 Abbreviations for buffer type

Abbreviation Description
GPIO_I GPIO input pad
GPIO_IO GPIO input / output pad

Open-drain/push-pull for output configurable
Pull-up/pull-down configurable

Integration Guide
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3 Description of delivery forms

3.2 SMD packages

The following packages are available:

«  PG-USON-6-2 (for V02 controller only)
+  PG-USON-8-5 (for V15 controller only)
«  PG-USON-8-6 (for V02 controller only)
«  PG-USON-10-2

«  PG-VQFN-8-4 (for V02 controller only)

Note: It is recommended to connect the exposed die pad to the common ground reference (GND) for heat
distribution.

The figures in the sections below show the following aspects of the package:

+  Package outline: shows the package dimensions of the controller in the individual packages

+  Package footprint: shows footprint recommendations

+ Tape and reel packing

+  Sample marking pattern: describes the productive sample marking pattern on the package

+  Package layout: shows a simple layout with the pin numbers described in the pad-to-signal reference

section
Note: Unless specified otherwise, all figure dimensions are given in mm.
Note: The drawings are for information only and not drawn to scale. More detailed information about

package characteristics and assembly instructions is available on request.

Integration Guide 10 Revision 2.1
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302.1 PG-USON-G-Z
Package outline
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The drawing is in compliance with ISO 128-30, Projection Method 1 [6—@]
Figure 5 PG-USON-6-2 package outline
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3 Description of delivery forms

Package footprint

0.8
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Pin1 ;e
. copper solder mask stencil apertures
All dimensions are in units mm
Figure 6 PG-USON-6-2 package footprint
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Tape & reel packing

8
0.3
4
—
77
AN
To) o 4:[
AN RN I (B
[ap) 7
]
Pin1 Marking 25 07
All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [%—@]
Figure 7 PG-USON-6-2 tape & reel packing
Production sample marking pattern
FRONT SIDE REAR SIDE
\\
[
L[] [
LOT CODE
Figure 8 PG-USON-6-2 sample marking pattern
The dot indicates pin 01 for the chip. The following table describes the sample marking pattern:
Table 4 Marking table for PG-USON-6-2 packages
Indicator Description
XXX Lot code, defined and inserted during fabrication, issued by the packaging site
Integration Guide 13 Revision 2.1
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Table 4 Marking table for PG-USON-6-2 packages (continued)
Indicator Description
1234 Type code: "123<N>
«  <N=>:hardware derivative number
OOO— Engineering samples: “E<YWW=>":
+ Engineering Sample
+  <Y>:2nd digit of production year
«  <WW-=: production week
Qualified production parts: “<YYWW=>":
«  <YY>:production year
+  <WW-=: production week
Package layout
2.3
L 5 6
| LTI O
Al HENEH
3 2 1
Figure 9 PG-USON-6-2 package layout

Pad-to-signal reference

Table 5 Pad-to-signal reference for PG-USON-6-2
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
01 GND GND - Power supply: Common ground reference (Vss)
02 NC - - No internal connection / do not connect externally
03 GP100.1 /O GPIO_IO GP100.1: SWIO usage
UART_IO: ISO/IEC 7816-3 card usage
04 GPI00.0 I GPIO_ GP100.0: SWIO usage
UART_CLK: ISO/IEC 7816-3 card usage
05 GP100.2 I GPIO_I GP100.2: SWIO usage
UART_RST: ISO/IEC 7816-3 card usage
06 VCC PWR - Power supply: Chip power and pad supply (Vcc)

Integration Guide
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3 Description of delivery forms

3.2.2 PG-USON-8-5
Package outline
o)
e
I
1.2+0.1 ¢ 01@
2 0
‘—H S 0.25:005 &
5] AT 0.6 Max. & * i 0.10 |c|alg]
. o
! 0.05(M)|C
| 8x 5/ 67 |8 $005®
I A\o.oglc T
' Coplanarity o !
- 11 [
2 . = A
® .
R I 2 //loc |‘L| |‘L| | Index Marking
| > 101 [
= s 3 17 | 1
()
E Index Marking @
C
. 0.35 x 45°
0.05 Max.
Standoff
All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [6—@]
Figure 10 PG-USON-8-5 package outline
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3 Description of delivery forms

Package footprint
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All dimensions are in units mm
Figure 11 PG-USON-8-5 package footprint
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Tape & reel packing

Index Marking
\ :

N

9

r—

O
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\

\

il

—»i

23 0.75

All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [%@L]

Figure 12

PG-USON-8-5 tape & reel packing

Production sample marking pattern

HRERERN

[

® XXX aininln
\ LOT CODE

17 3L

Figure 13

PG-USON-8-5 sample marking pattern

The dot indicates pin 01 for the chip. The following table describes the sample marking pattern:

Table 6 Marking table for PG-USON-8-5 packages
Indicator Description
XXX Lot code, defined and inserted during fabrication, issued by the packaging site
1234 Type code: "123<N>"
+  <N>:hardware derivative number
RN + Engineering Sample

Integration Guide
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Table 6 Marking table for PG-USON-8-5 packages (continued)
Indicator Description
+  <Y>:2nd digit of production year
«  <WW-=: production week
Qualified production parts: “<YYWW=>":
«  <YY>:production year
+  <WW>=: production week
Package layout
7
5 6 1T 8
° ilnlinln
L 3 ? 1
Figure 14 PG-USON-8-5 package layout

Pad-to-signal reference

Table 7 Pad-to-signal reference for PG-USON-8-5
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
01 GND GND - Power supply: Common ground reference (Vss)
02 NC - - No internal connection / do not connect externally
03 GP100.1 /O GPIO_IO GP100.1: SWIO usage

UART_IO: ISO/IEC 7816-3 card usage
04 NC - - No internal connection / do not connect externally
05 NC - - No internal connection / do not connect externally
06 GPI100.0 I GPIO_I GP100.0: SWIO usage

UART_CLK: ISO/IEC 7816-3 card usage
07 GPI100.2 I GPIO_I GP100.2: SWIO usage

UART_RST: ISO/IEC 7816-3 card usage
08 VCC PWR - Power supply: Chip power and pad supply (Vcc)

Integration Guide
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3.2.3

Package outline

PG-USON-8-6

infineon

1.410.05
8x
0.6Max. 9 +0.
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' £ a] 3|2 1
Index Marking 3 <
0.05|C 2
2
X -
o
Standoff --0.1MB|C
All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [-&@]
Figure 15 PG-USON-8-6 package outline
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Package footprint
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Figure 16 PG-USON-8-6 package footprint
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Tape & reel packing

Index Marking
\ :

9

r—

N

O
SP

\

\

il

—»i

23 0.75

All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [%@L]

Figure 17 PG-USON-8-6 tape & reel packing

Production sample marking pattern

FRONT SIDE REAR SIDE

123L i

)

® XXX OOnOn
\ LOT CODE

Figure 18 PG-USON-8-6 sample marking pattern

The dot indicates pin 01 for the chip. The following table describes the sample marking pattern:

Table 8 Marking table for PG-USON-8-6 packages
Indicator Description
1234 Type code: "1234<N>

«  <N=: hardware derivative number
OO Qualified production parts: “<YYWW>":

«  <YY>: production year

o <WW-=: production week

Integration Guide 21 Revision 2.1
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Table 8 Marking table for PG-USON-8-6 packages (continued)
Indicator Description
XXX Lot code, defined and inserted during fabrication, issued by the packaging site
Package layout
2
5 6 ] 8
o~ { )
° nmion
L 3 2 1
Figure 19 PG-USON-8-6 package layout

Pad-to-signal reference

Table 9 Pad-to-signal reference for PG-USON-8-6
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
01 GND GND - Power supply: Common ground reference (Vgs)
02 NC - - No internal connection / do not connect externally
03 GP100.1 I/O GPIO_IO GP100.1: SWIO usage

UART_IO: ISO/IEC 7816-3 card usage
04 NC - - No internal connection / do not connect externally
05 NC - - No internal connection / do not connect externally
06 GP100.0 I GPIO_I GP100.0: SWIO usage

UART_CLK: ISO/IEC 7816-3 card usage
07 GPI100.2 I GPIO_I GP100.2: SWIO usage

UART_RST: ISO/IEC 7816-3 card usage
08 VCC PWR - Power supply: Chip power and pad supply (V)

Integration Guide
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3.2.4 PG-USON-IO-Z
Package outline
)
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: — —
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\Index Marking B
S [ 1 Index Marking
2 0.05Max. |l 2.5:0.1
Standoff
All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [-@n]
Figure 20 PG-USON-10-2 package outline
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Package footprint
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Figure 21 PG-USON-10-2 package footprint
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Tape & reel packing

4 0.3

Index Marking
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D
D
> O

3.3
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- 33 1.1

All dimensions are in units mm
The drawing is in compliance with ISO 128 & Projection Method 1 [ -6—@- ]

Figure 22 PG-USON-10-2 tape & reel packing

Production sample marking pattern

Lot code — XXXZZ— Serial number
12345 Type code
HTTT] Date code (YYWW)
Pin 1 marking —o
Figure 23 PG-USON-10-2 sample marking pattern

The dot indicates pin 01 for the chip. The following table describes the sample marking pattern:

Table 10 Marking table for PG-USON-10-2 packages

Indicator Description

XXX Lot code, defined and inserted during fabrication, issued by the packaging site

YA Serial number, defined and inserted during fabrication, issued by the packaging site
12345 Type code: "XXXX<N>

HOCICC Engineering samples: “HE<YWW>":

+ Halogen-free

+ Engineering Sample

+  <Y>:2nd digit of production year

«  <WW-=: production week

Qualified production parts: “H<YYWW>":

Integration Guide 25 Revision 2.1
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Table 10 Marking table for PG-USON-10-2 packages (continued)
Indicator Description
+ Halogen-free
«  <YY>:production year
+  <WW>=: production week
Package layout
3
6 7 8 9 10
N
m
° I,
5 4 3 2 1
Figure 24 PG-USON-10-2 package layout

Pad-to-signal reference

Table 11 Pad-to-signal reference for PG-USON-10-2
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
01 GND GND - Power supply: Common ground reference (Vss)
02 NC - - No internal connection / do not connect externally
03 GPIO0.1 I/O GPIO_IO GP100.1: SWIO usage

UART_IO: ISO/IEC 7816-3 card usage
04 NC - - No internal connection / do not connect externally
05 NC - - No internal connection / do not connect externally
06 NC - - No internal connection / do not connect externally
07 NC - - No internal connection / do not connect externally
08 GPI100.0 I GPIO_I GP100.0: SWIO usage

UART_CLK: ISO/IEC 7816-3 card usage
09 GPI100.2 I GPIO_ GP100.2: SWIO usage

UART_RST: ISO/IEC 7816-3 card usage
10 VCC PWR - Power supply: Chip power and pad supply (Vcc)

Integration Guide
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3.2.5 PG-VQFN-8-4

Package outline
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2x Index Marking

All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [G—@]

Figure 25 PG-VQFN-8-4 package outline
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3 Description of delivery forms

Package footprint
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- copper @ solder mask stencil apertures
All dimensions are in units mm
Figure 26 PG-VQFN-8-4 package footprint
Tape & reel packing
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Index Marking 4
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All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [Er@]
Figure 27 PG-VQFN-8-4 tape & reel packing
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Production sample marking pattern

U U U u
HLLTTIXXX
123456778
12345678
12345678
e

A N N N

LOTCODE

Figure 28 PG-VQFN-8-4 sample marking pattern

The dot indicates pin 01 for the chip. The “lot code” and “serial number” are defined and inserted during
fabrication.

The following table describes the sample marking pattern:

Table 12 Marking table for PG-VQFN-8-4 packages
Indicator Description
HOCICC Engineering samples: “HE<YWW>":

+ Halogen-free

+ Engineering Sample

+  <Y>:2nd digit of production year

«  <WW>: production week (calendar week)
Qualified production parts: “H<YYWW>":

+ Halogen-free

«  <YY>: production year

«  <WW>: production week (calendar week)

XXX Lot code, defined and inserted during fabrication, issued by the packaging site
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afineon

Package layout
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Jg u uu
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©
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Top view Bottom view
Figure 29 PG-VQFN-8-4 package layout
Pad-to-signal reference
Table 13 Pad-to-signal reference for PG-VQFN-8-4
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
01 GND GND - Power supply: Common ground reference (Vss)
02 NC - - No internal connection / do not connect externally
03 GPIO0.1 I/O GPIO_IO GP100.1: SWIO usage
UART_IO: ISO/IEC 7816-3 card usage
04 NC - - No internal connection / do not connect externally
05 NC - - No internal connection / do not connect externally
06 GPI100.0 I GPIO_ GP100.0: SWIO usage
UART_CLK: ISO/IEC 7816-3 card usage
07 GP100.2 I GPIO_I GP100.2: SWIO usage
UART_RST: ISO/IEC 7816-3 card usage
08 VCC PWR - Power supply: Chip power and pad supply (Vcc)
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3.3 Chip scale packages
The following packages are available:

«  SG-XFWLB-6-2 (for V02 controller only)
«  SG-XFWLB-6-3 (for V15 controller only)

Note: Due to the lack of mechanical protection, chips delivered in this package are sensitive to mechanical
damage. Therefore increased production fall-off rate compared to mold packages is to be expected.
To reduce escape of chips with mechanical damage to the field, the customer OS should activate the
Crack Detection Circuitry after chip assembly (please refer to the Hardware Reference Manual and
Application Notes for details).
For further information and specialties of this package please see "Recommendations for Board
Assembly of Infineon xWLy Packages" ¥ on the Infineon Homepage.

The figures in the sections below show the following aspects of the package:

+  Package outline: shows the package dimensions of the controller in the individual packages

+  Package footprint: shows footprint recommendations

+ Tape and reel packing

+  Sample marking pattern: describes the productive sample marking pattern on the package

+  Package layout: shows a simple layout with the pin numbers described in the pad-to-signal reference

section
Note: Unless specified otherwise, all figure dimensions are given in mm.
Note: The drawings are for information only and not drawn to scale. More detailed information about

package characteristics and assembly instructions is available on request.

1 Link might not provide the latest released version of the document. Please check the package catalog
available on the Infineon Web page
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3.3.1 SG-XFWLB-6-2

Package outline

1278 T ex
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| — |
* t 30 |
4 | 7 =

[04]
(0.227)

. * OOt

b A o201
[~]0.02] 2x INDEX MARKING
6x —
0.15 MIN
INDEX MARKING 2! ~[o.08]c (0.438) }
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3) 0.001
SEATING PLANE PACKAGE CENTER
BALL MATRIX CENTER
1) DIMENSION IS MEASURED AT THE MAXIMUM SOLDER BALL DIAMETER, PARALLEL
T0 PRIMARY DATUM C
2) BALL A1CORNER IDENTIFIED BY MARKING
3) PRIMARY DATUM C AND SEATING PLANE ARE DEFINED BY THE DOMED CROWNS
OF THE BALLS
ALL MEASURES ARE GIVEN IN MM
Figure 30 SG-XFWLB-6-2 package outline
Package footprint
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Figure 31 SG-XFWLB-6-2 package footprint
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Il Il Il
\ \ \ \ \
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{1250 N CENTER LINES OF CAVITY (ko - 05.005
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Tape & reel packing
S Shila)n A=A
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DEVICE ORIENTATION IN THE TAPE

O 00
00C

Figure 32 SG-XFWLB-6-2 tape & reel packing

Production sample marking pattern

OO

\BALL A1

Figure 33 SG-XFWLB-6-2 sample marking pattern
The dot indicates ball 01 for the chip.

A
1-digit year-month code (ces-code)

1-digit day-of-the-month code according to the table below.

Product specific text.
Table 14 Day of the month code
Date |1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Code |1 2 3 4 5 6 7 8 9 A B C D E F G
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Table 14 Day of the month code (continued)

Date |17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Code H J K L M N P Q R T u v W X Y

Package layout

TOP VIEW BOTTOM VIEW

1278 0.43 MAX,

3 o0 L
C OO |
e C OO«

Figure 34 SG-XFWLB-6-2 package layout

1.256

Pad-to-signal reference

Table 15 Pad-to-signal reference for SG-XFWLB-6-2
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
Al GPI100.0 I GPIO_I GP100.0: SWIO usage

UART_CLK: ISO/IEC 7816-3 card usage
A2 GP100.2 I GPIO_I GP100.2: SWIO usage

UART_RST: ISO/IEC 7816-3 card usage
A3 VCC PWR - Power supply: Chip power and pad supply (Vcc)
B1 NC - - No internal connection / do not connect externally
B2 GP100.1 I/O GPIO_IO GP100.1: SWIO usage

UART_IO: ISO/IEC 7816-3 card usage
B3 GND GND - Power supply: Common ground reference (Vgs)
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3.3.2 SG-XFWLB-6-3

Package outline

1) 6x
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Figure 35 SG-XFWLB-6-3 package outline

Production sample marking pattern

AB
@

QL)

BALL A1

Figure 36 SG-XFWLB-6-3 sample marking pattern

A
1-digit year-month code (ces-code)

1-digit day-of-the-month code according to the table below.

Product specific text.

Table 16 Day of the month code

Date |1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Code |1 2 3 4 5 6 7 8 9 A B C D E F G
Date |17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
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Table 16 Day of the month code (continued)

Code H J K L M N P Q R T u v w X Y

Package layout

TOP VIEW BOTTOM VIEW

09468 0.377:0.037

3 QOB
C O O |
| @ C O Oy

A B

1.17
N

Figure 37 SG-XFWLB-6-3 package layout

Pad-to-signal reference

Table 17 Pad-to-signal reference for SG-XFWLB-6-3
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
Al GPI100.0 I GPIO_I GP100.0: SWIO usage

UART_CLK: ISO/IEC 7816-3 card usage
A2 GP100.2 I GPIO_I GP100.2: SWIO usage

UART_RST: ISO/IEC 7816-3 card usage
A3 VCC PWR - Power supply: Chip power and pad supply (V)
Bl NC - - No internal connection / do not connect externally
B2 GP100.1 I/0 GPIO_IO GP100.1: SWIO usage

UART_IO: ISO/IEC 7816-3 card usage
B3 GND GND - Power supply: Common ground reference (Vss)
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4 Electrical characteristics

This section summarizes certain electrical characteristics of the controllers. It provides operational
characteristics as well as electrical DC and AC characteristics and particular interface characteristics.

Notes:

1. Tp as given for the operating temperature range of the controller unless otherwise stated.

2, All currents flowing into the controller are considered positive.

4.1 Absolute maximum ratings

Table 18 Absolute maximum ratings

Parameter Symbol Values Unit | Note or test condition

Min. | Typ. Max.

Operating temperature, | Ty -25 - +85 °C T, must be kept, (for SLC

ambient application)

Operating temperature, | Ty -40 - +105 °C T, must be kept, (for SLM

ambient application)

Junction temperature T, - - +110 °C -

Supply voltage Vee -0.3 - 7.0 v -

Input voltage, Vin_cpio -0.3 - 7.0 Vv GPIO with ISA? feature

signal group “GPIO”

Notes:

1. The values stated in the table may be further restricted for particular products (i.e. sales codes).

2, All voltages are referenced to the power supply ground in the corresponding package, unless otherwise
specified.

3. Stresses exceeding the values listed under 'Absolute maximum ratings' may cause permanent damage to

the device. This is a stress rating only and functional operation of the device at these or at any other
conditions whose values exceed those indicated in the operational sections of this document is not implied.
Exposure to absolute maximum rating conditions for extended periods may affect device reliability,
including NVM data retention and write/erase endurance.

2 Indirect Supply Avoidance. Pins provided with the "Indirect Supply Avoidance" feature (ISA) allow the
supply voltage of the security controller to be switched off regardless of the input voltage at these pins
and without drawing a significant pad input current. The input level of all other pins or interfaces that are
not provided with this feature must remain unconnected or at low level (to prevent brownout effects).
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4.2 Operational characteristics

This section specifies the AC and DC characteristics of the controller, along with details relating to the specific
interfaces provided by the controller.

4.2.1 DC electrical characteristics
Table 19 DC characteristics
Parameter Symbol Values Unit | Note or test condition

Min. | Typ. | Max.

Supply voltage Vee 1.62 - 5.5 v Overall functional range

Supply voltage Vee 1so.a |45 5.0 |55 v Supply voltage range for operation of
ISO/IEC 7816-3 Class A

Supply voltage Vee isos |27 3.0 |33 v Supply voltage range for operation of
ISO/IEC 7816-3 Class B

Supply voltage Vee iso ¢ |1.62 1.80 |1.98 v Supply voltage range for operation of
ISO/IEC 7816-3 Class C

Supply voltage Vee gpio | 1.62 - 5.5 v Supply voltage range for operation of
GPIO

Supply current, 4mA lccave - - 4.0 mA | Frequency adjusted via ICKLSCAL

current operating mode

Supply current lccave - 3.8 |- mA | While running a Dhrystone test
Ta=+25°C; Ve = 3.3 V; foys = 33 MHz

Supply current spikes3 lccp A - - 100 mA | Q<20 nAs; VccinISO/IEC 7816-3 Class
A supply voltage range

Supply current spikes3 lcco B - - 50 mA | Q<10 nAs; VccinISO/IEC 7816-3 Class
B supply voltage range

Supply current spikes?/ lcep ¢ - - 30 mMA | Q<6nAs; VccinlISO/IEC 7816-3 Class C
supply voltage range

Supply current, lcest - - 200 MA | Ta=+25°C, fyarT cLk =1 MHz

deep sleep state all other GPIO inputs at V¢,
no other interface activity

Supply current, lecsan - - 200 MA | To=+25°C, V¢ in ISO/IEC 7816-3 Class

deep sleep state A supply voltage range,

fuarT_cLk Stopped,
all other GPIO inputs at Vcc,

no other interface activity

Supply current, lcesom - - 100 MA | To=+25°C, V¢ in ISO/IEC 7816-3 Class
deep sleep state B supply voltage range,

fuarT_cLk Stopped,

all other GPIO inputs at V¢,

no other interface activity

3 The maximum spike amplitude and spike charge defined by ETSI TS 102 221 are kept within the specified
range. The maximum spike length which is technically irrelevant for terminal regulator and voltage
stability is typically kept within the specified range.
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Table 19 DC characteristics (continued)

Parameter Symbol Values Unit | Note or test condition

Min. | Typ. | Max.

Supply current, lccsac - - 100 MA | To=+25°C, V¢ in ISO/IEC 7816-3 Class
deep sleep state C supply voltage range,

fuarT_cLk Stopped,
all other GPIO inputs at Vcc,

no other interface activity
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4.2.2 AC electrical characteristics
Table 20 AC characteristics
Parameter Symbol Values Unit | Note or test condition

Min. | Typ. | Max.

Ve rampup time tvcer 1 - - us | 0to 100% of V¢ target voltage ramp?
BOS startup time until | tya - - - Refer to corresponding Product List
entry into user mode

NVM power-up time teepu - 32 - pus | Ta=25°C

NVM power-down time | tggpp - 8 - pus | Ta=25°C

NVM wake-up time® teerec - 22 us | Ta=25°C

Wake-up from sleep twups - - 40 us

mode to initial CPU

activity

System oscillator fosc - 33 - MHz | Average system frequency for nominally
frequency adjusted oscillator at T;j=+25°C and zero

lifetime (without silicon aging).

The actual oscillator frequency may vary
due to dynamic on-chip power
management functions (e.g. voltage drop
monitor, current limitation) and
environmental conditions.

System oscillator fosc T - -23 - kHz/ | Average system oscillator frequency drift as
frequency temperature °C  |function of junction temperature).
drift
1 MHz clock frequency | fcikimHz 090 |1 1.10 |MHz | After NVM osc. calibration. For T;=-25°C ...
range +85°C
System clock frequency | fsyscik fosc / fosc | MHz
32
4.2.2.1 Power-up considerations

The rampup times given in AC characteristics apply under the assumption of a linear rise in voltage from 0% to
100% of the target voltage level. However, owing to possible current spike effects, it is recommended to follow
the voltage characteristics shown in the figure below.

Please refer to Power-up considerations
5 The NVM needs a time tggpp for power down; if sleep mode is requested and a wake-up condition is
pending, the total time the NVM is not available is tggpp + tegrec
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infineon

To avoid chip inrush
1 .current, Vcc must rise at a
rate of less than 1 V/us

Node Vcc has to increase
“ strictly monotonically

Veemin

It is good design practice to connect an external capacitor with a low
equivalent series resistor between pin VCC and pin GND. This low
impedance device combined with a continuous current from the external
power source has to avoid dynamic Vcc voltage changes or voltage
plateaus. A strictly monotonic Vcc power ramp should be the result.

3. Fast Vec transients are allowed in this

+/- 10% Vcc range:
voltage range during chip operation

Node Vcc has to decrease
strictly monotonically
Recommendation: An active shutdown

" device should discharge this power

node down to the “POWER-OFF
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next chip startup

100 mV-
OVJy

“POWER-OFF region*

|

Vcc must remain in the “POWER-OFF|
5. |region* for an extended period
(recommended time > 100 us)

< P

Figure 38 Recommended power-up behavior
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4.3 Particular interface characteristics

This chapter provides electrical characteristics with respect to operation of particular interfaces of the
controller.

Note: Unless otherwise stated, all values in this section are measured at the pins of the used package, i.e.,
the resistance, capacitance and inductance, for example, of the package and the bond wires are
already included in these values!

4.3.1 ISO/IEC 7816-3 card interface characteristics

The electrical characteristics of the pads described below comply with the standards ISO/IEC 7816-3 [3], GSM
11.11/6],GSM 11.12 [7], GSM 11.18 [8], ETSI TS 102.221 [5].

Notes:
1. All currents flowing out of the pad are considered to be positive.
2. Symbol T, describes the ambient temperature range.
Table 21 ISO/IEC 7816-3 card maximum ratings
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Pad input voltage |V, -0.3 Vee 1so+0.3 v
Table 22 ISO/IEC 7816-3 card DC electrical characteristics
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Supply voltage Vee iso v Note: Ve iso includes:
Vee 1so_a
Vec_iso_s
Veeiso_c
Voltage Class A Vec isoa |45 5.5
Voltage Class B Veeisos |27 3.3
Voltage Class C Vee iso.c | 1.62 1.98
UART_RST
Input high voltage
Vi{ 0.8 * Ve 1so Vee iso v Voltage Class A, B, C,
~150 pPA < |}y < +20 pA,
To=0°Cto +50°C
ViH 0.7 *Vee 1so Vee iso v Voltage Class A, B, C,
T, =0°C to +50°C
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Table 22 ISO/IEC 7816-3 card DC electrical characteristics (continued)

Parameter

Symbol

Values

Min.

Typ.

Max.

Unit

Note or test condition

Viy

Vec 1so A= 0.7V

Vee 1so A

Voltage Class A,
-20 |JA < I|H’
T,=-25°C to +85°C

Viy

0.8 *Vcc iso_B

Vec iso s

Voltage Class B,
=20 pA < iy,
T, =-25°C to +85°C

Viy

0.8 * Ve iso_c

Veeiso_c

Voltage Class C,
-20 pA <y,
Ta=-25°Cto +85°C

Input low voltage

ViL

0.12* Vcc_|so

Voltage Class A, B, C,
-20 pA <1, <200 pA,
Tp=0°Cto +50°C

ViL

0.2*Vee iso

Voltage Class A, B, C,
T, =0°C to +50°C

ViL

0.6

Voltage Class A,
|||_ <200 l.lA,
T, =-25°C to +85°C

ViL

0.2* Ve 150 B

Voltage Class B,
|||_ <200 lJA,
T, =-25°C to +85°C

ViL

0.2* Ve iso ¢

Voltage Class C,
|||_ <200 lJA,
Tp=-25°C to +85°C

UART_CLK

Input high voltage

Viy

0.7 * Ve iso

Vee iso

Voltage Class A, B, C,
-100 pA < l;y < +20 pA,
Tp=0°C to +50°C

ViH

0.7 * Ve iso

Vee iso

Voltage Class A, B, C,
Ta=0°C to +50°C

Viy

0.7 *Vee iso

Vee iso

Voltage Class A, B, C,
=20 pA < iy,
Tp=-25°C to +85°C

Input low voltage
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Table 22 ISO/IEC 7816-3 card DC electrical characteristics (continued)

Parameter

Symbol

Values

Min.

Typ.

Max.

Unit

Note or test condition

ViL

0.5

Voltage Class A, B,
=20 |JA < |||_ <100 |JA,
Ta=0°C to +50°C

ViL

0.2* Ve i1so ¢

Voltage Class C,
=20 pA <I;. <100 pA,
T, =0°C to +50°C

ViL

0.2 " Vee iso

Voltage Class A, B, C,
Ta=0°C to +50°C

ViL

0.5

Voltage Class A,
|||_ <200 |JA,
T, =-25°C to +85°C

ViL

0.2*Vee 1so B

Voltage Class B,
liL <20 pA,
T, =-25°C to +85°C

ViL

0.2 " Ve iso ¢

Voltage Class C,
liL <20 pA,
Ta=-25°Cto +85°C

UART_IO

Input high voltage

Vin

0.7 * Ve iso

Vee iso

Voltage Class A, B, C,
=20 UA < I|H <300 IJA,
T, =0°C to +50°C

Viy

0.7 * Ve iso

Vee iso

Voltage Class A, B, C,
T, =0°C to +50°C

ViH

0.7 * Ve iso

Vec 1so+0.3

Voltage Class A, B, C,
~20 PA < Iy <20 pA,
T, =-25°C to +85°C

Input low voltage

ViL

0.15* Vcc_|so

Voltage Class A, B, C,
=20 |JA < |||_ <1000 |JA,
Ta=0°C to +50°C

ViL

0.2 *Vee iso

Voltage Class A, B, C,
T, =0°C to +50°C

ViL

0.8

Voltage Class A,
|||_ <1000 IJA,
T, =-25°C to +85°C
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Table 22 ISO/IEC 7816-3 card DC electrical characteristics (continued)
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Vi -0.3 0.15*Vee 1so a |V Voltage Class A,
o I, < 1000 pA,
T, =-25°C to +85°C
Vi -0.3 0.2*Vecisos |V Voltage Class B,
l,L <1000 pA,
T,=-25°C to +85°C
Vi -0.3 0.2*Vecsoc |V Voltage Class C,
l,L <1000 pA,

Tp=-25°C to +85°C

Output high voltage

Vou 0.7 *Vee 1so Vee iso v Voltage Class A, B, C,
~20 pA <oy,

20 kQ to Vee sos
Tao=0°Cto +50°C
Vou 0.7 *Vee iso Vee iso v Voltage Class A, B, C,
0 PA <oy <20 A,
20 kQ to Vee sos

T, =0°C to +50°C

Vou 3.8 Vee 1so a v Voltage Class A,

lon =20 PA,

20 kQ to Vee 150,
T, =-25°C to +85°C

Vou 0.7 *Vee 1so_B Vee iso s v Voltage Class B,
lon= 20 pA,

20 kQ to Vee sos
T,=-25°C to +85°C

Vou 0.7 *Vee 1so ¢ Vee iso ¢ v Voltage Class C,
lon =20 pA,

20 kQ to Vee sos
Tp=-25°C to +85°C

Output low voltage

VoL 0 0.15*Vee 1so.a |V Voltage Class A,
-1mA= IOL’
T, =0°C to +50°C
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Table 22 ISO/IEC 7816-3 card DC electrical characteristics (continued)
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
VoL 0.15*Vee 1so s |V Voltage Class B,
—-1mA=lg,
T, =0°C to +50°C
VoL 0.15*Vee 1so ¢ |V Voltage Class C,
-500 pA =gy,
T, =0°C to +50°C
VoL 0.4 v Voltage Class A,
~1000 pA <l <0 pA,
T, =0°C to +50°C
VoL 0.08 *Vee 1so.a |V Voltage Class A,
~1000 pA <l <0 pA,
T, =0°C to +50°C
VoL 0.15*Vec 1so B |V Voltage Class B,
o -500 pA <l <0 A,
T, =0°C to +50°C
VoL 0.15*Vee 1so ¢ |V Voltage Class C,
o -500 pA <l <0 A,
TA=0°C to +50°C
VoL 0.4 v Voltage Class A, B,
-1 mA=lg,
T, =-25°C to +85°C
VoL 0.3 Y Voltage Class C,
—-1mA=lgy,
T, =-25°C to +85°C
Table 23 ISO/IEC 7816-3 card AC electrical characteristics
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
UART_RST
Rise/fall time
tr, tF 1 ys Voltage Class A, B, C,
To=0°Cto 50°C
tr tr 400 gs Voltage Class A, B, C,
Tp=-25°Cto +85°C
Input load CLoaD 30 pF
capacitance
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4 Electrical characteristics

Table 23 ISO/IEC 7816-3 card AC electrical characteristics (continued)
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
UART_CLK
External frequency | fyarr cik |1 10 MHz | @ duty cycle 40% to 60%
Rise/fall time
tr, tF 0.09 *1/ ps Voltage Class A, B, C,
fuarT_cLk Tp=0°C to +50°C,

measured between 10%
and 90% of signal

amplitude
tr, tF 0.09 *1/ ps Voltage Class A
fUART_CLK Tp=-25°C to +85°C,

measured between 10%
and 90% of signal
amplitude

tr, tF 50 ns Voltage Class B, C,
Tp=-25°C to +85°C,
measured between 10%
and 90% of signal

amplitude
Input load CLoab 30 pF
capacitance
UART_IO
Rise/fall time
tr, tr 1 ps Voltage Class A, B, C,
Ta=0°C to +50°C
tr, tr 1 ys Voltage Class A, B, C,
T, =-25°C to +85°C
Input load CLoap 30 pF
capacitance
Output load CLoab 30 pF

capacitance
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4 Electrical characteristics

4.3.2

GPIO interface characteristics

The electrical characteristics of the GP10s including restrictions with respect to the maximum sink/source
currents for all GPIOs of the controller are given below.

Table 24 GPIO operation supply and input voltages
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.

Supply voltage Vee 6pio |1.62 - 5.50

GPIO pad input voltage | V|y gpio |—0.3 - Vee gpio+0.3 |V Vee_cpio is in the operational

supply range.

Table 25 GPIO DC electrical characteristics

Parameter Symbol Values Unit | Note or test condition

Min. Typ. Max.

Input current, pull-up Ipuw -3 - -20 MA 0V=V cpio=Vec epio—0.5V

(weak) enabled

Input current, pull-down |/ppw 3 - 20 MA 0.5V =V\\_epio = Vee 6prio

(weak) enabled

Input leakage current I -2 - 2 MA Pull-up/down off, output
stage off;
0V =Vin_spio = Vcc_cpio

Input low voltage W -0.3 - 0.3* Vec gpio |V

Input high voltage ViH 0.7 * Vec_cpio |~ Vee gpio+0.3 |V

Output low voltage VoL - - 0.3 Y lo=1mA

Output high voltage Von Vee gpio— 0.3 | - - Y loh=-1mA

Input capacitance® Cin = - 10 pF

Table 26 GPIO AC electrical characteristics

Parameter Symbol Values Unit | Note or test condition

Min. Typ. Max.

Outputsignalrise time | ¢, - 3.5 |15.0 ns 10% V¢ _gpio to 90% Ve gpios
Cronap = 15 pF, pull-up/down
off, no DC load.

Output signal fall time t - - 15.0 ns 90% Ve gpio to 10% Ve gpios
Croap = 15 pF, pull-up/down
off, no DC load.

Outputsignal falltime | ¢ - 3.5 |15.0 ns 90% Vcc_cpio to 10% Ve cpios
ClLoap = 15 pF, pull-up/down
off, no DC load; Slew Rate

6
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4 Electrical characteristics

Table 26 GPI0 AC electrical characteristics (continued)
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.

Control OFF (default
operation mode).

Maximum GPIO input fepio_in |20 40 MHz | With active input filter. The

frequency max. input frequency is
depending on input signal
shape. Test condition: V. gpio
=33V, t,=t;=2ns
(20%-80%), 100% signal
swing.
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5 RoHS compliance

On January 27, 2003 the European Parliament and the council adopted the directives:

«  2002/95/EC on the Restriction of the use of certain Hazardous Substances in electrical and electronic
equipment ("RoHS")

«  2002/96/EC on Waste Electrical and Electrical and Electronic Equipment ("WEEE")

Some of these restricted (lead) or recycling-relevant (brominated flame retardants) substances are currently

found in the terminations (e.g. lead finish, bumps, balls) and substrate materials or mold compounds.

The European Union has finalized the Directives. It is the member states' task to convert these Directives into

national laws. Most national laws are available, some member states have extended timelines for

implementation. The laws arising from these Directives have come into force in 2006 or 2007.

The electro and electronic industry has to eliminate lead and other hazardous materials from their products. In

addition, discussions are on-going with regard to the separate recycling of certain materials, e.g. plastic

containing brominated flame retardants.

Infineon is fully committed to giving its customers maximum support in their efforts to convert to lead-free and

halogen-free”) products. For this reason, Infineon's "Green Products" are ROHS-compliant.

Since all hazardous substances have been removed, Infineon calls its lead-free and halogen-free semiconductor

packages "green." Details on Infineon's definition and upper limits for the restricted materials can be found

here.

The assembly process of our high-technology semiconductor chips is an integral part of our quality strategy.

Accordingly, we will accurately evaluate and test alternative materials in order to replace lead and halogen so

that we end up with the same or higher quality standards for our products.

The use of lead-free solders for board assembly results in higher process temperatures and increased

requirements for the heat resistivity of semiconductor packages. This issue is addressed by Infineon by a new

classification of the Moisture Sensitivity Level (MSL). In a first step the existing products have been classified

according to the new requirements.

Lead-free Halogen-free

Balls, FC bumps, Lead finish Substrate, Mold compound

green

Product

Any material used by Infineon is PBB and PBDE-free. Plastic containing brominated flame retardants, as
mentioned in the WEEE directive, will be replaced if technically/economically beneficial.
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