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32-bit Security Controller SLE/SLI/SLM 97

Integration Guide

Key features

Common features

« Upto1016 KB SOLID FLASH" NVM
+ Upto32KBuser RAM

«  32-bit architecture based on the ARM SecurCore SC300 enhanced by Infineon Technologies’ cache and
security technology

«  Supported interfaces: UART, NRG interface, 12C, GPIO, SWP, SPI, USB

Note: Memory size and interface configuration depend on the individual sales code, see corresponding
Product List.

Special features

«  M9900 - standard grade (SLE97)
- Temperature range -25 to 85°C
- Dataretention 17 years

+  M9905 - automotive grade (SLI97)
- Temperature range -40 to 105°C
- Dataretention 17 years

+  M9906 - industrial grade (SLM97)
- Temperature range -40 to 105°C
- Dataretention 10 years

About this document
Scope and purpose

This document provides the information on the SMD packages, connectivity and technical data required for
integration of the product(s) listed. Further functionalities and interfaces supported by the product(s) but not
related to integration are not fully described. Each Infineon Technologies customer is permitted to incorporate
information concerning packages and electrical characteristics contained herein into its data books. When
doing so, the customer is also requested to identify those features of the Infineon hardware used in its solution
products (i.e., Infineon Technologies hardware + third-party firmware/operating system) and concretize this
information where possible. Examples of 0S-dependent values are operational and standby currents of the
solution product.

Intended audience

This document is intended for device integrators and board manufacturers.

Integration Guide Please read the Important Notice and Warnings at the end of this document Revision 1.3
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Introduction

1 Introduction

This document describes the interfaces of the 32-bit Security Controller SLE/SLI/SLM 97 to provide device
integrators and board manufacturers useful information regarding its connectivity and technical data.

2 Connectivity

This chapter explains the schematics of the product and gives some recommendations as to how the controller
can be externally connected.

For diagrams showing the different connectivity options for the controllers, see Appendix A.

2.1 Power supply schematic

The following figure illustrates how the security controller is to be supplied.

Security

Vee Controller

Vee
47..100nF
FGND

Figure 1 Power supply diagram

Contrary to other areas of application in which different types of capacitors are switched in parallel to stabilize
the power supply, here normally only one capacitor is required. This is due to the wide variation limits of the
supply voltage and the additional internal measures to handle sudden changes in load. For this decoupling
capacitor, use a ceramic type with a low equivalent series resistance.

2.2 Initial delivery state: Flash Loader operation
The product is delivered in its first life cycle to operate the Flash Loader, which becomes active after powering
up the device.
The Flash Loader supports the following interface(s):
+ ISO/IEC 7816-3 card interface
The Flash Loader configuration defines the following features:
«  Afixed pin-out
+  Afixed protocol for the associated interface (based on an Infineon Technologies proprietary protocol):
- ISO/IEC 7816-3 card
« Afixed command set (Flash Loader commands)

Integration Guide 4 Revision 1.3
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Flash Loader ISO/IEC 7816-3 card operation mode

The following communication parameters apply to the data transfer:

Direct convention
8 data bits

Even parity

2 stop bits

Character repetition enabled

Block guard time disabled
Frame checking disabled

infineon

When the Flash Loader is active and a reset occurs, the protocol driver transmits the Flash Loader Answer To

Reset (ATR) selected by the customer when ordering the chip:

1. 3B 10 96’ (Standard ATR) indicates
+  ’Negotiable Protocol Mode’
«  Communication via T=0 with the minimum UART clock division factor ’16’. For a terminal clock of
10 MHz, the division factor ’16’ effects a maximum data rate of 625 kbaud (3.5712 MHz and clock
division factor ’16’: 223.2 kbaud).
Note: For compatibility reasons, a PPS negotiation with clock division factor ’8’ will be accepted
by the protocol driver.
+  ’No Clock Stop’
« ’Class A’ chip
2. "3B 10 97’ offers the same operation parameters, but accepts the minimum UART clock division factor ’8’.
That allows a maximum data rate of 1250 kbaud in the case of a 10-MHz terminal clock frequency.
ISO/IEC 7816-3 Security
Terminal vee vee Controller
/0 10
RST ¥ RST
CLK ¥ CLK
GND GND
Physical signal length between
controller and terminal must be
less than 30 cm
Figure 2 ISO/IEC 7816-3 card interface schematic diagram

The figure illustrates how the ISO/IEC 7816-3 terminal is to be connected to the SLx97 security controller.

Integration Guide
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Table 1 UART: Flash Loader signal to symbol reference

Symbol Flash Loader signal name | Signal function [ remarks

GP100.2 UART_RST UART chip reset signal (active low)

GPI100.0 UART_CLK UART clock signal

GPI00.1 UART_IO UART bi-directional data signal

VCC VDD Chip power and pad supply

GND GND Common ground reference

Integration Guide 6 Revision 1.3
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2.3 Final product configuration: pinout, signal and interface
characteristics defined by 0S

The OS loaded via the Flash Loader can configure a variety of product characteristics. This also includes which
interfaces are connected to which pins. In this regard, the following sections give general guidelines on how
power pins and interface signals should be connected in the system.

2.3.1 Interfaces

This section shows how the interfaces are to be connected.

2.3.1.1 ISO/IEC 7816-3 card
ISO/IEC 7816-3 Security
Terminal vee vee Controller
/0 10
RST RST
CLK CLK
GND 2 GND
Physical signal length between
controller and terminal must be
lessthan 30 cm
Figure 3 ISO/IEC 7816-3 card interface schematic diagram

The figure illustrates how the ISO/IEC 7816-3 terminal is to be connected to the SLx97 security controller.

Integration Guide 7 Revision 1.3
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2.3.1.2 12C
Vee
10k 10k
12C Master sl - sl Security
- T Controller
SDA ' . SDA  (12C Slave)
I
[
by
[
|1
I |
[
by
(.
|
[
b
by
| Lo
L. To other 12C devices
Figure 4 12C connectivity

The figure illustrates how the 12C bus is to be connected to the SLx97 security controller (12C slave). The
necessary power lines are not highlighted in the figure.

Note: Depending on the chosen interface configuration different pins may be used, please refer to the pin
list of the applicable package in the Description of delivery forms chapter.

Integration Guide 8 Revision 1.3
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2.3.1.3 GPIO
Vee
Security
Controller GPIOx | D1
0 on
D1 ﬁ 1 off
GPIOx must be either a
push-pull or open-drain GPIOX |
GPIO
GPIOy must be a push-pull  Gpioy |
GPIO
GPIOx | D2
0 off
D2 ﬁ 1 on
Figure 5 GPIO connectivity

The figure illustrates how GPIO is to be connected to the SLx97 security controller. Refer to SPI/ GPIO interface

for electrical characteristics of the interface.
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2.3.14 SWP
SWP Master Security Controller
SWP, 100 (SWP Slave)
Master — ‘ Slave
Data OUT Data IN
o I
Urer i
D
1
I:R:I UREFi I:R:I
Master L Slave
Data IN Data OUT
< <
1 1

Figure 6 SWP connectivity
The figure illustrates how the SWP master is to be connected to the SLx97 security controller (SWP slave).

The following lengths of the line between the SWP master and SWP slave must not be exceeded:
« 10cmfor 1.7 Mbit/s SWP
« 5cmfor 3.4 Mbit/s SWP

2.3.1.5 SPI
Vob
Security SPI Slave
VDD MRST MISO
Controller
(SSC Master) MTSR ¥ MOSI
47..100nF
SCLK ¥ SCLK
FGND SLSOx y CS
Figure 7 Connectivity as SPI master

The figure illustrates how to connect a security controller as SSC master to an SPI slave. Power connections are
not shown.

Integration Guide 10 Revision 1.3
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Connectivity
Vop
Security SPI Master
VDD Controller  MRST + MISO
|
(SSC Slave)  MTSR —e MOSI
47..100nF o
SCLK ¢ —T— SCLK
GND SLSI1 « : : : cs
| | | _
P11 r--aes2
I I I !
o
(T T T
PI Slav boro b
SPI Slave S ; : : |
MOSI b === = == == 4 !
I
SCLK b = = = === — - 4
I
S — — — — — — — _— |
Figure 8 Connectivity as SPI slave

The figure illustrates how to connect a security controller as SSC slave to an SPI master. Power connections are
not shown.

2.3.1.6 USB
VBUS 5V VCC defines the USB
USB Host - Security Vee_3.3V signalling voltage as pads
Controller (@) are driven by VCC directly
USB Cable
VBU VCQ
USB_D+ USB_D+ —
USB_D USB_D- 47..100nF
GN l GN
Figure 9 USB connectivity

The figure illustrates how to connect a USB host to the SLx97 security controller.
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3

Description of delivery forms

This chapter provides information about available delivery forms and how the product's interfaces are assigned
to the package pins.

For further information on compliance of the packages with European Parliament Directives, see RoHS

compliance.

For details and recommendations on the assembly of packages on PCBs, please see:
http://www.infineon.com/cms/en/product/technology/packages

3.1

External connectivity

Package pins are usually connected to a product pad and are used as inputs, outputs, or bi-directionally,
depending on the available input and output stages. However in some products pins are not connected
internally for example. The abbreviations listed here are used in the package description to classify each pin.

Table 2

Abbreviations for pin type

Abbreviation

Description

Input. Digital levels

0 Output. Digital levels

/O I/O is a bi-directional signal

PWR Power

GND Ground

NC Not connected (JEDEC Standard). May be connected externally
Table 3 Abbreviations for buffer type

Abbreviation

Description

GPIO_I

GPIO input pad

GPIO_IO GPIO input / output pad
Open-drain/push-pull for output configurable
Pull-up/pull-down configurable

SWP_IO Input/output pad. Pull-down configurable

ISO_I_CLK Input pad

ISO_I Input pad

ISO_IO Input/output pad

Integration Guide

12 Revision 1.3
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Description of delivery forms

3.2 SMD packages
The following packages are available:

«  PG-USON-8-3 (for SLE97 only)

«  PG-VQFN-8-4,-6Y

«  PG-VQFN-32-13,-20%

The figures in the sections below show the following aspects of the package:

+  Package outline: shows the package dimensions of the controller in the individual packages

+  Package footprint: shows footprint recommendations

+ Tape and reel packing

+  Sample marking pattern: describes the productive sample marking pattern on the package

infineon

+  Package layout: shows a simple layout with the pin numbers described in the pad-to-signal reference

section
Note:

Note:

Unless specified otherwise, all figure dimensions are given in mm.

package characteristics and assembly instructions is available on request.

3.2.1 PG-USON-8-3

Package outline

The drawings are for information only and not drawn to scale. More detailed information about

|

\
9x
Seating Plane E

Coplanarity

-

(0.152)

0.05 Max.
Stand Off
0.6 Max

=
N
[>]

3.7£0.1

U UTU U

4

ﬁ

E Index Marking

2x

All dimensions are in units mm

0.4:0.05

|
,,7+7

2.5:0.1

Y N A

] Iy

Rl

Index Marking

8x

0.4:0.05 [0 1G]AR[]

The drawing is in compliance with ISO 128-30, Projection Method 1 [76—@]

-4-(0.050M)|C]

Figure 10 PG-USON-8-3 package outline

1 PG-VQFN-8-4 and PG-VQFN-8-6 are identical packages produced at different fabrication sites. For details,

see the corresponding package specifications

2 PG-VQFN-32-13 and PG-VQFN--32-20 are identical packages produced at different fabrication sites. For
details, see the corresponding package specifications

Integration Guide
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Package footprint

0.4 0.5 1
04 _ 0.5 1
A 7 AN ,
SEL Y A - 0 f
o J7 ‘/\/ oﬁ
d ] m
- o -
%A
N <+ | < ¢ <
™
J/ o
P ' D000
’A/ - 1.55
3.7 0.3
copper solder mask stencil apertures
All dimensions are in units mm
Figure 11 PG-USON-8-3 package footprint

Integration Guide
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Tape & reel packing

Index Marking 8
4 0.3
O© OO O O ‘
=\ a 7z
: {. N
| o 9 B
Ji L < I
|
| < / z)
|
%
4.35 1.1
All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [V—Elr@r]
Figure 12 PG-USON-8-3 tape & reel packing

Production sample marking pattern

o = U J U U
| I
I I
L __ i
KLLL] XXX
'\ allalalia

MARKING KEEP OUT ZONE
LOTCODE
DATECODE IN FORMAT YWW
ASSEMBLY LOCATION CODE, "K" FOR AMKOR ATP

Figure 13 PG-USON-8-3 sample marking pattern
The dot indicates pin 01 for the chip. The following table describes the sample marking pattern:

Table 4 Marking table for PG-USON-8-3 packages

Indicator Description

XXX Lot code, defined and inserted during fabrication, issued by the packaging site

Kooo Assembly location code:

Integration Guide 15 Revision 1.3
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Description of delivery forms

Table 4 Marking table for PG-USON-8-3 packages (continued)

Indicator Description

o "K"for AMKORATP

«  <Y>:2nd digit of production year
«  <WW-=: production week

Package layout
4.2
| 5 6 | 7 8
1 |
' J U U U
< J B JE I _ _ - - J
‘ | | N\
; M M0 M
' 4 | 31 T2 1
Figure 14 PG-USON-8-3 package layout

Pad-to-signal reference

The contacts and their functionality are given in the table below.

Table 5 Pad-to-signal reference for PG-USON-8-3
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
1 GND (n.a.) - Common ground reference. All GND pins must be tied
together externally
2 SWP_IO0 |[I/O SWP_IO SWP usage: SWP_IO0
NC - - No internal connection / do not connect externally
4 ISO_0 I/O ISO_IO ISO/IEC 7816-3 card usage: UART_IO

12C usage: SDA
IMM/SWIO usage: 10

5 ISO_1 I ISO_I_CLK ISO/IEC 7816-3 card usage: UART_CLK
12C usage: SCL
IMM/SWIO usage: CLK
6 ISO_2 I ISO_I ISO/IEC 7816-3 card usage: UART_RST
IMM/SWIO usage: RST
7 NC - - No internal connection / do not connect externally
8 Vee (n.a.) - Power and pad supply (Vcc)
Integration Guide 16 Revision 1.3
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3.2.2 PG-VQFN-8-4, -6

Package outline

N

H

0]
0.05 MAX
STANDOFF

(0.2)

L i=rewte

SEATING COPLANARITY
PLANE
A 0.9 MAX. 4.210.1

(@]

)]

(N]0.1]2x

!

] Uiy

x
|
{ l
i
|

|
|
R At
|
|

= ©
& ‘
o
|| M
4 1
INDEX MARKING 127 INDEX MARKING
0.4:0.05 |$|0.1@|A|B|C|8x
ALL DIMENSIONS ARE IN UNITS MM
THE DRAWING IS IN COMPLIANCE WITH ISO 128 & PROJECTION METHOD 1 [6@]
Figure 15 PG-VQFN-8-4, -6 package outline
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Package footprint

Package Outline 5x6

0.635 0.635
1.27 0.4 .27 0.4
APAPw

}

]

5.7
A N
3.4
57
AN
N\
1.2

VA8

M £
N
- / o
Yo /o 2 g -u-H B
K{F ‘g ] ° [T ()
4.2 1.2 |12 ][ 1.2
0.25 0.25
|:| copper solder mask stencil apertures
ALL DIMENSIONS ARE IN UNITS MM
Figure 16 PG-VQFN-8-4, -6 package footprint
Tape & reel packing
8
PIN 1 4 0.3
INDEX MARKING
e TS
.. ] ¢ of I
\ \ i
( | ) | ) |
[
5.3 1.2 .
ALL DIMENSIONS ARE IN UNITS MM
THE DRAWING IS IN COMPLIANCE WITH ISO 128 & PROJECTION METHOD 1 [6@]
Figure 17 PG-VQFN-8-4, -6 tape & reel packing
Integration Guide 18 Revision 1.3
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Production sample marking pattern

@ XX g u u u
123456778
123456778
HLLL L]
° NN NN
LOTCODE
Figure 18 PG-VQFN-8-4, -6 sample marking pattern

The dot indicates pin 01 for the chip. The “lot code” and “serial number” are defined and inserted during
fabrication.

The following table describes the sample marking pattern:

Table 6 Marking table for PG-VQFN-8-4, -6 packages
Indicator Description
Hoooo Engineering samples: “HE<YWW>":

+ Halogen-free

+ Engineering Sample

+  <Y>:2nd digit of production year

«  <WW>: production week (calendar week)
Qualified production parts: “H<YYWW>":

+ Halogen-free

+  <YY>: production year

«  <WW>: production week (calendar week)

XXX Lot code, defined and inserted during fabrication, issued by the packaging site

Integration Guide 19 Revision 1.3
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Package layout
L 5 A .
7 6 5 5 6 7 8
A
Jg u u U
©
§ Iav,
v ANARNANNA
2 3 4 4 3 2 1
Top view Bottom view
Figure 19 PG-VQFN-8-4, -6 package layout

Pad-to-signal reference

The contacts and their functionality are given in the table below.

Table 7 Pad-to-signal reference for PG-VQFN-8-4, -6 (USB)
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
1 GND (n.a.) - Common ground reference. All GND pins must be tied
together externally
2 SWP_IO0O |I/O SWP_IO SWP usage: SWP_I00
3 ISO_0 /O ISO_IO ISO/IEC 7816-3 card usage: UART_IO
12C usage: SDA
IMM/SWIO usage: |0
D- /O - USB usage: D-/ Dm
D+ /O - USB usage: D+/ Dp
ISO_1 I ISO_I_CLK ISO/IEC 7816-3 card usage: UART_CLK
12C usage: SCL
IMM/SWIO usage: CLK
7 ISO_2 I ISO_I ISO/IEC 7816-3 card usage: UART_RST
IMM/SWIO usage: RST
8 Vee (n.a.) - Power and pad supply (Vcc)

Integration Guide
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Table 8 Pad-to-signal reference for PG-VQFN-8-4, -6 (12C)3

Pad |Symbol Pintype |Buffertype |Signalfunction/remarks

1 GND (n.a.) - Common ground reference. All GND pins must be tied
together externally

2 SWP_IO0 |I/O SWP_IO SWP usage: SWP_I00

3 ISO_0 I/O ISO_IO ISO/IEC 7816-3 card usage: UART_IO
IMM/SWIO usage: 10

4 GP100.3 I/0 GPIO_IO GPIO function: General purpose I/O
12C usage: SCL

5 GP100.2 I GPIO_I GPIO function: General purpose 1/0
12C usage: SDA

6 ISO_1 I ISO_I_CLK ISO/IEC 7816-3 card usage: UART_CLK
IMM/SWIO usage: CLK

7 ISO_2 I ISO_I ISO/IEC 7816-3 card usage: UART_RST
IMM/SWIO usage: RST

8 Vee (n.a.) - Power and pad supply (Vcc)

3

SLI/SLM products only. The 12C bond option is identified by an “I” in the marking pattern on the package.
The availability of GPIO signals depends on the individual product. If the GPIO signal is not available, the
pin must be treated as reserved, without any external connection

Integration Guide
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3.2.3 PG-VQFN-32-13, -20
Package outline
» [ 0.9 Max.
@ .I (0.2) [ 3.6:0.1
0.1A
- ‘ 01 C 17 | 24
| SO TUUUUUUUy
! ) ] C 25
| D | -
} 32x ) \ -
B I L efodd=g | s Pl I RSN
% s D T d
| ) | d
| o - | -
T S ; g
= ; E nindaNaliaiakata
= 1
7% 3 0.4+0.05 ‘ Index
Index Marking @ Marking
= . 32x
0.05Max. 0.25:05 _ | ${0.100]ABl]
$0.05sMc]
All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 ["]
Figure 20 PG-VQFN-32-13, -20 package outline
Integration Guide 22 Revision 1.3
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Package footprint
0.5 0.25
0.5 0.25
~ R/ R7R7 R 1
5 A
[ A,
<
°
«© g © > 777/ B |
< o < |/#749)
<
77 ~
1 F 7 1 7
A0 00
% é é i 7
14
Pin 1 36 04
4.8 4.8
. copper solder mask stencil apertures
All dimensions are in units mm
Figure 21 PG-VQFN-32-13, -20 package footprint
Tape & reel packing
8
4 03
Index Marking .
o O O © © 0 |
Gl 5 — ~—5
L] | | ‘(ll
\ ‘ w
‘ - - —— N
w
| | i
| |
(/%) O 1 NI ‘ D /
_’1 5.25
All dimensions are in units mm
The drawing is in compliance with ISO 128-30, Projection Method 1 [Ek@]
Figure 22 PG-VQFN-32-13, -20 tape & reel packing
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Production sample marking pattern

UUUUUUUU
HITOXXX| |B -
12345678 b c
12345678 > =
123456778 = =
) B ANANNNNAN N
LOTCODE
Figure 23 PG-VQFN-32-13, -20 sample marking pattern

The black dot indicates pin 01 for the chip. The following table describes the sample marking pattern:

Table 9 Marking table for PG-VQFN-32-13, -20 packages
Indicator Description
Hoooo Engineering samples: “HE<YWW>":

+ Halogen-free

+ Engineering Sample

«  <Y>:2nd digit of production year

+  <WW-=: production week (calendar week)
Qualified production parts: “H<YYWW>":

+ Halogen-free

«  <YY>:production year

+  <WW-=: production week (calendar week)

XXX Lot code, defined and inserted during fabrication, issued by the packaging site

12345 (line1) | Type code: "XXXX<N>
«  <N>: hardware derivative number

12345 (line 2) | 1st Z: ‘T’ for test keys, ‘P’ for productive keys
2nd Z: ‘1, ‘2’, ... for perso revision (revision of SW image/ certificate)

12345 (line 3) | Forinitial engineering samples only: ‘A’ for first assembly lot, ‘B’ for second assembly lot, ‘C’
for third assembly lot

Integration Guide 24 Revision 1.3
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Package layout
Pl 5 »
24 23 22 21 20 19 18 17 17 18 19 20 21 22 23 24
o ] (U uouogoon
& ° e =
Q 2 v &
N S b~
- 8 = e O
& S e © s
s coF g 08
5 S Os
S o o[ YO8
©)
v OO0 nnn
12 3 4 5 6 7 8 8 7 6 5 4 3 2 1
Figure 24 PG-VQFN-32-13, -20 package layout

Pad-to-signal reference

The contacts and their functionality are given in the table below. Pads not listed in the following table are not
connected.

Table 10 Pad-to-signal reference for PG-VQFN-32-13, -20

Pad |Symbol Pintype |Buffertype |Signalfunction/remarks

5 D+ /O - USB usage: D+/ Dp

6 ISO_1 [ ISO_I_CLK ISO/IEC 7816-3 card usage: UART_CLK

12C usage: SCL
IMM/SWIO usage: CLK

7 ISO_2 I ISO_I ISO/IEC 7816-3 card usage: UART_RST
IMM/SWIO usage: RST

8 Vee (n.a.) - Power and pad supply (Vcc)

10 GP100.0 I GPIO_I GPIO function: General purpose 1/0
SPI1/SSC function: MT, MR, SR, ST

11 GP100.1 I GPIO_IO GPIO function: General purpose 1/0
SPI/SSC function: MR, ST, SLSO

12 GP100.2 I GPIO_I GPIO function: General purpose I/O

12C usage: SDA
SPI/SSC function: SCLK

13 GP100.3 I/O GPIO_IO GPIO function: General purpose I/O
12C usage: SCL
SPI/SSC function: SLSO, SLSI

17 GND (n.a.) - Common ground reference. All GND pins must be tied
together externally
18 SWP_IO0 |1/O SWP_IO SWP usage: SWP_|O0
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Table 10 Pad-to-signal reference for PG-VQFN-32-13, -20 (continued)

Pad |Symbol Pintype |Buffertype |Signalfunction/remarks

19 ISO_0 I/O ISO_IO ISO/IEC 7816-3 card usage: UART_IO
12C usage: SDA
IMM/SWIO usage: |0

20 D- I/O - USB usage: D-/ Dm

Note: The exposed die pad referenced as (C) in Figure 24 must be connected to the common ground
reference (GND) for heat distribution.
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3.3

Chip scale packages

The following packages are available:

SG-WFWLB-16-2,-3%
SG-WFWLB-16-5%

Note: Chip scale packages are only available for SLE 97 and SLM 97 products.

Note: Due to the lack of mechanical protection chips delivered in this package are sensitive to mechanical

damage. Therefore a higher risk of increased production fall-off rate compared to mold packages
should be considered. For further information and specialties of this package please see
"Recommendations for board Assembly of Infineon xWLy Packages" on the Infineon Homepage.

The figures in the sections below show the following aspects of the package:

Package outline: shows the package dimensions of the controller in the individual packages
Package footprint: shows footprint recommendations

Tape and reel packing

Sample marking pattern: describes the productive sample marking pattern on the package

Package layout: shows a simple layout with the pin numbers described in the pad-to-signal reference
section

Note: Unless specified otherwise, all figure dimensions are given in mm.

Note: The drawings are for information only and not drawn to scale. More detailed information about

package characteristics and assembly instructions is available on request.

5

SG-WFWLB-16-2 produced in Dresden, SG-WFWLB-16-3 produced at TSMC
SG-WFWLB-16-5 produced for industrial applications
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3.3.1 SG-WFWLB-16-2, -3, -5

Package outline

1 16
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3) PRIMARY DATUM C AND SEATING PLANE ARE DEFINED BY THE DOMED CROWNS
OF THE BALLS
ALL MEASURES ARE GIVEN IN MM
Figure 25 SG-WFWLB-16 package outline
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Package footprint
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Figure 26 SG-WFWLB-16 package footprint

Tape & reel packing
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Figure 27 SG-WFWLB-16 tape & reel packing
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Production sample marking pattern

FRONTSIDE BACKSIDE

123456 OO0 0O
123456 OO0

BITTIX X OO0

o \\ QOOO@j

\ \ \LOTCODE BALL AT

DATECODE IN FORMAT YWW
ASSEMBLY SITE CODE ("B" FOR REGENSBURG)

Figure 28 SG-WFWLB-16 sample marking pattern
The dot indicates pin 01 for the chip. The following table describes the sample marking pattern:

Table 11 Marking table for SG-WFWLB-16 packages

Indicator Description

XX Lot code, defined and inserted during fabrication, issued by the packaging site
123456 Type code: "XXXX<N>

o <N>: hardware derivative number

Booo Qualified production parts: “B<YWW=>":

+ Assembly site code, e.g. B for Regensburg

«  <Y>:2nd digit of the production year

+  <WW-=: production week

Engineering samples are additionally marked with 'ES'
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Package layout
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Figure 29 SG-WFWLB-16 package layout

Pad-to-signal reference

The contacts and their functionality are given in the table below.

Table 12 Pad-to-signal reference for SG-WFWLB-16
Pad |Symbol Pintype |Buffertype |Signalfunction/remarks
Al, NC - - No internal connection / do not connect externally
02
El
A5, |V (n.a.) - Power and pad supply (Vcc)
C3
B3 ISO_2 | 1ISO_I ISO/IEC 7816-3 card usage: UART_RST
IMM/SWIO usage: RST
B4 ISO_1 I ISO_I_CLK ISO/IEC 7816-3 card usage: UART_CLK
12C usage: SCL
IMM/SWIO usage: CLK
B5 GP100.0 I GPIO_I GPIO function: General purpose 1/0
SPI/SSC function: MT, MR, SR, ST
C2, |GND (n.a.) - Common ground reference. All GND pins must be tied
E5 together externally
C4 GP100.2 I GPIO_I GPIO function: General purpose I/O
12C usage: SDA
SPI/SSC function: SCLK
D3 ISO_0 I/0 ISO_IO ISO/IEC 7816-3 card usage: UART_IO

6 Alldimensionsin mm
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Table 12 Pad-to-signal reference for SG-WFWLB-16 (continued)

Pad |Symbol Pintype |Buffertype |Signalfunction/remarks

12C usage: SDA
IMM/SWIO usage: |0
D4 GP100.3 I/O GPIO_IO GPIO function: General purpose 1/0

12C usage: SCL
SPI1/SSC function: SLSO, SLSI

D5 GP100.1 I GPIO_IO GPIO function: General purpose 1/0
SPI1/SSC function: MR, ST, SLSO
E4 SWP_IO0 |I/O SWP_IO SWP usage: SWP_I00
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4 Electrical characteristics

This section summarizes certain electrical characteristics of the controllers. It provides operational
characteristics as well as electrical DC and AC characteristics and particular interface characteristics.

4.1 Absolute maximum ratings

Table 13 Absolute maximum ratings

Parameter Symbol Values Unit | Note or test condition

Min. | Typ. Max.

Supply voltage Vee -03 |- 7.0 v -

Input voltage Vin -03 |- Vec+0.3 |V -

Operating temperature Ta -25 - 85 °C T, must be kept. For

(ambient) standard grade SLE97

-40 - 105 °C T, must be kept. For

automotive grade SLI97
and industrial grade
SLM97

Junction temperature T, -25 - 110 °C For standard grade SLE97

-40 - 110 °C For automotive grade

SLI97 and industrial grade
SLM97

Storage temperature Ts -40 - 125 °C -

Pulse voltage ESD protection of | Vggp 4000 |- - v ISO 7816-1 [4]

ISO pad group IS0, I2C

Pulse voltage ESD protection of | Vggp 4000 |- - v

SWP, USB pads

Pulse voltage ESD protection Vesp 2000 |- - v

GPIO pad group, SPI, I>C

Notes:

1. The values stated in the table may be further restricted for particular products (i.e. sales codes).

2, All voltages are referenced to the power supply ground in the corresponding package, unless otherwise

specified.
3. Stresses exceeding the values listed under 'Absolute maximum ratings' may cause permanent damage to

the device. This is a stress rating only and functional operation of the device at these or at any other
conditions whose values exceed those indicated in the operational sections of this document is not implied.
Exposure to absolute maximum rating conditions for extended periods may affect device reliability,
including NVM data retention and write/erase endurance.
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4.2 Operational characteristics

This section specifies the AC and DC characteristics of the controller, along with details relating to the specific
interfaces provided by the controller.

Notes:
1. Tp as given for the operating temperature range of the controller unless otherwise stated.
2, All currents flowing into the controller are considered positive.
4.2.1 DC electrical characteristics
Table 14 DC characteristics
Parameter Symbol Values Unit | Note or test condition
Min. | Typ. Max.
Supply voltage Vee 162 |- 5.5 v Overall functional voltage
range”)
4.5 5.0 5.5 Vv ISO/IEC 7816-3 Class A
2.7 3.0 3.3 Vv ISO/IEC 7816-3 Class B
3.0 3.3 3.6 \ STD USB 2.0
2.7 3.3 3.6 \ ICUSB 3.0
162 |1.8 1.98 \Y ISO/IEC 7816-3 Class C
ETSITS 102613
1.65 1.8 1.95 \ ISO Class C*,1C USB 1.8%
Supply current e - - 21 mA foys =44 MHz
Supply current spikes? lec
- - 100 mA Q=<20nAsISO Class A
- - 50 mA Q=<10nAsISOClassB
- - 30 mA Q=< 6nAsISOClassC
Supply current in current Ivax - - 10 mA Vee<5.0V
limitation mode _ _ 6 mA Vec<3.3V
- - 5 mA Vcc in ETSI TS 102613 low power
mode range
- - 4 mA Vee<1.98V

” The SWP pad and the GPIO pad group are 5V tolerant but operate only up to 3.6 V.

8 Product specific restrictions apply.
The maximum spike amplitude and spike charge defined by ETSI 102 221 and ETSI 102 613 are kept within
the specified range. The maximum spike length which is technically irrelevant for terminal regulator and
voltage stability is typically kept within the specified range.
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Table 14 DC characteristics (continued)

Parameter Symbol Values Unit | Note or test condition

Min. | Typ. Max.

Supply currentin sleep leest - - 200 HA Ta=25°C, fyart_cLk =1 MHz;
mode Allinputs at Ve,
No peripheral active
lecsa - - 100 UA Class B/ Class C

T, =25°C, CLK off

RNG oscillators and DCO off
RST and 10 at V¢

lecss - - 200 pA Tp=25°C,

RNG oscillators and DCO off
Allinputs at V¢

After I’C mode start-up
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42,2 AC electrical characteristics

Table 15 AC characteristics

Parameter Symbol Values Unit | Note or test condition

Min. | Typ. Max.

External supply VCC

Supply ramp-up time tveer 110 | 107 us 0 to 100% of target supply
voltage

Wait until start of twuc 400 |- 16,000 | clk

application program pulses

Security Sensor Threshold

Analog high frequency filter | fyra - 16 - MHz

Digital low frequency - - 1 MHz

sensor

NVM

Erase + Write time twr - - 2.5 ms For standard grade SLE97

- 2.5 - ms For automotive grade SLI97 and

industrial grade SLM97

Erase Page ter - 1.5 - ms

Fast Write Page twrp - 1.0 - ms Pre-erased, no verify included,
no software times included

Power Down time?2 teepD - - 10 Hs

Recovery time trRec - - 54 us

System

Internal frequency fsys - - 44 MHz | Programmable down to 1/32.

(typical) Maximum frequency is product

specific

1 MHz frequency fiMHzZ - 1.0 - MHz  |fgys=44 MHz

TRNG

Generate 8 random bits?® | trrncs 1584 2072 |27200 cycles |fsys =44 MHz; RNG_PRESCAL =
35,
min./max compression 8/128

10 At faster supply ramp times chip internal ESD elements temporary causing a cross current between VCC
and GND larger than allowed (lc().

11 Max. value specified by 1ISO 7816 is 40,000 clock pulses until 1st ATR byte is sent

12 The EEPROM needs a time tggpq for power down; if sleep mode is requested and a wake-up condition is
pending, e.g. timer full flag = 1g, the total time the EEPROM is not available is tggpg + trec

13 The generation time for 16 bits is simply twice the value given in this table
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4.2.2.1 Operating restrictions

In order to maintain proper operation of the chip the following restrictions have to be considered:

«  Crypto@2304T and SCP must not operate at the same time. The time between both operations must be at
least 100 clocks.

+  Crypto@2304T must not operate during erasing or writing of the NVM. The time between both operations
must be at least 100 clocks.

+  Changing of fSYS is not allowed during:
- NVM erasing or writing.
- Crypto@2304T operation.
- DES operation.
+ Incurrent limitation mode ABFS and AFFS power management functions must be enabled.

+  Controllers with stacked flash must avoid over heating. A corresponding application note describes how to
operate such devices.

4.2.2.2 Power-up considerations

The rampup times given in AC characteristics apply under the assumption of a linear rise in voltage from 0% to
100% of the target voltage level. However, owing to possible current spike effects, it is recommended to follow
the voltage characteristics shown in the figure below.

Veemax [———

To avoid chip inrush
1. current, Vcc must rise at a +/- 10% Vcc range:

rate of less than 1 Vjus I . Fast Vcc transients are allowed in this
voltage range during chip operation

Node Vcc has to decrease
Node Vcc has to increase strictly monotonically
° strictly monotonically 4 Recommendation: An active shutdown
" device should discharge this power
node down to the “POWER-OFF

Veemin +—= [ \ @~  —m—m—mmmmmmmmmm————————— / region*.

It is good design practice to connect an external capacitor with a low
equivalent series resistor between pin VCC and pin GND. This low
impedance device combined with a continuous current from the external
power source has to avoid dynamic Vcc voltage changes or voltage

100 mV plateaus. A strictly monotonic Vcc power ramp should be the result. next chip startup
m
Jy “POWER-OFF region“ 22
oV >
Vcc must remain in the “POWER-OFF|
5. region* for an extended period

(recommended time > 100 us)

Figure 30 Recommended power-up behavior
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4.3

Particular interface characteristics

This chapter provides electrical characteristics with respect to operation of particular interfaces of the

controller.

Note:

Unless otherwise stated, all values in this section are measured at the pins of the used package, i.e.,

the resistance, capacitance and inductance, for example, of the package and the bond wires are
already included in these values!

4.3.1

ISO/IEC 7816-3 card interface characteristics

The electrical characteristics of the pads described below comply with the standards ISO/IEC 7816-3 [6], GSM
11.11/9],GSM 11.12 [10], GSM 11.18 [11], ETSI TS 102.221 [8] and EMVCo standards [1].

Notes:

1. All currents flowing out of the pad are considered to be positive.

2. Symbol T, describes the ambient temperature range.

Table 16 ISO/IEC 7816-3 card maximum ratings

Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.

Pad inputvoltage |V, -0.3 Vee 1so+0.3 v

Table 17 ISO/IEC 7816-3 card DC electrical characteristics
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
UART_IO, bidirectional port | V4 0.7 * V¢ - Vec+0.3 iy =-20 pA ... +20 pA
Vi, -0.3 - 0.2x Ve L =- 1mA...+20 pA
Vou 0.7 * Ve - Vec+0.3 lo =- 20 pA ... + 20 pA
ISO/IEC 7816-3 [6]
UART_IO, bidirectional port |Vg_ 0 - 0.4 lo,.=1mA ClassA
- - 0.15* V¢ lor=1mA ClassB
- - 0.15* V¢ lop=0.5mA Class C
GSM 11.11/9/,GSM 11.12 [10], GSM 11.18 [11], ETSI TS 102.221 [8]
UART_IO, bidirectional port |V - - 0.4 lo,=-1mAClassA&B
- - 0.3 lo. =-1 mA Class C
EMVCo standards [1]
UART_IO, bidirectional port | Vg - - 0.08 * V¢ lop=1.0mA Class A
- - 0.15* V¢ lop =0.5mA Class B
- - 0.15* V¢ lop=0.5mA Class C
UART_RST U 0.8 * Ve - Ve +0.3 % lh=-20pA..+20 pA

Integration Guide

38

Revision 1.3
2019-09-18



o _.
32-bit Security Controller SLE/SLI/SLM 97 Infineon

Electrical characteristics

Table 17 ISO/IEC 7816-3 card DC electrical characteristics (continued)
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Vi, -0.3 - 0.2 * Vee Vv liL=-50 A ... + 20 pA
UART_CLK Vi 0.7 * Ve - Vec+03 |V |[y=-20pA..+20 A
Vi, -0.3 - 0.2 * Ve v liL=-20 pA... + 20 pA
Table 18 ISO/IEC 7816-3 card AC electrical characteristics
Parameter Symbol Values Unit | Note or test condition

Min. | Typ. Max.

ISO_0, UART_IO
Rise/fall time tr, tr - - 1 us 30 pF external
Pad input capacitance CiN 5 pF Bare die

(no package considered)

ISO_2, UART_RST

Rise/fall time tr, tr - - 1 us 30 pF external
Hold time low tyr 80 - - us Both conditions have to be kept.
200 |- ~ clk External clock pulses

Pad input capacitance CiN 2 pF Bare die

(no package considered)
ISO_1, UART_CLK
External frequency fuart ik |1 - 10 MHz | @ specified duty cycle
Rise/fall time tr, tr - - 0.1*1/ ns 0.1Vcct00.9 Ve =V7 0.5 Ve

fuarT_cLk

Duty cycle 40 - 60 %
Pad input capacitance CiN 2 pF Bare die

(no package considered)
4.3.2 12C interface characteristics

The electrical characteristics of the 12C interface are given below.

Table Table 19 describes the requirements for devices connected to the standard and fast mode I2C interface.

The SCL and SDA lines of the I2C module can be either configured to connect to ISO_1 and ISO_0 pad or to

GP100.3 and GP100.2 pads.

Notes:

1. The I2C over ISO configuration is compliant with the I>C- bus specification but cannot support the clock
stretching feature.

2, The I2C over GPIO configuration is compliant with the I>C-bus specification up to Vcc < 3.6 V. This
configuration supports clock stretching.
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Table 19 12C interface characteristics
Parameter Symbol Values Uni | Note or test condition
Min. Typ. Max. t

Input low-level Vi -0.314 |- 0.2 Ve V. |ISO Pads

-0.3 - 0.3Vce V. |GPIO Pads
Input high level Vin 0.7 Ve - Vec+0.3 v
Hysteresis of input stage Vhys 0.05 - - V
Output low-level VoL 0 - 0.4 v 1mA;Vee>2V

0 - 0.3 Vv 1 mA;

Vee < 2V

Output fall time from Vigmin |toe?® |23 - 120 ns |1SO Pad @ Cb=30pF
t0 ViLmax - - 250 ns |1SO Pad @ Cb = 100 pF

0.3 - - ns |GPIO Pad @ Cb=10pF
Spikes suppressed by input | tsp - - - ns |1SO Pad - no input filter available
flter 5 - 20 ns | GPIO Pad
SCL clock frequency fscL 0 - 400 kHz
Input current 1;16) -10 - 10 pA | Pull up/down disabled
Pad input capacitance G - - 2 pF |I1SO CLK Pad

- - 5 pF |ISO1/0 Pad

- - 5 pF | GPIO Pad
External bus pull up on SDA | R, 1.217) - - kQ |1SO Pads
SDA data hold time tuppar | 0%® - - ns
SDA data setup time tsu;par | 100 - - ns |Standard mode requires min.

250 ns.

Fall time of SCL signal t; - - 25 ns |Standard requires max. 300 ns.
Bus capacitance on SDA cpt? 30 - 100 pF |I1SO Pads
and SCLK

14 This parameter is not conform with the requirements in the I>C-bus specification.

15 1S0O and GPIO pad output stages do not have an output slope control which is necessary for full compliant
I>C pads.

16 At 1°C bus specification levels the ESD protection circuit could cause an input leakage higher than I;.

17 Restriction to achieve SDA output low-levels Vg, on I1SO pads.

18 The I2C bus system must guard this hold time (with respect to the V,4(min.) of the SCL signal) all over the
bus.

19 Restriction to fulfill the I*C-bus specification output fall time requirement on ISO pads. On GPIO pads the
output fall time specified in 1°C bus specification can not be achieved.
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4.3.3

USB interface characteristics

The USB interface supports transmit and receive mode for Standard USB (STD USB) and Interchip USB (IC USB)
forthe 1.8 Vand 3.0 V voltage classes. The USB interface is compliant to the Universal Serial Bus Specification
Revision 2.0 [14] and Inter-Chip USB Supplement to the USB 2.0 Specification [15] except for deviations
explicitly stated below. Terminals should provide a maximum current of at least 64 mA measured with a
capacitor in the range of 50 to 200 nF connected between Vcc and GND close to the contacting elements.

Table 20 USB electrical characteristics
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
Supply voltage Vppp 3.00 - 3.60 v STD USB
1.65 1.80 |1.95 Y ICUSB1.8V
2.70 3.00 |3.60 Y ICUSB3.0V
Vpppext 3.60 - 5.50 ' STD USB Restricted??
Output high voltage |Voy 2.8 - 3.6 v STD USB (R, = 14.25 kQ to GND)
Vpp - 0.45 |- - Vv IC USB (loy = - 2 mA)
Output low voltage | Vg 0 - 0.3 v STDUSB (R =14.25kQt0 3.6V)
- - 0.45 \ ICUSB (lg. =2 mA)
Signal crossover Vcrs 1.3 - 2.0 v
voltage
Input high voltage ViH 2.0 - - v STD USB
0.65*Vpp |- Vpp+0.3 |V IC USB 1.8V (Vop >= Voumin.)
2.0 - Vpp+0.3 |V IC USB 3.0V (Voy >= Voumin.)
Input low voltage Vi -0.3 - 0.8 v STD USB
-0.3 - 0.35*Vpp |V ICUSB1.8V
-0.3 - 0.8 v ICUSB3.0V
Differential Input Vo 0.2 - - v |(D+) - (D-)|
Sensitivity
Common Mode Veum 0.8 - 2.5 v STD USB
Range
Load Capacitance?? | C onp - - 50 pF STD USB Capacitance on D+/ D-
- - 18 pF IC USB Capacitance on D+/ D-
Input capacitive load | CinpuT - - 9.5 pF
Input impedance Zin 300 - - kQ STD USB22

20
21

In the voltage range above 3.6 V the current and timing requirement targets may not be achieved.
Maximum difference between capacitance on D+ and D- allowed is 10%. For Interchip USB the load

mismatch (C oap D+ - CLoap D-) must be in between -2 pF and +2 pf at the package terminal.

22

parasitic of the wiring, bonding and package.
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4.3.4 SPI1 / GPIO interface

In Table 21 the electrical characteristics of the SPI / GPIO are given.

Table 21 SPI electrical characteristics

Parameter Symbol Values Unit | Note or test condition

Min. Typ. Max.

DC characteristics

SPI/ GPIO supply vDDP23) |1.62 - 3.6 '

Input leakage current | I -4 - 4 uA Pull-up off Output stage off - 0.3
<Vppp < VDDP+ 0.3V T =25°C

-15 - 15 uA Pull-up off Output stage off - 0.3 <

VPAD <VDDP+0.3V TJ =-40-125°C

Pull up impedance Rpy 8.5 - 135 kQ |Internal pull-up resistor

Input Low Voltage Vi -0.3 - 0.3*VDDP v

Input High Voltage Vi{ 0.7*VDDP |- VDDP+0.3 |V

Low-level input hsum |- - 4 mA | Group assignment: GP100.(0, 1, 2, 3)

current per group of

GPIO pads

Output low voltage |Vg - - 0.3 loL =1 mA, SRx=0 (fast mode)

Vv
- - 0.3 v loL = 0.5 mA, SRx=1 (slow mode)
- - 0.1 v loL =50 pA, SRx=0 (fast mode)
Vv
Vv

Output high voltage |Vgy VDDP-0.3 |- - lon =- 1 mA, SRx=0 (fast mode)
VDDP-0.3 |- - lop =-0.5 mA, SRx=1 (slow mode)

High-level output lon_sum |- - 4 mA | Group assignment: GP100.(0, 1, 2, 3)

current per group of

GPIO pads

Input pad Cin - - 5 pF

capacitance

AC characteristics

SPI clock rate fsp| - - 50 MHz | SPI slave, 50/50 duty cycle
22 MHz | SPI master, fosc/2
Pad output signal tr, tF 0.3 - 2.5 ns 0.3*VDDP to 0.7*VDDP, fast mode
rise / fall time CLoap = 10 pF
0.6 - 5.3 ns 0.3*VDDP to 0.7*VDDP, slow mode
Croap =10 pF
Pad input low pass | fuo?? |50 100 |200 MHz |50/50 duty cycle
filter teutoff 2.5 5 10 ns high or low pulse width

23 These pads will operate with higher supply voltages, but switching levels and the SPI timing requirements
may not be achieved.

24 Spikes faster than max. are filtered, spikes slower than min. are not filtered.
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4.3.5 SWP interface characteristics

The AC and DC electrical characteristics of the SWP interface are compliant with ETSI TS 102 613 [16] (UICC
related characteristics).

4.3.5.1 SWP characteristics
Table 22 SWP operation supply voltage
Parameter Symbol Values Unit | Note or test condition

Min. | Typ. Max.

Class B full power mode |Vcc swp g |2.7 - 3.3 v

Class C full power mode |Vcc swp ¢ |1.62 - 1.98 v
and low power mode

Table 23 SWP electrical characteristics

Parameter Symbol Values Unit | Note or test condition

Min. Typ. Max.

DC characteristics?®/

Input voltage high-level |V|4 1.13 - 2.28 v Class B; @ I\ min < < lymax
0.7* - Vee swec |V Class C; @ I min = | = lHmax
Vee_swe_c +0.3

Input voltage low-level |V, -0.3 - 0.48 v Class B; @ I\ min < I < lHmax
-0.3 - 0.25* Y Class C; @ I min <! = lHmax

Vee_swe_c

Output current high- Iy 600 - 1000 HA Class B, C; @ V|;

level pull-down resistor disabled

Output current low-level |1, - 20 uA Class B, C; @ V|u;

pull-down resistor disabled

Input pull-down resistor | Rpp 200 - 340 kQ

AC characteristics

Bit duration T 590 - 10000 ns

Logical 1time Tha 70 - 80 % of T | Measured from 50% of rising edge
to 50% of next falling edge of signal
amplitude

Logical 0 time Th-o 20 - 30 % of T | Measured from 50% of rising edge
to 50% of next falling edge of signal
amplitude

Input fall time tr 5 - 0.05*T ns @ T <5 ps, measured from 90% to

10% of signal amplitude

25 The SWP signal from the master must remain between —0.3 V and V¢ + 0.3 V during dynamic operation.
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Table 23 SWP electrical characteristics (continued)
Parameter Symbol Values Unit | Note or test condition
Min. Typ. Max.
- - 250 ns @ T =5 ps, measured from 90% to
10% of signal amplitude
Input rise time tr 5 - 0.05*T ns @ T <5 ps, measured from 10% to
90% of signal amplitude
- - 250 ns @ T = 5us, measured from 10% to
90% of signal amplitude
Input capacitance2) Cin - - 10 pF
A
VI tr
- TH(o,1) >
VIH
90% f
o, Signal
>0% amplitude
10%
VIL # »-
t
Ll T | -
Figure 31 Input voltage signal timing relations

26 Bare die + typical package, e.g. chipcard module. Package details are available on request.
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5 RoHS compliance

On January 27, 2003 the European Parliament and the council adopted the directives:

« 2002/95/EC on the Restriction of the use of certain Hazardous Substances in electrical and electronic
equipment ("RoHS")

+  2002/96/EC on Waste Electrical and Electrical and Electronic Equipment ("WEEE")

Some of these restricted (lead) or recycling-relevant (brominated flame retardants) substances are currently

found in the terminations (e.g. lead finish, bumps, balls) and substrate materials or mold compounds.

The European Union has finalized the Directives. It is the member states' task to convert these Directives into

national laws. Most national laws are available, some member states have extended timelines for

implementation. The laws arising from these Directives have come into force in 2006 or 2007.

The electro and electronic industry has to eliminate lead and other hazardous materials from their products. In

addition, discussions are on-going with regard to the separate recycling of certain materials, e.g. plastic

containing brominated flame retardants.

Infineon is fully committed to giving its customers maximum support in their efforts to convert to lead-free and

halogen-free?”) products. For this reason, Infineon's "Green Products" are ROHS-compliant.

Since all hazardous substances have been removed, Infineon calls its lead-free and halogen-free semiconductor

packages "green." Details on Infineon's definition and upper limits for the restricted materials can be found

here.

The assembly process of our high-technology semiconductor chips is an integral part of our quality strategy.

Accordingly, we will accurately evaluate and test alternative materials in order to replace lead and halogen so

that we end up with the same or higher quality standards for our products.

The use of lead-free solders for board assembly results in higher process temperatures and increased

requirements for the heat resistivity of semiconductor packages. This issue is addressed by Infineon by a new

classification of the Moisture Sensitivity Level (MSL). In a first step the existing products have been classified

according to the new requirements.

L ead-free Halogen-free

Balls, FC bumps, Lead finish Substrate, Mold compound

green s
Pro.d ;.z-ct_-_ .

2T Any material used by Infineon is PBB and PBDE-free. Plastic containing brominated flame retardants, as
mentioned in the WEEE directive, will be replaced if technically/economically beneficial.
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A Use-case specific schematics

The following sections show examples of the different connectivity options of the SLx97 controller. These
examples are shown for specific packages, please see the pad-to-signal reference tables in the Description of
delivery forms chapter for the pins that apply to other packages.

Example: 12C

Ir N : : : : :To other 12C devices
Ve | I
| |
P
|
SLx97_VQFN32 : I 12C Master
|
Vee 8 Vcc : |
|
[
(c) ||
GND 10k 10k ol
100nF Backside : :
[
|
|
GPI00.2/SDA 12 | &—— SDA
|
17 GND GPIO0.3/SCL 13 |t &P SCL
GND VCC
GND (L
GND Vee
Figure 32 Connecting the security controller with 12C (PG-VQFN-32 package)
Example: SPI
SLx97_VQFN32 SPI Master

Vee 18 Vcc
GPI100.0/SR 10 MOSI
(C)
GND GPI00.1/ST 11 P MISO
100nF

Backside
GP100.2/SCLK 12 | SCLK
GPI100.3/SLSI 13 SS
117 GND / e
GND Vec
GND (L
GND

Vee

Figure 33 Connecting the security controller with SPI (PG-VQFN-32 package)
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Example: ISO/IEC 7816, SPI and SWP

ISO/IEC 7816-3 SLx97_VQFN32 SPI Master
Modem / Terminal Vee 8 Ve
GPIO0.0/SR 10 MOSI
contains C »
v jo B! 19 1SO_0/UART_IO éNl)D GPIO0.1/ST 11 P MISO
Cci Backside  GPIO0.2/SCLK 12 =g SCLK
RST B 7 1S0_2/UART_RST
A GPI00.3/SLSI 13 ss
GND CLK P 6 |SO_1/UART_CLK
GND * 17 GND SWP_I00 18 GND Vee
GND l
GND Vee
NFC Controller
- swp
GND Vee
GND e
Figure 34 Connecting the security controller with ISO/IEC 7816, SPI and SWP (PG-VQFN-32
package)
Example: ISO/IEC 7816, 12C and SWP
Ir - : : : : :To other 12C devices
Vee | |
I
by
by
ISO/IEC 7816-3 SLx97_VQFN32 : | 12C Master
Modem / Terminal v P!
cc 8 Vec |
(c) [
GND L
Backside 10k 10k L
contains : |
I
Ve jo & P/ 191SO_0/UART_IO I
2 .
. T RST P 7 1SO_2/UART_RST GPIO0.2/SDA 12 |t ® &+ SDA
ND |
CLK P>6 I1SO_1/UART_CLK GPI00.3/SCL 13 | —l
GND * 17GND SWP_I00 18 |« GND Vee
GND J’
GND Vee
NFC Controller
> swp
GND Ve
GND VJ;
Figure 35 Connecting the security controller with ISO/IEC 7816, 12C and SWP (PG-VQFN-32
package)
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Example: ISO/IEC 7816 and SWP

infineon

ISO/IEC 7816-3
Modem / Terminal

contains

8 Ve

SLx97_VQFN32

(c)
GND
Backside

Vee i jo 19 1ISO_0/UART_IO
RST 7 1S0_2/UART_RST NFC Controller
GND

CLK 6 ISO_1/UART_CLK SWP_I00 18 ———— P SWP

GND ® 17 GND
J_ GND Ve
GND GND Vee

Figure 36 Connecting the security controller with ISO/IEC 7816 and SWP (PG-VQFN-32 package)
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