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Copyrights

© Cypress Semiconductor Corporation (an Infineon company), 2018-2021. This document is the property of Cypress
Semiconductor Corporation and its subsidiaries, including Spansion LLC (“Cypress”). This document, including any
software or firmware included or referenced in this document (“Software”), is owned by Cypress under the intellectual
property laws and treaties of the United States and other countries worldwide. Cypress reserves all rights under such
laws and treaties and does not, except as specifically stated in this paragraph, grant any license under its patents,
copyrights, trademarks, or other intellectual property rights. If the Software is not accompanied by a license agreement
and you do not otherwise have a written agreement with Cypress governing the use of the Software, then Cypress
hereby grants you a personal, non-exclusive, nontransferable license (without the right to sublicense) (1) under its
copyright rights in the Software (a) for Software provided in source code form, to modify and reproduce the Software
solely for use with Cypress hardware products, only internally within your organization, and (b) to distribute the Software
in binary code form externally to end users (either directly or indirectly through resellers and distributors), solely for use
on Cypress hardware product units, and (2) under those claims of Cypress’s patents that are infringed by the Software
(as provided by Cypress, unmodified) to make, use, distribute, and import the Software solely for use with Cypress
hardware products. Any other use, reproduction, modification, translation, or compilation of the Software is prohibited.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CYPRESS MAKES NO WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, WITH REGARD TO THIS DOCUMENT OR ANY SOFTWARE OR ACCOMPANYING
HARDWARE, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. No computing device can be absolutely secure. Therefore, despite
security measures implemented in Cypress hardware or software products, Cypress does not assume any liability
arising out of any security breach, such as unauthorized access to or use of a Cypress product. In addition, the products
described in these materials may contain design defects or errors known as errata which may cause the product to
deviate from published specifications. To the extent permitted by applicable law, Cypress reserves the right to make
changes to this document without further notice. Cypress does not assume any liability arising out of the application or
use of any product or circuit described in this document. Any information provided in this document, including any
sample design information or programming code, is provided only for reference purposes. lItis the responsibility of the
user of this document to properly design, program, and test the functionality and safety of any application made of this
information and any resulting product. Cypress products are not designed, intended, or authorized for use as critical
components in systems designed or intended for the operation of weapons, weapons systems, nuclear installations,
life-support devices or systems, other medical devices or systems (including resuscitation equipment and surgical
implants), pollution control or hazardous substances management, or other uses where the failure of the device or
system could cause personal injury, death, or property damage (“Unintended Uses”). A critical component is any
component of a device or system whose failure to perform can be reasonably expected to cause the failure of the
device or system, or to affect its safety or effectiveness. Cypress is not liable, in whole or in part, and you shall and
hereby do release Cypress from any claim, damage, or other liability arising from or related to all Unintended Uses of
Cypress products. You shall indemnify and hold Cypress harmless from and against all claims, costs, damages, and
other liabilities, including claims for personal injury or death, arising from or related to any Unintended Uses of Cypress
products.

Cypress, the Cypress logo, Spansion, the Spansion logo, and combinations thereof, ModusToolbox, WICED, PSoC,
CapSense, EZ-USB, F-RAM, and Traveo are trademarks or registered trademarks of Cypress in the United States and
other countries. For a more complete list of Cypress trademarks, visit cypress.com. Other names and brands may be
claimed as property of their respective owners.
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Overview

Cypress Programmer (CYP) is a stand-alone, cross-platform, flash programmer tool. It replaces several
existing flash programmers for various Cypress devices for MCU and connectivity devices. CYP provides
a graphical user interface to Program, Erase, Verify, and Read the flash of the target device. CYP
supports HEX, SREC, ELF, and BIN programming file formats.

Features

CYP supports the following:
m  Programming Cypress MCUs’ internal and external memories
m  PSoC 6 MCUs, including corresponding starter kits and evaluation boards
m  PSoC 4 MCUs, including corresponding starter kits and evaluation boards

m  loT Wi-Fi/BT platforms (4390x, 4343W, CYW208xx and others), including corresponding starter
kits and evaluation boards

m  Connectivity devices via support of development boards

m  Windows, Linux, and macOS

m  Programming external memory devices using PSoC 6 external memory interfaces (EBI/ QSPI)
m  Programming external memory of loT Wi-Fi devices

m  KitProg3 and MiniProg4 hardware

m  SEGGER J-Link Base and J-Link Ultra hardware

m  OpenOCD via machine interface (M) to 3rd party debug hardware

m  Cross-platform Bridge library — 12C, SPIl, UART communications

m  KitProg3 firmware update

Cypress Programmer GUI User Guide, Document No.: 002-25230 Rev. *E 5
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Acronyms and Abbreviations

The following table lists various acronyms and abbreviations used in this document along with the
associated descriptions.

Term Description

CMSIS Arm® Cortex® Microcontroller Software Interface Standard.

CMSIS-DAP CMSIS Debug Access Port.

CYP Cypress Programmer.

OpenOCD The Open On-Chip Debugger is the debugger tool that provides on-chip programming
support. This tool acts as a backend of the CYP application.

Data File The data file for programming in the hex or binary format

DP The Debug Port register of the Arm Cortex CPU. Used for programming and debugging,

along with the corresponding SWD-address bit selections.

Flash kernel/loader

The firmware file loaded into the MCU’s RAM. Sometimes referred to as RAM program,
Flash kernel, Flash loader.

GDB GNU Project Debugger — GNU.org.

JTAG Joint Test Action Group. Specifies the use of a dedicated debug port while implementing a
serial communication interface for low-overhead access without requiring direct external
access to the system address and data buses.

MCU Microcontroller Unit.

PSoC Programmable System-on-Chip is a family of microcontroller integrated circuits by Cypress.
These chips include a CPU core and mixed-signal arrays of configurable integrated analog
and digital peripherals.

Region Logical areas within the target device the programmer operates on.

SWD Serial Wire Debug interface.

QSPI Quad Serial Peripheral Interface. A name used for SPI external memory interfaces

Document Convention

This guide uses the following conventions:

Convention

Usage

Courier New

Displays file locations and source code:
C:\ ..cd\icc)\, user entered text

Italics

Displays file names and reference documentation:
sourcefile.hex

[bracketed, bold]

Displays keyboard commands in procedures:
[Enter] or [Ctrl] [C]

File > New Project

Represents menu paths:
File > New Project > Clone

Bold

Displays commands, menu paths and selections, and icon names in procedures:
Click the Debugger icon, and then click Next.

Text in gray boxes

Displays cautions or functionality unique to the software or the device.

Cypress Programmer GUI User Guide, Document No.: 002-25230 Rev. *E
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Revision History

Document Title: Cypress Programmer GUI User Guide
Document Number: 002-25230

Revision Date Description of Change
*x 9/28/18 New document.
*A\ 10/30/18 Updates for Production milestone:

e Various screen captures

e Description of the Platforms pull-down menu

e Description of the Clock option in Probe Settings

*B 7/19/19 Updated Cypress Programmer to version 2.1.

e Added Verify Regions menu.

e Added JTAG Chain instructions.

e Added Verify Custom Flash Regions section.

*C 10/11/19 List of changes:

e User Guide clean-up in whole document

e Updated section “Features”

e Updated section “Limitations”

e Updated section “Settings”

e Added section “How to Recover lIoT BT Devices on Failure”

*D 5/4/20 List of changes:

e Updated Cypress Programmer to version 3.0

e Updated screenshots across the document

e Made modifications with new features of CYP 3.0

e Added section “Program eFuse Region of PSoC 6 MCU”

e Corrected mistakes.

*E 3/18/21 List of changes:

e Updated Cypress Programmer to version 4.0.

e Updated all sections with new screenshots

e Updated sections “Getting Started”, “Settings”, “Program PSoC 6 MCU in
JTAG Chain”

e Added section “Program Chip Protected PSoC 4 MCU”

e Corrected mistakes
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Package Contents

The CYP package contains:
m  CypGui executable — The application to program flash of various Cypress devices
m  The drivers and firmware for Cypress MiniProg4, KitProg2, KitProg3 hardware programmers
m  The OpenOCD debugger tool that provides on-chip programming support

m  The cross-platform library that provides access to USB devices.

System Prerequisites

Cypress recommends the following minimum system configuration:
m PassMark CPU score > 2000 (cpubenchmark.net)
m  Minimum of 4 GB RAM

m Minimum 60 MB free disk space

®  Minimum 1280x1024 screen resolution

CYP is supported on the following platforms:
m Windows 7 (x64)
m Windows 10 (x64)
= macOS 10.14, 10.15, 11
m  Ubuntu 18.04 LTS (x64)

Installing on Windows
1. Run the Windows installer program: CyProgrammer_4.0.0.<build>.exe

2. Follow the instructions of the installation wizard.

Cypress Programmer GUI User Guide, Document No.: 002-25230 Rev. *E 8
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Installing on Ubuntu
1. Open a command-line terminal.
2. Unpack the Cypress Programmer installation archive. Run:

tar -xvzf CyProgrammer 4.0.0.<build>.tar.gz

3. Install the rules for the connected programming hardware MiniProg4, KitProg3.

The script install rules. sh script copies 57-cypress_programmer.rules and 70-wiced-
JTAG.rules files to /etc/udev/rules.d. It allows a non-superuser to have access to the connected
devices:

a. Change directory to <cyp_install_dir>/udev_rules.
b. Run:

./install rules.sh.

Installing on macOS
1. Run the pkg installer for the CYP - CyProgrammer_4.0.0.<build>.pkg.
2. Follow the instructions on the installation wizard.

3. Under System Preferences > Security & Privacy > General, choose to Allow the ‘System
software from developer “Cypress Semiconductor” was blocked from loading.’

[ ] 4 i Security & Privacy Q

m FileVault  Firewall  Privacy

A login password has been set for this user = Change Password...

Require password = 5 minutes d after sleep or screen saver begins
Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from: l

System software from developer "Cypress Semiconductor” was Allow
blocked from loading.

|_| Click the lock to make changes.

Cypress Programmer GUI User Guide, Document No.: 002-25230 Rev. *E 9
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Run CYP

To run the CYP application, navigate to the install location and run the executable. See Installing CYP.
The GUI opens and looks similar to this:

Cypress Programmer - O X

File View Options Help

- Probe/Kit: None Platform: '_j } ; ]

Open Power Connect Erase Program Read Verify
Settings X
Program Settings
File C:/hexfwiced-bt/ CYWQ20719B820Q40EVE-01/BLE_Beacon_download.hex E
Reset Chip

Probe Settings

Log

Info : [CyBridge] Start API initialization

Info : [CyBridge] Hardware initialization complete 573 ms

Please attach USB probe device to proceced e Not Connected

In this case, no kit or device is connected, and a message displays asking you to connect a device.

Cypress Programmer GUI User Guide, Document No.: 002-25230 Rev. *E 10
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1. Connect the device to the host computer. Select the device name in the Probe/Kit drop-down,
and CYP will display information under Probe Settings (if the Settings section is viewable).

Cypress Programmer - m| X
File View Options Help
= | [
Probe/Kit: CYSBCKIT-062-WiFi-BT-1616176C0322. «  Platform: PSoC 61/6 0 O '_:] } = j
Open Power  Connect Erase Program Read Verify
Settings X
Program Settings
File [
Reset Chip
Verify Regions
External Memory [l
Program Security Data[_]
Probe Settings
Interface SWD
Voltage (V) 3.3 -
Reset Type Soft -
Sflash Restrictions Erase/Program Sflash prohibited -
Log
Info : [CyBridge] Start API initialization
Info : [CyBridge] Hardware initialization complete 825 ms
Info : Connected - KitProg3 CMSIS-DAP BULK-1616176C@3227480 FW Version 2.21.1085
Info : Selected Device: CYBCKIT-862-WiFi-BT-1616176(0322740@
Press F1 for help _ Not Connected
2. Click Open.
Cypress Programmer - O X
File View Options Help
(= | s
E Probe/Kit: | CYBCKIT-062-WiFi-BT-1616176C0322° v Platform: PSoC 61/6 0 0 'j } = j
Open

Cypress Programmer GUI User Guide, Document No.: 002-25230 Rev. *E
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On the Open Programming File dialog, navigate to the location of the HEX, SREC, ELF, or BIN
file to load, select it, and click Open.

Open Programming File X
« v 1 <« Windows (C:) »> hex > CY8CKIT-062-BLE v O £ Search CYSCKIT-062-BLE
Organize New folder =~ [ o

A - -
@ OneDrive Name Date modified Type
7 7/ / - PA FF
= This PC \T] ble_app.elf 7/22/2019 1:19 PM ELF File
) __| BlinkyLED_mainapp_final.elf 4/12/2019 5:35 PM ELF File
_ 3D Objects = : ) .
L] BlinkyLED_mainapp_final.hex 6/19/2019 2:02 PM HEX File
[ Desktop
\‘j::] Documents
l- Downloads
I’ Music
&=/ Pictures
i Videos
%+ Windows (C)
¥ Network vl o
File name: | BlinkyLED_mainapp_final.nex V‘ Programming Files (*hex *srec ~

Connect Device

1. |Ifthe device is not powered, the status message “Not Powered” is displayed in the Status Bar.

Click Power to power up the device.

Cypress Programmer

- [m] X

Eile View Options Help

2 ®©O 0 " D@

Probe/Kit: CYBCKIT-062-WIiFi-BT-1616176C0322] v Platform: PSoC 61/6 = =
Open Power  Connect Erase Program Read Verify

Settings x
Program Settings

File C:/hex/CYSCKIT-062-BLE/BlinkyLED_mainapp_final.hex E

Reset Chip

Verify Regions
External Memory [
Program Security Data[_]

Probe Settings

Interface SWD

Voltage (V) 3.3 -
Reset Type Soft -
Sflash Restrictions Erase/Program Sflash prohibited

Log

Info : [CyBridge] Start API initialization

Info : [CyBridge] Hardware initialization complete 884 ms

Info : Connected - KitProg3 CMSIS-DAP BULK-1616176C@3227408 FW Version 2.21.1805
Info : Selected Device: CY8BCKIT-@62-WiFi-BT-1616176C@3227400

Press F1 for help Not Powered Not Connected

Cypress Programmer GUI User Guide, Document No.: 002-25230 Rev. *E 12
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2. Click Connect. CYP communicates with the device and displays various messages in the Log.
Then, a message in the Status Bar indicates that it is connected.

Cypress Programmer GUI User Guide, Document No.: 002-25230 Rev. *E

Cypress Programmer - m} X
File View Options Help
] —
Probe/Kit: CYBCKIT-062-WiFi-BT-1616176C0322. ~ Platform: PSoC 61/6: ~ @ C‘D Q‘B 8
Open Fower Disconnect  Erase Program Read Verify
Settings X
Program Settings
File C:/hex/CYSCKIT-062-BLE/BlinkyLED_mainapp_final. hex [
Reset Chip
Verify Regions
External Memory
Program Security Data
Probe Settings
Interface SWD
Voltage (V) 3.3 o
Reset Type Soft -
Sflash Restrictions Erase/Program Sflash prohibited -
Log
- " —
Info : #@ : psocb_main_cm@ (psock) at Ox10000000, size Ox00100000, buswidth 4, chipwidth 4 ~
Info : #1 : psocb_work_cm@ (psock) at @xl , size , buswidth 4, chipwidth 4
Info : #2 : psocb_super_cm@ (psocb) at ©x16000000, size Bx80008000, buswidth 4, chipwidth 4
Info : #3 : psocb_efuse_cm@ (psoch_efuse) at @x90760008, size Bx00000400, buswidth 1, chipwidth 1
Info : #4 : psocb main_cmd (virtual) at 8x108000080, size OxPOOOOOOB, buswidth @, chipwidth B
Info : #5 : psoch work_cmd (virtual) at @xl , size , buswidth @, chipwidth @
Info : #6 : psocb_super_cmd (virtual) at @x16000008, size OxPOBOOOAQ, buswidth @, chipwidth @
Info : #7 : psoct_efuse_cmd (virtual) at 8x90700000, size BxB0000400, buswidth 1, chipwidth 1
Info : cyp status: OK
Info : cyp_get mpn
Info : ** Detected device PN: CY8C6247B7I-D54 SiliconID: E286 Revision: 22 FamilyID: 108 DIE:
PSoCeABLE2 v
Connected to the target device _ CY8C6247BZI-D54

13
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Program Device

Click Program. CYP downloads the program file onto the device and displays messages in the Log.

Cypress Programmer — O X

Eile View Options Help

=" ™
Probe/Kit: CYBCKIT-062-WiFi-BT-1616176C0322 ~ Platform: PSoC 61/6. v @ @ 03 (‘é.l)
Open Fower Disconnect — Erase Program Read Verify
Settings X
Program Settings
File C:/hex/ CYBCKIT-062-BLE/BlinkyLED_mainapp_final.elf E
Offset 0x0
Reset Chip

> Verify Regions
External Memory
Program Security Data

Probe Settings

Interface SWD
Voltage (V) 33 -
Reset Type Soft -
Sflash Restrictions Erase/Program USER/TOC/KEY allowed =
Log
Info : [180%] [ 1 [ Programming ] ~
Info : Padding image section 7 at @x10804al® with 496 bytes (bank write end alignment)
Info : [100%] [ 1 [ Erasing 1
Info : [1@0%] [ ] [ Programming ]

Info : wrote 17928 bytes from file C:/hex/CYSCKIT-862-BLE/BlinkyLED mainapp_final.elf in @.733965s
(23.843 KiB/s)

Info : ** Programming Finished **

Info : cyp status: OK

Info : cyp_get mpn

Info : ** Detected device PN: CY8C6247B71-D54 SiliconID: E286 Revision: 22 FamilyID: 108 DIE:

PSoC6ABLE2
Info : reset run
Info : SWD DPIDR @x6ba@2477 v

et g sy e g coceezos

Save Log File

Right-click in the Log section and select Save As.

Log

In¥o : target halted due to debug-request, current mode: Thread A
Info : xPSR: @x6 pc: @xl msp:

Info : ** Programming Started **

Info : auto erase enabled

Info : Flash write discontinued at @x1eeelf9a@, next section at LAGRA DA

Info : Padding image section 3 at @x18801%a@ with 96 bytes (ban Copy ment )

Info : [188%] [ 1 [ Erasing 1

Info : [1ee%] [ 1 [ Programming ] Select All

Info : Padding image section 7 at @x18884s1@ with 496 bytes (ban nment )

Info : [188%] [ 1 [ Erasing ] Save As

Info : [1ee%] [ 1 [ Programming ] Clear

Info : wrote 17928 bytes from file D:/hex/BlinkyLED_mainapp_fina 4s (28.834 KiB/s)

Info : ** Programming Finished *=*

Info : cyp status: OK

Info : cyp_get_mpn =
Info : ** Detected dewice PN: CY8C6247BZI-D54 SiliconID: E286 Revision: 22 FamilyID: 18@ DIE: PSoCBABLEZ2 LI
Info : true -

Note You can also select the Select All command to select the text, then copy and paste the text to the
file you selected.
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CYP contains menus and toolbar commands to perform actions. This chapter describes the various GUI
elements.

Cypress Programmer - O X
File View Options Help
M .
Probe/Kit: CY8CKIT-062-WiFi-BT-1616176C0322. ~ Platform: PSoC 61/6. ~ @ ﬁ';_j {-E Q @
Open FPower Disconnect Erase Program Read Verify
Settings s

Program Settings

File C:/hex/CYBCKIT-062-BLE/BlinkyLED_mainapp_final.elf (L)
Offset 00
Reset Chip

Verify Regions
External Memory
Program Security Data

Probe Settings

Interface SWD
Voltage (V) 3.3 -
Reset Type Soft -
Sflash Restrictions Erase/Program USER/TOC/KEY allowed =
Log
Info : flash 'psoc6_efuse' found at @x987000800 ~

Info : #8 : psoch_main_cm® (psoch) at Bx1000BEA0, size BxBO100B00, buswidth 4, chipwidth 4

Info : #1 : psoc6 work_cm@ (psoc6) at 8x14800000, size Ox0P0OB00O, buswidth 4, chipwidth 4

Info : #2 : psoch_super_cmB (psock) at Bx16PB0B00, size BxBBOOB00O, buswidth 4, chipwidth 4

Info : #3 : psoch_efuse cmB (psoc6_efuse) at Bx90700008, size BxPOOBOABO, buswidth 1, chipwidth 1
Info : #4 : psoc6_main_cmd (virtual) at ©x10008000, size Ox00OOBOVPO, buswidth ©, chipwidth @
Info : #5 : psoch_work_cmd (virtual) at 8x14808008, size BxBOOBOOOO, buswidth B, chipwidth @
Info : #6 : psoch_super_cmd (virtual) at Bx16000080, size Ox0OBOOOOA, buswidth 8, chipwidth @
Info : #7 : psoch_efuse_cmd (virtual) at 8x960700008, size Bx0P0BOABB, buswidth 1, chipwidth 1
Info : cyp status: OK

Info : cyp_get_mpn

Info : ** Detected device PN: CY8C6247BZI-D54 SiliconID: E286 Revision: 22 FamilyID: 100 DIE:
PSoCEABLE2 “

Connected to the target device _ CYBC6247BZI-D54
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Menus
File
The File menu contains the following commands:
m  Open (Ctrl+O) — Opens the programming file.
m  Connect/Disconnect (Alt+Q) — Connects and disconnects the selected device.
m  Program (Alt+G) — Programs the selected device with the selected file.
m Erase (AlIt+E) — Erases the selected device.
m  Read (Alt+R) — Reads flash of the selected device into a HEX or SREC file.
m  Verify (Alt+Y) — Verifies that the selected device is programmed correctly.

m  Recent Files — Lists up to five recently loaded programming files.
m  Exit (Alt+F4) — Closes the CYP application.

View

The View menu contains the Settings check box. Select it to view the Settings section of the window;
unselect it to hide the Settings section. See Settings.

Options

The Options menu contains the following commands:

m  Programmer Options (Alt+T) — Opens the Programmer Options dialog to set the Upgrade
Firmware mode and other options.

1. Upgrade Firmware mode:

m Programmer Options - Cypress Programmer X
MName Value
Upgrade Firmware Show Pop-Up <

OpenOCD Telnet Port ‘4445 ‘

O Automatically — The firmware is updated automatically when the tool opens.
O Show Pop-up — Adialog displays asking if you want to upgrade the firmware.
O Ignore — The firmware is not updated and no prompt displays.

2. OpenOCD Telnet Port:

This option specifies the port number of the OpenOCD telnet connection.

m Upgrade Firmware (Alt+U) — When this command is enabled, select it to upgrade the
programmer firmware on the device.
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Verify Regions
The Verify Regions menu is available only if Verify Regions option is selected in Program Settings.
m  Add Region — Adds a custom flash region to the Verify Regions list.

m Reload Regions — Resets the Verify Regions list to the default state corresponding to the flash
map of the target.

m  Undo (Ctrl+Z) — Undo the last change in the Verify Regions list.
m  Redo (CtrI+Y) — Redo the last change in the Verify Regions list.

m Verify — Initiates the Verify device operation.

Help

The Help menu contains the following commands:
m  View Help (F1) — Provides access to this document.

m  About Cypress Programmer — Opens the About box.

Toolbar

The toolbar contains the Open, Connect, Erase, Program, Read, and Verify commands, which are also
located on the File menu. This area also contains the following:

Probe/Kit and Platforms

If you have more than one device connected to your computer, use these pull-down menus to select the
specific probe and target platform to use.

E} Cypress Programmer

File View Options Help

=
Probe/Kit: | CYBCKIT-062-WiFi-BT-1616176C0322. - | Platform: PSoC 61/6
Open None
. CY8BCKIT-062-BLE-1616176C03227400
Settings

| CYBCKIT-062-WiFi-BT-1616176C0...
CYW943012P6EVB-01-1616176C0...

Program Settings

File C:/hex/CYBCKIT-062-BLE/BlinkyLED_mainapp_final.elf

rm: [PSoc 61/62/63 +|
PSoC 61/62/63 Po
|PSoC 64

Power

Use the Power \-) button to power on and off the selected device.
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Connect

Use the Connect ‘h-) button to connect to and disconnect from the selected device.

Settings
The Settings section of the tool allows you to update the program and probe/target settings as follows:

Program Settings
m  File — Use this to select the programming file to perform actions on or with.

m Offset — This is an optional offset parameter; it can be an integer or hexadecimal value. The
relocation offset is added to the base address for each section in the image when the image is
programmed. This option is visible only if a binary or elf file is selected for programming
operations.

m  Reset Chip — Use this to reset the chip after the Program operation completes. This option resets
the target chip and runs the programmed firmware on it.

m Verify Regions — Use this option to define flash regions used during device verification. This
allows to verify user defined flash regions of the PSoC MCU. This option does not change
behavior of the Program operation. See Verify Custom Flash Regions of PSoC 6 MCU for details.

m External Memory — Enables/disables the programming of external memory in the target device.
For PSoC 6x MCUSs, this option enables programming of the QSPI regions. This is also used for
programming external memory of loT Wi-Fi devices.

m  Program Security Data — Allows programming security regions if the target device supports this
capability. For example, for PSoC 61 PSoC 62, and PSoC 63 MCUs, this option enables
programming the eFuse region.

m  Target AP — Allows you to select the target access port (DAP) that will be used for programming.
Possible values include: CM0, CM4, and SYS_AP. This option is available only for PSoC 64
MCUs.

m  Flash Size Limit — Limits the size of application flash available for programming operations. This
option is available only for PSoC 64 MCUs.

m  Programming Mode — Use this option to define programming mode for PMG1 devices. The
mode options include:

O Reset - this programming mode enables acquisition of the target device in the Test mode.
O PowerCycle - In this mode the programmer cycles power to acquire the device.

Probe Settings

The Probe settings allow you to configure the programming and target device before you connect to it.
These settings are available when CYP is not connected to the device.

m Interface — To select the hardware (debug) interface for communication with the target device.
The possible values include: SWD and JTAG if supported by the device.

m JTAG Chain — To select the interested target device in the JTAG chain. This option is only
available for probes supporting JTAG interface. See Program PSoC 6 MCU in JTAG Chain for
details.

m  Voltage (V) —To select the power supply voltage of the target device in Volts. This option is
available only if the selected probe has the power control capability.
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m Clock (KHz) — To select the frequency of the hardware interface in KHz. This option is available
only if the selected probe supports configurable frequencies.

m  Reset Type — Specifies the type of the Reset Chip operation. The possible values include: Soft
and XRES:

O Soft is a software reset type that sends the system reset request to the ARM core.
O XRES is a hardware reset type that toggles the XRES hardware line.

m Sflash Restrictions — Specifies the Sflash programming behavior for PSoC 6 MCUs. This option
is available only for PSoC 61/62/63 MCUs. The possible values include:

O Erase/Program of Sflash is prohibited.

O Erase and Program of USER/TOC/KEY is allowed.

O Erase of USER/TOC/KEY and Program of USER/TOC/KEY/NAR is allowed.
O Erase and Program of entire Sflash is allowed.
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This chapter covers the various programming operations you can perform using CYP tool.

Erase Device

1. Connect to the device (see Connect Device).
2. Click the Erase button.

CYP erases the device and displays various messages in the Log. Then, a message in the Status Bar
indicates that the device was erased successfully or that an error occurred.

Cypress Programmer - O X
File View Options Help
= —
Probe/Kit: CYBCKIT-062-WiFi-BT-1616176C0322: v Flatform: PSoC61/6 ~ @ @ @ Q @
Open Power Disconnect | Erase |Program Read Verify
Settings s

Program Settings

File C:/hex/CY8CKIT-062-BLE/BlinkyLED_mainapp_final.elf ()
Offset 00
Reset Chip

Verify Regions
External Memaory
Program Security Data

Probe Settings

Interface SWD
Violtage (V) 3.3 =
Reset Type Soft -
Sflash Restrictions Erase/Program USER/TOC/KEY allowed =
Log
Some SFlash rows were skipped during erase, see 'sflash_restrictions' command ~

Info : erased sectors @ through 63 on flash bank 2 in ©.278954s

Info : ** Erasing bank 1 **

Info : [1@08%] [ 1 [ Erasing 1

Info : erased sectors @ through 63 on flash bank 1 in ©.827389s

Info : ** Erasing bank @ **

Info : [1@08%] [ 1 [ Erasing 1

Info : erased sectors @ through 2847 on flash bank 8 in ©.154842s

Info : cyp status: OK

Info : ** Erased OK **

Info : cyp_get_mpn

Info : ** Detected device PN: CY8C6247BZI-D54 SiliconID: E206 Revision: 22 FamilyID: 10@ DIE:
PSoC6ABLE2 W

e e
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Program Device
1. Connect the device to the host computer and select it in the Probe/Kit drop-down.

2. Select the programming file as described in Load Programming File section.

3. Connect to the device (see Connect Device).

4. Click the Program button.

CYP programs the device and displays various messages in the Log. Then, a message in the Status Bar
indicates that device was programmed successfully or that an error occurred.

Cypress Programmer - O X
File View Options Help
~3i (=
Probe/Kit: CY8CKIT-062-WiFi-BT-1616176C0322] ~ Platform: PSoC 61/6. ~ @ C"] @ {é.l) &3
Open Power Disconnect  Erase | Program | Read Verify
Settings x
Program Settings
File C:/hex/CY8CKIT-062-BLE/BlinkyLED_mainapp_final.elf ()
Offset 0x0
Reset Chip ]

» Verify Regions
External Memaory
Program Security Data

Probe Settings

Interface SWD
Violtage (V) 3.3 -
Reset Type Soft -
Sflash Restrictions Erase/Program USER/TOC/KEY allowed ¥
Log
Info : Padding image section 3 at Bx188819a@ with 96 bytes (bank write end alignment) -~

Info : [108%] [## ##] [ Erasing 1

Info : [108%] [## ##] [ Programming ]

Info : Padding image section 7 at Bx180884al® with 496 bytes (bank write end alignment)

Info : [1@08%] [ 1 [ Erasing 1

Info : [1ee%] [ 1 [ Programming ]

Info : wrote 17928 bytes from file C:/hex/CY8CKIT-862-BLE/BlinkyLED_mainapp_final.elf in @.743345s
(23.542 KiB/s)

Info : ** Programming Finished **

Info : cyp status: OK

Info : cyp_get_mpn

Info : ** Detected device PN: CY8C6247BZI-D54 SiliconID: E206 Revision: 22 FamilyID: 10@ DIE:
PSoC6ABLE2 W

s L
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Program Device and Reset Chip

1. Connect the device to the host computer and select it in the Probe/Kit drop-down.

Connect to the device (see Connect Device).

o bk wN

Click the Program button.

Select the Reset Chip check box under Program Settings.

Select the programming file as described in the Load Programming File section.

Programming Operations

CYP programs the device and displays various messages in the Log. Then, a message in the Status Bar
indicates that the device was programmed successfully or that an error occurred.

Cypress Programmer - O X
File View Options Help
<3 s
Probe/Kit: CY8CKIT-062-WiFi-BT-1616176C0322] ~ Platform: PSoC 61/6. ~ @ @ ﬁi Q @
Open Power Disconnect  Erase |Program| Read WVerify
Settings s
Program Settings
File C:/hex/CY8CKIT-062-BLE/BlinkyLED_mainapp_final.elf ()
Qffeat fateal
I Reset Chip I
Verify Regions
External Memaory
Program Security Data
Probe Settings
Interface SWD
Violtage (V) 3.3 -
Reset Type Soft N
Sflash Restrictions Erase/Program USER/TOC/KEY allowed =
Log
Info : [1eex] [ 1 [ Programming ] A
Info : Padding image section 7 at Bx180884al® with 496 bytes (bank write end alignment)
Info : [1@08%] [ 1 [ Erasing 1
Info : [1@08%] [ 1 [ Programming ]
Info : wrote 17928 bytes from file C:/hex/CY8S8CKIT-862-BLE/BlinkyLED mainapp_final.elf in 8.732562s
(23.889 KiB/s)
Info : ** Programming Finished **
Info : cyp status: OK
Info : cyp_get_mpn
Info : ** Detected device PN: CYBC6247BZI-D54 5iliconID: E286 Revision: 22 FamilyID: 1€@ DIE:
PSoC6ABLE2
Info : reset run
Info : SWD DPIDR @xt6ba®2477 W

v ropmmmedsessily L e cocoon

The target device is reset and running.
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Program Binary File with Offset
1. Connect the device to the host computer and select it in the Probe/Kit drop-down.

Select the binary programming file as described in the Load Programming File section.

Connect to the device (see Connect Device).

Enter the desired address in the Offset field under Program Settings.

o bk wN

Click the Program button.

CYP programs the device and displays various messages in the Log. Then, a message in the Status Bar
indicates that the device was programmed successfully or that an error occurred.

Cypress Programmer — O X
File View Options Help
= —
Probe/Kit: CY8CKIT-062-WiFi-BT-1616176C0322] ~ Platform: PSoC 61/6. ~ @ @ @ Q &3
Open Power Disconnect Erase Program Read WVerify
Settings s

Program Settings

L Co/hexisamp E,t"n E]
Offset 0x10000000

||

Verify Regions
External Memaory
Program Security Data

Probe Settings

Interface SwWD
Violtage (V) 3.3 =
Reset Type Soft -
Sflash Restrictions Erase/Program USER/TOC/KEY allowed =
Log
IMTO T p5U0C0.CpP0. M TIEIET Ule [0 UeDug-reques T, CUrTent moueET Trregdu

Info : xPSR: @x61800000 pc: @x1688488c msp: ©00E8088

Info : ** Programming Started **

Info : auto erase enabled

Info : [1@08%] [ ##] [ Erasing 1

Info : [160%] [ ##] [ Programming ]

Info : wrote 131872 bytes from file C:/hex/sample.bin in 4.893512s (31.269 KiB/s)

Info : ** Programming Finished **

Info : cyp status: OK

Info : cyp_get_mpn

Info : ** Detected device PN: CYBC6247BZI-D54 5iliconID: E286 Revision: 22 FamilyID: 1@ DIE:
PSoCBABLE2

Info : reset run

Info : SWD DPIDR @x6ba@2477 v

e ropmmmedssssily L e coconon
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Program External Memory

1. Attach and select a device that supports external memory (for example, CY8CKIT-062-WiFi-BT
with QSPI support).

2. Select the External Memory option under Program Settings.

Cypress Programmer - O x
File View Options Help
L= =N
Probe/Kit: | CYBCKIT-062-WiFi-BT-1616176C0322. ~ | Platform: PSoC 61/6 O O ’] ] = j
Open Power  Connect Erase Program Read Verify
Settings X
Program Settings
File C:/hex/psoc/ CYSCKIT-062-WIFI-BT/mtb-example-psoct-hello-world. hex E

Reset Chip
Verify Begions

External Memory I
Program >ecunty Datal_|

Probe Settings

Interface SWD

Voltage (V) 3.3 -
Reset Tvpe Soft -
Sflash Restrictions Erase/Program USER/TOC/KEY allowed | -

3. Select the programming file as described in the Load Programming File section. The
programming file should contain external memory region(s) and correct QSPI configuration data.

4. Select Erase/Program USER/TOC/KEY allowed option under Probe Settings > Sflash
Restrictions.

Connect to the device (see Connect Device).

6. Click the Program button.
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CYP programs the device and displays various messages in the Log. Then, a message in the Status Bar
indicates that the device was programmed successfully or that an error occurred.

Cypress Programmer — O X

File View Options Help

~ ™ (=
Probe/fKit: CYBCKIT-062-WiFi-BT-1616176C0322; ~ Flatform: PSoC 61/6. ~ _) @ @ (é.l:) &3

Open Power Disconnect Erase |[Program | Read Verify
Settings x
Program Settings
File C:/hex/psoct/ CYBCKIT-062-WIFL-BT/mtb-example-psocé-hello-world.hex E]
Reset Chip

» Verify Regions
External Memory
Program Security Data

Probe Settings

Interface SWD

Voltage (V) 3.3 o
Reset Type Soft -
Sflash Restrictions Erase/Program USER/TOC/KEY allowed ¥

H FSINg T N
Info : Programming ]
Info : Erasing 1
Info : Programming ]
Info : Erasing 1
Info : [ Programming ]

Info wrote 16823296 by'tes from file C:/hex/psoc6/CYBCKIT-062-WIFI-BT/mtb-example-psoc6é-hello-

world. hex in 179.831512s (91.358 KiB/s)

Info : ** Programming Finished **

Info : cyp status: OK

Info : cyp_get_mpn

Info : ** Detected device PN: CYBC6247BZI-D54 SiliconID: E286 Revision: 22 FamilyID: 108 DIE:

PSoCBABLE2

Info : reset run

Info : SWD DPIDR @x6ba@2477 v

s L
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Program PSoC 6 MCU in JTAG Chain

1. Connect the host computer to a MiniProg4 or J-Link probe attached to several MCU targets in the
JTAG chain.

The following hardware configuration is used in this example:

- MiniProgd |« N
DI TDO
PSoC 61/62/63
PSoC §1/62/63
TAP 10 [ TAP 11 f—
“— TAPO —® TAP1 [
.
p
PS0C 51/62/63 PSoC 61/62/63 PSoC 61/62/63 PSoC 51/62/63
3 TAPZ [% TAP3 TAP4 [» TAPS TAPS [% TAPT TAPS [ TAPO H—

The sample JTAG chain configuration contains six serially connected PSoC 6 MCU targets.

2. Select the MiniProg4 probe in the Probe/Kit drop-down and CYP will display information under
Probe Settings. Ensure the JTAG chain is powered.

3. Select the JTAG interface in the Interface drop-down.

E’ Cypress Programmer

File View Options Help
=] i -~
Probe/Kit: MP4 BULK-09 1D 10C800287400 ~ | Platform: |PSeC 61/62/63 O O j j = j
Open Power  Connect Erase Program Read Verify
Settings

Program Settings

File C:/PROGTOOLS /garbage_hex_generator fcyopenocd_regression-iow-4, 2-elfconverter,bin/file/20819_20820/20819A1_flash_empty.hex
Reset Chip

Verify Regions

External Memaory O

Program Security Data O

Probe Settings
Interface
¥ JTAG Chain
[0] PSoC 61/62/63
[1] PSoC 61/62/63
[2] PSoC 61/62/63
[3] PSoC 61/62/63
[4] PSoC 61/62/63
[5] PSoC 61/62/63
Voltage (V)
Reset Type Soft
Sflash Restrictions Erase /Program USER[TOC/KEY allowed

2

~N®@O0000

tn
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4. CYP queries the JTAG chain and displays detected devices under the JTAG Chain option in
Probe Settings. The list of devices in the chain contains target names for supported devices and
ID codes for those which are not supported.

Ea Cypress Programmer

File View Options Help

= | [- [
Probe/Kit: MP4 BULK-09 1D 10C300237400 ~ | Platform: |PSeC 61/62/63 O O j j = j
Open Power Connect Erase Program Read Verify
Settings

Program Settings

File C:/PROGTOOLS /garbage_hex_generator fcyopenocd _regression-icw-4. 2-elfconverter fbin/file/20813_20820,/20819A1_flash_empty.hex
Reset Chip

Verify Regions

External Memory O

Program Security Data O

Probe Settings
Interface JTAG
~ JTAG Chain c
[0] PSoC 61/62/63 O
[1] PSoC 61/62/63 O
[2] PSoC 61/62/63 O
[3]1 PSoC 61/62/63 O
®
2

Gt
[5] PSoC 61/62/63

Voltage (V) A

Reset Type Soft

Sflash Restrictions Erase/Program USER/TOC/KEY allowed

Select the desired target device in the list by clicking the radio button next to the target name.

Select the programming file as described in the Load Programming File section.

Click Connect. CYP communicates with the device and displays various messages in the Log.
Then, a message in the Status Bar indicates that it is connected.

[[Info : %2 : psoch_super_cm@ (psoch) at Ox16800000, size BxBPOPSOPE, buswidith 4, chipwidth 4

Info : #3 : psoc6_efuse_cm@ (psoc6_efuse) at @x98708808, size Bx@888B4B8, buswidth 1, chipwidth 1

Info : #4 : psoc6_main_cm4 (virtual) at @x18866088, size BxBBEEBE88, buswidth @, chipwidth @
Info : #5 : psoc6_work_cm4 (virtual) at @x14866008, size BxBBEEBE88, buswidth @, chipwidth @
Info : #6 : psoc6_super_cmd (virtual) at @x15600998, size BxBBBBBEBE, buswidth 8, chipwidth @
Info : #7 : psoc6_efuse_cmd (virtual) at 8x98700908, size BxBBBBB4BB, buswidth 1, chipwidth 1
Info : cyp status: OK

Info : cyp_get_mpn

Info : ** Detected device PN: CYBC5247BZI-D54 SiliconID: E286 Revision: 22 FamilyID: 1@@ DIE
PSOCGABLE2

1 [m]

Connected to the target device Powered: 3193 mV CY8C6247BZI-D54
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8. Click the Program button.

CYP programs the device and displays various messages in the Log. Then, a message in the
Status Bar indicates that the device was programmed successfully or that an error occurred.

5 Cypress Programmer - m] X

Eile View QOptions Help

- =N
Probe/Kit: | MP4 BULK-091D10C800287400 T | Platform: PSoC61/62f6s v () »H D S @

Open Power Disconnect = Erase Program Read Verify
Settings ®
Program Settings
File C:/OpenOCD_TEST_DATA/bin/file/CYSCE347821-BLD53/CYBCH3476ZI-BLD53_main. hex E]
Reset Chip

> Verify Regions
External Memary

Program Security Data

Probe Settings
Interface ITAG K
~ ITAG Chain (e3
[0] PSoC &1/62/63
[1] PSoC &1/62/63
[2] PSoC 61/62/63
[3] PSoC 61/62/63

[4] PSoC 61,
[5] PSoC 61/62/63
Voltage (V) 2.5 K
Reset Type Soft R
Sflash Restrictions Erase/Program USER/TOC/KEY allowed v
Log
Info : =+ Program Image C:/OPenULU_TEST_UATA/DIN/¥11e/VBLb34/BZI-BLU53/ LVBL634/BL1-BL053_main.nex ofise ~
Info : psoc6.cpu.cm® halted due to debug-reguest, current mode: Thread
Info : xPS5R: 9x61900000 pc: ©x000007T00 msp: Ox03047300
Info : psocB.cpu.cm@: bkpt @8x1888131, issuing SYSRESETREQ
Info : psoct.cpu.cm® halted due to debug-reguest, current mode: Thread
Info : xPSR: 8x21800080 pc: ex10800138 msp: @xe3024000
Info : ** psoch.cpu.cmd: Ran after reset and before halt...
Info : psocB.cpu.cmd halted due to debug-regquest, current mode: Thread
Info : xPSR: @x61888888 pc: 8x1688488c msp:
Info : ** Programming Started *#
Info : auto erase enabled
Info : [188%] [ 1 [ Erasing 1
Info : [1ee%] [ 1 [ Programming 1]
Info : wrote 1848576 bytes from file C:/OpenOCD_TEST_DATA/bin/File/CY8C6347BZI-BLDS3/CYBCE347BZI-BLDS3 m
Info : ** Programming Finished **
Info : cyp status: OK
Info : cyp_get_mpn
Info : *% Detected device PN: CYBCG6247BZI-DS4 SilicenID: E286 Revision: 24 FamilyID: 18@ DIE: PSocCBABLE2
Info : reset run v
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Verify Device

1. Connect the device to the host computer and select it in the Probe/Kit drop-down.

2. Select the programming file as described in the Load Programming File section.

3. Connect to the device (see Connect Device).
4. Click the Verify button.

CYP performs the Verify device operation and displays various messages in the Log. Then, a message in
the Status Bar indicates that the device was verified successfully or that an error occurred.

Cypress Programmer — O *
File View Options Help

= (=

ProbefKit: CYBCKIT-062-WiFi-BT-1616176C0322; ~  Platform: PSoC 61/6 ~ @ @ @ e 05
Open Power Disconnect Erase Program Read| Verify

Settings x
Program Settings

File C:/hex/CYBCKIT-062-BLE/BlinkyLED_mainapp_final.hex [

Reset Chip

> Verify Regions
External Memory
Program Security Data

Probe Settings

Interface SWD

Violtage (V) 3.3 o

Reset Type Soft -

Sflash Restrictions Erase/Program USER/TOC/KEY allowed -
Log

[IMT0O - - FrODINE Dafk g -

Info : flash "psoct’ found at Bx1E6860008

Info : ** Probing bank 1 **

Info : flash 'psoct’ found at @x14800000

Info : ** Probing bank 2 **

Info : flash °psocté’ found at @x16860008

Info : ** Probing bank 3 **

Info : flash 'psoc6_efuse' found at @x50700000

Info : ** Verifying image C:/hex/CY8BCKIT-062-BLE/BlinkyLED_mainapp_final.hex offset:8 **
Info : verified 1115136 bytes in 4.157334s (261.947 KiB/s)

Info : cyp status: OK

Info : ** Verified OK **

Info : cyp_get mpn

Info : ** Detected device PN: CYBC6247BZI-D54 SiliconID: E286 Revision: 22 FamilyID: 186 DIE:
PSoC6ABLE2 v
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Verify Device with External Memory

1. Connect the device that supports external memory (for example, CY8CKIT-062-WiFi-BT with
QSPI support) to the host computer and select it in the Probe/Kit drop-down.

2. Select the programming file as described in the Load Programming File section. The
programming file should have external memory region(s).

3. Select the External Memory option under Probe Settings.

File  View Options Help
Probe fit: [CYSC!C['I'-OGZJWiFi-BT—].G161?6C0322?400 ¥ | Platform: | PSoC 61/62/6. 0 O 'J _j : j
Open Power  Connect Erase Program Read Verify
Settings x
Program Settings
File D: /hex lubm/CY8CE347BZI-BLDS53_smif_internal_bank.hex E]
Reset Chip [}
Verfy Begigns
External Memory I
Program Security Data [
Probe Settings
Interface SWD
Voltage (V) 3.3 7
Reset Type Soft 7
Sflash Restrictions Erase /Program Sflash prohibited A

4. Connect to the device (see Connect Device).
5. Click the Verify button.
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CYP verifies the device and displays various messages in the Log. Then, a message in the Status Bar

indicates that the device was verified successfully or that an error occurred.

Cypress Programmer — O
File View Options Help

= “ . [
ProbefKit: CY8CKIT-062-WiFi-BT-1616176C0322 = Platform: PSoC 61/6. ~ _) ;Q & 03 Q

QG:

Open Fower Disconnect — Erase Program Read | Verify
Settings X
Program Settings

File C:/hex/psoct/CYSCKIT-062-WIFL-BT/mtb-example-psocs-hello-world. hex E]
Reset Chip
> Verify Regions
External Memory
Program Security Data
Probe Settings
Interface SWD
Voltage (V) 3.3 -
Reset Type Soft -
Sflash Restrictions Erase/Program USER/TOC/KEY allowed -
Log
Info : flash ‘psoct’ found at Bxl4e886080 ~
Info : ** Probing bank 2 **
Info : flash 'psoct’ found at Bx16086080
Info : ** Probing bank 3 **
Info : flash ‘psoct_efuse’ found at ©x90700000
Info : ** Probing bank 8 **
Info : flash ‘cmsis_flash® found at ©x13800008
Info : ** Verifying image C:/hex/psoct/CY8CKIT-@62-WIFI-BT/mtb-example-psoc6-hello-world.hex offset:@
R
Info : verified 1814236 bytes in 8.199423s (216.878 KiB/s)
Info : cyp status: OK
Info : ** Verified OK **
Info : cyp_get_mpn
Info : ** Detected device PN: CY8CE247/BZI-D54 SiliconID: E206 Revision: 22 FamilyID: 18 DIE:
PSoC6ABLE2

e L
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Verify Custom Flash Regions of PSoC 6 MCU

1. Connect the device to the host computer and select it in the Probe/Kit drop-down.

Select the programming file as described in the Load Programming File section.

Connect to the device (see Connect Device).

P W N

Expand Verify Regions option in Program Settings to see the list of flash regions available for
verification. By default, only supported by target device regions are displayed:

O application

O AUXflash

o Sflash

O eFuse

o QSPI
Settings x
Program Settings

File D: fhex/BlinkyLED_mainapp_final.hex E
Reset Chip ]
4 Verify Regions

From To

0x10000000 Ox100f£fFfF

0x14000000 Ox14

0x16000000 Ox16007TELT

0x90700000 Ox907003ff

5. Right-click on Verify Regions, or any region entry, to open the context menu.

Program Settings
File D: fhex/BlinkyLED_mainapp_final. hex E]
Reset Chip =
4 |Verify Regions Add Region
From Reload Regions
0x10000000 Undo
0x14000000 Redo
0x16000000 Verify
0x80700000 vy

6. To add a custom flash region, select Add Region. Select the added list entry, and enter the
correct values for start and end addresses of the region.

Program Settings
File D: fhex/BlinkyLED_mainapp_final.hex E]
Reset Chip [
4 Verify Regions
From To
0x10000000 Ox100f££FE
0x14000000 0x14007T£fE
O0x16000000 Ox1600TEEE
Oxa0700000 Oxa07o003ff
0x10001000 © oxiopooooo
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7. Toremove any region in the list, right-click the desired region entry and select Remove Region.

Program Settings
File
Reset Chip
4 Verify Regions
From
0x10000000
0x14000000
0x16000000
0x80700000
External Memory
Program Security Data

D: fhex flubm/CY8C6347BZI-BLDS3_smif_internal_bank.hex

]

To

Ox100£f£fFff
Ox14007£ff

0

1 cnnTEEE

a

Add Region

Remove Region

Undo

(]

Probe Settings Redo

Interface S Verify

Veltage (V) 3

Reset Type 5 Cut

Sflash Restrictions B Copy

Paste

Log Delete
Info : flash 'psocB' -
Info : flash 'psoch’ Select All
Info : flash 'bsocB’

8. To revert any previous change, select Undo.

9. When finished with the list of regions, start device verification by clicking the Verify button on the

toolbar.
Cypress Programmer - O X
File View Options Verify Regions Help
™ [
ProbefKit: CYSCKIT-062-WiFi-BT-1616176C0322; | Platform: PSoC 61/6: @ fﬁ {:g 1S O—
Open Fower Disconnect Erase Program Read | Verify
Settings x
Program Settings
File C:/hex/lubm/CY8C6347BZ1-BLDS3_smif_internal_bank.hex ()
Reset Chip
~ Verify Regions
From To
0x10000000 Ox100ff££ff

You can also select Verify on the context menu.

Program Settings

File D: fhex BlinkyLED_mainapp_final.hex E]
Reset Chi

biakatla 0 Add Region

4 | Verify Regions

F Reload Regions

rem o

0x10000000 0x100000££F Unde

0x14000000 O0x14007££E Redo

0x10010000 Oxloozooool Verify

L

CYP verifies only for the regions specified in the Verify Regions list. Then, a message in the
Status Bar indicates that the device was verified successfully or that an error occurred.
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10. To reset the Verify Regions list to its default state select Reload Regions from the context

menu. This action will remove all custom regions and load default regions corresponding to the
flash map of the PSoC 6 MCU.

Program Settings
File D: fhexlubm/CYSC347BZI-BLDS3_smif_internal_bank.hex (L)
Reset Chip [

4 |Verify Regions Add Region
From Reload Regions
0x10000000 Undo
0x14000000

Redo
0x16000000 i
Verify
0x90700000
External Memory

Read Device

1. Connect the device to the host computer and select it in the Probe/Kit drop-down.

2. Select the programming file as described in the Load Programming File section.
3. Connect to the device (see Connect Device).
4. Click the Read button.
Cypress Programmer - O *
File View Options Verify Regions Help
: =
Probe/Kit: CY8CKIT-062-WiFi-BT-1616176C03227 Platform: | PSaC 61/6: ® S% \:‘3 ‘c).l Q—E
Open Fower Disconnect Erase Program |Read | Verify
Settings x

5. Onthe Read Device to File dialog, navigate to the location of the HEX or SREC file to be saved,
enter the file name, select the file type in the Save as type drop-down, and click Save.

Read Device to File X
— v 1 > ThisPC > Windows (C) > hex > !read v [&] £ Search Iread
Organize ~ New folder = - 0
W This PC - Name - Date modified Type Size

¥ 3D Objects
[ Desktop

No items match your search

|= Documents

4 Downloads

J’ Music

=] Pictures

E Videos

&7 Windows (C)
¥ Network v >

File pame: ~

Save as type: Programming File (*hex) ~

~ Hide Folders Cancel

Note Under Ubuntu Linux, specify the full file name with an extension (e.g. kp3-dev.srec);
otherwise, the file will be saved in HEX format.
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CYP performs the Read device operation and displays various messages in the Log. Then, a message in
the Status Bar indicates that the device was read successfully or that an error occurred.

@ Cypress Programmer — O *
Eile View Options Verify Regions Help
S .
Probe/Kit: CY8CKIT-062-WiFi-BT-1616176C0322; Platform: | PSoC 61/6: @ (‘ﬁ ‘:ﬂ \l=).| @
Open Power Disconnect Erase Program Read Verify
Settings x

Program Settings

File C:/hex/lubm/CY8C6347BZI-BLD53_smif_internal_bank.hex E]
Reset Chip

Verify Regions

External Memory

Program Security Data

Probe Settings

Interface SWD
Voltage (V) 3.3
Reset Type Soft
Sflash Restrictions Erase/Program USER/TOC/KEY allowed
Log
bank 1 at offset BxBPEOGEBA in B.266674s (119.997 KiB/s) )

Info : ** Reading bank 2, filename C:/Users/Swvynchuk/AppData/Local/Temp/dump_2_ 369898752.bin **

Info : wrote 32768 bytes to file C:/Users/Svynchuk/AppData/Local/Temp/dump_2_369898752.bin from flash
bank 2 at offset BxBOOOBEEE in B.267883s (119.455 KiB/s)

Info : ** Reading bank 3, filename C:/Users/Swvynchuk/AppData/Local/Temp/dump_3 2423259136.bin **
Info : wrote 1824 bytes to file C:/Users/Svynchuk/AppData/Local/Temp/dump_3_2423259136.bin from flash
bank 3 at offset ©x00000008 in B.272995s (3.663 KiB/s)

Info : TARGET: psocb.cpu

Info : set SMIF_BANKS {1 {addr 0x18000008 size Ox01000000 psize Ox200 esize Bx40000}}

Info : region 1 addr ©x18000000 size @xBl080008

Info : Detected SMIF region: @x180808000, size: BxB1000000

Info : ** Reading bank 8, filename C:/Users/Swvynchuk/AppData/Local/Temp/dump_8 482653184.bin **

Info : dumped 16777216 bytes in 138.27898@s (118.485 KiB/s)

Info : cyp status: OK

Info : Converting read binary files to C:/hex/lread/read_kp3_dev.hex

Info : ** Read device Finished ** v

Right click to add or reload regions and verify checksum. Click address to edit Powered: 3253 mv CYBC6247BZI-D54

Program eFuse Region of PSoC 6 MCU
1. Connect the device to the host computer and select it in the Probe/Kit drop-down.

2. Select the programming file as described in the Load Programming File section. The
programming file should contain valid eFuse data region (at address 0x90700000).

3. Select the Program Security Data check box under Program Settings.

@ Cypress Programmer - O X

Eile View Options Help

= ©O 0 M @ 8
Probe/Kit: MP4 BULK-0E13188802237400 ~  Platform: PSoC 61/62/63 ~ = = j
Open Power  Connect Erase Program Read Verify
Settings x

Program Settings

File C:/hex/efuse/efuses.hex E
Reset Chip

Verify Regions
Cotarmal bl —
=

7
Program Security Data |

Probe Settings
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4. Connect to the device (see Connect Device).

5. Click the Program button.

CYP programs the device and displays various messages in the Log. Then, a message in the Status Bar
indicates that the device was programmed successfully or that an error occurred.

Cypress Programmer - O x>
File View Options Help
=" —
ProbefKit: MP4 BULK-OE13188B02237400 ~ Platform: PSoC 61/62/63 ~ @ @ @ (é.l) &3
Open Power Disconnect Erase Program Read Verify
Settings Ead
Program Settings
File C:/hex/efuse/efuses.hex E
Reset Chip

» Verify Regions
External Memory
Program Security Data

Probe Settings

Interface SWD <
Voltage (V) 2.5 =
Reset Type Soft -
Sflash Restrictions Erase/Program USER/TOC/KEY allowed -
Log
Info : psoct.cpu.cmd halted due to debug-request, current mode: Thread A

Info : xPSR: 8x61080000 pc: 0x1608488a msp: B8000000

Info : ** Programming Started **

Info : auto erase enabled

Info - Frase oneration for FEuce hank i< not sypnnorted  <skinning
The efuse bit at address Bx7F[6] has already been blown
The efuse bit at address Bx7F[7] has already been blown

Info : The Life Cycle stage is not present in the programming file

Info : wrote 1024 bytes from file C:/hex/efuse/efuses.hex in 2.112926s (0.473 KiB/s)

Info : ** Programming Finished **

Info : cyp status: OK

Info : cyp_get mpn

Info : ** Detected device PN: CY8C6347BZI-BLD53 SiliconID: E287 Revision: 22 FamilyID: 18@ DIE:

PSoC6ABLE2
Info : reset run
Info : SWD DPIDR Bx6ba@2477 ]

If some eFuse bits have been already programmed before, a warning message “The efuse bit at address
xx has been already blown” appears in Log.
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Program PSoC 4 MCU With Protected Flash

Flash protection allows you to protect any PSoC 4 flash rows from being written. Applying protection to
the user data with CYP is nothing more than programming a data file containing appropriate flash
protection region (at the address 0x90400000).

Programming data into protected flash region will fail with “Programming Failed” error.

Cypress Programmer — O x
Eile View Options Help

=] [

ProbefKit: CYBCKIT-041-41XX-001D07B303105400 ~ Platform: PSoC4 ~ @ C‘B ‘:g 8 03
Open Power Disconnect Erase Program Read Verify

Settings X
Program Settings

File C:/hex/psoc4/41005/BreathingLED_small3.hex E

Reset Chip

Verify Regions

Probe Settings

Interface SWD
Reset Type Soft -

Log

IO s pSUT CPU MO oW WUE TU GTDUE T CET STy O Tt Woee T T s
Info : xPSR: @xal@@@ee0 pc: 0x10000040 msp: 0x20001fe8
Info : ** Device acquired successfully
Info : ** Programming Started **
Info : auto erase enabled
Info : Flash write discontinued at BxB808808cB, next section at BxBBBB6TEB
Info : Padding image section @ at BxBEOABOCR with 64 bytes (bank write end alignment)

Only mass erase available, erase skipped! (psoc4 mass_erase <bank_id>)
Info : [1e8%] [ 1 [ Programming ]

i ! k_ids)

Error: [ 64%] [#HHEHEHEHERHEREHRRERE 1 [ Programming ]Error: Flash algorithm reported
failure - "Row Protected - The row id provided is a protected row™
Frror: error writing to Tlash at address BxDODBOBBE at offset OxOOOORTEH
Error: cyp status: ERROR
Info : Program device failed
Error: C:/Program Files (x86)/Cypress/Cypress Programmer 4.8/./scripts/cyp_base default.tcl:38:
Error: ** Programming Failed **
Error: in procedure ‘program_device'
Error: at file "C:/Program Files (x86)/Cypress/Cypress Programmer 4.8/./scripts/
cyp_base_default.tcl”, line 38
Info : cyp_get_mpn w

Error: Program device failed _ Connected

Use the Erase button to un-protect user flash rows from writing.
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Program Chip-Protected PSoC 4 MCU

The chip-level protection mechanism restricts access of the programmer application to silicon resources.
In this mode, access to flash, SRAM, and most of the registers in the PSoC 4 are disabled. Chip
protection can be activated by programming a HEX file with a special protection region at address
0x90600000.

If you try to connect CYP to a chip-protected PSoC 4 device, a warning message indicates that device is
in protected mode. The only available operation is Erase device in this case.

@ Cypress Programmer - O *

File View Options Help

-
ProbefKit: CY8CKIT-041-41XX-0D1D07B303105400 Platform: | PSoC 4 @ (% ] = j
Open Power Disconnect | Erase | Program Read Verify

Settings Ead

Program Settings

File C:/hex/psoc4/41005/CE216873 ADC with Breathing LED_lock.hex ()
Reset Chip
Verify Regions

Probe Settings

Interface SWD
Reset Type Soft

Log

ITTO - OWD DT IDTT UAUDC I IFT T

Error: Failed to read memory at 8x48118608

Info : flash ‘psocd’ found at BxBBBEBEEE

Info : SWD DPIDR Bx@bcl1477

Error: Failed to read memory at @x48110000

Info : flash 'psocd’ found at @x@ffff200

Info : SWD DPIDR @x@bcl1477

Error: Failed to read memory at @x48110600

Info : flash 'psocd flash_prot® found at @x90480000

Info : SWD DPIDR ©xBbcl1477

Error: Failed to read memory at €x48110008

Info : flash 'psocd_flash_prot' found at @x98608000

Info : #0 : psocd.mflash (psocd) at OxP0000PEO, size Ax00OOGOLL, buswidth @, chipwidth @

Info : #1 : psocd.sflash (psocd) at Bx@ffff200, size Bx0000GBOO, buswidth @, chipwidth @

Info : #2 : psocd.flashp (psocd_flash_prot) at 8x98488000, size Ox00000080, buswidth @, chipwidth 8
Info = #3 : psocd.chipp (psocd_flash_prot) at Bx90680808, size BxBABBBBB1, buswidth 1, chipwidth 1
Info : cyp status: OK

* PSoC 4 device is in PROTECTED mode.
* Press Erase Device to clear protection. All data will be lost!

Connected to the target device Powered: 3371 mV Connected

Use the Erase button to clear chip protection and move target to the open state.
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Limitations
m  CYP does not support RAM programming, you can program only flash memory of the target
device.

m  Programming devices in DAPLink mode is not supported. You have to switch your device into
CMSIS-DAP BULK mode by pressing mode selection button.

How to Recover 10T BT Devices on Failure

If the program operation for an loT BT device fails, it is possible the memory on the board has been
corrupted by a previously loaded application, or the application used a custom baud rate that the
download process does not detect.

To recover from this, it may be necessary to reset the board to factory defaults, as follows:
1. Press and hold the Recovery button (SW1).
2. Press the Reset button (SW2).
3. Release the Reset button (SW2).
4. Release the Recovery button (SW1).
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The CYP application allows you to upgrade KitProg2, KitProg3, and MiniProg4 device firmware.

Upgrade KitProg2 Firmware

The following upgrade process is based on the CY8CKIT-062-WIFI-BT hardware.
1. Run the CYP application.

2. Go to Options > Programmer Options and select the Show Pop-Up value for the Upgrade
Firmware option.

@ Programmer Options - Cypress Programmer X
Name Value
éUpgrade Firmware Show Pop-Up -
OpenOCD Telnet Port ‘4445

Click OK to apply the changes.

Connect the device with the KitProg2 firmware to the host PC. Ensure that the KitProg2 device is
in Native KP2 mode.

5. If LED2 is off, press the SW3 (Mode Select) button and hold it for about 1 second. When LED2 is
on, the device is ready for upgrading the firmware.
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A warning dialog displays with the “Firmware is Out of Date” message.

Warning - Cypress Programmer

The firmware of the programming device
! 'KitProg2-1616176C03227400" is out of date.

To update the firmware, press 'Upgrade Firmware’ button or
navigate to the Options menu and choose the ‘Upgrade
Firmware’ option

Upgrade Firmware

6. Click the Upgrade Firmware button to start the upgrade process.

After the upgrade process completes, the message “Firmware of ‘KitProg2-xx' upgraded successfully”
displays in the Log view. The KitProg2-xx device disappears from the Probe/Kit drop-down. The
Probe/Kit drop-down is populated with the names of the supported KitProg3 Kits.

Cypress Programmer

File View Options Help

=
Probe/Kit: | CYBCKIT-062-WiFi-BT-1616176C0322. - | Platforr|
Open None
. CYBCKIT-062-BLE-1616176C03227400
Settings

| CYBCKIT-062-WiFi-BT-1616176C0...
CYW943012P6EVE-01-1616176C0...

Program Settings

File C-/heyinsnrd /41 00S/Braathinnl ED sma

Upgrade KitProg3 on Cypress Kit or MiniProg4 Firmware

Follow this process to upgrade KitProg3 on a Cypress kit or MiniProg4 firmware:
1. Run the CYP application.

2. As needed, go to Options > Programmer Options and select the Show Pop-Up value for the
Upgrade Firmware option.

3. Connect the KitProg3/MiniProg4 device to the host PC. A warning dialog with the “Firmware is
Out of Date” message displays.

Warning - Cypress Programmer

The firmware of the programming device 'KitProg3 CMSIS-
! DAP BULK-1616176C03227400' is out of date.

To update the firmware, press ‘Upgrade Firmware’ button or
navigate to the Options menu and choose the '‘Upgrade
Firmware" option

Upgrade Firmware

4. Click the Upgrade Firmware button to start the upgrade process.

After the upgrade process completes, the message “Firmware of ‘KitProg3-xx' upgraded successfully” or
“Firmware of ‘MiniProg4 xx' upgraded successfully” displays in the Log view.
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