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Overview

This example demonstrates the
implementation of a EtherCAT slave node
which is capable doing firmware updates
via FoE (File over EtherCAT).
This example here is based on the basic
example described inside ,,Getting
Started - XMC4800_Relax_EtherCat
_APP_Slave_SSC Example_V2.2.pdf".

Before you proceed W|th this example, make sure to have a solid
understanding of the basic documentation first.

Here you will learn, to configure XMC4800 having two independent
flash executables installed and the flash organized in four
independent partitions. You will see how to generate a firmware
update binary within DAVE4, add the firmware update functionality
to the slave stack code and implement CRC32 checking on the
binary. Finally you will see the firmware update functionality in
action using TwinCAT.
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Requirements

W4 \MC4800 Relax EtherCAT Kit

RJ45 Ethernet Cable

Windows Laptop installed

- DAVE v4 (Version4.3.2 or higher)

- TwWinCAT2 or TwinCAT3 Master PLC

- Slave Stack Code Tool Version 5.12

—*-: Micro USB Cable (Debugger connector)

Copyright © Infineon Technologies AG 2016. All rights reserved.
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Requirements - free downloads

TwinCAT?2 (30 day trial; 32bit Windows
only)
Link: Download TwinCAT?2

or

TwinCAT3 (no trial period; usability limited;
o 32bit and 64bit Windows)
BECKHOFF Link: Download TwinCAT3

ATTENTION: According to our experience TwinCAT is best compatible
with Intel™ ethernet chipset.

For details on compatibility with your hardware, additional driver and

general installation support please get into contact with your local
BECKHOFF support.

Copyright © Infineon Technologies AG 2016. All rights reserved.


http://www.beckhoff.de/default.asp?download/tcatdow.htm?id=159876032042844
http://www.beckhoff.de/german/download/tc3-downloads.htm?id=1905053019883865
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Requirements - free downloads

DAVE (v4.3.2 or higher)
Link: Download DAVE (Version 4)

EtherCAT Slave Stack Code Tool

Version 5.12
(ETG membership obligatory)

Link: Slave Stack Code Tool

Copyright © Infineon Technologies AG 2016. All rights reserved.


http://www.infineon.com/dave
http://www.ethercat.org/memberarea/stack_code.aspx

Overview and requirements
Setup

Short overview - boot modes
Architecture

Implementation of the application
Implementation of the bootloader

How to test — using TwinCAT3 as host

Copyright © Infineon Technologies AG 2016. All rights reserved.

(infineon




(infineon

Setup - Hardware

Micro USB cable Ethernet Cable

Debugger connected to
connected to IN-port
X101 debug “‘ P
connector N\
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Setup - Cleanup flash of XMC4800 (infineon

1 . Productivity and Tools ‘g 2

. Python 3.5
Js SEGGER i SEGGER J-Flash Lite 5.12f =
. J-Link V5.02h S
_ arg
Flash Lit Devic nterfac Speed
! )-Flash Lite —
- ash 5P “un;peclﬁed u WD j IlUUU j—‘il
BT J-Flash
ﬂ J-Link Commander - Select a device |
4 Back
| |Seor\:}.' programs and files pal |

4 Bl
SEGGER J-Flash Lite 5.12f E=EE

File Help
3 — Target
N
.arget device selection =) Devic Interfac: Speed
e a—
— “ XMC4800-2048 | SWD | 1000
| | | - — Data Fil .bin / Erase Start——
Infineon XMC4800-1024 Cortex-M4 1ME 200 K1
L I | I 0xc000000 Erase Chip
Infineon XMC4800-2048 Cortex-M4 2ME 352Kl
. T
Ttren TRIFECTA (infe blocks) Cortex-M32 658 KB 32K Program Device |
Luminary Lm3s101 Cortex-M3 BKE 2Kl
Luminary LMm35102 Cortex-M3 8KB 2K~ — L
< m ] » 9
(| oK Close
= — —
Ready A
ZA
b JJ

Make sure the XMC flash on your XMC4800 Relax EtherCAT Kit is cleaned up
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Setup - Import the two

DAVE

1 . DAVE CE - DAVE™ - CA\

example projects into

infineon

% Import

Select

\

=)

Select an import source:

> [ General

b= C/Cs

b = Git

a (= Infineon
=

> = Install
¢ (= Plug-in Development
> = Run/Debug

ocal Library Store

b = Team
b = XML
® < Back Next > Finish

Edit Source Refactor Mavigate Project 5
New Alt+Shift+N »
Open File...
Close Ctrl+W
Close All Ctrl+Shift+W
Save Ctrl+S
Save As...
Save All Ctrl+Shift+5
Rename... F2
= | Refresh F5
Print... Ctrl+P
Switch Workspace
Restart
oy Export.
Properties Alt+Enter
Exit
' A
3 i Import DAVE Prajects [E=EER

Import DAVE projects
Import Existing DAVE Projects

() Select Root Directo

Browse...

@ Select Archive File

CihUsers\Public\Downloads\ECAT_FWUPDATE_XMC48 zip

] Browse...

Project List:

ETHCAT_FWUPDATE_55C_APPLICATION_XMCA8(ETHCAT_FWUPDATE_55C_APPLICATION_XMC48) I Select All

Copy Projects Into Workspace

T

Next > [

Finish ] Cancel

]
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Setup - Imported application example (infineon

1

2

DAVE CE - DAVE™ - Ch\Workspaces\DAVE-4.1\ECAT_F

File Edit Scurce Refactor Mavigate 5Search Project D

2B huESEOR

Mg C/C++ Projects &2 | [ Project Explorer = 0B
B85 -
4 |=5 ETHCAT_FWUPDATE_SSC_APPLICATION_XMCA8 [ Acti
+ [at Includes
= Dave

4 = ETHCAT_FWUPDATE_BOOTLOADER_XMC4E
4, ETHCAT_FWUPDATE_BOOTLOADER_XMCA48 zip
+ = firmware
+ = Libraries
(2 = s5C )
= 5rc
%] Infineon_¥XMC_ECAT_55C_Configxml
(=] XMC_ESC.xlsx
= ?artup
+ = Utilities
: E firmwareupdate_55C.c
- firmwareupdate_55C.h
_>E flazhprog.c
. Il flashpreg.h
. €] main.c
E Getting Started - XMC4800_Relax_EtherCat_APP_Slawe
| 7] linker_script_LAP.1d
| 7] linker_script.ld

After the project import, you will find the
project for application executable:

1 ' The project is nearly complete for
build. It only misses the EtherCAT slave
stack code. For these files, the Src folder
has been already prepared.

2 The EtherCAT slave stack code for the
XMC4800 is generated by configuration
files. These configuration files are
included in the project already.

3 ' Firmware update example
implementation; called from SSC

4 Utility files to support the flash
programming

S Main.c of EtherCAT™ application

Copyright © Infineon Technologies AG 2016. All rights reserved.



Setup - Imported application example (infineon

DAVE CE - DAVE™ —C:‘\_ arkspacesyDAVE-A. 1\ECAT RELEAS

File Edit Scurce Refactor Mavigate 5Search Project D

6 ' The zip-file to import the 2nd project
| 2E e s humESETOR you find in the application project you

Mg C/C++ Projects &2 | [ Project Explorer = O JUSt have |mp0rted.
| BE - Import this project in the same way you
4 |=5 ETHCAT_FWUPDATE_SSC_APPLICATION_XMCA8 [ Acti ]USt have Imported the app||cat|0n
+ [at Includes .
i LANE prOJeCt.

6 4 [= ETHCAT_FWUPDATE_BOOTLOADER_XMC45

4, ETHCAT_FWUPDATE_BOOTLOADER_XMCA48 zip
+ = firmware

[ » [= Libraries
4 = 55C
= 5rc
(%] Infineon_¥XMC_ECAT_55C_Configxml
(=] XMC_ESC.xlsx
+ = Startup
+ = Utilities
. |g] firmwareupdate_S5C.c
N . [k firmwareupdate_S5C.h
. |g] flashprog.c
N . [k flashpreg.h
. €] main.c
'E.L'I Getting Started - XMC4800_Relax_EtherCat_APP_Slawe
| 7] linker_script_LAP.1d
| 7] linker_script.ld

Copyright © Infineon Technologies AG 2016. All rights reserved.



Setup - Imported bootloader example

(infineon

 DAVECE - DAVE™ - C\Workspaces\DAVE-4. 1\ETHCAT_55( _ _ _ _
File Edit Source Refactor Mavigate Search Project After the prOJeCt Import you will find the
D roject for bootloader executable:

Fig) C/C++ Projects 52 | [ Project Explorer = O ! Utlllty f-lleS to support the flash
| S5 programming
4 =5 ETHCAT_FWUPDATE_BOOTLOADER_XMCA48 [ Activ 2 Main.c of bootloader application
+ [t Includes
- = Dave
- = Libraries
- |2 Startup

1 - || flashprog.c
- flashprog.h
2 Lol main.c The following slides show the
|7 linker_script.ld

architecture, how the applications interact
- & ETHCAT_PWUPDATE_SSC_APPLICATION XMC48 and the essential implementation details
behind bootloader and application
executable.

Copyright © Infineon Technologies AG 2016. All rights reserved.
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Boot modes - Overview (infineon

Inside the setup section of this documentation, you already imported two
independent projects into DAVE. The executables resulting from these projects
have to be stored inside flash and are interacting with each other:

1. Application executable
(ETHCAT_FWUPDATE_SSC_APPLICATION_XMC48)

Executes EtherCAT™ slave stack

Downloads new firmware into backup partition via FoE

2. Bootloader executable
(ETHCAT_FWUPDATE_BOOTLOADER_XMC48)

Checks the availability of new firmware inside backup partition

If available, updates application executable with new firmware

- XMC supports a variety of boot modes for execution of independent executables.
See the following slides to get a short overview on the boot modes which are used
inside this example.



Boot modes - Overview (infineon

Table 27-2  System reset boot modes

SWCONI3:0] Boot mode
00004 Normal
00015 ASC BSL

1 0010g BMI
00114 CAN BSL
01004 PSRAM boot
10004 ABM-0

2 11004 ABM-1
11 'H]E; Fallback ABM

XMC4800 supports different boot modes.

1 These boot modes can be selected by driving the boot mode pins (JTAG TCK
TMS) with appropriate logic levels and issuing a system or power on reset:
Normal, ASC BSL (UART bootstrap), CAN BSL (CAN bootstrap), BMI

2 By preparing a header information inside flash and issuing a system reset (via
software) these boot modes can be used in addition. These boot modes cannot be

entered with power on reset:
Alternative Boot modes (ABM-0/ABM-1), PSRAM boot, FallbackABM

Copyright © Infineon Technologies AG 2016. All rights reserved.



Boot modes — normal and (ﬁ{fi’neon,
alternative boot mode 0

Table 27-2  System reset boot modes

SWCONJ3:0] Boot mode

00004 Normal

000 Tg ASC BSL

00105 BMI

00115 CAN BSL
0100 PSRAM boot

1000g ABM-0

o0, LAY/ B

1110g Fallback ABM

For this example these boot modes are used:

Normal boot mode (after system or power on reset)
An application located at start of the flash is executed.

Alternative boot mode 0 (after system reset)
An application located at a user defined address inside flash is executed. The address

is defined inside the ,,ABM Header".
ABM Header must be located at last 32bytes (OXOCOOFEEO) of the first 64kB physical

sector inside flash.

Copyright © Infineon Technologies AG 2016. All rights reserved.



Boot modes - exemplary memory outline (infineon

FLASH

Application executable

User defined

0x0C010000

ABM-0 Header (32 byte)

0x0COOFFEO

Bootloader executable

0x0C000000

The application executable is located at a
flash address defined inside ABM-0
Header(@0Ox0COOFFEOQ):

- Application is never executed directly after
power on reset

- Application execution can only be
triggered by a system reset from
bootloader executable

The bootloader executable is located at
flash address 0x0C00000O0:

- Bootloader execution is triggered by
power on or system reset .

- Bootloader starts the application
executable or proceeds with bootloader
functionality.
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Architecture - Flash partitioning (infineon

1024kB
PS12

4 PS13 <
PS14
PS15

896kB
PS8
PS9
PS10 3
PS11

PS4
64kB

PSO
64kB

K-MK-JHK

XMC4800 FLASH (2 MB)

meta info (256 byte) 0x0C1FFFOO
backup buffer

0x0C100000

application executable
0x0C020000

EtherCAT EEPROM
emulation

0x0C010000
ABM-0 Header (32 byte) 0x0COQFFEO

bootloader executable
0x0C000000

1 Bootloader executable is always executed
first after each power on reset. Checks
availability of new firmware inside backup
buffer. If new firmware is available, it is
copied from backup buffer to application
executable partition incl. error checks.

After cleaning of backup and EEPROM
emulation partition, restarts the device with
application executable.

2 EtherCAT EEPROM emulation. If empty, is
initialized by ECAT_SSC APP with the slaves
default settings during first init.

3 Application executable implements
EtherCAT™ SSC stack. Downloads new
firmware to backup partition via FoE incl.
error checks. If success, issues power on
reset to trigger reprogramming of
application by bootloader executable.

4 Backup buffer used to store new firmware
by application executable. Last flash page is
reserved for meta info. Today only size of
new FW is stored inside meta info. Backup
buffer is checked by bootloader to
reprogram application executable after
integrity of firmware is proven.



Architecture — Host/Slave interaction states (in’f?neon,
for firmware update
Host (TwinCAT) Slave (XMC4800)

request BOOT State ..................................................................... ) Conﬁrm BOOT State
program new FoE Error
do‘?{nload DO ettt nan e nnennn ) ﬁrmWare into backup (_) (eg backup part. is not empty,
irmware ., .
partition programming error)
write meta info inside
backup partition
4
FEQUESE e > start
INIT state INIT state transition

7>
@

trigger power on reset
(start bootloader exec.)

new FW
inside backup
partition ?

lY
program new
firmware from backup

partition to appl. partition Legend:

|z

cleanup EEPROM partition G ORI L E bl

cleanup backup partition APPTEET) EHEEED

./‘ : Host
4  trigger system reset ¢

(start application exec.)

confirm INIT state

! I

FEQUESE et ennsssra] ;
SAFEOP/OP state > confirm SAFEOP/QOP state
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Application - Overview on used APPs (infineon

am APP Dependency % | ww HW Signal Connectivity & Console [ Properties [% Problems % Debug

INTERRUPT INTERRUPT EVENT_DETECTOR EVENT_GENERATOR EVENT_DETECTOR EVENT_GENERATOR ECAT_SSC PWM_CCUS
INT_SYNCO INT_SYNCA ED_SYNCO EG_SYNCO ED_SYNC1 EG_SYHC1 ECAT_S5C_0 PWM_CCUS_0

p—— e ——————— |

e { e IR

~
's ) )
INTERRUFT TIMER
INTERRUPT_0O TIMER_0
J A I B
AN /'7- I/' - Y
——— —— |
p .
J { p—
GLOBAL_CCUB GLOBAL_CCU4
GLOBAL_CCUS_0 GLOBAL_CCU4 0
— ) ,|
i J
ra ]
Nl - 7
\ 1 }_:_. \ W W v

‘ CLOCK_XMC4 ‘ | CPU_CTRL_XMC4

E_EEPROM_XMCA4
CLOCK_XMC4_0 CPU_CTRL_XMC4_0

E_EEPROM_XMC4_0

Same like for the basic example, the ECAT_SSC APP assigns the system resources
(automatically done by DAVE using the respective lower level apps) and pins (by
manual configuration) to setup a proper EtherCAT communication. The
EVENT_DETECTOR, EVENT_GENERATOR and INTERRUPT APPs are used to connect
the sync_out_0 and sync_out_1 of the ECAT_SSC APP to the interrupt service
routines of the SSC-stack.

Copyright © Infineon Technologies AG 2016. All rights reserved.



Application - Overview on used APPs (infineon

am APP Dependency % | ww HW Signal Connectivity & Console [ Properties [% Problems % Debug

INTERRUPT INTERRUPT EVENT_DETECTOR EVENT_GENERATOR EVENT_DETECTOR EVENT_GENERATOR ECAT_S5C PWM_CCUS
INT_SYNCO INT_SYNCA ED_SYNCO EG_SYNCO ED_SYNC1 EG_SYHC1 ECAT_S5C_0 PWM_CCUS_0
g PR
-~ -
: ) |
INTERRUPT TIMER
INTERRUPT_O TIMER_O
] T
/-7- I/-
. — |
|/-- . 4 )
GLOBAL_CCUZ GLOBAL_CCU4
GLOBAL_CCUS_D GLOBAL_CCU4 0
f /
\ ./'-
N T RNy .
) 1 I ENR B

‘ CLOCK_XMC4 ‘ | CPU_CTRL_XMC4

E_EEPROM_XMCA4
CLOCK_XMC4_0 CPU_CTRL_XMC4_0

E_EEPROM_XMC4_0

The basic example used PWM_CCUS8 APP to control the dimming level of the LED2
on your Relax Kit by TwinCAT host. This example uses PWM_CCUS8 APP to set a
constant flashing rate of either 2Hz or 20Hz to LED2. The two different application
binaries are then used to test firmware update functionality. This allows to visualize
the successful firmware update by just checking the flash rate of LED?2.
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Application - SSC Tool (infineon
EtherCAT™ stack configuration

1 Enable FoE support including saving

1 , KMC_ESC - Slave Stack Code Tool

File  Project  Tool Help Of fIIeS
Slave Project Mavigation Slave Settings
= ¥MC_ESC sishue e
e e e p— 1 2 Enable bootstrap mode support
""" Generic FOE_SAVE_FILES 1
i~ Hardware
- EtherCAT State Machine MAX_FILE_SIZE Ox1000
- Synchronisation MAILEOX_SUPPORTED 1
[=- Application
CT - MIN_MBX_SIZE 0022 [
- Mailbox MAX_MBX_SIZE 30100 I
MIN_MBX_WRITE_ADDRESS 01000
DEF MEX WRITE ADDRESS 0x1000

2 4 XMC_ESC - Slave Stack Code Tool

File  Project Teocl Help

Slave Project Mavigation Slave Settings
= XMC_ESC Valye
Slavelnformation BOOTSTRAPMODE_SUPPORTED 1 l

PREOPTIMEQUT D:-‘.?-DD

SiscorzoTMEoLT

E| Application
. ProcessData

- To generate the slave stack code and ESI-file with this configuration,
please see the documentation of the basic example.
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Application — SSC Tool Infineon
Find and use your result

i

i@ C/C++ Projects 5¢ {5 Project Puplover = 0 After the code generation you find the
e 8% - respective files inside the project:
L= ' 3 Check the availability of the generated

4 B bedtreden slave stack code inside Src folder
. L] coeappl.c
e 4 Because you configured FoE and bootstrap
- [@ ecatapplc mode, these files are added to slave stack
B et code.
. [n ecatcoeh

4 | Th S Check the availability of the ESI-file and
ar==r: 1 download to the host by these 3 steps:
" 1. Stop TwinCAT System Manager
Sy ve— 2. Copy the ESI file to resp. destination

4 ) foeappl for TWinCAT2:
& mibonn C:\TwinCAT\Io\EtherCAT
ot for TwinCAT3:
. [@ sdoservic C:\TwinCAT\3.1\Config\Io\EtherCAT
ey 3. Restart TwinCAT System Manager to
e start re-work of the device description
: KMC_ESCObjects.h
K| Infineon_XMC_ECAT_SSC_Configxml cache.

|m| KMC_ESC.esp
@ YRAC S e

5 | X XMC_ESCaml ] -

Copyright © Infineon Technologies AG 2016. All rights reserved.



Application — Extend slave stack code with Cinfineon
calls into your application

Inside the generated file XMC_ESC.c the function APPL_Application is implemented.
This function is executed cyclic and implements the application specific code
A) ... from mainloop or

B) ... if synchronisation is active from ISR

Inside main.c of the example, the function

void process_app(TOBJ7000 *OUT_GENERIC, TOBJ6000 *IN_GENERIC);
implements the mapping of the input/output data to buttons and LEDs. In addition
it checks if a firmware update has finished. If yes, it triggers a system reset to start

bootloader executable. Modify the function APPL_Application to call process_app in
the following way:

Originally generated code: Modified code:

wvoid APPL_Application

(void)

#if _WIN32
#pragma message ("Warning: Implement the slave application”) | process app (&0UT_GENERIC@x7080, &IN GENERICox6e08); M

#else }
twarning "Implement the slave apnlication”

#endif

}

Copyright © Infineon Technologies AG 2016. All rights reserved.



Application — Extend slave stack code with Cinfineon
calls into your application

Inside the generated file XMC_ESC.c file the function APPL_StopMailboxHandler is
implemented. This function is called when slave is requested to INIT state.

The function void FWUPDATE_StateTransitionInit(void)

of the example implementation is called to indicate the slave state changes from
BOOT to INIT.

Originally generated code: Modified code:

@, NOERROR_INWORK

n from PREEOP to INIT
ns th licatio

91= UINT16 APPL_StopMailboxHandler(void)
92 {
a3

94}

return ALSTATUSCODE_NOERROR;

Copyright © Infineon Technologies AG 2016. All rights reserved.



Application — Extend slave stack code with Cinfineon
calls into your application

B Inside the generated file foeappl.c

2= UINT16 FOE_Write(UINT16 MBXMEM * pName, UINT16 nameSize, UINT32 password)

72 { e — your application specific code for the

e update only in boot mode

| oot e active 7 %/ FoE functionality is implemented.

i
/* password valid ? */

16 (asmvors == oseroce Every FOE write transaction starts
Lrirs firmare wpdes </ with a call to FOE_Write and is
| reten o continued with calls to FOE_Data.

else

o Here you add the calls to the

, :-et:;:ECK?’i;E;ELERRCODE_ILLEGAL; fl rm Wa re u pd.a te exa m p | e
e implementation:

e stored/accepted */

o e 1 'Check if BOOT state is active and
p) password matches(optional). If yes,

c| foeappl.c &3

%?i UINT16 FOE_Data(UINT16 MBXMEM * pData, UINT16 Size) .Sta rt dOWn I O.a d by Ca | | i n g eXa m ple
N T implementation, otherwise return

> procee e update

1F( bBootHode ) error.

{
/* forward data to firmwareupdate handler */

T PATE skt i) Check if BOOT state is still active.

else

AC ni rh:;ﬁ;_ggé ;E;Eoéé’:}g;ufi_a are stored/accepted */ .If yes, fo rwa.rd data to exa mple
B implementation, otherwise return
3 .| foeappl.c &3 error-

46 #define _FOEAPPL_ 1
47 #include “"foeappl.h”
4% #undef FOEAPPL_

49 #define _FOEAPPL_ @

N

OV

Include header file to firmware
update example implementation.

SR T TR PR TR
52 I#include "firmwareupdate_55C.h" I

Copyright © Infineon Technologies AG 2016. All rights reserved.



Application — Firmware update example (infineon
implementation

| DAVE CE - ETHCAT, SSC_APPIICATION_XMCAE, firmwareupdate S5C.c - DA
File Edit Source Refactor Mavigate Search Project DAVE Window Help

[27B2 g huEHRDOE® - v~ [FLH il -oa~r-

C/C++ Pr.. 23 = 0O [g flrmwareuﬁdate 55C.c £3
| — % - 64= void FWUPDATE_StartDownload(void)
65 {
> (25 ETHCAT_FWUPDATE_BOOTLOADER XMC 1 /* Check if a download has already been started,
4 =5 ETHCAT_FWUPDATE_SSC_APPLICATION 67 * if yes, return error */
. 4" Binaries 63 if (g_firmware_download_started
ke
+ 53 Includes 69 return ECAT_FOE_ERRCODE_EXISTS;
> & Dave 71 ¢ ’en'enbe’ a firmware download has started
» (& Debug 72 --> dssue ",' m reset when INIT-state is requested
s [ firmware 73 * to f as h new binary inside bogtloader
. = Libraries 74 g_firmware_download_started = 1;
» = S5C =
= 76 pri cg amming of XMC flash
(& Startup 77 ress of bacmp par i
il 78 + ———
I > |g| firmwareupdate S5C.c l 79 E
gL " 30 * - Enable xMC flas h programming check
» €] flashprog.c a1
. flashprog.h g; ) FLASHPRDG_Inlt(START_BACKUP_PARTITIDN, MAX_SIZE, FLASH_OPT_NO_ERASE, FLASH_OPT_CHECK);
> g main.c

7] linker_script_IAP.Id
2] linker_script.ld
=| solver.bak

void FWUPDATE_StateTransitionInit(void)

f* IF dc wnload started before, it is finished now
* --> dissue system reset from process_app
"c updafa firmware|] and/or cleanup flash

if (g_firmware_download_started==1)
g_firmware_download_finished=1;
}

5= uintd_t FWUPDATE_GetDownloadFinished{void)

ol
}

FWUPDATE _StartDownload is called from SSC stack when a new
firmware update in BOOT state is initiated. Check if update was already
started in the past. In this case return error, because flash is no more
clean. If flash is clean, initialize flash programming to store data inside
backup partition.

return g_firmware_download_finished;
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Application — Firmware update example infineon

implementation

i

; DAVE CE - ETHCAT_ FWUHETE_&I RPPLICATION XMC48/firmwareupdate_S5C.c - DAVE™ —Q\Wo@ ﬂ!—&l{! HCAT_S5C_BOO giﬁsP_FW'UPATE_XEr

File Edit Source Refactor Mavigate Search Project DAVE Window Help

| » 3 -
BE /T Pr. 53 = B8
&% -

. [£5 ETHCAT_FWUPDATE_BOOTLOADER_XMC
a (=% ETHCAT_PWUPDATE_SSC_APPLICATION,
ﬁb Binaries
» [n Includes
> (= Dave
+ [ Debug
= firmware
- [= Libraries
> &= SSC
» (= Startup
it
I > || firmwareupdate S5C.c l

L mLLL =
- |g] flashprog.c
flashprog.h
» |e| main.c
7] linker_script_IAP.Id
2] linker_script.ld
=| solver.bak

tuEGDOEH - -[BE oo

Lg] firmwareupdate S5C.c &3

64= void FWUPDATE_StartDownload(void)

65 {

/* Check if a download has already been started,
* if yes, return error */
if (g_firmware_download_started)

return ECAT_FOE_ERRCODE_EXTISTS;

/* remember a firmware download has started
--> issue system reset when INIT-state is

* to flash new binary inside hggtloader */

g_firmware_download_started = 1;

requested

I -

-

/* Initialize programming of XMC flash

-

.l

- MAX SIFE is

~

- Erase is already assured insid jhjhjhjhj

* - Enable XMC flash programming check

WR P& We g W R

FLASHPROG_Init(START_BACKUP_PARTITION, MAX_SIZE, FLASH_OPT_NO_ERASE, FLASH_OPT_CHECK);

}

[

void FWUPDATE_StateTransitionInit(void)

/* I download started before, it is finished now
* --> dissue system reset from process_app
* to update firmware| and/or cleanup flash

if (g_firmware_download_started==1)
g_firmware_download_finished=1;

¥

95= uint8_t FWUPDATE_GetDownloadFinished(void)
96 {

a7 return g_firmware_download_finished;
98 }

FWUPDATE _StateTransitionInit is called from SSC stack when state
changed to INIT. If a download was started before, it has finished now.

FWUPDATE _GetDownloadFinished is used to check download state
inside process_app. Used to trigger a system reset to start bootloader for
updating firmware (copy backup partition to application partition).
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Application — Firmware update example
implementation

AVE C

firmwareupdate_SSC.c - DAVE™ - C:\

Mavigate

Edit Source Refactor Search Project DAVE Window Help
WPl mEHTOFH - -5 -0
Bg C/C++ Pr.. B3 = 8 €| firmwareupdate_5SC.c 52
| =] <=,\=.€> = 282= uintlé_t FWUPDATE Data(uintlé_t *pdata, uintl6_t size)
. 5 ETHCAT_FWUPDATE_BOOTLOADER_XMC T e P e
4 (=5 ETHCAT_FWUPDATE_SSC_APPLICATION Proceed with programming
» #5 Binaries */
+ @) Includes switch( FLASHPROG_Data((void*)pdata, (uint32_t)size) )
& ga:e case FLASH_FULL_ERROR:
» [= Debug {
» (= firmware /* Maximum firmware size reached */
» (= Libraries return ECAT_FOE_ERRCODE_DISKFULL;
» & S5C ! FLASH_PROG_ERROR
case :
> [ Startup - -
el il /* MMC flash programming error gcoured */
> firmwareupdate_55C.c return ECAT_FOE_ERRCODE_PROGERROR;
T }
> flashprog.c 1
’ ﬂas_hp”jg'h if ( size == (ul6ReceiveMbxSize - MBX_HEADER_SIZE - FOE_HEADER_SIZE) )
> €] main.c

2| linker_script_IAP.Id /* Further data will follow

€

2| linker_script.ld return 8;
|Z| solverbak }

else

{

last part of the file received */
/ inalize XMC flash programming
FLASHPROG_Close();

J/* Check CRC32 (last 4 bytes of image) */
if (FLASHPROG CRC32 check(START BACKUP PARTITION, FLASHPROG Bytes written())==FLASH CRC_ERROR)
{

return ECAT_FOE_ERRCODE_TNVALTID _CHECKSUM;

FWUPDATE_Data is called from SSC stack sequentially for all the file
data. Forward data to flash programming. Return error if flash is full or
programming error occured.
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Application — Firmware update example
implementation

AVE CE - E -
Edit Source Refactor Mavigate Search Project DAVE Window Help

Wal BT LHEGTOEH B8 V- -§ -Ce-o -
% C/C++ Pr.. 52 = 8 €| firmwareupdate_5SC.c 52
| = <=,\=»=> = 282= uintlé_t FWUPDATE Data(uintlé_t *pdata, uintl6_t size)

, (5 ETHCAT_FWUPDATE_BOOTLOADER_¥MC { )
4 =5 ETHCAT_FWUPDATE_SSC_APPLICATION

firmwareupdate_SSC.c - DAVE™ - C:\

'* Next data of firmware file received
Proceed with programming

» #5 Binaries *
.+ @) Includes switch( FLASHPROG_Data((void*)pdata, (uint32_t)size) )
= ga:e case FLASH FULL_ERROR:
» [= Debug {
> = firmware /* Maximum firmware size reached */
> = Libraries return ECAT_FOE_ERRCODE_DISKFULL;
. = 55C i
= Startup case FLASH _PROG_ERROR:
el il /* KMC flash programming error occured */
> firmwareupdate_55C.c return ECAT_FOE_ERRCODE_PROGERROR;
TR }
> flashprog.c i
4 ﬂas_hpmg'h if { size == {ul6ReceiveMbxSize - MBX_HEADER_SIZE - FOE_HEADER_SIZE) )
> gl main.c

2| linker_script_IAP.Id
linker_script.ld
sohver.bak

/* Further data will follow
return 8;

€

m[

}

last part of the file received */
/ inalize XMC flash programming
FLASHPROG_Close();

J/* Check CRC32 (last 4 bytes of image) */
if (FLASHPROG CRC32 check(START BACKUP PARTITION, FLASHPROG Bytes written())==FLASH CRC_ERROR)
{

return ECAT_FOE_ERRCODE_TNVALTID _CHECKSUM;

3

FWUPDATE_Data (cont'd)
Use fill status of mailbox to check, if file transfer is complete.
If file transfer is not complete, return O to receive further data.
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Application - Firmware update example (infineon
|mplementat|on

" DAVE CE - ETHCAT_PWUPDATE SSC_APPLICATION_XMCA8/ firmwareupdate S5C.c - DA
Fie Fdt Souce Refactor Nawgate Search Proect DAVE Window Help

[r7B e e E DO E# - &7 - - -G

H@ C/C++ Pr. 22 = 8 firmwareupdate S5C.c 2
=G - 23}
| = else

» (% ETHCAT_FWUPDATE_BOOTLOADER_XMC
4 [ ETHCAT_FWUPDATE_SSC_APPLICATION

’;as: pa': of the file received */

> 4% Binaries inalize XMC flash programming */
, &) Includes FLASHPROG Close ()
> & Dave /* Check CRC32 (last 4 bytes of image) */
> & Debug if (FLASHPROG_CRC32_check(START_BACKUP_PARTITION, FLASHPROG Bytes written())==FLASH CRC_ERRCR)
> = firmware
> = Libraries return ECAT_FOE_ERRCODE_INVALID_CHECKSUM;
. (= S5C
(= Startup 7* Downloaded Firmeare binary is gk
— * now prepare meta info page to proceed
I S u fwmwareupdata S5C.c I * with flashing application partition from hoptloader executable*

- for (uint32 t i = @; i < XMC_FLASH BYTES_PER_PAGE / 4; i++)
> u ﬂashprog <
» [ flashprog.h
+ e main.c
4] linker_script_IAP Id
4] linker_script.d

meta_page[i] = @;

/* Set meta info; firmware binary size

mata _page[63] = FLASHPROG_Bytes \wr‘1ttan()

[* store meta info */

/* Initialize flash programming with offset to meta-info page */

FU—\SHF‘RDG i Init(START_BACKUP_PARTITION + METAINFO_OFFSET, XMC_FLASH BYTES_PER_PAGE, FLASH OPT_MO_ERASE, FLASH OPT_CHECK);
switch( FLASHPROG Data((vmd Jmeta_page, (uint32 t)256) )

=| solver.bak

case FLASH_FULL_ERROR:

/* can never happen; however to be code complete ... ¥/
return ECAT_FOE_ERRCODE_DISKFULL;
}
case FLASH_PROG_ERROR:
/* aC flash programming error ggcured */
return ECAT_FOE_ERRCODE_PROGERROR;
h
¥
[* ze meta info programming inside XMC flash */

FLASHPROG [lnse()
return FOE_ACKFINISHED;

FWUPDATE_Data (cont'd)

Use fill status of mailbox to check if file transfer is complete.

If file transfer is complete, close current programming. Check CRC32 of
flash content (last 4 bytes of binary must carry CRC) and return error if
needed. Prepare page data (256 byte) for meta info. Write meta info to
flash. Return code for successful file transfer FOE_ACKFINSIHED.
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Application — Trigger system reset to restart Infineon
with bootloader executable

| DAVE CE- ETH -
File Edit Source Refactor Mavigate Search Project DAVE Window Help

| A& e EGCHIOE® H- = -
C/C++ Pr. 52 = 8 [£] main.c &2
lEg ~ void process_app(TOBI788@ *OUT_GENERIC, TOBIG@8E *IN_GENERIC)
I
» [ ETHCAT_FWUPDATE BOOTLOADER XMC * Check if INIT state is entered, after firmware update was started
4 (£ ETHCAT_FWUPDATE_SSC_APPLICATION, * If yes, trigger system on reset to start bcctlcade1
3 ;ff Binaries
> il Includes if (FWUPDATE_GetDownloadFinished()==1)
y Dave
= Deb Restart in normal hootmode */
St .e -4 /* Clear the reset cause field for proper reset detection of the ssw */
» (= firmware XMC_SCU_RESET_ClearDeviceResetReason();
s [= Libraries /* Set normal boot mode */
. = S5C XMC_SCU_SetBoottHode (XIC_SCU_BOOTFODE_NORMAL) ;
. (= Startup /* igger power on reset */
& Utilties PPB->AIRCR = 1 << PPB_AIRCR_SYSRESETREQ Pos |@xSFA<<PPB_AIRCR_VECTKEY_Pos | @xl << PPB_AIJJCR_PRIGROUP_Pos;
> [ firmwareupdate 55C.c !
) ——————
3 firmwareupdate_55C.h /* OUTPUT PROCESSING *
> [ flashprog.c * Check b izld set by master OUT_GEN_B .8 and set LEDs accordingly
ilachococl XMC_GPTO_SetOutputlevel(P_LED1, MAPZLEVEL{OUT_GENERIC->OUT_GEN_Bit1));
I @) mai I XMC_GPIO_SetOutputlevel(P_LED2, MAP2LEVEL(OUT_GENERIC->OUT_GEN_Bit2));
b | LE] mam.c XMC_GPIO SetOutputlevel(P_LED3, MAP2LEVEL(OUT GENERIC->OUT GEN Bit3));
IRy XMC_GPTO_SetOutputlevel(P_LED4, MAPZLEVEL{OUT_GENERIC->OUT_GEN_Bit4));
7] linker_script.Id XMC_GPIO_SetOutputlevel(P_LEDS, MAP2LEVEL(OUT_GENERIC->0UT_GEN_BitS));
=| solver.bak ¥MC_GPIO SetOutputlevel(P LEDG, MAP2ZLEVEL{OUT GENERIC->OUT GEN Bite));
XMC_GPTO_SetOutputlevel(P_LEDY, MAPZLEVEL{OUT_GENERIC->OUT_GEN_Bit7));
XMC_GPIO_SetOutputlevel(P_LEDS, MAP2LEVEL({OUT GENERIC->0UT_GEN_Bit8));

INPUT PROCESSING
/*Check Button 1 and set IN_GEN_Bit
if (XMC_GPIO GetInput(P15 13))
IN_GENERIC->IN_GEN_Bitl = 1;
else
IN_GENERIC->IN_GEN_Bitl = @;

hich iz sent to master accordingly®/

/*Check Button 2 and set IN_GEN_Bit
if (XMC_GPIO GetInput(P15 12))
IN_GENERIC->IN_GEN_Bit2 = 1;
else
IN_GENERIC->IN_GEN_Bit2 = @;

hich iz sent to master accordingl

process_app is cyclic called from SSC stack to implement the application
specific behaviour (e.g. I/0s). For the firmware update example here it is
checked, if backup partition was modified and INIT state entered. If yes,
trigger system reset to start bootloader for programming new firmware
and/or cleanup backup partition.
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Application - Modifying the linker file (infineon

; DAVE CE - E[HCAT_FWUPDATE_& mPLIC.&'I'IDN_IMCilBﬁ

File Edit Source Refactor Mavigate Search Project
|27 e huESEOR

Eg C/C++ Projects 52 | [ Project Explorer = O

= <]=={“> =
. (=% ETHCAT FWUPDATE_BOOTLOADER_XMC48
4 =5 ETHCAT PWUPDATE_S5C_APPLICATION XMCAS [ Ac
. iff Binaries
- [n Includes

» = Dave

- = Debug

- = firmware

- [= Libraries

» = 55C

- = Startup

- = Utilities

- |lg| firmwareupdate_55C.c
. || firmwareupdate_55C.h
. 1] flashprog.c

. || flashprog.h

-l main.c

| 7] linker_script.ld

= solver.bak

Inside the linker file the start address of your
application is defined.

The default linker file of DAVE projects defines
the location of the vector table and
program/data to the flash start address:

0x0C000000

To reserve space for EEPROM emulation the
ECAT_SSC APP used inside your project,
overwrites this default linker file with every
code generation to remap the program/data
start address:

0x0C000000 vector table
0x0C020000 program/data

This setting does not match to flash partitioning

used for this example, because the vector table

overlaps with the bootloader partition.

Instead, the following setting is needed:

0x0C020000 vector table + program/data

- The linker file must be modified and
overwriting with every APP code
generation must be avoided.

See the following slides to do this
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& DAVE CE - ETHCAT_FWUPDATE _SSCAPPLICATION XMCA5/i To avoid regular overwriting of the

File Edit Source Refactor Mavigate Search Project |inkel‘ ﬂle by COde genel‘ation Of the

r@ b ESE0E ECAT_SSC APP, follow these steps:
Eg C/C++ Projects 52 | [ Project Explorer = O . .
e |B & - 1 Create a copy of the linker file
» (=5 ETHCAT_FWUPDATE_BOOTLOADER_XMC48 and rename the copy:
4 =5 ETHCAT_FWUPDATE_SSC_APPLICATION_XMCA48 [ Ac linker script IAP.Id"
s i{f Binaries " - - )
» il Includes . .
}gmm 2 Open project properties:
> = Debug
> & firmware | DAVE CE - ETHCAT_FWUPDATE_SSC_APPLICATION XMC48_Up
s Libraries — _ —
. g S50 File Edit Source Refactor Navigate Search Project DA
G Startup e vt uEHEO R
> = Utilities

» g firmwareupdate 55C.c
s |n) firmwareupdate 55C.h
» €| flashprog.c
2 [n] flashprog.h

» Lol main.c

1 | 7] linker_script_IAP.Id

| 7] linker_script.ld

=| =zolver.bak

=
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3 , Properties for ETHCAT_FWUPDATE_SSC_APPLICATION_XMC48 l (=] |-
| Settings & T
:» Resource
Builders
a C/C++ Build Configuration: [Debug [ Active | "] [Manage Configurations...

Build Variables
Environment

Logging ¥ Tool Settings | # Build Steps | Build Artifact | Binary Parsers | @ Error Parsers|
Mermnory Settings
Micrgcgatroller Info (# Debugging Script file (- oflinker_script_IAP.I1d Browse...
i B3 ARM-GCCCC il
Settings . «® w0 omprer Do not use standard start files (-nostartfiles)
roETCTTath Editor (&2 Preprocessor T .
. C/C++ General @ Directories [ Do not use default libraries (-nodefaultlibs)
Project References (# Optimization ["| Ne startup or default libs (-nostdlib)
Run/Debug Settings (% Warnings Rermnove unused sections (-Xlinker --gc-sections)
Task Tags (% Miscellaneous [T] Print removed sections (-Xlinker --print-gc-sections)
- Validation a4 B3 ARM-GCC Assemnbler 7] Omit all symbol information (-s)
(2 Preprocessor
@ Directories Runtime library | Newlib-nano A
@ Warnings Provide default newlib system calls (-specs=nosys.specs)
(% Miscellaneous [] Add floating point support for printf

[T] Add floating point support for scanf

3 Define name of linker file: ,linker_script_IAP.Id"
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Application — Modifying the linker file

5] linker_script_LAP.Id
MEMORY

1
FLASH_@_cached(RX)
FLASH_@_uncached(RX)
FLASH_1_cached(RX)

2] linker_script.d 2

w

&
&
-
-

ool e

: ORIGIN = @xB3800a88,
¢ ORIGIN = @xeCaaaoas,
LENGTH = exealEeaps

LENGTH = éx@aaleass

: ORIGIN = ex@3ezeaae,

infineon

4 linker_script I4P.1d 52 | 2] linker_script.Id

MEMORY

{

oo
P I T

LENGTH = eweoeloaae

FLASH_@_cached(RX)
FLASH_@_uncached (RX)
FLASH_ 1 cached(RX)

+ ORIGIN = éxés@aaaas, LENGTH = axeaaleass

¢ ORIGIN = ex@Cepeped, LENGTH = exeoeloeoe

+ ORIGIN = éx@Sezesed, LENGTH = exe@lteose

¢ ORIGIN = éwx@{@2e888, LENGTH = axealtoase

: ORIGIN = @x1FFEB@@B, LENGTH = @xlZeae

¢ ORIGIN = @x28688888, LENGTH = éx2poee

¢ DRIGIN = @x28028088, LENGTH = exZpope
: ORIGIN = e@xl1FFEBe@ed, LENGTH = exeaassoos

nu.linkonce.t.¥);

68 FLASH 1 uncached(RX) : ORIGIN = @x@C020000, LENGTH = BxB@1E0RE0 s FLASH_1_uncached (RX)
69  PSRAM_L(!RX) : ORIGIN = @x1FFES@@, LENGTH = ©x18000 69  PSRAM 1(!RX)
78 DSRAM_1_system(!RX) : ORIGIN = @x20000@08, LENGTH = @x20000 70 DSRAM_1_system(!RX)
71  DSRAM_2_comm(!RX) : ORIGIN = @x20820088, LENGTH = @x20000 21 DSRﬁPF2_c0mm('RX)
72 i ! : = = - - )
;f SRAM_combined(!RX) : ORIGIN @x1FFEB@@8, LENGTH Bxeaassoee 72 SRAM combined(!RX)
o 73}
75 SECTIONS ¥
?;{ 75 SECTIONS

/* TEXT section */ 761 .
78 77 /* TEXT section */
79 f.reset 78
- 79 .text : ALIGN (4)
81 KEEP(*(.reset)); 82 {
32 |} > FLASH_®_cached AT > FLASH_®_uncached 8l loxi =
33 52 | KEEP(*(.reset));
a4 Ltext : a3 L-LEXL L LEXL,
85 { 84
86 sText = .; 85 /* C++ Support */
a7 *(Ltext .text.® .gnu.linkence.t.*); 86 KEEP(*(.1init))
88 87 KEEP({*(.fini))
89 /* C++ Support */ 88
9@ KEEP(*(.init)) 89 /* .ctors */
91 KEEP(*(.fini)) ap *crtbegin.o(.ctors)
92 91 *crtbegin?.of.ctors)
a= I* rtnrs ¥J —_— B T e et e .

'S - . ' n . n

4 Modify the new linker file. Move assignment of vector table to text
section inside ,linker_script_IAP.Id"
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Application — Creating the binary output Tnfineon
including CRC32

i

The firmware update files used inside this example have the following format:
1. Binary output format
2. The size of binary data must be a multiple of 4 bytes (word aligned)

3. The last word should represent the CRC32 of the previous binary data

: DAVE CE - DAVE™ - C\Workspace:

File Edit Source Refactor MNawvi

|78 @t
- SRecord is used to automate the R C/Cr+ Projects 531 | B Project E
formatting of the binary output. - 2 ETHCAT_FWUPDATE_BOOTL(
The windows executable of SRecord and ’ [C.BEH;::;TPWE'SM
prepared scripts are provided inside the ;ig;\'r:dﬂ
example to get the job done. - > Debug
See the following slides how the tool is e
integrated into the output linking stage ;zzf:m
of DAVE™. a (= Utilities

. = srecord-1.63-win32
=| cro.srec

=| pad.srec

=| swap.srec
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Application — Creating the binary output
including CRC32

w DAVE CE - DAVE™ - C\Workspaces\DAVE-4. INETHCAT_S5C_BC

File Edit Source

27 )e

Refactor Mavigate Search Project D#

+tuEHE0R:

 Properties for ETHCAT_FWUPDATE_SSC_APPLICATION_XMC48 51, |
type filter text Settings - - v
> Resource
Builders
a C/C++ Build Configuration: [Debug [ Active ]

Build Variables
Environment
Legging
Memaory Settings
Microcontroller Info
ool -hainh tditor
» C/C++ General
Project References
Run/Debug Settings
Task Tags
- Validation

@

2016-07-20

'] [Manage Configurations..

B Tool Settings |.ﬁ- Build Steps

Build Artifact | Binary Parsers | @ Error Parsers|

@ Debugging
4 B ARM-GCC C Compiler
% Preprocessor
(# Directories
@ Optimization
@ Warnings
(2 Miscellaneous
a4 3 ARM-GCC Assembler
( Preprocessor
% Directories
(# Warnings
@ Miscellaneous
a B ARM-GCC C Linker
(2 General
@ Libraries
(# Miscellaneous

& Flash Image

. .
I (# Qutput

Qutput file format (-0)f| binary

<

I

m

(infineon

1" Open project properties

dialog

2 Set output format to

binary format
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Application — Creating the binary output (infineon
including CRC32

3 Properties for ETHCAT_FWUPDATE_SSC_APPLICATION XMC48 L@ﬂ‘

type filter text Settings M T
Resource
Builders

4 C/Cos Build Configuration: |Debug [ Active] | [Manage Configurations..

Build Variables
Environment

Logging ) Tool Settings | # Build Steps | ' Build Artifact | [us Binary Parsers | @ Error Parsers|
Mermory Settings
Microcontroller Info (# Debugging Comman d: "S{ARM_GCC_HOMEY bin/arm-none-eabi-objcopy”
a B ARM-GCC C Compiler All options: Q) e i
soreneenor (£ Preprocessor "ETHCAT_FWUPDATE_SSC_APPLICATION_XMC48.elf
. C/C++ General g Directories "
Project References (& Optimization
Run/Debug Settings g Warnings
Task Tags g Mizcellaneous
. Validation 4 B ARM-GCC Assembler Expert settings:
o
(Z# Preprocessor Comman 4 G{COMMAND} S{FLAGS] S{OUTPUT FLAG firmware bins{l
(&2 Directories line pattern:

@ Warnings

@ Miscellaneous
a4 B3 ARM-GCC C Linker

@ General

@ Libraries

i)

4 |3 ARM-GCC Create Flash Image

g OUtpar

g Section
g Miscellaneous

3 Modify the command line pattern for post processing:

${COMMAND} ${FLAGS} ${OUTPUT_FLAG}firmware.bin${INPUTS} &
"../Utilities/srecord-1.63-win32/srec_cat" "@../Utilities/pad.srec" &
"../Utilities/srecord-1.63-win32/srec_cat" "@../Utilities/crc.srec" &
"../Utilities/srecord-1.63-win32/srec_cat" "@../Utilities/swap.srec"
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Application — Creating the binary output (infineon
including CRC32

4 & DAVE CE - DAVE™ - C:\Workspaces\DAVE-4.1\ETHCAT_SSC_BC 4 Regenerate the source code for
File Edit Source Refactor Mavigate Search  Project D# DAVE™ APPS

rAsE b aEoae[E] 5 Rebuild the project
6 ' Find the result inside debug folder:

w DAVE CE - DAVE™ - C\Workspaces\DAVE-4. INETHCAT_S5C_BC

File Edit Source Refactor Mavigate Search Project Df firmwal‘e.bin
Al @ vt uES @m0 5 - binary output unmodified

6 — firmware_CRC.bin

_ DAVE CE - DAVE™ - C\Workspaces\DAVE-4.1\ETE

File Edit Source Refactor Mavigate Search = bina ry Output padded to Word

e e alignment
|| g C/Cr+ Proj.. 52 LDPrUjectExrl..._ <: EIv - CRC32 added_

. (25 ETHCAT_FWUPDATE_BOOTLOADER_XM( »
4 |[=5 ETHCAT_FWUPDATE_SSC_APPLICATION

" & Binares Use a hex editor to visualize the diff:

> [ Includes
> = Dave
4 [= Debug - f
» (= Dave ¥ Hex Edit - [firmware.bin] 4 Hex Edit - [firmware_cre.bin]
> [= Libraries 3 || File Edit View Operations | | File Edit View Operations Template
3 S8C e . e . PO
g Startup =% IR= ]! =) =15 1= 9 IEA a
» %5 ETHCAT_FWUPDATE_SSC_APPLIC . 0
> firmwareupdate_S5C.o0 - [arm/le] 4 || firmware.bin | | | firmwar 4 | firmware.bin -~ | | firmware_crc.bin
> f'ES_hP'DQ-D'[:'m-"'El 01 02 03 Joiz3 01 03 _Jo[ERE,
B ;:E;T-[:\:vr?jpgmﬁ SSC_APPLIC EEGRE| 00 00 00 0Of.... EB03 00 00 00 00)....
&l _ -+l BES4: 00 00 OO 0O).... LBG4: 00 00 00 00f....
|= ETHCAT_FWUPDATE_SSC_APPLIC BEGE: 00 00 00 0O0f.... BBSS:| 00 00 0O 0O....
i AL aeed.bin EBEC: 00 00 OO0 0O0f.... BESC: 00 00 00 00f....

BE90: 00 00 0O 00f.... BE90:| 00 00 00 00)....
: ) = o o

firnviare padded.bin BEUS:| FE 1F gggg FE 1F 00 00

= £ bi . .. K PR

d s 0 o

= TroREs EEAD
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Application — Creating the binary output (infineon
including CRC32 for testing

7 WM_CCUB0 53

General | Settings | External Event Settings | Signal Settings | Shadow Transfer Settings | Timer Event Settings | Pin Settings
Cleck Settings
Clock frequency [MHz]: 144
PWM Settings
Counting mode: Edge Aligned = | [V]Start during initialization
Compare mode: Symmetric 2 Single-shot mode
Timer Settings
PWM resolution [nsec]: 100000 Actual PWM resolution [nsec]: | 56888.888889
Presca ler: 1 Period register (2254
Frequency [Hz]: 2 Actual frequency [Hz]:
Svmmetric Asvmmetric

, DAVE CE - DAVE™ - Ch\Workspaces\DAVE-4. IN\ETHCAT_S5C_BC

File Edit Source Refactor Mavigate Search Project Df

2B E b uE oo

» DAVE CE - DAVE™ - C\Workspaces\DAVE-4.1\ETHCAT_S5C_BEC

File Edit Source Refactor Mavigate Search Project Df

AR &t uES @0 R

1 O C/C++ Projects &3 | [ Project Exp

. =5 ETHCAT_FWUPDATE_BOOTLOA
4 (=5 ETHCAT_FWUPDATE_SSC_APPI
> ggb Binaries
+ [l Includes
> = Dave
o I'Wm

4 = firmware

4 = image_20Hz
=| firmware_crc.bin

4 = image_2Hz
=| firmware_crc.bin

Inside the test section of this
documentation two firmware update
binaries are needed:

- LED2 flashing with 2Hz
- LEDZ2 flashing with 20Hz

To prepare the two binaries set the flash
frequency inside PWM_CCUS8 APP to
20Hz/2Hz and create the binaries:

7 Set frequency

8  Generate source code for APPs

9 Rebuild the project

10 For your convinience the two firmware

update binaries are already prepared and
are delivered within the project.
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Overview and requirements
Setup

Short overview - boot modes
Architecture

Implementation of the application
Implementation of the bootloader

How to test — using TwinCAT3 as host
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Bootloader — implementing main()

L€l mainc &2
141=uint32_t main(void)
2 o
32_t firmware byt
firmware _size byt (START_ADDRESS_BACKUP_PARTITION + METAINFO _OFFSET / 4)[63];
/* check metginfo if firmware for update is available inside bac i */
if ( (firmware size bytes > @) &8& (fir ize bytes < APP PARTITION mx SIZE) )
1
metainig indicates a ne.‘.' Tir 15 a'.-a'__ab_e ide backup partition */
check CRC32 of fi d I:

194 Q}
1 —

f (FLASHPROG CRC32 h k(START ADDRESS BACKUP PARTITION

firmware  size bytes) == FLASH_OK)

/* CRC32 of backup partition is OK - start programming */
/* program new firmware into application partitien */
FLASHPROG_Init(START_ADDRESS_APP_PARTITION,

APP_PARTITION_MAX_SIZE,

FLASH_OPT_ERASE,

FLASH_OPT_CHECK);
FLASHPROG_Data(START_ADDRESS_BACKUP_PARTITION, firmware _size bytes);

FLASHPROG_Close();

/* delete EEPROM ntent (2nd 64k sector) */
FLASHPRDG D lete phy cal_sector (XMC_FLASH_PHY_SECTOR_4);

/* Check CRC32 of i re inside appl ion pa
if (FLASHPROG_CRC32 . h k(START ADDRESS APP PARTITIDN
firmware _size bytes) != FLASH OK)
{
/* Restart te retry programming */
BL_MNormal_Restart();
s
/* OK - new firmware was successfully programmed into application partition
}
7
Tk CRC 2 1 scﬁ.-:a’e Trom backup pa’-_'_:'_cn was Just successtully programmed
* pp ion partition.
ase, make sure backup p d bef g T d
: applicaticn partition.

pti—_backupdata = START_ADDRESS_BACKUP_PARTITION;
while(ptr_backupdata<START_ADDRESS_BACKUP_PARTITION + BACKUP_PARTITION MAX_SIZE / 4)

ase needed? */
f(pt _ba kpdt =)

e backup partition */

FLASHPRDG_Dalete_physical_sector‘s(ptr‘_backupdata} 1);

}
ptr_backupdatat+;

Restart inside app

f* tart lic
BL_FlashABM@_Restart();

199
200 }

2016-07-20

return 8;

(infineon

1" Check meta info if new firmware
binary is available inside backup
partition

2 If CRC32 check of backup partition
is OK, start programming new
software.

Delete EEPROM content of old
firmware. If CRC32 check of new
programmed application partltlon is
not OK (which is most unlikely to
happen) restart bootloader to retry.

3 Check if backup partition is
polluted for any reason. If yes, clean
It before starting application
executable. By this, backup partition
is always clean when application
executable is started.

4 Restart device with application
executable.
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Bootloader - triggering restart in alternative (infineon
boot mode 0 and normal boot mode

g main.c i3

o 1 To restart in alternative boot mode 0,

JIe JEEE kAR R R R AR AR R R R AR R AR LR RE R IR EEREE R AR EERRERRE R R LR LR

the following actions are needed:

112
34 void BL_FlashABM@_Restart(void)

i
1s) 7+ Restart in slternative bootnods @ */ | Clear the reset source of the last reset

/* Clear the reset cause field for proper reset detection of the ssw */
XMC_SCU_RESET_ClearDeviceResetReason();
/* Set ABM@ as boot mode in SWCON field of STCON register */

125 | e _seu_seksootiosec_sc soorooe ) Set boot mode to alternative boot mode

128 /* Trigger power on reset */
-A
2
2

PPB->AIRCR = 1 << PPB_AIRCR_SYSRESETREQ_Pos
| @xSFA<<PPE_AIRCR_WECTKEY Pos

| @x1 << PPE_AIACR_PRIGROUP_Pos; Issue system reset (software reset)
id BL_Normal Restart{voi .
e ol festareord 2 To restart in normal boot mode, the

/* Restart in alternative bootmode @ */
/* Clear the reset cause field for proper reset detection of the ssw */ L]
XMC_SCU_RESET_ClearDeviceResetReason(); fO”OWI ng aCtlonS a re needed "
/* Set ABM@ as boot mode in SWCON field of STCON register */
XMC_SCU_SetBootMode (XMC_SCU_SOOTMODE NORMAL) ;
/* Trigger power on reset */
S Clear the reset source of the last reset
| @xSFA<<PPE_ATIRCR_WECTKEY Pos
| @xl << PPE_AIRCR_PRIGROUP_Pos;

Set boot mode to normal boot mode

Issue system reset (software reset)
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Bootloader - Limit bootloader flash size inside (ﬁﬁneon
linker file

& DAVE CE - ETHCAT_FWUPDATE BOOTLOADER_XMCA o
File Edit MNavigate Search Project DAVE Winde The bootloader executable is limited to

WP ARG S T =F T the first 64KB inside flash.

@ C/C++ Projects I3
4 =% ETHCAT_FWUPDATE_BOOTLOADER_XMC48 [ A

To make build aware of this limitation,
the linker file has to be adapted:

» g:;b Binaries
» [a Includes
> = Dawve ] linker_scriptd 52
¢ = Debug 53 MEMORY
» [ Libraries 64 {
65 FLASH 1 _cached(RX) : ORIGIN = @x@80000008,[LENGTH = 6x00010066
+ = Startup 66 FLASH 1 uncached(RX) : ORIGIN = @x@Ceeeeap, LENGTH = Bx@0010008
- €| flashprog.c 67 PSRAM_1(!RX) : ORIGIN = @x1FFES@@@, LENGTH = Bx
. flashprog.h 68 DSRAM_1_system(!RX) : ORIGIN = @x20880008, LENGTH = 0x28608

59  DSRAM 2 comm(!RX) : ORIGIN = 8x28028008, LENGTH = @x20088

-t main.c _ 78  SRAM combined(!RX) : ORIGIN = @x1FFES@@@, LENGTH = 8x@8855808
| 7] linker_script.ld 71}
) TE_SSC_APPLICATION_XM(C48 o
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Bootloader — Defining ABMO header (infineon

@ m

ain.c &

MACROS AND DEFINES

49
1 58 * MagicKey value for \ref ABM Header_t. see */
51 #deflne ABM_HEADER_| ﬂAGIC KEY @xASC3EL0F
52 -
53 #deflne START_ADDRESS_| BACKUP PﬁRTITION (uint32_t*)execlessas
54= /* start address of appllcah.cn buffer
55 ([@128kByte after bootloader(64k) and EEPROM(&4k)*/
56 #deflne START_ADDRESS_APP_PARTITION (uint32_t*)axecezeees
/* first 128KByte is cccupled by bootlader */
#define APP_PARTITION_MAX_SIZE (1@24 * 1824 - 123 * 1024)
59 /* backup space including meta-info space */
#define BACKUP_PARTITION_MAX_SIZE (1824 * 1024)

[}

/* offset to backup start address
* of page to store file size inside backup */
#define METAINFO_OFFSET (1824 * 1824 - 256)

L
\brief Alternative Boot Mode structure[]
typedeF struct ABM | Header‘ {
uint32_t MagicKey; / .'-aglc key. Always @xASC3EL@F */
uint32_t StartAddress; /**< Start address of the programm to load */
uint32_t Length; /**< Length of the programm to load. */
uint32_t ApplicationCRC32; /
uint32 t HeaderCRC32; /**< CRC32 Sum of the four fields before */
} ABM_Header_t;

**¢ CRC32 Sum of the complete application code */

5 * LOCAL DATA

static const ABM Header_t _ attribute_ ((section(”.flash_abm")))
ABM@_Header = {

.MagicKey = ABM_HEADER_MAGIC_KEY,

.StartAddress = @x@8020000, /* Start Flash Physical Sector 1 */
.Length = @xFFFFFFFF,

.ApplicationCRC32 = @xFFFFFFFF,

.HeaderCRC32 = @xEF423163

* API PROTOTYPES

/* http://mcucneclipse.com/2812/11/81/defining-variables-
.abm ABSOLUTE (8x@808FFED): AT(@x@800FFEG | Ox040008000)

KEEP(*(.flash_abm))
} » FLASH_ 1_cached

137 J/* DSRAM layout (Lowest to highest)*/
138 Stack (NOLOAD) :

2016-07-20

Inside bootloader partition the ABMO
header must be located:

1 Define magic key of ABM header
2 Define ABM header structure

3 Define content of ABM header and
location inside flash. Beside magic key
and CRC, the start adress of the flash
is the only mandatory information
needed.

4 Define location of ABM header inside
linker script to the last 32byte inside
the first 64KB of flash:

Ox0COOFFEO
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Overview and requirements
Setup

Short overview - boot modes
Architecture

Implementation of the application
Implementation of the bootloader

How to test — using TwinCAT3 as host
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How to test — Downloading the executables (ﬁﬁneon
and start application executable via bootloader

'E;! ACTIONS

1. Set bootloader as active project, build and download the bootloader executable
software to the XMC4800 and stop debugger

& DAVE CE - ETHCAT_FWUPDATE_BOOTLOADER_XMC48/main.c - DAVE™ - C\Workspaces\DAVE-4.1\E l & DAVE CE - ETHCAT_FWUPDATE_BOOTLOADER_XMC48/main.c - DAVE™ - C\Warkspaces\DAVE-4.1\F

File Edit Source Refactor Mavigate Search Project DAVE__Window Help
LrAasE@ntuEonones]e s 0 -

File Edit Source Refactor Mavigate Search Project DAVE Window Help

|,(~E.s;m; tmE G DO ™y -

% Debug - ETHCAT_FWUPDATE_BOOTLOADER_XMC48/main.c - DAVE™ - CA\Workspaces\DAVE-4.1\E

File Edit Source Refactor N Search DAVE Window Help
A i | ® e &gt e B

2. Set application as active project, build and download the application executable
software to the XMC4800 and start the debugger

& DAVE CE - ETHCAT_FWUPDATE_SSC_APPLICATION_XMC48/main.c - DAVE™ - C\Workspaces\DAVE-4 ‘ & DAVE CE - ETHCAT_FWUPDATE_SSC_APPLICATION_XMC48/main.c - DAVE™ - C\Workspaces\DAVE-4

File Edit Source Refactor MNavigate Search Project DAVE  Window Help

|27 huEdD O @nls#s-a@ ¥ - T3 &) - 5

File Edit Sgurce Refactor MNavigate Search Project DAVE Window Help

3] ST 1YY TR AT PR

& Debug - ETHCAT_FWUPDATE_S5C_APPUCATION_XMC48&/main.c - DAVE™ - C\Workspaces\DAVE-4

File Edit Source Refa Wavigate Search DAVE Window Help
P PR N =]

Note: Please be aware the application executable has reached the breakpoint inside
main() already via bootloader executable
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How to test — Application executable is running  (iafineon

@ OBSERVATIONS
Application executable is running.
Check LED?2 is flashing with a rate of 2Hz
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How to test — start the TwinCAT 3 master to (i}{f'i’neon
run (1/4)

oD
1 File Edit View Project Build Debug TwinCAT PLC Tc — ACTIONS

i JI”#\OIGG" |
m &[5z (=c2=

Solution Explorer x

- After starting the TwinCAT
s System Manager from

MOTION

windows start menu:

g
1" Right Click I/O-Devices
and select ,Add New Item..."

2 Insert Device “ 2 Create an EtherCAT
S master device by double click

Ctrl+5Shift+A

== EtherCAT Automation Protocol (Network Variahles)
il EtherCAT Autamation Protocol lvia ELBBO1, EtherCAT
-5 EtherCAT Simulation

¥ Ethernet

=% Profibus DP

&% Profinet

€in CANopen

== DeviceMet

= EtherleylP TargetType

#1 SERCOS interface ® PCanly

o Beckhoff Lightbus N

-a! USB () CXonly

2 Beckhoff Hardware )BXonly

 Miscellaneous N

Al
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How to test — start the TwinCAT 3 master to (ﬁ{ﬁneon

run (2/4)

3

Genera || Adapter | EtherCAT | Online | CoE - Online

(®) Network Adapter

(®)0S (NDIS) Pl () DPRAM
Description: LAN-Verbindung (TwinCAT-Intel PCI Ethernet Adapter (Gigabit))
Device Name: \DEVICE\{44658C39-F4B6-430B-95AE-616E0DCEEEES)
Search...
MAC Address: 3863 bb b6 04 60 Compatible Devices...
IP Address: 169.254.115.19 (255.255.0.0)

[ ]Promiscuous Mode (use with Wireshark only)
[Jvirtual Device Names

(") Adapter Reference

4 -
“ 1/0
4 L Devices

4 = Device -

*8 ol = Add New Item..
% Imaq 2 Add Existing Item...

2 Syn¢ X Remove
Inpu
. Outy Change Netld..

> @ Info Save Device 1 (EtherCAT) A:
&% Mappings,
a5 Viapping Append EtherCAT Cmd

Append Dynamic Container

Online Reset

Online Reload

@ ACTIONS

3 Select the network adapter
you want to use (search and
select).

Application hint:

In case the device is not
found please install the
respective device driver by
following the instructions
given by TwinCAT through
the ,Compatible Devices..."
button.

4 Right Click EtherCAT
master and select ,Scan
Boxes..."

Copyright © Infineon Technologies AG 2016. All rights reserved.



How to test — start the TwinCAT 3 master to (ﬁf’ﬂ]eon
run (3/4)

T /@) OBSERVATIONS
« @o
. f%iegii?ceumercm 1 The slave appears as a node
% Image on the EtherCAT master bus
*® Image-Info
j =f:;5i”“5 2 The RUN-LED is flashing
. W Outputs indicating PREOP-state

0 Infolata
> Box 1 (XMC_ESC)

a" MappTgs
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How to test — start the TwinCAT 3 master to (ih'ffneon
run (4/4)

3
: /@) OBSERVATIONS

File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help
e BA2RE|éw".| si BB A~
[ mg|Ez(z= =0 uE |00 i B W W HGEITE Fameselecon | T

3 EtherCAT master view:
Inside the EtherCAT master

General | Adapter | EtherCA

-a Solution XMCProject_1" (1 project)

+ [l XMcProject 1 No Ad. Name State CRC
. @ sysTEM @1 1001 Bax1(XMC_ESC) PREOP 0 -
online state you see the
mrc

2| SAFETY

queued frames counting up,
T the connected slave and its
PREOP state.

- 4 EtherCAT slave view:
4 The PREOP-state of the
slave is indicated within the

<« &3 XMCProject_1 State Machine

dl SYSTEM Boolstrap T 1 C AT t
MOTION Current State: PREOP WI n Sys e I I l I I I a n a g e r .
i Pre-0 Safe-0|
3 ric B B Requested State R —
23 SAFETY Op Clear Error
C++
4 @io DLL Status
4 “% Devices PortA Carrier/ Open
4 = Device 1 (EtherCAT)
+0 PortB No Carrier | Closed
Image
¥ Image-Info No Carrier  Closed
» @ SyncUnits No Carrier/ Closed
Inputs
’ : OUtE\utS File Access over EtherCAT

Download Upload

l‘ = Baox 1 (XMC_ESC) l
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How to test - Setting slave to operational (infineon

mode

@ ACTION

Y = i Set master device to free run mode

3 = ale

/@) OBSERVATIONS

XMCProject_1 - Microsoft Visual

1 File Edit View Project Build Debug TwinCAT PLC Tools Scope Window Help
i @A 2K G5 HiEE s

| l a _”‘*E\'E"—:r— f",‘ﬁm{j|'f"";§fgﬁa@k h O 385 :Ta”ﬂESEE(IOH‘t

>0 x XMCProject_1 x [JeldEnl]

Solution Explorer
=]
2 Solution XMCProject_1" (1 project)
4[5 XMCProject_1
» (@l SYSTEM
E MOTION
PLC
i SAFETY
C++

General | EtherCAT | DC Process Data | Startup | CoE - Onlin

Current State:

Requested State OF

2 Solution Explorer I X @ XMCProject_1 x

e Genera | | Adapter ETJ’WE!’CADE’OH“HE
- Solution KMCProject_1" (1 project)

4 [3 XMCProject_1 Mo Ad. Mams

tate CRC

@ SYSTEM = 1001 Box 1 (XMC_ESC) oP 0
MOTION

PLC

7 SAFETY
C++
4 1/0

= Device 1 (EtherCAT)
e

2 Image-Info

2 SyncUnits
Inputs

> Outputs Aclual State oP Counter

cyene Queued
» B InfoData Init Pre-Op | | Safe-Op oo Send Frames 26298 25045

1' EtherCAT slave view:
Online status of slave shows
the slave in OP state

2 EtherCAT master view:
Online status of master shows
the slave in OP state. Frames
are no more queued. Cyclic
counter is incrementing.

3 XMC EtherCAT PHY Board":
RUN-LED is static turned on
indicating OP-state.
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How to test — Update firmware via FoE Infineon

TwinCAT Project25 x
General | EtherCAT | DC Process Data | Startup | CoE - Online | Online
State Machine
1 Init I Bootstrap I
Current State: BOOT
Pre-Op Safe-Op
Requested State: BOOT
Op Clear Error
DLL Status
Port A Carrier / Open
PortB: Mo Carrier f Closed
Mo Carrier / Closed
Mo Carrier / Closed
= BiheCAT
2 Download... Upload..
£} Offnen n
@ ~ 4 L » Dieser PC ¥ KINGSTON (F) » firmware » image_20Hz v ¢ “image_20Hz" durchsuchen »
Qrganisieren ~ Meuer Ordner =~ [ @
I firmware " Name Anderungsdatum Typ Grofe
I —
image_2Hz
3 R firmware_crc.bin 25.08.2016 13:56 BIN-Datei 47 KB
| image_20Hz
| images
@ Netzwerk < B
Datelnam All Files (*#) v I
\ Offnen 'Abbre(hen
Edit FoE Name
String: firmware_crc
Hex: BE B3 72 60 77 61 72 65 6F 63 72 63 Cancel
4 Length
Password (hex)

1

2
3
4

i

@ ACTIONS

Enter bootstrap state
Start download dialog
Select 20Hz firmware binary

Enter 32bit passkey ,beefbeef"
and confirm with , OK"
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How to test — Check the progress of firmware (ﬁ{ﬁneon
download via FoE

@OBSERVATIONS
While the firmware is downloaded to the backup partition, a progress bar in the
very right corner of the TwinCAT window indicates the upload status to you.
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How to test — Update firmware via FOE

A ACTIONS

(infineon

Set slave to INIT state. This triggers the restart of the device with bootloader

executable. Firmware inside application partition will be updated.

TwinCAT Project25 x

General | | EtherCAT | DC | Process Data | Startup | CoE - Online | Online
) Current State: BOOT
i Safe-Op
Requested State: BOOT

Qp Clear Error
DLL Status
PortA: Carrier / Open
PortB: No Carrier f Closed

No Carrier / Closed

No Carrier [ Closed

File Access over EtherCAT

Download... Upload..

@ OBSERVATIONS

The slave is restarted and after firmware was
updated inside flash becomes operational again.
Now LED?Z2 is flashing with a rate of 20Hz.

- Firmware update succeeded
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