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Thank you for your interest in the EZ-PD™ Protocol Analyzer Utility User Guide. This is a cross platform utility that works in
conjunction with the CY4500 EZ-PD Protocol Analyzer to capture the Power Delivery (PD) traffic occurring on the
Configuration Channel (CC) lines of a Type-C connection. This is a very handy debugging tool for developers.

Note that the EZ-PD Protocol Analyzer Utility User Guide supports decoding of PD packets as per USB PD Specification
Revision 3.0, V2.0 dated August 29, 2019.

1.1 Getting Started

This user guide describes the features of the EZ-PD Protocol Analyzer Utility and how to use it.

1.2 Additional Learning Resources

Visit the CCG web page at www.cypress.com/CCG for the list of Type-C products from Cypress and additional learning
resources including datasheets and application notes.

1.3 Technical Support

For assistance, go to www.cypress.com/go/support .

1.4 Document Conventions

Convention Usage
Courier New Displays file locations, user-entered text, and source code:
C:\ ...cd\icc\
Italics Displays file names and reference documentation:
The “Configuration Options” section of the HX3 datasheet gives more details about the use of pinstripes
File > Open Represents menu paths: File > Open > New Project
Bold Displays commands, menu paths, and icon names in procedures: Click the File icon and then click Open.
Times New Roman Displays an equation:
2+2=4
Text in gray boxes Describes Cautions or unique functionality of the product.

1.5 Abbreviations

Abbreviation Meaning

GUI Graphical User Interface
PD Power Delivery

SOP Start of Packet

Msg ID Message Identification
CcC Configuration Channel
PC Personal computer

Obj Count Object Count

usB Universal Serial Bus
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2.1 EZ-PD Protocol Analyzer Utility GUI

Do the following to run the CY4500 EZ-PD Protocol Analyzer and capture the Power Delivery Packets on the CC bus:

1. Using a USB Micro-B cable, connect the USB Micro-B receptacle (Connector J7) of the Protocol Analyzer board to the
host PC. LED1 of the board starts blinking in white color.

2. Connect the USB Type-C plug (Connector J3) of the Protocol Analyzer board to the Type-C host device. In this user
guide, the CY4531 EZ-PD CCG3 Evaluation Kit (EVK; not provided with this analyzer) is used as a Type-C host device
as an example.

3. Verify that your setup looks similar to the image shown below:
Figure 1. Setup for Operating CY4500 EZ-PD Protocol Analyzer

To Host PC Running
EZ-PD Analyzer Utility

4. Connect a USB Type-C power adapter (not provided with the analyzer) to the USB Type-C receptacle (Connector
J2) of the Protocol Analyzer board. Verify that your setup looks similar to the image shown in Figure 2. The USB
Type-C power adapter mentioned here is just an example. Any USB Type-C device can be used in its place.
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-‘-— EZ-PD Protocol Analyzer Utility

Figure 2. Completing the Setup for Operating the Protocol Analyzer
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2.1.1 Windows

To start the Protocol Analyzer Utility tool, go to Start > All Programs > Cypress > EZ-PD Protocol Analyzer Utility
> CY4500 EZ-PD Protocol Analyzer Utility.exe.

Figure 3. GUI Layout of EZ-PD Analyzer Utility
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2.1.2 macOS

EZ-PD Protocol Analyzer Utility

Extract CY4500EZ-PD_Protocol_Analyzer_Macosx.zip. Open CY4500_EZ_PD_Protocol_Analyzer_Utility to start the

Protocol Analyzer Utility tool.

Figure 4. GUI Layout of the Utility in MacOS
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2.1.3 Linux

In 64-bit system, use CY4500EZ-PD_Protocol_Analyzer_Linux_x64.zip; in 32-bit systems, use CY4500EZ-
PD_Protocol_Analyzer_Linux_x86.zip. Extract the zip file and launch the terminal inside extracted folder.

Run one-time commands:

export SWT GTK3=0

chmod a+x CY4500 EZ PD Protocol Analyzer Utility

To launch EZ-PD™ Protocol Analyzer Utility tool, run

sudo ./CY4500 EZ PD Protocol Analyzer Utility

EZ-PD Protocol Analyzer Utility User Guide, Document Number: 002-30697 Rev. *A
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Figure 5. GUI Layout of the Utility in Ubuntu
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2.1.4 Show View

To open View, click Window > Show View on the menu bar and select respective view from the menu items.

Figure 6. Show View
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File Actions Settings Window Help

ir- ‘ @ ®| Show View > USB Packet Message |

[T USB Packet Message Reset Perspective Graphical |

Details

& A ¢ T Payload A A ¢ A (
1 VBUS UP  SOP C_RSVDO 0 UFP SNK 0 i
2 ol sop VENDOR DEFI.. | 6 DFP SRC 1 v2
3 SoP GOODCRC 6 urP SNK 0 v2
4 . SOP VENDOR DEFIl... 4 UFP SNK 7 v2
b OK SOP GOODCRC 4 DFP SRC 0 v2
6 OK SOP VENDOR_DEFI... 7 DFP SRC 1 v2
7 SOP GOODCRC 7 UFP SNK 0 v2
8 SOP VENDOR_DEFI... 5 UFP SNK 7 w2
3] SOP GOODCRC 5 DFP SRC 0 vZ2

2.1.5 Reset Perspective
To rearrange the views to the default layout, select Window > Reset Perspective.

EZ-PD Protocol Analyzer Utility User Guide, Document Number: 002-30697 Rev. *A 8



= CYPRESS

g EMBEDDED IN TOMORROW™

EZ-PD Protocol Analyzer Utility

Figure 7. Reset Perspective menu of the Analyzer Utility
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2.1.6 Go to Packets

To select PD message based on column value, select Actions > Find Message as shown in Figure 8 and Figure 9.

Figure 8. Find Message Menu
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Figure 9. Find Message Dialog Box
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2.1.7 Graphical View

Select Window > Show View > Graphical.

Figure 10. Graphical View
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2.1.7.1 Zoom In

To zoom into the graph, select the area of interest by dragging the cursor from top left corner to bottom right corner which
highlights the selected region in blue as shown in Figure 11.

Figure 11. Graph zoom-in
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You can also zoom-in and zoom-out of the graph using the pinch-to-zoom technique.
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2.1.7.2 Navigation

To navigate towards left or right of the graph over the Time axis, use the left and right arrow buttons respectively on the top
right corner of the Graphical view window.

Figure 12. Graph navigating

[ Graphical & ==

[ cc1 [ cc2 VI VBUS [IAMP  x scale: 100ms/div  ¥: 5585u X:7821494m  AY: 206u AX: Om P

7.000 1

6,000

5.000 |

4,000

3.000

Volt/AMP(mV/mA)

2,000 |

7,500,000 7,600,000 7,700,000 7,800,000 7,900,000  §000000 8100000 8200000  §300,000 8400000 85000
Time(us)

WVBUS MAMP B CC1 CC2‘

2.1.8 Help View

You can access the User Guide of EZ-PD™ Protocol Analyzer Utility and get details about version of the tool from Help
menu on menu bar as in Figure 13.

Figure 13. Help View

(& CY4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help

ar | @ @ :Ei i User Guide
[ USB Packet Message © About CY4500 EZ-PD™ Protocol Analyzer Utility
#
h h h h h h
1 VBUS_UP | SOP C_RSVDO 0 UFP SNK 0
2 OK SOP_PRIME VDM 0 RSVD DFP_UFP 1
B OK SOP_PRIME GD_CRC 0 RSVD CBLPLUG O

(014 SOP_PRIME  |VDM 0 RSVD CBL PLUG |5
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EZ-PD Protocol Analyzer Utility

2.2 Capturing and Viewing PD Packets

Before capturing PD Packets, ensure that the CY4500 EZ-PD Protocol Analyzer hardware is connected and ready to use.
Make sure that the message displayed on the status bar at the bottom shows “EZ-PD Analyzer is connected”.

2.2.1 Capture PD Packets

Click Start on the tool bar or select Actions > Start.

Figure 14. Capturing PD Packets on the EZ-PD™ Analyzer Utility

& CY4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help
PRO@aE =

T USE Packet Message &

#

T T T T
2212 VDM 5 UFP
2213 GD_CRC 5 DFP
2214 VDM 0 DFP
2215 GD_CRC 0 UFP

The status bar indicates that the Analyzer is running. It also displays the total number of PD packets displayed on the GUI.
The progress bar located at the bottom right corner turns green, whenever PD packets are received by the utility. The
captured PD packets are displayed in the main panel as shown in Figure 15. Each of the PD packet displayed is assigned
with a serial number (SL#).

Figure 15. PD Packets Captured Using the Analyzer Utility

@
File Actic tings Windo
r 1~ lie] (EI
P 2 1
=l sl C€C1:3,295mV €C2:911mV  V: 5,036mY A: 11mA
. - =
L T L T T il T T
1 VBUS_UP | SOP C_RSVDO 0 0
VENDOR DEFL... | 6 1 0x1D6F 0x4B400 Name Value
3 GOODCRC 6 0 ] 0xC41 v MESSAGE HEADER REVISION 0x1d6f
4 SOP VENDOR_DEFL.. 4 UFP SNK 7 V2 1432 1,079 5,036 0x784F Dx4B4081 Reserved 0x0
5 S0P GOODCRC 4 DFP SRC 0 v2 508 145 5036  0x961 Data objects !
6 SOP VENDOR DEFL. 7 DFP SRC 1 v2 641 123457 5036 0x1F6F Ox4BAODE Message id 5
. - Power role SRC
7 SoP GOODCRC 7 UFP SNK 0 v2 503 141 5036 0xE41 cpect )
8 s0p VENDOR_DEFL.. 5 uFP SNK 7 V2 1431 1079 5036  Ox7A4F 0x4B40B D'::l;m" fmison ;rp
9 SoP GOODCRC 5 DFP SRC 0 v2 508 144 5036  0xB61 :
5 > 116F Outa00 Reserved 0x0
10 sap VENDOR DEFL. 0 DFP SRC 1 vz 642 123607 | 5045 Ox116F Ox4BA0D, Messoge type VENDOR_DEFINED
< ’ > » UNSTRUCTURED VDM HEADE 0x4b40069
Vendor id Oxdbd (1204)
1 Graphical
© Payload
[Fect ez [vBUS [ZIAMP  x scale:| 100ms/div - | ¥:-20750  X:969988m  A¥:0 aX:0 ” Byle Indax Value
0 0x69
5.000 1 0x00
= 2 x84
E 4000 3 0x04
=
Esmo
= 2000
5
= 1.000
o
100,000 200000 300,000 400,000 500,000 600,000 00,000 800,000 300 000
Time(us)
W VBUS MAMP MCC1 CC2
& E7-PD Analyzer is Connected Stopped Capturing Copvright © 2020 by Cvpress Semiconductor Corporation. All ights reserved)|
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Table 1. Details of captured PD Packets

EZ-PD Protocol Analyzer Utility

Field Name Description

SL# Message serial no.

Status Overall status of the message

SOP K-code marker used to delineate the start of the packet
Message PD Message Type

Msg Id Identifier for the message

Data Role Current Data Role of the Port

Power Role Current Power Role of the Port

Obj Count Number of 32-bit data object(s) that follow the header
Data 32-bit data object with header

Start Time (us) Start time of PD message

Duration (us) Duration of PD message

Delta (us) Time difference between previous and current PD message
Vbus (mV) Vbus voltage during the PD message capture

Note: VBUS status (Voltage and Current) is displayed live at the right top corner of the GUI if the Protocol Analyzer
hardware is connected to the system (PC). The typical accuracy of the VBUS current displayed is +/- 0.15 A and the

VBUS voltage displayed is +/- 1%.

2.2.2 View Packet Details

Click a PD packet in USB Packet Message window to view its details in the side panel under the Details View tab.

Figure 16. Details of the Selected PD Packet

@

=EO-d

USB Packet Message

VBUS_UP  SOP
SOP
SOP
S0P

Graphical

100.000

% EZ-PD Analyzer is Connected

Mect [Flecz [4vBus MIAMP scale:

:
T T T T T T T X
C_RSVDO 0 UFP SNK a v 5116 0x0 C]
VENDOR DEFL. 4 DFP SNK 1 Vi a1 42949.. 5116 Ox1BAF OXFFOOA Name Value
GOODCRC 4 UFP SRC 0 w2 503 42945 5116 0941 ~ MESSAGE HEADER REVISION Oxd1al
VENDOR_DEFL UFP SRC 4 Vi 1033 42049. 5116 Ox4BBF DxFFODA( Extended No
GOODCRC 5 DFP SNK 0 vl 507 42949.. 5116  OxA21 Data objects 4
VENDOR DEFL.  § DFP SNK 2 ERE T 42973 5116 Ox2AAF DxdB400 Message id o
GOODCRC UFP SRC a v2 503 42949.. 5116  OxB41 Power rale . she
C_RSVDD 0 UFP SNK a Vo0 . 743 00 Specification revision v
C_RSVDO 0 UFP SNK 0 v1 0 4,000 Ox0 Data role ore
= - Message type SOURCE_CAPABILITIES
SOURCE_CAPA... | 0 DFP SRC [REPSERORY | | . rixen sv SOURCE PDO REVIE 0xb01912¢
""""""" o v o - o o 5 Supply FIXED_SUPPLY
Dual role power No
Payload ©
100ms/div | ¥z 1u X: 49547m aY:0 aX:0 Lrd Byte Indes Value
0 02C
1 091
2 0:01
3 0x08
4 oec
OxD1
6 002
7 0100
8 o3
200000 200.000 400000 500.000 500,000 700,000 800,000 00,000 9 o1
Time(us) 10 0x76
[mveusmamP et cc] 1 0xCO

Stopped Capturing

€C1:3,295mV €C2: 1,573mV V: 5,116mV A: 19mA

Copyright © 2020 by Cypress Semiconductor Corporation. All rights reserved.

The Details View tab lists all the attributes of a selected PD packet. See Section 6 (Protocol Layer) of the USB PD
Specification Revision 2.0, V1.2 to get more details about the type of PD messages (Control Messages and Data Messages)

and their attributes.
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2.2.3 Stop Packet Capture

Click the Stop icon in the tool bar or select Actions > Stop.

Figure 17. Stop Capturing PD Packets

File Actions Help

O USB Packet Message =

@ Y4500 EZ-PD™ Protocol Analyzer Utility

#
T T T
1 C_RSVDD 0 UFP
2 VDM 6 DFP
3 GD_CRC 6 uFp
4 VDM 4 Urp
5 GD_CRC 4 DFP
2.2.4 Save PD Packets
Click the Save icon in the tool bar or select File > Save.
Figure 18. Save PD Packets
(® CY4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help
a@ocaE =
O USB Packet Message &
#
Y Y v T
2212 VDM 5 UFP
2213 GD_CRC 5 DFP
2214 VDM 0 DFP
2215 GD_CRC 0 UFP

The trace can be saved in *.ccgx3 file format:

Figure 19. File Formats for PD Packets

EZ-PD Protocol Analyzer Utility

|5 Documents

i . Local Disk (C)
. Local Disk (D:)

v

@ Save
T « Work » usbpd » testing v
Organize ~ New folder
~ ~
= This PC Name
¥ 3D Objects | ] 10_hours_wo_graph.ccgx3
[ Desktop |_| Datapackets_333_script.ccgx3

| | Datapackets_549_script.ccgx3
| | Datapackets_685_script.ccgx3

4 Downloads

. | | Datapackets_831_script.cegx3
J’ Music | | Datapackets_1049_script.ccgx3
&=/ Pictures | | Datapackets_1281_script.ccgx3
m Videos | | Datapackets_1445_script.ccgx3

| | Datapackets_2357 _script_.ccgx3

<

]

£ Search testing

Date modified

6/5/2020 11:25 AM
5/20/2020 11:08 PM
5/20/2020 5:32 PM
6/3/2020 3:12 PM
6/3/2020 12:33 PM
5/26/2020 9:58 PM
5/26/2020 9:43 PM
5/26/2020 9:37 PM
5/24/2020 12:22 AM

~

File name: | ‘

~ Hide Folders

Save as type: | *.ccgx3

Cancel

Save

Note: *.ccgx3 file is a proprietary Cypress format. Files stored in this format can be opened using any XML editor.
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2.2.5 Clear PD Packets

Click the Clear icon in the tool bar or select Actions > Clear Data to clear all the captured PD Packets.

EZ-PD Protocol Analyzer Utility

Clearing the PD packets resets the serial number (SL#) and the PD packets which are captured subsequently will start with

SL# 1.
Figure 20. Clearing the Captured PD Packets

(3 Y4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help
@@ O +

O USB Packet Message ©

#
A A A h
2212 VDM 5 UFP
2213 GD_CRC 5 DFP
2214 VDM 0 DFP
2215 GD_CRC 0 UFP

To clear the captured packets, right-click on the main panel and select Clear Data:

Figure 21. Clearing Captured PD Packets from the Main Panel

& CY4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help
r ElCIOkS]
T USB Packet Message 2
#
A Y Y A v v v v v v
1 VBUS_UP | SOP C_RSVDO 0 UFP SNK 0 vio0 4,009
2 SOPPRIME | VDM 0 RSVD DFPUFP 1 v 639 59979 5133
3 SOPPRIME | GD_CRC 0 RSVD CBLPLUG 0 v2 500 171 5133
4 SOPPRIME | VDM 0 RSVD CBLPLUG 5 v 1159 1339 5133
5 SOPPRIME | GD_CRC 0 RSVD DFPUFP 0 v2 506 142 5133
SRC_CAP 0 -
7 sop SRC_CAP 0 DFP et 1041 1,056 4921
8 SoP SRC_CAP 0 DFP R (Vi 1040 1,056 4912
9 sop SRC_CAP 0 DFP etnovelil[Madke [ 1040 1057 4912
10 sop SRC_CAP 0 DFP @‘ 1040 180,033 4912
11 sop SRC_CAP 0 DFP SRC 4 v2 1040 1,055 4912
12 sop SRC_CAP 0 DFP SRC 4 v2 1040 1,056 4912
13 sop SRC CAP 0 DFP SRC 4 v2 1041 1055 4912
<

0x0

0x104F 0xFF008001
0x141

0x514F 0xFF008041 Ox1
0x41

‘ 0x4161 0x2E01912C Ox.

0x4161 0x2E01912C Ox:
0x4161 0x2E01912C Ox.
0x4161 0x2E01912C Ox:
0x4161 0x2E01912C Oxi
0x4161 0x2E01912C Ox.
0x4167 0x2E01912C Ox:

0x4161 0x2E01912C Ox. ¥
>

Note: If PD packets are received at the time of invoking Clear Data, the PD packets are displayed with a continuous serial
number even after clearing the existing PD packets. Click Clear Data again to clear them and to reset the serial number for

the PD packets to be captured subsequently.
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2.3 Working with PD Packets
2.3.1 Open Saved PD Packet Files

EZ-PD Protocol Analyzer Utility

The saved PD Packet files (*.ccgx3) can be viewed even when the Protocol Analyzer hardware is not connected to the PC.
Click the Open button on the tool bar (or select File > Open). Browse and select the saved file.

Figure 22. Open Saved PD Packet Files

@
le Actions Settings Window Help
FROVE
£ USB Packet Message 1 ]
& Open % €C1:3,295mV €C2: 1,573mV V: 5,116mV A: 19mA
# I~ [coetmis o
T T 1 > ThisPC > Desktop v o o
1 VBUS_UP | SOP CRS i S]
2 S0P VENp  Organize = New folder i-m e, Name Value ~
B SOP GOO Software A DAIAKESELCogis ~ ~ MESSAGE HEADER REVISION Oxd1at
n ) vird ook DetailsViewDebug ccax3 b Extended No
5 sop Goo ENTER_USB.ccgpe3 Data objects 4
6 S0P VEN[ S This PC ExtendedMsgs ccgid 0 Masge i L
ower role
; s zg: f(zg # 30 Objects SaveTest.coge3 Specification revision  v3
9 ;'éus up | sop RS 9 besion stl.oopd Data role bre
e |so & Documents test100k.cogrd l Message type SOURCE_CAPABILITIES
- & B Donlonds 1osICd015 o3 . | - FXED 5V SOURCE PDO REVIS 0xb01912c
< ! Supply FIXED_SUPPLY
b Music testVDM.cogx3 = Dual role power No v
Graphical = & Pictures tststststs.cegud
= Payload
B videos vdm test.coged e
[]ect [ ec2 [#]vBus [ amp £8 Windows (C) vedm test2 cogid Byte Index Value ~
- 0 0x2C
esda.cog
10 R s v . . v 1 031
— 2 001
:é o8 File name: 5 o8
S
E os 4 0xaC
=
£ 5 001
2 6 002
AL 7 0x00
@ 8 0:3C
100.000 200,000 300,000 400,000 500,000 600,000 700,000 800,000 900.000 9 0x21
Time(us) 10 0476
& EZ-PD Analyzer is Connected Stopped Capturing Copyright © 2020 by Cypress Semiconductor Corporation. All ights reserved

2.3.2 Mark PD Packets

The PD Packets displayed in the main panel can be marked to locate them quickly.

Right-click on a packet and select Add Marker (or Add Marker in tool bar) . The marked packet gets highlighted in blue.

Note: The blue highlight is not shown if a marked packet is in selected state. De-select the marked packet by right-clicking

another packet or by clicking on the side panel to see the highlighting in blue.

Figure 23. Adding Marker to PD Packets

@ Y4500 EZ-PD™ Protocol Analyzer Utility

File Actions Settings Window Help

ROV E

[ USB Packet Message =

A

* \ \ A T OTYTY Y Y Y
1 VBUS_UP | SOP C_RSVDO 0 UFP SNK 0 Vo0 4009 0x0

2 oK SOP_PRIME VDM 0 RSVD DFP.UFP 1 V2 639 59979 5133 Ox104F 0xFF00B001

B 0K SOP_PRIME GD_CRC 0 RSVD CBLPLUG O V2 500 171 5133 0x141

4 0 SOP_PRIME VDM 0 RSVD CBLPLUG 5 V2 1,159 1339 5133 0x514F 0xFF008041 0x1

b SOP_PRIME GD_CRC 0 RSVD DFPUFP 0 V2 506 142 5133 0x41

SRC_CAP la | 0x161 0x2E01912C O

4 Sop SRC_CAP Add Marker 4 V2 1,041 1,056 4,921 0x4161 0x2E01912C Ox;

8 SOP SRC_CAP Remove Marker 4 V2 1,040 1,056 4912 0x4161 0x2E01912C Ox:

9 SOP SRC_CAP Remove All Marker 4 V2 1,040 1,057 4912 0x4161 0x2E01912C Ox,
10 SOP SRC_CAP Clear Data 4 V2 1,040 180,033 4,912 0x4161 0x2E01912C Ox.
11 SOP SRC_CAP 0 DFP SRC 4 V2 1,040 1,055 4912 0x4161 0x2E01912C Ox.
12 SOP SRC_CAP 0 DFP SRC 4 V2 1,040 1,056 4912 0x4161 0x2E01912C Ox.
13 SOP SRC CAP 0 DFP SRC 4 V2 1.041 1.055 4912 0x4161 0x2E01912C Ox; ¥
< >
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Figure 24. Adding Marker to PD Packets from Toolbar

(= CY4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help

FEOOEE

1 USB Packet Message =

# v

VBUS_UP | SOP
SOP_PRIME

v
C_RSVDO
VDM

2.3.3 Step Through Marked PD Packets

EZ-PD Protocol Analyzer Utility

Click the Next Marker button on the toolbar (or select Actions > Next Marker) to step through marked packets.

Figure 25. Accessing Marked PD Packets from the Next Marker Icon in the Toolbar

@ (V4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help

SRC.CAP |5.009

| 505

rFliCIoks|
O USB Packet Message -0
N
# Y v L ¢ Y Y Y Y OYT Y
1 VBUS_UP | SOP C_RSVDO 0 UFP SNK 0 vl 0 4,009 0x0
2 SOP_PRIME VDM 0 RSVD DFP_UFP 1 v2 639 59,979 5133 0x104F 0xFF008001
3 SOP_PRIME GD_CRC 0 RSVD CBLPLUG O v2 500 17 5133 ox141
4 SOP_PRIME VDM 0 RSVD CBLPLUG 5 v2 1,159 1,339 5133 0x514F 0xFFO08041 Ox1
5 SOP_PRIME GD_CRC 0 RSVD DFP.UFP 0 v2 506 142 5133 Oxd1

I3 SOP SRC_CAP 0 DFP SRC 4 v2 1,041 1,056 4921 Ox4161 0x2E01912C 0x:
8 SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,056 4912 0x4161 0x2E01912C Ox:
9 SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,057 4912 0x4161 0x2E01912C Ox:
10 SOP SRC_CAP 0 DFP SRC 4 V21,040 180,033 4912 0x4161 0x2E01912C Ox
11 SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1055 4912 0x4161 0x2E01912C Ox
12 SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,056 4912 0x4161 0x2E01912C 0.
1(3 SOP SRC CAP 0 DFP SRC 4 v2 1.041 1.055 4912 0x4161 0x2E01912C U)x. w
2.3.4 Remove Marker
Select the marked message and click Remove Marker.
Figure 26. Removing a Marker
@ CY4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings ow Help
1 {CIOkS
[ USB Packet Message & -0
A
# \ ( \ ( AR ¢ Y \ L ¢  ( A (  (
1 VBUS_UP SOP C_RSVDO 0 UFP SNK 0 vl 0 4,009 0x0
2 OK SOP_PRIME VDM 0 RSVD DFP_UFP 1 v2 639 59,979 5133 0x104F 0xFFO08001
3 SOP_PRIME GD_CRC 0 RSVD CBLPLUG |0 v2 500 171 5133 0x141
4 SOP_PRIME VDM 0 RSVD CBLPLUG |5 v2 1,159 1339 5133 0x514F 0xFF008041 0x1
5 SOP_PRIME GD_CRC 0 RSVD DFP_UFP 0 v2 506 142 5133 0x41
0 4 5,009 ‘0x4161 0x2E01912
7 SOp SRC_CAP 0 DFP SRC 4 v2 1.041 1,056 4,921 0x4161 0x2E01912C 0x:
8 SOp SRC_CAP 0 DFP SRC 4 v2 1,040 1,056 4912 0x4161 0x2EQ1912C Ox:
9 SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,057 4,912 0x4161 0x2EQ01912C Ox.
10 SOp SRC_CAP 0 DFP SRC 4 v2 1,040 180,033 4,912 0x4161 0x2E01912C 0x:
11 SOp SRC_CAP 0 DFP SRC 4 v2 1,040 1,055 4912 0x4161 0x2EQ1912C Ox:
12 SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,056 4,912 0x4161 0x2EQ01912C Ox.
13 SOP SRC CAP 0 DFP SRC 4 v2 1.041 1.055 4912 0x4161 0x2E01912C 0x; ¥
< >
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2.3.5 Remove All Markers

Click Remove All Marker.

Figure 27. Removing All Markers

EZ-PD Protocol Analyzer Utility

Utility

C_RSVDO
VDM

GD_CRC
VDM

GD_CRC
SRC_CAP
SRC_CAP
SRC_CAP
SRC_CAP
SRC_CAP
SRC_CAP
SRC_CAP
SRC CAP

@ (Y4500 EZ-PD™ Protocol Analyzer
File Actions Settings Window Help
BEOOE
7 USB Packet Message &

# Y Y

1 VBUS_UP  SOP

2 OK SOP_PRIME

B OK SOP_PRIME

4 8 SOP_PRIME

b SOP_PRIME

7 OK SOP

8 OK SOP

9 OK SOP

10 OK SOP

1 OK SOP

12 OK SOP

13 OK SOP

<

o oo o o o ofslo o o o o

UFP

RSVD
RSVD
RSVD
RSVD

DFP
DFP
DFP
DFP
DFP
DFP
DFP

SNK

DFP_UFP
CBL_PLUG
CBL_PLUG
DFP_UFP

SRC
SRC
SRC
SRC
SRC
SRC
SRC

-4

ENENNEF NSNS~ IRy

v1
v2
v2
v2
v2

v2
v2
v2
v2
v2
v2
v2

639
500
1,159
506

1,041
1,040
1,040
1,040
1,040
1,040
1.041

T Y
4,009
59,979 5133
171 5133
1339 5133
142 5,133

1,056 4,921
1,056 4912
1,057 4912
180,033 4912
1,055 4,912
1,056 4,912
1.055 4912

Y

0x0

0x104F 0xFF0O08001
0x141

0x514F 0xFF008041 Ox1
0x41

0x4161 0x2E01912C 0x
0x4161 0x2E01912C Ox:
0x4161 0x2E01912C Ox.
0x4161 0x2E01912C Ox.
0x4161 0x2E01912C Ox.
0x4161 0x2E01912C Ox;
0x4161 0x2E01912C Ox.

0x4161 0x2E01912C Ox.
>

2.3.6 Use Packet Filters

Packets displayed in the main panel can be filtered based on certain parameters such as Status, SOP, Message,
Msg ID, Obj Count, Data Role and Power Role as shown in Figure 28. While capturing PD packets, all possible
values are displayed in these filters. When capture is stopped, only the values present in the captured trace will be

displayed.

To filter data packets, enter the filter value in the appropriate field on the Data Filter bar.

Figure 28. Setting up a Data Filter

(3 CY4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help
[ USB Packet Message = - =
~
#
| Y Y Y Y Y Y Y
1 VBUS_UP  SOP C_RSVDO 0 UFP SNK 0 vi 0 4,009 0x0
2 OK SOP_PRIME VDM 0 RSVD DFP_UFP 1 v2 639 59,979 5133 0x104F 0xFFO08001
B OK SOP_PRIME GD_CRC 0 RSVD CBLPLUG O v2 500 171 5133 0x141
4 OK SOP_PRIME VDM 0 RSVD CBLPLUG 5 v2 1,159 1,339 5133 0x514F 0xFF008041 0x1
5 SOP_PRIME GD_CRC 0 RSVD DFP_UFP 0 v2 506 142 5133 0x41
SRC_CAP 0 4 ‘0)(4161 0x2E01912C Ox.
7 OK SopP SRC_CAP 0 DFP SRC 4 v2 1,041 1,056 4,921 0x4161 0x2E01912C Ox:
8 OK SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,056 4,912 0x4161 0x2E01912C Ox:
2] OK SopP SRC_CAP 0 DFP SRC 4 v2 1,040 1,057 4,912 0x4161 0x2E01912C Ox:
10 OK SOP SRC_CAP 0 DFP SRC 4 v2 1,040 180,033 4,912 0x4161 0x2E01912C Ox.
1 OK SOpP SRC_CAP 0 DFP SRC 4 v2 1,040 1,055 4,912 0x4161 0x2E01912C Ox:
12 OK SOopP SRC_CAP 0 DFP SRC 4 v2 1,040 1,056 4,912 0x4161 0x2E01912C Ox:
1(3 OK SOP SRC CAP 0 DFP SRC 4 ve 1.041 1.055 4912 0x4161 0x2E01912C (ix. A
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2.3.7 Import
Use the Import option to load the old tool data into current tool. It supports *.xIsx and *.csv format.

Figure 29. Import

2 CY4500 EZ-PD™ Protocol Analyzer Utility

File Actions Settings Window Help

[@ Open crdvo BIE
Save Ctrl+5S

E-[ Import
Export 4 ¢
Preferences C_RSVDO
Restart IE VDM
Exit Alt+F4  ME GD_CRC

4 K SOP_PRIME VDM

2.3.8 Export

Use the Export option to save the data in *.csv format.

Figure 30. Export

(2 CY4500 EZ-PD™ Protocol Analyzer Utility

File Actions Settings Window Help

(@ Open a0 BIE

Save Ctrl+S

E Import

a Export T ¢
Preferences C_RSVDO
Restart WE VDM
Exit Alt+F4  ME GD_CRC

4 4 SOP_PRIME VDM

2.3.9 Preference
There are two preference options:
®  Multiple device support: If the user machine is connected with multiple devices, you can choose the device.

®  Graph data enable/disable support: Enable or disable graph data loading using this option.

Figure 31. Preference Menu

(& CY4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help
[@ Open Ctrl+O
Save Ctrl+S ==
ﬁ Import A
&| Export v Y. v v L ¢ v Y v
Preferences C_RSVDO 0 UFP SNK 0 v1 0 4,009 0x0
Restart E VDM 0 RSVD DFP_UFP 1 v2 639 59,979 5133 0x104F 0xFFO08001
Exit Alt+F4 E GD_CRC 0 RSVD CBLPLUG 0O v2 500 171 5133 0x141
4 0K SOP_PRIME VDM 0 RSVD CBLPLUG 5 v2 1,159 1,339 5133 0x514F 0xFFO08041 0x1
5 OK SOP_PRIME GD_CRC 0 RSVD DFP_UFP 0 v2 506 142 5133 0x41
SRC_CAP 0 4 0x4161 0x2E01912C Ox:
7 OK SOP SRC_CAP 0 DFP SRC 4 v2 1.041 1,056 4,921 0x4161 0x2E01912C Ox:
8 OK SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,056 4,912 0x4161 0x2E01912C 0x:
9 0K SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,057 4912 0x4161 0x2E01912C Ox:
10 OK SOP SRC_CAP 0 DFP SRC 4 v2 1,040 180,033 4912 0x4161 0x2E01912C Ox:
11 OK SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,055 4912 0x4161 0x2E01912C Ox:
12 OK SOP SRC_CAP 0 DFP SRC 4 v2 1,040 1,056 4,912 0x4161 0x2E01912C Ox:
13 OK SOP SRC CAP 0 DFP SRC 4 vZ 1.041 1.055 4912 0x4161 0x2E01912C 0 v
< >
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Figure 32. Preference Page

Device Device e v

Select a Device: | 04B4_f67e_1 ~
IE‘ Load Graph Data

Restore Defaults Apply

Apply and Close Cancel

2.4 Working with Themes
2.4.1 Themes

The Analyzer GUI has three different themes: default, blue, and gray.

Figure 33. Theme Option in Settings

& Y4500 EZ-PD™ Protocol Analyzer Utility
File Actions Settings Window Help

[ | @) Themes > Default \

[ USB Packet Message & | Blue
Gray _,
# \ Y T
1 VBUS_UP SOP C_RSVDO 0
SOP_PRIME VDM
SOP_PRIME | GD_CRC 0

2.5 Upgrade Firmware

The Protocol Analyzer hardware comes with the latest firmware pre-installed during manufacturing. However, if a new
firmware version is available, the analyzer can be updated manually using the Firmware update tool provided in the package.

On the host PC, launch the EZ-PD Protocol Analyzer Utility using the steps provided in Section 2.1.1 . Ensure that the
Protocol Analyzer hardware is connected.

Start capture by selecting Actions > Start. If the analyzer has an old firmware, a Firmware Update dialog box appears as
shown in Figure 34. Update the firmware of the analyzer wusing the Firmware Update tool
(EZPD_Firmware_Update_Tool.exe) available at the following location:

<Install Directory>\EZ-PD Protocol Analyzer Utility\Firmware_Update_Tool.

The firmware update tool is available only on Windows.
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Figure 34. Firmware Update Dialog Box in Windows

®

Firmware update is required. Please close the utility and run the firmware update
tool in the location below:
C:/Users/User /Cypress/EZ-PD Protacol Analyzer Utility/Firmware_Update Tool

The GUI of the Firmware Update tool is as shown in Figure 35.

Figure 35. GUI of Firmware Update Tool

Download Status

Get Fimware Version Load File... Program

g

The firmware update tool can be used to:
1. Retrieve the current firmware version:
a. Click Get Firmware version.
b. Wait for the firmware version dialog box to appear as shown in Figure 36:

Figure 36. Firmware Version Dialog Box

EZ-PD™ Protocol Analyzer Firmware Update Utility

o Firmware Version: 2.0.7.0

2. Update the CY4500 EZ-PD Protocol Analyzer firmware:
a. Click Load File... and select the CY4500 firmware file in .cyacd format as shown in Figure 37. Click Open.

The binary file provided with the utility is available at the following location <Install Directory>\EZ-PD
Protocol Analyzer Utility\Firmware_Update_Tool.
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Figure 37. Selecting the CY4500 Firmware File

Open CYACD File X
1+ * USER1 i » Cypress » EZ-PD Protocol Analyzer Utility » Firmware_Update_Tool v |8 Search Firmware_Update_Tool 0

Organize » New folder - @ @
~

Lo MName Date modified Type Size

# Quick access

[ Desktop -
& Downloads  #
£ Documents #

L‘J{ CY4500_EZ-PD_ProtocolAnalyzer FW_2 0.7 0.cyacd  9/1/2020 4:43 PM CYACD File 83 KB

=/ Pictures Ed
DriverSample
ezpd_analyzer

Firmware_Updat

@ OneDrive - Cypres

& This PC
B 3D Objects
[ Desktop

= NDocuments v

File name: | CY4500_EZ-PD_ProtocolAnalyzer FW_2_0_7_0.cyacd V‘ cyacd file (*.cyacd) ~

arEl

b. Click Program to initiate the firmware download process as shown in Figure 38.

Figure 38. Initiating Firmware Download

Download Firmware ot

Download Status

Fimmware File:C:\Users'raurCypress\EZ-PD Protocal Analyzer Utility
“Fimware_LUpdate_Tool\CY4500_EZ-
PD_ProtocolAnalyzer FW_2 0 7 0.cyacd

Get Firmware Version Load File...

C. This starts the firmware download process. Click Exit when complete as shown in Figure 39.

Figure 39. Completion of Firmware Download

Download Firmware K

Download Status

EZ-PD Analyzeris in Bootloader Mode. A
2L A17:52 PM

[ Firmware downloaded successfull.
ownload en AR 17:58 PM

Get Firmware Version Load File... Program

d. The steps to update the firmware are now complete. The CY4500 EZ-PD Protocol Analyzer hardware
restarts with the new firmware used in step a and is ready to use.
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Problem

Possible Cause

Possible Solution

When the Analyzer Utility is run on a
virtual machine environment such as
VMWare, there may be anoticeable
delay (which can be in the range of 15
seconds) to display the captured PD
packets from the time ‘Start Capture’ is
invoked on the utility.

The CPU bandwidth allocated for the
virtual machine platform may not be
adequate.

Modify the virtual machine platform settings to
use multiple CPU cores to provide more CPU
bandwidth.

PD Packets are not getting displayed
after connecting the Type-C device
under test.

The Type-C connector may have loose
contacts, or the Type-C device is not
inserted properly into the Protocol
Analyzer hardware.

Check the Type-C plug for any abnormality for
loose contacts.

Insert the Type-C device under test or cable fully
inside the CY4500 Hardware.

Unable to start PD capture.

Restart the EZ-PD Protocol Analyzer Utility tool.

Unable to run the Protocol Analyzer
Utility tool

Version of Java installed may not be
compatible

Check the Java version installed in the system.
Install Java 8 if any other version is installed in
the system.

If more than one version of Java is installed,
make sure that Java 8 is used by default
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*A 09/04/2020 | Added EZ-PD™ Protocol Analyzer usage steps

Added Figure 1 and Figure 2.
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Added Figure 4 and Figure 5.

Added details about enhancements in Packet Filters under section 2.3.6

Added steps to troubleshoot when user is not able to launch EZ-PD™ Protocol Analyzer Ultility tool
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Added Figure 34 and Figure 35.
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