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XDPP1100 firmware patch programming

(infineon

multiple partitions

Scope and purpose

This document provides the details on the procedure of program configuration and firmware patch into OTP of
XDPP1100 device.

Intended audience

This document is intended for engineers who are interested in programming configurations and firmware
patches to XDPP1100’s OTP.
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Introduction

1 Introduction

The Infineon “XDPP” family of digital controllers contains a built-in micro-controller for feature enhancement
or quick bug fixes. The micro-controller firmware (FW) can be updated or “patched” over the industry standard
I2C serial interface and saved in internal non-volatile memory (NVM). This document describes how to upload a
firmware patch over the 12C serial interface and also store a configuration to non-volatile memory (NVM).

1.1 OTP organization

A total of 64 KB of “OTP” nonvolatile memory space is available for the user to store trim, configurations and
patches. By default 16 KB of memory is allocated for data partition to store trim and configurations. Remaining
48 KB is allocated for patch partitions to store the patches. These sizes of data partition and patch partitions
are configurable and should be kept unchanged after a patch is stored in OTP.

Patch partitions can further partitioned up to 16 for storing multiple patches. In a given partition there can only
be one active patch. Therefore, to store a new patch in a partition, invalidating the patch before storing a new
patch is necessary.

The OTP memory space is shared with partial configuration data and depending on the size of the patch, the
procedure described in this document can be used to load a firmware patch into devices which may or may not
already contain a previously loaded patch.

Attention: Care must be taken not to exceed the memory allowance when uploading a new patch.
OTP
Data Partition A -
Trim Structure and Data _![H;
Config Structure and Dats S
Pmbus Structure and Data
Patch Partition 1 I
5y
Relocatable Patches % b ]
Fixed Address Patches o
Patch Partition 2 I
2o
Relocatable Patches % ‘E
Fixed Address FPatches Y o
Patch Partition 3 A
Lyt ]
Relocatable Patches E L%
Fixed Address FPatches ' o
Patch Partition 16 %,
58
Relocatable Patches % b
Fixed Address FPatches v o
OTP Partitioning
Figure 1 OTP partition
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1.2 Programming multiple patches

XDPP1100 makes use of OTP (one-time programmable) memory. Due to the nature of OTP, XDPP1100 memory
has to be partitioned in order to optimize the space. OTP is partitioned in several partitions to support storing
the configurations and also FW patches. Data partition is the first partition by default set to 16 KB of space and
then a patch partition of 48 KB. User can change the patch partition sizes and also add a new patch partition.
User can perform up to 16 partitions in OTP memory.

Each OTP partition can only store one active firmware patch. In order to store a new firmware patch to the OTP,
user has two options:

1. Update the existing patch project with the newly added features, invalidate the old active patch and then
store the updated patch in to the OTP. The procedure for this option are described in chapter 2.

2. Create a new patch project for the newly added features only, store this new patch into a different partition
while keeping the old patch active in Partition 1. This process keeps two active patches in two different
partitions. The procedure for this option are described in chapter 3.

Application Note 30f18 V1.0
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2 Storing patch in same partition

Each OTP partition can only store one active firmware patch. Each partition may have multiple invalidated
patches but can only handle one active patch. In order to store a new firmware patch in to the same partition,
user has to invalidate the existing patch and then perform storing a new patch in to the same partition. The
steps are below:

e Update the existing patch project with the newly added features and create a patch.bin file.
e Invalidate the old active patch in the partition.

e Check if there is enough space remaining in the partition to store the newly created patch. If there is not
enough space, increase the partition size by writing the new OTP partition sizesin to OTP.

e Store the updated patch in to the OTP in the same partition. Figure 4 will demonstrate on storing a patch to
OTP.

2.1 Invalidating a patch

2.1.1 Invalidating a patch through GUI

OTP Parition FW Patch FW Patch Handler  FW Config  FW Debug

Patch Finder and Invalidate

Partition Mumber

e e o |

Invalidate configuration

Find Active patch
Mote:Active patch is mapped to OTF partition 1 at boat

Trm and Config( Finder and Invalidate)

Invalidate Reg Corfi
Find Trim and Canfig Hvalent No 0 z e
Invalidate Config Partial
Size Remaining -
Invalidate PMBus Config Loop 1
Invalidate PMBus Config Loop 2
Invalidate PMBus Partial
Figure 2 Invalidating a patch through GUI
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2.1.2 Invalidating a patch programmatically

Code Listing 1

Try
// 1. Disable the MMU
//Store the boot descriptor in to temp variable, to load back again at the end of the function
status = i2cRead4Bytes(boot_descrptor_addr, data2)
//disabling mmu by writing OxF in to boot descriptor register
status = i2cWrite4Byteswithdata("0000000F", boot_descrptor_addr)

/] 2 .Reset after disabling the MMU
status = pmbWriteByte (cmdMFR_FIRMWARE_COMMAND, CByte(&HE))

/] 3 .pass the parameters to FIRMWARE COMMAND DATA - PMBUs command to invalidate the patch

writeData(0) = &H10 /| patch file command type ( 0x10)
writeData(1l) = ©
writeData(2) = ©

writeData(3) = partition_number // partition number - to invalidate partition - “1”
status = pmbWriteBlock(cmdMFR_FIRMWARE_COMMAND_DATA, writeDatal)

/] 4 .Execute the PMBUs command (FIRMWARE COMMAND) to invalidate the patch - pass the argument

as 0x12 to invalidate
status = pmbWriteByte(cmdMFR_FIRMWARE_COMMAND, &H12)

/] 5. Read back the status to check if the invalidate is success or fail. If status returned is 0 then success

else failed.
data = pmbReadBlock(cmdMFR_FIRMWARE_COMMAND DATA, 4)
If (data(®@) <> @) Then
MessageBox.Show("Invalidating the patch failed")
End If
Catch ex As Exception
MessageBox.Show("Invalidating patch failed")
Finally

/| 6. Enable the MMU by restoring the boot descriptor - which is saved in the first step in to data2.
status = i2cWrited4Bytes(data2, boot_descrptor_addr, &H10)

// 7 .Reset after enabling the MMU
status = pmbWriteByte(&H80, cmdMFR_FIRMWARE_COMMAND, CByte(&HE))

End Try

Application Note 50f18 V1.0
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3 Storing patches in multiple partitions

We need to modify the patch partition sizes to store two or more patchesin to OTP. Supposing, the user wants
to store two patches, errata patch (bug fixes) and patch user app (development patch); the errata patch has the
firmware fixes of the errata and the size of the errata patch is 0x800 therefore we store this patch to partition 1.

The development patch needs to be stored in patch partition 2. Thus, we set the remaining size to partition 2,
which is 0xB800. In the below picture, we set

o data partition to store the configurations of size 0x4000 ( 16 KB)
e patch partition 1 to store the errata patch of size 0x0800 ( 2 KB)

—

e patch partition 2 to store the development patch of size 0xB800 ( 46 KB)

OTP Partition

Size |Ox002A Data Partition |Ox4000 OTP Section 9 Size Ox0000

Version |0x0002 OTP Section 1 Size |0x0800 OTP Section 10 Size  |0=x0000

Boot descriptor  |0x00000003 | OTP Section 2 Size OTP Section 11 Size  |0x0000
OTP Section 3 Size |0x0000 OTP Section 12 Size  |0x0000
OTP Section 4 Size |0x0000 OTP Section 13 Size  |0x0000
OTP Section 5 Size |0x0000 OTP Section 14 Size |0x0000

OTP Section 6 Size |(x0000 OTP Section 15 Size  |0x0000

OTP Section 7 Size |0x0000 OTP Section 16 Size |0x0000

=
[w5)
o]

OTP Section 8 Size |0x0000

Store Trim Reset Read FW Trim

Figure 3 OTP partition GUI display

Click on store trim to modify the partition sizes.
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3.1 Storing first patch in to partition 1

Load the patch_errata.bin file to the GUI and select the partition 1 and click on “Store OTP Patch”. This saves
the errata patch to partition 1.

Load a patch file

| Load OTP Patch File

Patch File | CA\Users\venugopc\PMMiwork)\shastaFW T\shasta_fw\projects\patch_errata\build\patch\patch_errata bin

Header Info
cwp |16 Option | 0000
Size |0800 Size Redundant | 0800
Header CRC |5C3BAEE3 Data CRC |D099E952
Location of Patch | 10024000 Execution of Patch | 10024585
Version Baze |5DD2AD32 Version new |BF3C1FOD

Status |F’atch File Loaded to the GUI (Click on Store OTP button to load to OTP)

Select a partition

Partition Number

Store OTP Patch Store to RAM Reset Save to File

Remaining size in selected partition (After Stroring the patch)-

Figure 4 Store patch to partition 1 GUl display

3.2 Storing a second patch in to partition 2

The developed patch project needs to be updated for building the patch for partition 2. Because of that, user
could store to the partition 2. By default the project provided builds for partition 1.

We need to update this project to build for partition 2 following the below steps.

3.2.1 Storing different FW patches at different OTP partitions

This chapter describe on how to create a firmware patch as per described in Option 2 above.

Note: The following steps are done after user has implemented the desired features in a newly created
patch project. It is therefore assumed that user already know how to create a new firmware patch.

3.2.2 STEP 1a: Update linker_config.sct file for ARM-CC compiler

The file can be found in $PROJ/src/ folder as shown in the following figure.

Application Note 70f18 V1.0
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I [~ = | src
“ Home Share View
&« v > ThisPC » Windows (C:) » XDPP1100 » XDPP1100_fw » projects » patch_user_a » ErC
T proj P PP
Mame Date modified Type Size
5+ Quick access
user_app 1243/ File folder
3 This PC || fw_config.h 18/ H File 3 KB
§ 30 Objects || linker_config.ld LD File KB
I Desktop ﬁ linker_config Windows Script C... KB
| Docurnents || partial_patch.cfg CFG File TKB
] patch_init CFil 3KB
‘. Downloads Jpa e e
= shasta_pmbus Microsoft Excel W... 143 KB
j Music . ;
sym_keey ile
|| sym_keep Fil 1KB
=/ Pictures
m Videos
ae Windows (C:)
= aui uoload N\tdcsal08.na.inf
Figure 5 File location of linker_config.sct

Scroll down until you see the following lines of codes.

32 ; Here we define the patch size we allocate 4 patch regions, each 4k in size this means we
40 ; 16k for data

41 #define otp_data_base  otp_base

4z #define otp_data_size  ox4000

42 ; 16k each for patches

44 #define otp_patchl base otp data_base + otp data_size

45 #define otp_patchl size @x4008

42 #define otp_patchl_effective_size otp_patchl_size - otp_versioned_patch_header_size

47 #define otp_patch2_base otp_patchl_base + otp_patchl size

4¢ #define otp_patch2_size Bx4808

42 #define otp_patch3_base otp_patch2_base + otp_patch2_size
50 #define otp_patch3_size ex40800
#define otp_patch4_base  otp_patch3_base + otp_patch3 size

o5z #define otp patchd4_size @x@
Ed4
55 ; Needs to be filled out according to the needs of the patch
O 55 PATCH _LOAD otp patchl_base + otp_wersioned patch_header_size otp patchl effective size
a7 {
=] OTP_PATCHES otp_patchl_base + otp_versioned patch_header_sirze otp_patchl_effective size
B0 i
81 * (+R0O) 3 (.text)
B2 }
[ 82
B4 RAM_INIT LINKER RAM RANGE_START LINKER RAM RANGE SIZE
B5 H
i * (+RW, +ZI) ; (.data | .bss)
O
[ ] RAM_EXEC +@
- {
[ 7 * (RAM_EXEC)
- }
7}

| |
& o

; "*" means: from arbitrary objects

Figure 6 Linker_Config.sct
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Update the linker_config.sct to build for Partition 2:

32 ; Here we define the patch size we allocate 4 patch regions, each 4k in size this means we
40 ; 16k for data
41 #define otp_data_base otp_base
4z #define otp_data_size  Gx4808
41 ; 1ek each for patches
44 #define otp_patchl_base otp_data_base + otp_data_size
45 #define otp_patchl_size ax4808
43 #define otp_patchl_effective_size otp_patchl_size - otp_versioned_patch_header_size
47 #define otp_patch2_base  otp_patchl_base + otp_patchl_size
45 #define otp_patch2_size @x4808
<H43 #define otp patch2? effective size otp patch2 size - otp versioned patch_header size
20 #define otp_patch3_base  otp_patch2_base + otp_patch2_size
51 #define otp_patch3 size ex4888
iz #define otp_patch4_base  otp_patch3_base + otp_patch3_size
z1 #define otp patch4 size @x@
54
% ; Needs to be filled out according to the needs of the patch
57 PATCH_LOAD otp patchZ base + otp versioned patch_header size otp patchZ effective size
5 {
<= 80 OTP_PATCHES otp_patch2_base + otp_versioned_patch_header_size otp_patch2_effective size
62 * (+RO) 3 (Ltext)
83 ;
[ a4
i RAM_INIT LINKER_RAM_RANGE_START LINKER_RAM RANGE_SIZE
66 i
67 * (+RW, +ZI) ; (.data | .bss)
68 }
|: 0 RAM _EXEC +@
T 1
[ 72 * (RAM_EXEC)
— }
74}
7 3 "*" means: from arbitrary objects
Figure 7 Modification of linker_config.sct for Partition 2

Note: The above example is for 4 equal partitions, and we use second partition to store the patch.
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3.2.3

STEP 1b: Update linker_config.ld for GCC compiler

Similarly, this file can be found in SPROJ/src/ folder as shown in the following figure.

€ o v e

# Quick access

& This PC
P 30 Objects
[ Desktop
|=| Documents
‘ Downleads
J’) Music
=/ Pictures

m Videos

=2 Windows ()

Share View

» ThisPC » Windows (C:) » XDPP1100 > XDPP1100_fw > projects * patch_user_app » src

MNarme

user_app
|| fw_config.h

|| linker_config.ld
(§ linker_config

|| partial_patch.cfg
Mj patch_init

B shasta_pmbus
|| sym_keep

-

Date modified

Type

File folder

H File

LD File

Windows Seript C..
CFG File

C File

Microsoft Excel W...
File

Size

3 KB
3 KB
3 KB
1KB
3KB
143 KB
1KB

Figure 8

Scroll down until you see the following line:

File location of linker_config.ld

B8 b rotp

72 /* Reserved space for the patch header.
73 The patch region 1 follows the data region */
74 .otp_header :
- [
8 . += _otp_patch_header_size;
7 } »otp
75 /* Reserved space for the patch coede */
80 St
81 {
o» &2 * (L text®)
83 *(.rodata*)
B4 *(.ARM.extab* .gnu.linkonce.armextab.*)

*(.ARM.exidx* .gnu.linkonce.armexidx.*)

_end_otp_patchl = .;
_end_text = .;

_otp_patch2_base = .;

91 _ram_exec_scurce = ALIGN (4);

93 .ram_exec : AT (_ram_exec_source)

: {

95 _start_ram_exec = .;

= *(RAM_EXEC*)

57 _end_ram_sxec = .;

58 b o ram

100 . = ALIGN(4);

102 /* These are examples for additional patch partitions
03 They only need to be defined if needed. */
104 .otp_patch2 :

05 {

50 /* Reserved space for functions to be executed in RAM instead of OTP */

o 107 . += _otp_patch2_size;
108 _end_otp_patch2 = .;
=
105 b rotp
1 .otp_patch3 :
Figure 9 Linker_config.ld
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Update the linker_config.ld to build for Partition 2:

72 /* Reserved space for the patch header.
7 The patch region 1 follows the data region */
74 .otp_header :
- [
7 . += _otp_patch_header_size;
7 } rotp
73 /* Reserved space for the patch code */
B0 -t e
& {
L= _otp_patchl_base = .;
&2 . += _otp_patchl_size;
24 _end_otp_patchl = .;
&
85 } rotp
&7 /* Reserved space for functions to be executed in RAM instead of OTP */
&8 _ram_exec_source = ALIGN (4);
&0 .ram_exec : AT (_ram_exec_source)
a1 {
52 _start_ram_exec = .;
53 *(RAM_EXEC*)
34 _end_ram_exec = .;
95 } » ram
o7 . = ALIGN(4);
3 /* These are examples for additional patch partitions
00 They only need to be defined if needed. */
.otp_patch2 :
el |
03 _otp_patch2_base = .;
<A 104 *( . text®)
105 *(.rodata*)
*(.ARM.extab* .gnu.linkonce.armextab.*)
T *(.ARM.exidx* .gnu.linkonce.armexidx.*)
108 _end_otp_patch2 = .;
< 109 _end_text = .;
1 } »otp
112 .otp_patch3 :

Figure 10 Modification of linker_config.ld for Partition 2
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3.24 STEP 2: Update Patch Entry

Open patch_init.c. The file can be found in SPROJ/src/ folder.

I [+ = | src
Home Share View
< v » ThisPC » Windows (C) » XDPP1100 + XDPP1100_fw * projects » patch_user_app » src
Mame Date medified Type Size
s Quick access
user_app 12/3/, File folder
~ [ This PC [ fw_config.h H File 8KB
. 3D Objects |J linker_config.ld LD File KB
[ Desktop (§ linker_canfig Windows Script C.. KB
Iﬁ Documents % partial_patch.cfg CFG File 1KB
; Downloads J patch_init CFile 3KB
B shasta_pmbus Microsoft Excel W... 143 KE
j Music - . ;
|| sym_keep File 1KB
=/ Pictures
B Videos
=2 Windows ()
Figure 11 File location of patch_init.c
Scroll down until you can find the following lines:
P Y
[=F T hoid patch_entry(void);
45 //STATIC void patch_install{void);
AT F o e e — e —————————————— /
43
45 /*lint -esym(714, patch_entry) Suppress: Symbol 'patch_entry’ not referenced */
50 /*lint -e(957) Suppress: Function '"patch_entry' defined without a protetype in scope. */
51 f*lint -esym(765, patch_entry) Suppress: external 'patch_entry(void)"' could be made static.
52 * Mo, its called from startup_opus. */
84 * This is the patch entry point, which is called after the patch got
85 * successfully loaded into RAM.
o 57 void patch_entry(void)
58 {
[ =9 // Initialize the .bss and .data section

Figure 12 Patch_init.c

Update patch_entry:

340 woid patch2_entry(void);
41 //STATIC wvoid patch_install{veid);

1 'patch_en
try ' defined w
external ‘patch_entry(v

not referenced */
out a prototype in scope. ¥
roid) " could be made static.

Suppress:
5, patch_entry) Suppress:
its called from startup_opus.

int, which is called after the patch got
RAM.

loaded

into

@as void patch2_entry(void)
s {

o

Figure 13 Modification of patch_init.c
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3.2.5 STEP 3: Modify Makefile

Open Makefile. The file can be found in SPROJ/ folder.

| 1] = | patch_user_app
Home Share Wiew
« v P » ThisPC » Windows (C) » XDPP1100 » XDPP1100_fw » projects » patch_user app
MName Date modified Type Size
7 Quick access
SrC 12/3/2020 06:33 File folder
[ This PC || .checkstyle 18/3/2020 00:57 CHECKSTYLE File 1KB
P 30 Objects || .cproject 18/3/2 CPROJECT File 13 KB
I Desktop | | project 18/3/2 PROJECT File 2 KB
| Documents || execute_patch_from_ram.cmm 187372 CMM File 2ZKB
* D load || Invalidate_patch.crnm 18/3/2 CMM File 1KE
ownloads
|| load_rom_elf.crmm 18/3/2020 00:57 CMM File 1KB
Musi
d Music || Makefile 18/3/2020 00:57 File 5KB
i Pictures | ] profile_telemetry.cmm 18/3/2020 00:57 CMM File 1KE
B videos [ ] project_windows.cmm 18/3/2020 00:57 CMM File 2KB
=2 Windows (C) | | setup_fw.cmm 18/3/72020 00:57 CMM File 2KB
Figure 14 File location of Makefile

Search for the following lines:

# Reference Image for the patch targets. Not relevant for the image target.
PATCH_LINK_RANGE_CONFIG _FILE := ./src/partial patch.cfg

# In case an entry point is needed by e.g. a debugger
LINKER_PARAMS += --entry=patch_entry

# Plugin for the targets "simvisinn1
include $(REPO_ROOT_DIR)/common/MakefileSimVision.mk
include $(REPO_ROOT_DIR)/common/MakefilePatching.mk

Figure 15 Makefile

Modify as following:

# Reference Image for the patch targets. Mot relevant for the image target.
PATCH_LINK_RANGE_CONFIG_FILE := ./src/partial_patch.cfg

# In case an entry point is needed by e.g. a debugger
LINKER_PARAMS += --entry=patch2_entry

# Plugin for the targets “"simvision™
include $(REPO_ROOT_DIR)/common/MakefilesimVision.mk
include $(REPO_ROOT_DIR)/common/MakefilePatching.mk

Figure 16 Modification of Makefile
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3.2.6 STEP 4: Build the project

Build the project to generate the patch file.

© customer_project_demo - C/C++ - patch_hello_world/src/user_app/user_app.c - Eclipse - X
File Edit Source Refactor Navigate Search Project Run Window Help
cHBlo-A-EiE-S-E-G k-0 h-A-ins il B EE T I
&5 Project Explorer B%[% v =0 @pachinite | [0 ‘userappc ? = O g=outine =
& dowy 4 y T T N sEARL %
« § pateh hello_worid 48 int32_t status_tx = UARTGrv->Send(8src_buf[0], N_ROWS); . telemety dvh
v @ Build Targets 49 int32_t status_rx = UARTGrv->Receive(&dest_buf[0],N_ROWS o regulation_apih
9 clean 150 if (((status_tx | status_rx) != DRIVER_OK)) o fauits apin
# paten TOOLCHAIN-ARM : USER_Log_Error(PROGRAM_COUNTER, PHBUS_STATUS_CML_PROCESSOR_FAULT) ; o fautsdvn
9 patch TOOLCHAIN=ARM_GCC . ) toeError - > - T - ; = pmbus_apih
9 pmbus 1 ) = pmbus_gpio_controlh
& build 55} U shasta nal vsenh
G common 56 1 shasta hal vcontiolh
v 57-void patch_pmbus_mfr_autogen_init(void) © shasta hal_pwmh
v i user_app t“‘ { o shasta_hal_pidh
@ add_on featuresc Dmhus nfr. autogenF;:‘lE(:, N 3 shasta_hal scuh
5 50 ARE_CO andle o
f add.on featuresh 6: ptr_ Dmbus callback[PHBUS_CMDCODE_MFR_FIRMWARE_COMMAND] - patch_PMBUS_HANDLE_NFR_FIRMWARE_COMMAND; shasta hal.cgu
4 periodic_functions.c = shasta hal rguh
i periodic_functionsh © shasta hal telemh
4 pmbus_mfr autogen.c o shasta_hal_commonn
& pmbus_mfr autogenh . o shasta hal faulth
12 pmbus_mfr specific_ handlersc user_drv_init(veid) © shasta_hal_isenn
5 i specif lersh = regulation state_machine callbacksh
pmbus.mit.specic.nandlers menset(8user_data, 0, sizeof(USER DATA_1)); // ZI the user data o apation st mahine.
& ramp datac /Ipatch_ron_table.patch_FAULTS_Resc n_Priority - &FAULTS_User_Resolve_Shutdoun_Priority; pmbus_autogenh
% ramp_datan nte_temp - &user_ntc_temp_lut[0); // set the ntc lut to rom constant table o pmbus_mir_autogenn
(2 regulation state_ machine_callbacksc f/ this is the initia of s commands autogenerated pubus spreadsheet = user apph
 regulation_state_machine_callbacksh ptr_mfr_specific_init specific_init_ptr) patch_pmbus_mfr utogen init; © cmsis.osh
£ o] Set modula. init eb(MODULE REGULATIUN regulation_sn_callbacks_init); t the pointer funtion in init of regulation state machine to user callb = cmsis.os_exth
user_apph add_on featwes init(); ) o o log_apph
5 //debug using ramp data circular buffer example/////////1//]] .
% user_ntc_temperature_futh o £ exanple() B user nic_temperature_Juth
3 fw_configh UARTArY = &Driver UART; o patch rom tableh
[ patch_initc int32_t status = UARTdrv->Initialize(cb_test); o stringh
4 linker_config.id if (status != DRIVER OK) 2 add_on featuresh
2 linker_configsct o ramp_datah
3 partial patchcfg USER_Log_Error(PROGRAM_COUNTER, PMBUS_STATUS_CHL_PROCESSOR_FAULT); o wdvh
3 shasta_pmbusxi = pmbus_mir_specific_handlersh
shastapmbusxisx status = UARTArv->PowerControl (POWER_FULL) ; R
& sym_keep if (status |- DRIVER_OK) ebug.example(vold) :
execute._patch_from_ram.cmm S e testuint32y)  void
& Invalidate_patch.cmm USER_Log_Error(PROGRAM_COUNTER, PMBUS_STATUS_CML_PROCESSOR_FAULT) ; + patch_pmbus_mfr_autogen_init(void)
& load_som_elf.cmm & sicbufuintg
Makefile © dest buf uints
2 profile_telemetry.cmm © UARTdrv: AR
project windows.cmm o gebug_eampletvia): o
2 setup_fw.cmm o cb test(uint32_9 - voic
5 Store_patchemm ® patch pmbus mr_autogen int(uoid) : vo
3 Store_trim.cmm v o user dny init(void) : void
2 132 startbat > v
™
P petchiser.spp & Console 7 K B EE-&iMe-8-=0
COT Build Console [patch hello_worid]
\\. . \\tools\\GllUmake\\make" patch TOOLCHAI - o
Copy \(or update\) a1l source files to " \ouild\patch
nake[1]: Entering directory “C:/X0PP18/KDPPLE_fu/projects/patch_hello worl
Finished building ".\build\patch/patch.e]
nake[1]: Leaving directory °C:/XDPP1B/XDPP18_fufprojects/patch_hello_world®
15:38:06 Build Finished (took 25.641ns)
£ || writable Smartinsert | 187:6

Figure 17 Build project

After building the patch for partition 2, store the patch in to partition 2 using the GUI tool like Figure 18.
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Storing patches in multiple partitions

Load OTP Patch File

Patch File ‘C:HUsersHvenugochDesktopHpatch.bin

Header Info
cmp |16 Option 0000
Size |2400 Size Redundant 2400
Header CRC |ACT7C9710 Data CRC |FO3E46B0
Location of Patch | 10024800 Execution of Patch | 10024810
Version Base |BF3C1FOD Versionnew |5971BBBB

Status |Patch File Loaded to the GUI (Click on Store OTP button to load to OTP)

Select a partition

Partition Mumber

Store OTP Patch Store to RAM Reset

Remaining size in selected partition (After Stroring the patch)-

Figure 18 Store Patch to OTP partition 2

3.2.7 Update patch_init.c file

This update is needed to update the base version of the developed patch to match against the new version of
the patch errata. Change the version number like below shown in bold.

Code Listing 2

void patch entry(void)

{
// Initialize the .bss and .data section
memset (SECTION BASE 7zI, 0, SECTION LENGTH ZI);

memcpy (SECTION BASE RW DESTINATION, SECTION BASE RW SOURCE,
SECTION LENGTH RW) ;

// Initialize ram execution section

SECTION LENGTH RAM EXEC) ;

SCU_SPARE FF SET(0x5971BBBBUL); // write the patch id to SCU spare
for simple test that patch loaded

memcpy (SECTION BASE RAM EXEC DESTINATION, SECTION BASE RAM EXEC SOURCE,

user drv _init();
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Update this file so the base version of the patch matches to the new version of the errata patch and creates a
new version with UTC (to track for the date and time).

Storing patches in multiple partitions

3.2.8 Update partial_patch.cfg file

Code Listing 3

[Patch]

startaddress = 0x20063C00
endaddress = 0x20063fff
minramsize = 0x300
[Version]

baseversion = 0x5F3ClF0OD
newversion = 0x5971BBBB
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