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About this document

Scope and purpose

The scope of this document covers the functionality of the Non-volatile Memory (NVM) space of the USER and
CNFG sections of the Rocky PMIC device. The purpose of the document is to provide the user with the
information required to perform the programming steps in their own programming environment. This could be
“In-circuit” programming in manufacturing, in-house gang programming device prior to device installation, or
in a prototyping lab environment.

Intended audience

Engineering or manufacturing users that require information on how to program the memory space of the
Rocky device.
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1 Programming Overview

There are three “One Time Programmable” (OTP) sections in each device, namely the configuration section,
trim section, and user section. The trim section contains the device calibration data which is programmed at
the factory. The configuration section (CNFG) stores device specific information and allows 5 writes. The user
section (User) consumes most of the OTP memory and can have up to 26 writes.

The Rocky address map is based on 16-bit addresses and each register is 2 bytes wide organized as little
endian.

Throughout this document, the small “h” after or “Ox” before a number indicates that the number is displayed in
“hex” format.

c CNFG Image 0
-% c | cNFGImage1
= Q
= E CNFG Image 2
£ | CNFGImage3
S CNFG Image 4
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Figure 1 Rocky OTP Images
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2 Hardware Settings and Connections
Several 10 pins of the Rocky device must be set correctly as shown in Figure 2. Other pins can be left floating.

e 12C clock and data are for communication and programming.

e MTPisaninputto enable the 12C test mode address, 0xA, by connecting MTP to 3.3V prior to device POR.

e 1V8istheinternal 1.8V LDO output which is derived from the 5.0V Vcc. A good 1.8V is an indication that the
internal logic is functioning properly.

5V
1: IRPS5401 oV
3.3/5 Vdc Vs
1UF — SLEEP
L
§ = VDDIO EN_L
< EN_L
I2C Data < SDA EN_L
12C Clock » SCL EN_L
EN_L
¢ ADDR_PROT
JP.OluF 845 =
T MTP V8 ——
= = loowrg T uF
45K =
1
Figure 2 Rocky Critical Hardware Settings and Connections
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3 Programming Registers

3.1 Test Mode 12C Address

The 12C address of a device is determined by the content of register 0x20[14:8] during normal operation.
However, a device can be operated in test mode by applying 3.3V to the MTP pin prior to applying 5V to the Vcc
pin. In test mode, the 12C address is fixed at 0Ah (7-bit) no matter what value is stored in the 12C register. In this
guide, the test mode will be used for all register read and write operations.

3.2 Silicon Version Register

The silicon version value are stored in register 0xFD[7:0] of page 0. To use the programming algorithms
described in this document, the silicon register value must be 2 or higher.

3.3 Register Access - 12C Read/Write Command

There are three 12C protocols as shown in Figure 3 that are used; Write Byte, Read Byte, and Write Word. Byte
commands are used for single register byte read and write operations. Write word command is only used to
send the 16-bit programming command to REG 88h.

Write Byte command

S I2C Address Wil A Reg Address A Reg Data Al P

Read Byte command

S I2C Address W | A Reg Address A | Sr Slave Address R | A Reg Data N[ P

Write Word command

S I12C Address W | A Reg Address A Low Byte A High Byte A| P

Figure 3 Read/Write Commands

Each device has 6144 registers — address 0 to 6143, they are divided into 24 pages - page number 0 to 23 (00h to
17h). So each page has 256 registers. The page number register is located at address FFh. For example, to write
or read register at address 515

Page number=515\256=2
Register address = 515 mod 256 = 3
1. Write 2 toregister FFh

2. Write or read data at register 3
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34 Programming Writes Left Register

Programming writes left information is stored in the read only register 0x56[4:0] for CNFG and 0x58[15:0] +
0x5A[15:0] for USER. Each bit indicates programming availability of the user image. 0 means the image is blank
and available for programming. 1 means the image has been programmed.

Table1

Section Register Address
CNFG 0x56[4:0]

USER 0x58[15:0] + 0x5A[15:0]
Examples:

1. 1f0x56[4:0] = 00111, the first three images (0, 1, 2) of the CNFG section have been programmed. The next
programming pointer should be set to 3.

2. 1f 0x58[15:0] + 0x5A[15:0] = 00000000 00000000 00000000 00011111, the first 5 images (0, 1, 2, 3, 4) of the
USER section have been programmed. The next programming pointer should be set to 5.

3.5 Programming Command Register 88h

Programming command is made of 16 bits as shown in Figure 4. There are three fields that need to be
determined by the user - image number [13:8], one of the section bits [7:4], and opcode [3:0]. Other bits must
be setto ‘0’.

The NVM_COMMAND register

field bits | encoding description
1 Command has completed
Done 15 . L R
0 Ready (or command is in progress). Set this bit to zero when issuing a new command.
1 An error occurred during a previous NVM operation. See the other NVM status registers for additional
Error 14 information
0 The previous operation completed successfully
image number to be accessed (0x3F = read the most recent image or program the next available
Image 13:8 .
image)
7 rsv
. 6 USER | This bit field specifies the NVM section(s) to be accessed. Examples: to read just the TRIM section, set
5 TRIM this field to 'b0010. To read the CNFG, TRIM and USER sections set this field to 'b0111.
4 CNFG
15-3 reserved
2 PROGRAM: write the values from the REGMAPs into the NVM
Opcode | 3:0
1 READ: restore the values from NVM to the REGMAPs.
0 IDLE: nop
Figure 4 NVM Command Register
Examples:

1. 1f0x56[4:0] =00111, the next CNFG programming command to register 88h should be 0312h.

2. 1f 0x58[15:0] + 0x5A[15:0] = 00000000 00000000 00000000 00011111, the next USER programming
command should be 0542h.
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4 Single Image Programming Flowchart

The three-column configuration file - see Appendix A - is used to program the single image. The flow of
programming is outlined in Figure 5.

BEGIN

Yes o CNFG No
4 rites Left?2
No [€ Yes
USER Program next
rites Left2 CNFG image
Yes

Program next
User Image

\ 4
Verify the
Latest Image

Yes

Y

( EXIT )

Figure 5 Single Image Flowchart
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5 Mutiple Image Programming Flowchart

(infineon

To program a multiple image, the multiple image configuration file (mic) - see Appendix B - must be used for
the programming. The flow of programming is outlined in Figure 5.

Program ID &
ProgMax in CNFG

| Program Image |

Program
Pass?

Yes

N

0]

| Verify All Images |

( EXIT )

Figure 6 Multi Image Flowchart
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6 Programming Section Details

6.1 CNFG Section
1. SetMTP pinto 3.3V. The I2C address (7-bit) is fixed at 0x0A.
2. Apply 5V to Vcc pin and delay 10ms.
3. Check 1.8V +/- 5% is present at 1V8 pin. If 1.8V is not detected, the 12C communication will not work.
4. Write 0x00 to register 0x86.
5. Read register bit 0x6C[1].
e Ifit’s 0, write Ox5A to register 0x8A and OxA5 to register 0x8B
e Ifit’s1,do nothing.
6. Write O to register 0xOB

7. Read register 0x56[4:0] to determine next CNFG write pointer and save this information for use in Step
11 below.

8. Write CNFG data to register 0 and 1

9. Write programming command 0xPP12 to register 88h using 12C write word command, where PP can be
00, 01, 02, 03, or 04 depending on which image will be programmed in. Refer to section 6 for next
programming pointer details.

10. Check register 0x89[7] repeatedly for programming progress. 0 = in progress. 1 = done. Or use a timer
for 250ms.

11. Read register 0x56[4:0] to determine that the cnfg pointer increment by a value of 1 from the value
found in step 7. This confirms that the cnfg section was programmed.

6.2 USER Section
1. Set MTP pinto 3.3V. The I12C address (7-bit) is fixed at Ox0A.
2. Apply 5V to Vcc pin and delay 10ms.
3. Check 1.8V +/- 5% is present at 1V8 pin. If 1.8V is not detected, the 12C communication will not work.
4. Write 0x00 to register 0x86
5. Read register bit 0x6C[1].
e Ifit’s 0, write Ox5A to register 0x8A and OxA5 to register 0x8B
e Ifit’s1,donothing.
6. Write O to register 0x0B
7. Write configuration data to:
e PageOh: 0x20 - 0x3B (register addresses 0x20 - 0x3B)
e Page 4h:0x20 - 0x2B (register addresses 0x420 - 0x42B)

Technical Brief 8of 17 V1.8
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e Page 6h:0x00 - OxFF (register addresses 0x600 - Ox6FF)

e Page 7h: 0x00 - OxFF (register addresses 0x700 - Ox7FF)

e Page 8h:0x20 - 0x2B (register addresses 0x820 - 0x82B)

e Page Ah:0x00 - OxFF (register addresses 0xA00 — OXAFF)

e Page Bh:0x00 - OxFF (register addresses 0xB0OO - OxBFF)

e Page Ch:0x20 - 0x2B (register addresses 0xC20 - 0xC2B)

e Page Eh:0x00 - OxFF (register addresses 0xXEQQ - OXEFF)

e Page Fh: 0x00 - OxFF (register addresses 0xFOO — OxFFF)

e Page 10h: 0x20 - 0x2B (register addresses 0x1020 - 0x102B)
e Page 12h: 0x00 - OxFF (register addresses 0x1200 - 0x12FF)
e Page 13h: 0x00 - OxFF (register addresses 0x1300 - 0x13FF)
e Page 14h:0x20 - 0x21 (register addresses 0x1420 - 0x1421)
e Page 16h: 0x00 - OxFF (register addresses 0x1600 - 0x16FF)

e Page 17h: 0x00 - OxFF (register addresses 0x1700 - Ox17FF)

8. Write programming command 0xPP42 to register 88h using 12C write word command, where PP can be
00h - 19h (0 - 25) depending on which image will be programmed in. Refer to section 6 for next
programming pointer details.

9. Check register 0x89[7] repeatedly for programming progress. 0 = in progress. 1 = done. Or use a timer
for 250ms.

6.3 Verification of the CNFG and USER Section
1. Set MTP pinto 3.3V. The I12C address (7-bit) is fixed at Ox0A.
2. Apply5Vto Vcc pin and delay 10ms.
3. Check 1.8V +/- 5% is present at 1V8 pin. If 1.8V is not detected, the 12C communication will not work.

4. Sendread command 0xPP41 to register 88h, where PP can be 00h - 13h (0 - 19) depending on which
image will be read.

5. Check register 0x89[7] repeatedly for command progress. 0 = in progress. 1 =done. Or use a timer for
250ms.

6. Read register 0x52[6:4]. 0x52[6] = User; 0x52[5] = Trim; 0x52[4] = CNFG; If any bit is 1, that means there
are CRC errors in that section. That section has to be reprogrammed.

7. Read all register from 0x0000 to Ox17FF.

8. Always verify common registers. But only verify switcher registers if they are not disabled based on
register 0x38[4:0]. Switcher D can also be disabled by register bit 0x23[4]. See details in section 12.

Technical Brief 9of17 V1.8
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9. Compare read data with configuration data using associated masks. Note: The following registers
should be ignored due to an NVM restore bug - 0x16F9, 0x16FB, 0x16FD, 0x17B0, 0x17BC.

10. Read register 0x56[4:0] to determine that the cnfg pointeris not 0. If the cnfg pointer is 0 then the cnfg
section must be written once. If the cnfg section is not written at least once during the life of the part
the trim registers will not load when the IC is powered on.

Note: The latest CNFG OTP data will be loaded into the registers on power up. Therefore, there is no need
to use an OTP read command for the CNFG registers.

Technical Brief 10 of 17 V1.8
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7 Output Disable Register

Register 0x38[4:0] of page 0 is used to disable an output when its bit value is set to 1.

Table 2
Register Bit Switcher
0x38[4] LDO

0x38[3]
0x38(2]
0x38[1]
0x38[0]

> | (O |O

Register bit 0x23[4] of page 0 is used to combine switchers C and D as a single output. The switcher D is disabled
when this bitis set to 1.
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8 Appendix A

A three-column configuration file is used for single image programming. An example file format is shown in
Figure 7.

1. User comments area. Any text can be added above CRC32 line. Each line must begin with //.
2. File headers area.
3. Configuration data in hex values.

e Column 1lis the address of the register

e Column 2 is the data of the register

e Column 3is the mask for each bit in a register. If the mask bit is 0 then the corresponding data
bit shall be ignored during verification after programming. For instance, if the mask is FB which
is equivalent to 1111 1011 in binary, then bit 2 value can be ignored after programming.

4., CRC32is calculated and covered from the line below CRC32 value to the end of the file.

//*********************************

[ // Add comments here.

" // Do not edit any line below CRC32
[/ RE Rk kkkk ok kkkkkkkkkkkkkkkhhk ok ok

—//CRC32 : 0x4DA53F70

//Config File Version : 2.0

//Device Family : RockyR2

//Created Date : 4/25/2016 5:44:43 PM

‘9 //Created by : dcaronl

//Company : Infineon Technologies

—0000 00 00

0001 01 OF

0002 02 00

0003 00 00

0020 40 FF

0021 10 FF

0022 CO FF

0023 01 FF

Q 0024 52 FF

0025 80 FF

0026 00 FF

0027 85 FF

e 0028 00 FF

0029 00 FF

002A 00 FF

002B 00 FF

Figure 7 Single Image Config File
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9 Appendix B

For multiple image programming, a multi-image configuration file (.mic) shall be used. A four-image mic file
example is shown in Figure 8.

1. User comments area. Any text can be added above CRC32 line. Each line must begin with //.
2. File headers area.
3. CNFG section data. Four bytes. From address 0 to 1

4. Masks in hex value for verification purpose. There are 384 rows and 16 bytes per row. A bit 0 means the
corresponding register data doesn’t need to be verified after programming. A bit 1 means verification is
required.

5. Images of individual configuration file. There are 384 rows and 16 bytes per row representing the
complete device register data 6144 bytes.

6. CRC32is calculated and covered from the line below CRC32 value to the end of the file.

Technical Brief 130f 17 V1.8
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[ //CRC32

//Company

[ [CNFG]

00 04 55
__[Mask]

FO OF F3 00
00 00 00 00

00 00 00 00
00 00 00 0O
[ [Image 00]

Config File
00 00 00 00
00 00 00 00

FA 00 00 DD
51 00 00 0O
[ [Image 01]

Config File
00 00 00 00
00 00 00 00

FA 00 00 DD
51 00 00 OO
[ [Image 02]

Config File
00 00 00 00
00 00 00 00

FA 00 00 DD
L_51 00 00 00
[ [Image 03]

Config File
00 00 00 00
00 00 00 00

FA 00 00 DD

|51 00 00 0O
[End]

2.0
RockyR2

dcaronl

——//*********************************

// Add comments here.
// Do not edit any line below CRC32
__//*********************************
0x0C6DEQOFA
//MIC File Version
//Device Family
//Created Date
//Created by

4/24/2016 7:25:16 PM

Infineon Technologies

| //Image Count : 4

00 00 00 00 00 0O
00 00 00 00 00 0O

00 00 FF 00 00 0O
00 00 00 00 00 0O

RockyR2 i2c x20
00 00 00 00 85 04
00 00 00 00 5A 36

00 DD 08 00 00 DD
00 00 00 00 00 DD

RockyR2 i2c x20
00 00 00 00 85 04
00 00 00 00 5A 36

00 DD 08 00 00 DD
00 00 00 00 00 DD

RockyR2 i2c x20
00 00 00 00 85 04
00 00 00 00 5A 36

00 DD 08 00 00 DD
00 00 00 00 00 DD

RockyR2 i2c x20
00 00 00 00 85 04
00 00 00 00 5A 36

00 DD 08 00 00 DD
00 00 00 00 00 DD

00 00 00 00
00 00 00 0O

00 00 00 00
00 00 00 00

pmb x50 gpr
80 80 20 00
00 00 00 00

00 DD 02 00
00 DD 00 DD

pmb x50 gpr
80 80 20 00
00 00 00 00

00 DD 02 00
00 DD 00 DD

pmb x50 gpr
80 80 20 00
00 00 00 00

00 DD 02 00
00 DD 00 DD

pmb x50 gpr
80 80 20 00
00 00 00 00

00 DD 02 00
00 DD 00 DD

00 00
00 00

00 00
FF FF

x1111.

00 00
FF FF

02 00
00 OB

x1212.

00 00
FF FF

02 00
00 OB

x1818.

00 00
FF FF

02 00
00 OB

x2020.

00 00
FF FF

02 00
00 OB

txt

txt

txt

txt

Figure 8
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The configuration file integrity is protected by a CRC32 value. Below is the Visual Basic sample codes of CRC32
calculation used in the configuration file.

Private CRC32Table(255) As Integer

Private Sub InitializeCRC32Table()
' This is the official polynomial used by CRC32 in PKZip.
' Often the polynomial is shown reversed (©4C11DB7).
Dim dwPolynomial As Integer
dwPolynomial = &HEDB88320
Dim i, j As Integer
Dim dwCrc As Integer

For i = @ To 255
dwCrc = i
For j = 8 To 1 Step -1
If (dwCrc And 1) Then
dwCrc = ((dwCrc And &HFFFFFFFE) \ 2) And &H7FFFFFFF
dwCrc = dwCrc Xor dwPolynomial

Else
dwCrc = ((dwCrc And &HFFFFFFFE) \ 2) And &H7FFFFFFF
End If
Next j
CRC32Table(i) = dwCrc
Next i
End Sub

Public Function CalculateCRC32(ByVal line() As String, ByVal lineCount As Integer) As
Integer

Dim crc32Result As Integer = &HFFFFFFFF
Dim iLookup As Integer

Dim i, j As Integer

Dim chrByte As Byte

InitializeCRC32Table()
For i = @ To lineCount - 1
For j = @ To line(i).Length - 1
chrByte = CByte(Asc(line(i).Substring(j, 1)))
iLookup = (crc32Result And &HFF) Xor chrByte
' shift right 8 bit; VB style
crc32Result = ((crc32Result And &HFFFFFFOO) \ &H100) And &HFFFFFF
crc32Result = crc32Result Xor CRC32Table(iLookup)
Next
Next
Return (Not crc32Result)

End Function
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Revision history

Document Date of release Description of changes
version

1.8 10/8/2018 Remove step 10 in section 6.2
1.7 5/24/2018 1. Change in step 7 of section 6.1

2.Add step 11 in section 6.1
3. Add step 10 in section 6.3

1.6 2/1/2018 Update section 6.1 step 5
Update section 6.2 step 5 and step 7
1.5 10/19/2017 Add a note in step 9, section 6.3.
1.4 6/16/2017 Update section 6.3 and 7 about combined switcher C and D setting
during verification.
1.3 6/14/2017 Change maximum image number from 20 to 26 in USER section
1.2 7/5/2016 Add step 4, 5, 6 in programming CNFG and USERsections
1.1 6/27/2016 1. Add section 3.2 of silicon version register
2. Delete step to check 0x89[6] after OTP write or read command in
section 6.

3. Add output disable register of section 7
4. Change verification process in section 6.3

1.0 4/25/2016 Initial Release
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