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Regulatory Compliance Information

Contains Transmitter Module FCC ID: VPYLB1DX and IC: 772C-LB1DX

This kit is intended to use for ENGINEERING DEVELOPMENT, DEMONSTRATION, OR
EVALUATION PURPOSES ONLY and is not considered by Cypress Semiconductor to be a finished
end product fit for general consumer use.

FCC NOTICE: This kit is designed to allow:

(1) Product developers to evaluate electronic components, circuitry, or software associated with the
kit to determine whether to incorporate such items in a finished product and

(2) Software developers to write software applications for use with the end product.

This kit is not a finished product and when assembled may not be resold or otherwise marketed
unless all required FCC equipment authorizations are first obtained. Operation is subject to the
condition that this product not cause harmful interference to licensed radio stations and that this
product accept harmful interference.

The kit contains Murata’s Type 1DX (LBEE5KL1DX) certified module. Due to change in the antenna

pattern/type and gain used in CY8CKIT-064S0S2-4343W PSoC® 64 Standard Secure — AWS Wi-Fi
BT Pioneer Kit, class Il permissive changes are required to recertify this kit. The radiated emission
tests must be performed again to obtain a new FCC ID for this host kit. Most conducted RF test
results may still be reused. Customer also needs to take their product through other FCC/ISED
testing such as unintentional radiators (FCC sub part 15B) and any other required regional product
certifications including but not limited to EU directives. Refer FCC Regulatory Certification Guide by
Murata on information on pre-certified and reference certified module concepts and information on
what additional test are required for FCC certification. Customer should consult a
Telecommunication Certification Body (TCB) lab for guidance on other requirements for the device
certification.

For more details on Murata Type 1DX module refer https://wireless.murata.com/type-1dx.html.

PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Boards contain

electrostatic discharge (ESD)- sensitive devices. Electrostatic charges

readily accumulate on the human body and any equipment, which can

\ cause a discharge without detection. Permanent damage may occur
m on devices subjected to high-energy discharges. Proper ESD

precautions are recommended to avoid performance degradation or
loss of functionality. Store unused PSoC 64 Standard Secure — AWS
Wi-Fi BT Pioneer Boards in the protective shipping package.

CY8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Guide, Doc. # 002-30680 Rev. *C 5
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End-of-Life/Product Recycling

The end-of-life cycle for this kit is five years from the date of
manufacture mentioned on the back of the box. Contact your nearest
recycler to discard the kit.

General Safety Instructions

ESD Protection

ESD can damage boards and associated components. Cypress recommends that you perform
procedures only at an ESD workstation. If an ESD workstation is unavailable, use appropriate ESD
protection by wearing an anti-static wrist strap attached to a grounded metal object.

Handling Boards

CYBCKIT-06450S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit is sensitive to
ESD. Hold the board only by its edges. After removing the board from its box, place it on a grounded,
static-free surface. Use a conductive foam pad, if available. Do not slide the board over any surface.

CYB8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Guide, Doc. # 002-30680 Rev. *C 6
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Thank you for your interest in the CY8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS
Wi-Fi BT Pioneer Kit. The PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit enables you to
evaluate and develop your applications using the PSoC 64 Standard Secure - AWS MCU (hereafter
called “PSoC 64 MCU”) and CYW4343W WICED Wi-Fi/BT combo device.

PSoC 64 MCU is Cypress’ latest, ultra-low-power PSoC specifically designed for Secure loT
products. PSoC 64 MCU is a true programmable embedded system-on-chip, integrating a 150-MHz
Arm® Cortex®-M4 as the primary application, up to 1856 KB Flash and 920 KB SRAM, Secure
Digital Host Controller (SDHC) supporting SD/SDIO/eMMC interfaces, CapSense® touch-sensing,
and programmable analog and digital peripherals that allow higher flexibility, in-field tuning of the
design, and faster time-to-market. In addition, it delivers a pre-configured, PSA level-2 compliant
secure execution environment, which is custom-built to support the Amazon FreeRTOS ecosystem.
PSoC 64 MCU also includes a rich execution environment for application development, with Amazon
FreeRTOS support that communicates with the secure execution environment.

The PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board offers compatibility with Arduino™
shields. The board features a PSoC 64 MCU, and a CYW4343W Wi-Fi/Bluetooth combo module.
Cypress CYW4343W is a highly integrated single-chip solution that includes a 2.4 GHz WLAN IEEE
802.11 b/g/n MAC/baseband/radio and Bluetooth 5.1 support. The WLAN section supports SDIO
interface to the host MCU (PSoC 64 MCU), and the Bluetooth section supports high-speed 4-wire
UART interface to the host MCU. In addition, the board features an onboard programmer/debugger
(KitProg3), a 512-Mbit Quad SPI NOR flash, a 4-Mbit Quad SPI F-RAM, a micro-B connector for
USB device interface, a 5-segment CapSense slider, two CapSense buttons, a microSD card holder,
an RGB LED, two user LEDs, one potentiometer, and two push buttons. The board supports
operating voltages of 1.8 V, 2.5V and 3.3 V for PSoC 64 MCU.

You can use ModusToolbox® to develop and debug your PSoC 64 MCU projects. ModusToolbox
software is a set of tools that enable you to integrate Cypress devices into your existing development
methodology.

If you are new to PSoC 64 MCU and ModusToolbox IDE, refer to the application note AN228571 -
Getting Started with PSoC 6 MCU on ModusToolbox to help you familiarize with the PSoC 64 MCU
and help you create your own design using the ModusToolbox IDE.

CY8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Guide, Doc. # 002-30680 Rev. *C 7
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1.1 Kit Contents

The CY8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit has the
following contents, as shown in Figure 1-1.

PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board
USB Type-A to Micro-B cable

Four jumper wires (4 inches each)

Two jumper wires (5 inches each)

Quick Start Guide

Promotional Code for $10 in AWS Credits

Figure 1-1. Kit Contents
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Inspect the contents of the kit; if you find any part missing, contact your nearest Cypress sales office
for help: www.cypress.com/support.

CYB8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Guide, Doc. # 002-30680 Rev. *C 8
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1.2 Getting Started

This guide will help you get acquainted with the CY8CKIT-064S0S2-4343W PSoC 64 Standard
Secure — AWS Wi-Fi BT Pioneer Kit. Software support for this kit is exclusively in the FreeRTOS
ecosystem and will follow the flow specified by Amazon.

m What is FreeRTOS? describes a high level overview of the FreeRTOS architecture, console and
development workflow.

m Getting started with the Cypress CY8CKIT-064S0S2-4343W Kit provides a step-by-step guide to
start working with the PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit and run a MQTT
demo.

m The Kit Operation chapter on page 18 describes the major features of the PSoC 64 Standard
Secure — AWS Wi-Fi BT Pioneer Kit and functionalities such as programming, debugging, and
the USB-UART and USB-I2C bridges.

m The Provisioning Overview for PSoC 64 Standard Secure - AWS MCU’s chapter on page 27
describes the high level provisioning flow.

m The Hardware chapter on page 29 provides a detailed hardware description, methods to use the
onboard NOR flash, kit schematics, and the bill of materials (BOM).

1.3 Code Examples

A list of supported code examples can be found in the Build and Run section of the getting started
document under Running other demos.

14 Board Details

The PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board has the following features:

m CY8CMOD-064S0S2-4343W carrier module that contains:
0 PSoC 64 MCU (CYS0644ABZI-S2D44)

o Murata Type 1DX ultra-small 2.4-GHz WLAN and Bluetooth functionality module based on
CYW4343W

m 512-Mbit external Quad SPI NOR Flash that provides a fast, expandable memory for data and
code

4-Mbit Quad SPI ferroelectric random-access memory (F-RAM)
KitProg3 onboard SWD programmer/debugger with USB-UART and USB-12C bridge functionality

CapSense touch sensing slider (5 elements) and two buttons. The slider and buttons are capable
of using self-capacitance (CSD) or mutual-capacitance (CSX) sensing methods.

A micro-B connector for USB device interface for PSoC 64 MCU

1.8V, 2.5V and 3.3 V operation of PSoC 64 MCU is supported

Two user LEDs, an RGB LED, two user buttons, and a reset button for PSoC 64 MCU
A potentiometer

One Mode selection button and one Status LED for KitProg3

A microSD Card holder

CYB8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Guide, Doc. # 002-30680 Rev. *C 9
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Figure 1-2 shows the pinout of the PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board.
Figure 1-2. PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board Pinout

BT_UART_RXD
BT_UART_TXD

BT_UART_CTS

BT_UART_RTS

MEPEY-ZSOSYI0-LINOBAD

0
ittt

LEGEND
B Arduino Uno R3
B PSoC 6 1/0s
M WL/BT1/0s

P6_0/SCL
P6_1/SDA
VREF/AREF
GND/GND
P12 2/D13
P12_1/D12
P12_0/D11
P12_3/D10
P7_6/D9

P7_5/D8

Table 1-1. PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board Pinout

Pin Primary 0r_1-board Secondary (_)n-board Connection details
Function Function
PSoC 64 MCU Pins
XRES Hardware Reset - -
PO[2] GPIO on non-Arduino - -
header 100 (J22.1)
PO[3] GPIO on non-Arduino - -
header 101 (J22.2)
PO[4] User button with GPIO on non-Arduino |-
Hibernate wakeup header (J21.9)
capability
PO[5] RGB green LED GPIO on non-Arduino |-
(LED5) header (J24.3)

CYB8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Guide, Doc. # 002-30680 Rev. *C 10
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Table 1-1. PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board Pinout (continued)

Pin Primary Or_\-board Secondary _On-board Connection details
Function Function
P1[0] CapSense RX for | GPIO on non-Arduino |[Remove R33 to disconnect from CapSense.
buttons and header 107 (J22.8)  |populate R145 to connect to GPIO on non-
CapSense TX for Arduino header.
sliders
P1[1] RGB red LED (LED5)| GPIO on non-Arduino |-
header (J24.1)
P1[2] USB Host Enable - -
P1[3] GPIO on non-Arduino - -
header 102 (J22.3)
P1[4] User button with GPIO on non-Arduino |-
Hibernate wakeup header (J21.10)
capability
P1[5] Orange user LED | GPIO on non-Arduino |—
(LEDS) header (J24.2)
P5[0] UART_RX Arduino DO (J4.1) |Remove R21 to disconnect from KitProg3.
Populate R115 to connect to GPIO on non-
Arduino header.
P5[1] UART_TX Arduino D1 (J4.2) |Remove R61 to disconnect from KitProg3.
Populate R116 to connect to GPIO on non-
Arduino header.
P5[2] UART_RTS Arduino D2 (J4.3) [Remove R19 to disconnect from KitProg3.
P5[3] UART_CTS Arduino D3 (J4.4) [Remove R18 to disconnect from KitProg3.
P5[4] Arduino D4 (J4.5) - -
P5[5] Arduino D5 (J4.6) - -
P5[6] Arduino D6 (J4.7) - -
P5[7] Arduino D7 (J4.8) - -
P6[0] 12C SCL Arduino (J3.10) Remove R58 to disconnect from KitProg3.
P6[1] 12C SDA Arduino (J3.9) Remove R59 to disconnect from KitProg3.
P6[2] USB VBUS Detect - -
P6[3] USB Interrupt - -
P6[4] PSoC 64 MCU JTAG - -
TDO/SWD SWO
P6[5] PSoC 64 MCU JTAG - -
TDI
P6[6] PSoC 64 MCU JTAG - -
TMS/SWD SWDIO
P6[7] PSoC 64 MCU JTAG - -
TCK/SWD SWCLK
P7[0] ETM Clock - -
P7[1] CapSense CINTA - -
P7[2] CapSense CINTB - -

CYB8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Guide, Doc. # 002-30680 Rev. *C
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Table 1-1. PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board Pinout (continued)

Pin Primary O|_1-board Secondary (_)n-board Connection details
Function Function
P7[3] RGB blue LED GPIO on non-Arduino |-
(LED5) header (J24.5)
P7[4] GPIO on non-Arduino CapSense Shield Remove R155 to disconnect from 1015
header 1015 (J21.8) (J21.8).
Populate R38 to connect to CapSense
Shield.
P7[5] Arduino D8 (J3.1) - -
P7[6] Arduino D9 (J3.2) - -
P7[7] CapSense CMOD - -
P8[0] GPIO on non-Arduino - -
header 104 (J22.5)
P8[1] CapSense Button0 | GPIO on non-Arduino |Remove R24 to disconnect from CapSense.
> header 108 (J21.1) | populate R144 to connect to GPIO on non-
Arduino header.
P8[2] CapSense Button1 | GPIO on non-Arduino |Remove R25 to disconnect from CapSense.
> header 109 (J21.2) |populate R143 to connect to GPIO on non-
Arduino header.
P8[3] CapSense Slider0 | GPIO on non-Arduino |Remove R28 to disconnect from CapSense.
RX header 1010 (J21.3) |pgpulate R142 to connect to GPIO on non-
Arduino header.
P8[4] CapSense Slider1 | GPIO on non-Arduino |Remove R29 to disconnect from CapSense.
RX header 1011 (J21.4) |populate R152 to connect to GPIO on non-
Arduino header.
P8[5] CapSense Slider2 | GPIO on non-Arduino [Remove R30 to disconnect from CapSense.
RX header 1012 (J21.5) |populate R153 to connect to GPIO on non-
Arduino header.
P8[6] CapSense Slider3 | GPIO on non-Arduino |Remove R31 to disconnect from CapSense.
RX header 1013 (J21.6) |populate R151 to connect to GPIO on non-
Arduino header.
P8[7] CapSense Slider4 | GPIO on non-Arduino |Remove R32 to disconnect from CapSense.
RX header 1014 (J21.7) |populate R149 to connect to GPIO on non-
Arduino header.
P9[0] Extended Arduino A8 | ETM TRACEDATA[3] |Remove R125 to disconnect from J2
(J2.2) header.
Populate R126 to connect to ETM Trace
header.
PI[1] Extended ArduinoA9 | ETM TRACEDATA[2] |Remove R124 to disconnect from J2
(J2.4) header.
Populate R127 to connect to ETM Trace
header.
P9[2] Extended Arduino ETM TRACEDATA[1] [Remove R123 to disconnect from J2
A10 (J2.6) header.
Populate R128 to connect to ETM Trace
header.

CYB8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Guide, Doc. # 002-30680 Rev. *C
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Table 1-1. PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board Pinout (continued)

Pin Primary Or_1-board Secondary (_)n-board Connection details
Function Function
P9[3] Extended Arduino ETM TRACEDATA[O] |[Remove R117 to disconnect from J2 header.
A11(J2.8) Populate R129 to connect to ETM Trace
header.
P9[4] Extended Arduino - -
A12 (J2.10)
P9[5] Extended Arduino - -
A13 (J2.12)
P9[6] Extended Arduino - -
A14 (J2.14)
P9[7] Extended Arduino - -
A15 (J2.16)
P10[0] Arduino A0 (J2.1) - -
P10[1] Arduino A1 (J2.3) - -
P10[2] Arduino A2 (J2.5) - -
P10[3] Arduino A3 (J2.7) - -
P10[4] Arduino A4 (J2.9) - -
P10[5] Arduino A5 (J2.11) - -
P10[6] Potentiometer output | Extended Arduino A6 |Remove R51 to disconnect from
(J2.13) potentiometer.
P10[7] Extended Arduino A7 - -
(J2.15)
P11[0] QSPI F-RAM CS - -
P11[1] Red user LED GPIO on non-Arduino |-
(LED9) header (J24.4)
P11[2] QSPI Flash CS - -
P11[3:6] QSPI Flash 10[3:0] - -
P11[7] QSPI Flash CLK - -
P12[0] Arduino header D11 - -
(J3.4)
P12[1] Arduino header D12 - -
(J3.5)
P12[2] Arduino header D13 - -
(J3.6)
P12[3] Arduino header D10 - -
(J3.3)
P12[4] microSD card CMD - Remove R168 to disconnect from microSD
card connector.
P12[5] microSD card CLK - Remove R166 to disconnect from microSD
card connector.
P12[6] ECO Crystal XIN - -
P12[7] ECO Crystal XOUT - -
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Table 1-1. PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board Pinout (continued)

Pin

Primary On-board
Function

Secondary On-board
Function

Connection details

P13[0]

microSD card DATO

microSD card MOSI

Remove R164 to disconnect microSD port
(J20.7) from SDIO.

Populate R169 to connect microSD (J20.3)
to SPI.

P13[1]

microSD card DAT1

microSD card MISO

Remove R163 to disconnect microSD port
(J20.8) from SDIO.

Populate R165 to connect microSD (J20.7)
to SPI.

P13[2]

microSD card DAT2

microSD card SPI CLK

Remove R162 to disconnect microSD port
(J20.1) from SDIO.

Populate R167 to connect microSD (J20.5)
to SPI.

P13[3]

microSD card DAT3

microSD card SPI
SSEL

P13[4]

GPIO on non-Arduino
header 105 (J22.6)

P13[5]

GPIO on non-Arduino
header 106 (J22.7)

P13[6]

GPIO on non-Arduino
header 103 (J22.4)

P13[7]

microSD card chip
detect

GPIO on non-Arduino
header 1016 (J24.6)

Remove R161 to disconnect from microSD
card detect.

Populate R160 to connect to 1016 (J24.6).

CYW4343W Pins

BT_UART_TXD

UART interface with
Host MCU (PSoC 64
MCU)

BT_UART_RXD

UART interface with
Host MCU (PSoC 64
MCU)

BT_UART_CTS

UART interface with
Host MCU (PSoC 64
MCU)

BT_UART_RTS

UART interface with
Host MCU (PSoC 64
MCU)

BT_I2S_CLK

12S serial clock

BT_I2S_WS

12S serial word select

BT_I2S_DO

12S serial data out

BT_I2S_DI

12S serial data in
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Table 1-1. PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board Pinout (continued)

Pin Primary Ol_'n-board Secondary (_)n-board Connection details
Function Function

BT_IO_3 Bluetooth general- - -
purpose /O

BT 10 4 Bluetooth general- - -
purpose /O

BT_IO_5 Bluetooth general- - -
purpose /O

WL_GPIO_4 Programable GPIO - -

1.5 Additional Learning Resources

Cypress provides a wealth of data at www.cypress.com/psoc64 to help you to select the right PSoC
device for your design and to help you to quickly and effectively integrate the device into your
design. Additional information on the cloud platform is available at Amazon AWS loT Core.

1.6 Technical Support

For assistance, visit Cypress Support or contact customer support at +1(800) 541-4736 Ext. 3 (in the
USA) or +1 (408) 943-2600 Ext. 3 (International).

You can also use the following support resources if you need quick assistance:
m Self-help (Technical Documents)
m Local Sales Office Locations

1.7 Documentation Conventions

Table 1-2. Document Conventions for Guides

Convention Usage

Displays file locations, user entered text, and source code:

Courier Ne
uEd v C:\...cd\icc\

Displays file names and reference documentation:

Italics Read about the sourcefile.hex file in the PSoC Creator User Guide.
. Represents menu paths:

File > Open File > Open > New Project

Bold Displays commands, menu paths, and icon names in procedures:

Click the File icon and then click Open.

Displays an equation:

Times New Roman 242=4

Text in gray boxes Describes cautions or unique functionality of the product.
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1.8 Acronyms

Table 1-3. Acronyms Used in this Document
Acronym Definition

ADC Analog-to-Digital Converter
BLE Bluetooth Low Energy
BOM Bill of Materials
BT Bluetooth
CINT Integration Capacitor
CMOD Modulator Capacitor
CPU Central Processing Unit
CSD CapSense Sigma Delta
CSX CapSense Crosspoint
DC Direct Current
Del-Sig Delta-Sigma
DMA Direct Memory Access
ECO External Crystal Oscillator
ESD Electrostatic Discharge
ETM Embedded Trace Macrocell
GPIO General-Purpose Input/Output
HID Human Interface Device
12C Inter-Integrated Circuit
12S Inter-IC Sound
IC Integrated Circuit
IDE Integrated Development Environment
loT Internet of Things
LED Light-emitting Diode
LPO Low Power Oscillator
PC Personal Computer
PDM Pulse Density Modulation
PSoC Programmable System-on-Chip
PWM Pulse Width Modulation
QSPI Quad Serial Peripheral Interface
SAR Successive Approximation Register
SDHC Secure Digital Host Controller
SDIO Secure Digital Input Output
SMIF Serial Memory Interface
SPI Serial Peripheral Interface
SRAM Serial Random Access Memory
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Table 1-3. Acronyms Used in this Document (continued)

Introduction

Acronym Definition
SWD Serial Wire Debug
UART Universal Asynchronous Receiver Transmitter
uUSB Universal Serial Bus
WwCO Watch Crystal Oscillator
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This chapter introduces you to various features of the PSoC 64 Standard Secure — AWS Wi-Fi BT
Pioneer Board, including the theory of operation and the onboard KitProg3 programming and
debugging functionality, USB-UART and USB-12C bridges.

Theory of Operation

The PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board is built around a PSoC 64 MCU.
Figure 2-1 shows the block diagram of the PSoC 64 MCU device used on the board. For details of
device features, see the device datasheet.

Figure 2-1. PSoC 64 MCU Block Diagram
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Note: PSoC 64 MCU has up to 1024 KB of SRAM; however, 104 KB is reserved for system usage,
leaving 920 KB for applications. Similarly, it has up to 2048 KB of application Flash out of which only
1856 KB is usable.
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Figure 2-2 shows the block diagram of the CY8CMOD-064S0S2-4343W Carrier Module.
Figure 2-3 shows the block diagram of the CYW9-BASE-01 Pioneer Board.
Figure 2-2. Block Diagram of CY8CMOD-064S0S2-4343W (Carrier Module)
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Figure 2-3. Block Diagram of CYW9-BASE-01 Pioneer Board
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The CY8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit comes with
the PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board. Figure 2-4 and Figure 2-5 show the

I 1: FRAM_SSEL
SE0D VTARG il FLASH_SSEL
. 13

markup of the Pioneer Board.
Figure 2-4. PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board - Top View
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Figure 2-5. PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board - Bottom View
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The PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board has the following peripherals:

1.
2.

Power LED (LED1): This Yellow LED indicates the status of power supplied to board.

KitProg3 USB connector (J6): The USB cable provided along with the PSoC 64 Standard
Secure — AWS Wi-Fi BT Pioneer Board connects between this USB connector and the PC to use
the KitProg3 onboard programmer and debugger and to provide power to the board.

PSoC 64 MCU VDD power selection jumper (J14): This jumper is used to select the PSoC 64
MCU VDD supply voltage between 1.8 V and 3.3 V. During provisioning, this jumper must be in
the 3.3 V position and J26 must be removed. This provides 2.5 V to the PSoC 64 VDD which is
required to blow eFuses.

KitProg3 programming mode selection button (SW3): This button can be used to switch
between various modes of operation of KitProg3 (CMSIS-DAP BULK, CMSIS-DAP HID or
DAPLink modes). For more details, see the KitProg3 User Guide.

PSoC 64 MCU VDD current measurement jumper (J15): An ammeter can be connected to this
jumper to measure the current consumed by the PSoC 64 MCU VDD power domain.

PSoC 64 MCU VDD select jumper (J26): This jumper is used to change VCC_3V3 to 2.5 V.
When jumper shunt is present, VCC_3V3 is 3.3 V and when removed, it is 2.5 V. This is needed
for provisioning. The kit is not intended to be used at 2.5 V during normal operation.

PSoC 64 MCU VDDIO2 and CYW4343W VDDIO power selection jumper (J16): This jumper is
used to select the PSoC 64 MCU VDDIO2 and CYW4343W VDDIO supply voltage between
1.8 V and 3.3 V. The default value is 1.8 V.

PSoC 64 MCU VDDIOO current measurement jumper (J19): An ammeter can be connected to
this jumper to measure the current consumed by the PSoC 64 MCU VDDIOO power domain. This
is not loaded by default.
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9.

10.

1.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.
25.

External power supply VIN connector (J5): This connector connects an external DC power
supply input to the onboard regulators.

PSoC 64 MCU user buttons (SW2 and SW4): These buttons can be used to provide an input to
PSoC 64 MCU. Note that by default these buttons connect the PSoC 64 MCU pin to ground
when pressed, so you need to configure the PSoC 64 MCU pin as a digital input with resistive
pull-up for detecting the button press. These buttons can also provide a wake-up source from
low-power modes of the device.

Potentiometer connection jumper (J25): This jumper connects the PSoC 64 MCU VDDA to
the potentiometer. Remove this jumper when measuring the PSoC 64 MCU power consumption.

Potentiometer (R1): This is a 10k Ohm potentiometer connected to PSoC 64 MCU pin P10[6]. It
can be used to simulate a sensor output to the PSoC 64 MCU.

Arduino-compatible power header (J1): This header powers the Arduino shields. It also has a
provision to power the kit though the VIN input.

PSoC 64 MCU reset button (SW1): This button is used to reset the PSoC 64 MCU. It connects
the PSoC 64 MCU reset (XRES) pin to ground.

PSoC 64 MCU debug and trace header (J12): This header can be connected to an Embedded
Trace Macrocell (ETM)-compatible programmer/debugger. This is not loaded by default.

PSoC 64 MCU program and debug header (J11): This 10-pin header allows you to program
and debug the PSoC 64 MCU using an external programmer such as MiniProg4.

Arduino Uno R3-compatible 1/0 headers (J2, J3, and J4): These I/O headers bring out pins
from PSoC 64 MCU to interface with the Arduino shields. Some of these pins are multiplexed
with onboard peripherals and are not connected to PSoC 64 MCU by default. For detailed
information on how to rework the kit to access these pins, see Table 1-1 on page 10.

CapSense slider (SLIDER) and buttons (BTNO and BTN1): The CapSense touch-sensing
slider and two buttons, all of which are capable of both self-capacitance (CSD) and mutual-
capacitance (CSX) operation, allow you to evaluate Cypress’ fourth-generation CapSense tech-
nology. The slider and buttons have a 1-mm acrylic overlay for smooth touch sensing.

PSoC 64 MCU VDDIO2 current measurement jumper (J18): An ammeter can be connected to
this jumper to measure the current consumed by the PSoC 64 MCU VDDIO2 power domain.
This jumper is not loaded by default on the board. Before populating the jumper for current
measurements, ensure that R94 is removed.

CYW4343W VDDIO_WL current measurement jumper (J17): An ammeter can be connected
to this jumper to measure the current consumed by the CYW4343W VDDIO power domain.

Cypress serial NOR flash memory (S25FL512S, U3): A S25FL512S NOR flash of 512-Mbit
capacity is connected to the Quad SPI interface of the PSoC 64 MCU. The NOR device can be
used for both data and code memory with execute-in-place (XIP) supports and encryption.

Cypress PSoC 64 MCU with CYW4343W Carrier Module (CYS8CMOD-064S0S2-4343W,
MOD1): This kit is designed to highlight the features of the PSoC 64 MCU on the
CY8CMOD-064S0S2-4343W. For details, see CY8CMOD-064S0S2-4343W (MOD1) on
page 29.

CYWA4343W based Murata Type 1DX module: The Type 1DX module is an ultra-small module
that includes 2.4 GHz and WLAN and Bluetooth functionality. Based on Cypress CYW4343W,
the module provides high-efficiency RF front end circuits. To ease Wi-Fi certification, the Type
1DX module complies with IEEE 802.11a/b/g/n and Bluetooth 5.1 plus EDR, Power Class 1 +
BLE.

Wi-Fi/BT antenna: This is the onboard antenna connected to the Wi-Fi and Bluetooth module.

PSoC 64 MCU: This kit is designed to highlight the features of the PSoC 64 MCU. For details on
PSoC 64 MCU pin mapping, refer to Table 1-1 on page 10.
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26.

27.

28.

20.

30.

31.

32.

33.

34.

35.

36.

37.

Cypress serial Ferroelectric RAM (CY15B104QSN, U4): The CY15B104QSN is a 4-Mbit non-
volatile memory employing an advanced ferroelectric process. F-RAM is nonvolatile and per-
forms reads and writes similar to a RAM. It provides reliable data retention for 151 years and is
connected to the Quad SPI interface of the PSoC 64 MCU.

CYW4343W VBAT current measurement jumper (J8): An ammeter can be connected to this
jumper to measure the current consumed by the CYW4343W VBAT power domain.
CYWA4343W VBAT power selection jumper (J9): This jumper is used to select the CYW4343W
VBAT supply voltage between 1.8 V, 3.3 V and 3.6 V. This board supports VBAT voltages of
3.3V and 3.6 V. VBAT is 3.3 V when the jumper is not inserted and 3.6 V when the jumper is
inserted.

PSoC 64 MCU user LEDs (LED8 and LED9): These two user LEDs can operate at the entire
operating voltage range of the PSoC 64 MCU. The LED is active LOW, so the pins must be
driven to ground to turn ON the LED.

PSoC 64 MCU 1I/O headers (J21, J22, J24): These headers provide connectivity to PSoC 64
MCU GPIOs that are not connected to the Arduino compatible headers. Some of these 1/Os are
also connected to on-board peripherals see Table 1-1 on page 10 for pin mapping. These are
not loaded by default.

RGB LED (LED5): This onboard RGB LED can be controlled by the PSoC 64 MCU. The LEDs
are active LOW, so the pins must be driven to ground to turn ON the LEDs.

Wi-Fi/BT GPIO header (J23): This header brings out a few I/Os of the CYW4343W for general
purpose applications. This is not loaded by default.

PSoC 64 MCU USB device connector (J7): The USB cable provided with the PSoC 64
Standard Secure — AWS Wi-Fi BT Pioneer Kit can be connected between this USB connector
and the PC to use the PSoC 64 MCU USB device applications.

Optional USB Host power supply header (J10): This header provides an option to supply
external power to the PSoC 64 MCU USB when used as a USB Host. This is not loaded by
default.

KitProg3 status LED (LED2): This Yellow LED indicates the status of KitProg3. The KitProg3
mode is selected using Mode Select button SW3. For details on the KitProg3 status, see the
KitProg3 User Guide.

KitProg3 (PSoC 5LP) programmer and debugger (CY8C5868LTI-LP039, U2): The PSoC 5LP
device (CY8C5868LTI-LP039) serving as KitProg3 is a multi-functional system which includes a
SWD programmer, debugger, USB-12C bridge and USB-UART bridge. For more details, see the
KitProg3 User Guide.

microSD Card holder (J20): Provide SDHC interface with microSD cards with the option to
detect the presence of the card.

See Hardware Functional Description on page 29 for details on various hardware blocks.
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2.2 KitProg3: On-Board Programmer/Debugger

The PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board can be programmed and debugged
using the onboard KitProg3. KitProg3 is a programmer/debugger with USB-UART and USB-I12C
functionality. A Cypress PSoC 5LP device is used to implement KitProg3 functionality. For more
details on the KitProg3 functionality, see the KitProg3 User Guide.

2.21 Programming and Debugging using ModusToolbox

This section presents a quick overview on how to connect the kit and select the KitProg3 mode for
programming and debugging. For detailed instructions, see Help > ModusToolbox IDE
Documentation > User Guide.

Connect the board to the PC using the USB cable, as shown in Figure 2-6. It enumerates as a USB
Composite Device if you are connecting it to your PC for the first time. KitProg3 operates in either
CMSIS-DAP Bulk mode or DAPLink mode (default). DAPLink mode is required for provisioning the
PSoC 64 MCU. In CMSIS-DAP Bulk mode, two UART interfaces are supported. The status LED
(Yellow) is always ON in CMSIS-DAP Bulk mode and ramping at 2 Hz rate in DAPLink mode. Press
and release the Mode select button (SW3) to switch between these modes. If you do not see the
desired LED status, see the KitProg3 User Guide for details on the KitProg3 status and
troubleshooting instructions.

Figure 2-6. Connect USB Cable to USB Connector on the Board

() mm—
fl L 221

F LED2
<
KITPROG.

3 TUS

re2Siypn10)E
¥ 52
Il e 1Bz

Joes
VCC.IN

Jvec-avaravs

o

QSPI_DATO m
[asriomri —[pris]
[Caseioars—[eria]

CY8CKIT-0645052-4343W

-
——(C— + o w02zt VBACKUP
1A 0009-1K-6044 ROHS ®

USER BTN XRES

N o S

CYB8CKIT-064S0S2-4343W PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Guide, Doc. # 002-30680 Rev. *C 24


https://www.cypress.com/documentation/development-kitsboards/kitprog3-user-guide
https://www.cypress.com/documentation/development-kitsboards/kitprog3-user-guide

= CYPRESS

~ap” EMBEDDED IN TOMORROW" Kit Operation

222 USB-UART Bridge

The KitProg3 on the PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board can act as a USB-
UART bridge.

The primary UART and flow-control lines between the PSoC 64 MCU and the KitProg3 are hard-
wired on the board, as Figure 2-7 shows.

Figure 2-7. UART Connection between KitProg3 and PSoC 64 MCU

KitProg3 PSoC 64 MCU
KP_UARTL_TX RX)  psio]
USB KP_UART1_RX X1 ps1]
KP_UARTL_CTS RTS|  pspg)
KP_UARTL_RTS CTS]  psa)

The secondary UART and flow-control lines between the CYW4343W and the KitProg3 are hard-
wired on the board, as Figure 2-8 shows.

Figure 2-8. UART Connection between KitProg3 and CYW4343W

KitProg3 CYW4343W
KP_UART2_TX RX,\ BT_UART_R¥D
UsB KP_UART2_RX X1 g1 uART_TXD
KP_UART2_CTS RTS | g1 uART RTS
KP_UART2_RTS CTs, BT_UART_CTS

For more details on the KitProg3 USB-UART functionality, see the KitProg3 User Guide.
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2.2.3 USB-12C Bridge

The KitProg3 can function as a USB-I2C bridge and can communicate with the Bridge Control Panel
(BCP) software which acts as an 12C master. The 12C lines on the PSoC 64 MCU are hard-wired on
the board to the 12C lines of the KitProg3, with onboard pull-up resistors as Figure 2-9 shows. The
USB-I2C supports 12C speeds of 50 kHz, 100 kHz, 400 kHz, and 1 MHz. For more details on the
KitProg3 USB-12C functionality, see the KitProg3 User Guide.

Figure 2-9. 12C Connection between KitProg3 and PSoC 64 MCU

KitProg3 PSoC 64 MCU
P6_VDD
R133 =R134
47K Y 47K
USB
KP_12C_SDA l—e o P6[1]
KP_12C_SCL | PB[0]
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3.1 Provisioning Overview

Provisioning is a process by which secure assets like keys and security policies are injected into the
device. This step typically occurs in a secure manufacturing environment that has a Hardware
Security Module (HSM).

For a more detailed overview of what provisioning entails, see Chapter 2 of the Secure Boot SDK
User Guide.

In the context of evaluating this kit, the provisioning flow can be visualized as follows:

Figure 3-1. Provisioning Flow

Generate keys,

Provision the
chip

. - Form Provisioning Packet
Define policies

I
Generate image signing | mmmm e e
key pair I
1

Debug Policy

Signed by Dev RoT Key

prov_req.JWT

1
1
1 ! cy_a uth JWT Development tokens
Image key pair [ % I Provided by Secure Boot Run Entrance Exam
.' 11! rot_authJWT I sok
1 !
1 |
! 1
Modify device policies [ P e 1
from template if needed | 1
11 Send prov_cmd.JWT
1 O SRR || Hexfile and certificate
Boot&Upgrade Policy | 1 1 provided by Secure Boot
Debug Policy : ! Bootloader Cert 1 sox
1 " :
.' 1o . | Device validates packet
Signed by Development \ Development HSM for signatures, accepts
n . 1 ! : private key provided
Sign with development P! HSM Priv key 1| BySecure Boot SDK assets
RoT key to form your e o e e e e e e e e — = |
asset package : prov_cmd. JWT
Image Public key ) | Device Provisioned
Boot&Upgrade Policy :
1
1
1
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For evaluation purposes, the Secure Boot SDK provides the following assets to easily provision your
device:

1. Adevelopment cy_auth JWT token; this authorizes a development HSM keypair which is used by
your PC to provision the chip.

2. Adevelopment rot_auth JWT token; this authorizes a development RoT keypair which can be
used to sign your assets, such as image keys and policies.

In addition, the SDK provides tools to do the following:

1. Generate image keys

2. Form provisioning packets

3. Scripts to run the entrance exam and provisioning process on your development PC

Once the chip has been provisioned with the Public Image key, it will only boot images signed by the

associated Private key. Optionally, the image can be encrypted if the Boot and Upgrade policy
specifies it.

The signing and encryption process is a post build script provided by the Secure Boot SDK. The
build and encrypt/signing flow for a CY8CKIT-064S0S2-4343W target using the ModusToolbox make
process is shown below.

Figure 3-2. Build and Encrypt/Signing Flow

ECDSA signature
Standard ModusToolBox with Image
build flow private key?®

‘ example.hex o

Signed, Boot image(Slot#0)

example_upgrade.hex J%J

Signed, Upgrade image(Slot#1)

[y mm e m e m e — == == -

Output HEX file Image AES128 key @ww

I ‘ example.hex =
I

1 Signed, Boot image(Slot#0)
Encrypt

1
Upgrade | ‘ example_enc_upgrade.hex %‘

Image

Encrypted & Signed, Upgrade Image(Slot#1) I
|

I
| I

! I I
| e e e e e e e - 1
|
1

Encrypt = Yes

| *sStandard MCUBoot Signing
1 2Custom CySecureBootloader Signing
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4.1 Schematics

Refer to the schematic files available on the kit webpage.

4.2 Hardware Functional Description

This section explains in detail the individual hardware blocks.

4.2.1 CY8CMOD-064S0S2-4343W (MOD1)

CYB8CMOD-064S0S2-4343W is a castellated PCB module which consists mainly of PSoC 64 MCU
and CYW4343W devices. The module also houses a 2.45 GHz/5.5 GHz dual-band chip antenna, RF
switch for antenna diversity, Low Power Oscillator (LPO) for CYW4343W, crystal oscillators for
PSoC 64 MCU, modulation and integration capacitors to support CapSense and other passive
components required for the proper working of PSoC 64 MCU and CYW4343W. A pre-certified Type
1DX module with CYW4343W from Murata, LBEE5SKL1DX, is used for ease of development.
CYW4343W supports only the 2.45 GHz band, but the antenna used is a 2450AD14A5500 Dual
Band 2.45 GHz/5.5 GHz Mini Chip Antenna from Johanson, to use the same antenna across
different designs. The castellated PCB module has 137 castellated pads, which are used for different
voltage rails and /O signals of the PSoC 64 MCU and the CYW4343W.

For more information, see the PSoC 64 MCU webpage, Murata Type 1DX webpage and the
datasheet.

Figure 4-1. Schematics of CYSBCMOD-064S0S2-4343W

Supply for PSoC 64 MCU
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PSoC 64 MCU Signals
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Decoupling Capacitors
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PSoC 5LP-based KitProg3 (U2)

An onboard PSoC 5LP (CY8C5868LTI-LP039) device is used as KitProg3 to program and debug the
PSoC 64 MCU. The PSoC 5LP device connects to the USB port of a PC through a USB connector
and to the SWD and other communication interfaces of the PSoC 64 MCU.

Hardware

The PSoC 5LP device is a true system-level solution providing MCU, memory, analog, and digital
peripheral functions in a single chip. For more information, visit the PSoC 5LP web page. Also, see
the CY8C58LPxx Family datasheet.

Figure 4-2. Schematics of PSoC 5LP based KitProg3

UART_1_RT&—USB v SENSH

UART 1 ’(——
UART 1 R®

KP_USB DR —BIL A, —22E]
KP—USB_ DMK o>———RIZ N —22E |

L>Z>KPGP|00 T

PSoC 5LP based KitProg3 !
i PSoC 5LP Power
5 > :
PRLP_VDD —<UART_1.CTS! kp vBUS  p5LP_VDD
P5LP2_0 ! TP19
P5LP2 1 i RED
P5LP2_2 PSLP_VCCD i No Load
P5LP2 3 i
PoLP2 4 —>UART_2_RTS
C11]||1uE
| [Mov
T ’ TT SAR Bypass
U2 IngQFBBSB ’BB%;E;[:E Capacitor
T QﬁNvmmrovaDQI\bﬁvvo
0NN NS oD QN0 5555D P
.| ERGRERRREFoYcRRERG . PoLp_VDD
e -
. X1 P2[6 PO[3 SYART_2_TX
KP_PMIC_EKK———3— PZH POH i UART_2_CTS
RESERS———71 P12[4] PO[1] 78 P5LP_SIO_VREF
X—p5—1 P12[5] PO[0] 77 -
51 VSSB P12[3] 2% —>KP_SWCLK
X—1 IND P12[2] 75 OXKP_SWDIO
o Ve Vo
9 CY8C5868LTI-LP039 43
TP1 | XRES VecA L C13i 1uE
TP2 17 P1[0] P15[3] 40—
TP3 T3 P1[1] P15[2] 39X )
FoLM 121 P1[2] P12[1] [ 38 ? P_I2C_SDA
PsLP1 4| X157 ;1{;’5& ng%g% 37 OXKP_I2C_SCL
16 e
P5LP_VDD X171 P1[5] + P3[6] 35 >>KP_GPIO_1
VDDIO1 faYa) VDDIO3 P5LE VDD
I <oy ) Y = T Y = Yoy N jE—
V4 EENTERI93ErECNRSD
finnnasSSSnancRRRR V4
P5LP_VDD PPRENRNR RHPR P5LP_VCCD

VTARG_MEAS

C12|[M1uF

10V %7
Del-Sig Bypass Capacitor

<UART_2_RX

34


https://www.cypress.com/PSoC5LP
https://www.cypress.com/documentation/datasheets/psoc-5lp-cy8c58lp-family-datasheet-programmable-system-chip-psoc

= CYPRESS

~amp” EMBEDDED IN TOMORROW" Hardware

423 Serial Interconnection between PSoC 5LP and PSoC 64 MCU

In addition to the use as an onboard programmer, the PSoC 5LP device functions as an interface for
the USB-UART and USB-I2C bridges, as shown in Figure 4-3. The USB-Serial pins of the PSoC 5LP
device are hard-wired to the 12C/UART pins of the PSoC 64 MCU. These pins are also available on
the Arduino-compatible 1/0 headers.

Figure 4-3. Schematics of Programming and Serial Interface Connections

MCU SWD KitProg3 Interface
KP_SWDIO«} Egg 88:m >> TMS_SWDIO
KP_SWCLK > Rz N0 BAM TCLK_SWCLK
RESETS, 55 XRES_L_MCU
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R13 47K R13 R14
NO L P Py
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o R58 0 0H
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S R59 0 OHM S PO 12C CSKP_12C_SCL
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KP_12C_SDAKS L O>P6_12C_SDA SSKP 126 SDA
Primary UART H/W Flow Control Level Translator
itPro nterface P5LP_VDD P5LP_VDD P6_VDD_BUF
i g
. . 25 |[0.1uF €26 | |0.1uF
UART_1_RX: Bo QOHM_ARD D1 !7—|5 % '—he\?
N& Lbéad 1ot R13 100K 1 6
mg ROOA VORI g yarT 1 rTs
N R21 0 OHM - UART_1_RTS} X DIR  GND o
UART_1_TX ARD_DO .
_1TXD, R115 0 OHM %;IOO - 74LVC1T45DW-7 ?&
- C29 |[0.1uF c28 | [0.1uF
NG Léad ;‘ o] | pue o —“m
B_UART_1_CTS (—R19 A AAO0HM _rprp Do UART 1_CTS <<—5—T xoem vees B_UART 1_CTS
B_UART_1_RTS>>&’\/\/M>>ARD_D3 o | DIR__ GND RS 100K
g 74LVC1TASDW-7 17
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424 Serial Interconnection between PSoC 5LP and CYW4343W

The PSoC 5LP device also has a secondary UART that is connected to the BT_UART of
CYW4343W (Murata Type 1DX).

Note: BT_UART is also connected to PSoC 64 MCU on the carrier module and this is the
communication interface between the PSoC 64 MCU and the Bluetooth section of the CYW4343W.

Figure 4-4. Serial Interconnection Between PSoC 5LP and CYW4343W

KitProg3 Secondary UART Multiplexing
KitProg3 Level Translator for Secondary UART and GPIO
““_a R52 HM -
FoTPD voglo- P ORI PO N SO AR
NY ¥ad - -
tlj‘u{ 16V 16V B B
o B_UART_2_RX << Eig 88:” (BT_UART_TXD
vz 8 A QVL_UART_TX
UART_2 TX>>—1|-§— BO § é A0 —3—2 3>B_UART_2_TX R54 0 OHM
UART 2 RXZ——— B1 =~ = Al <B_UART 2 RX B_UART_2 RTS), >BT_UART_CTS
UART_2_RT3- 2 A2 Fs—>>B_UART_2_RTS
UART 2 CTS——5 B3 A3 ><B_UART_2_ TS Rss 0 OHM
KP_GPIO B4 A4 |—>>B_KP_GPIO_0 (= G
KP~GPIO B5 A5 g———ETP21 B_UART_2_CTS & BT_UART_RTS
%127 B6 A6 Fg—X 100K 137
X—B7 A7 —X VDRIO_WL No'Load
H a —| 11
Xx—oaP 2 OF A
o FXMA108BQX R99
= 70K
P5LP_VDD
M O RI3E (CUART 2_RTS
B_KP_GPIOX—LOHMAA RS0 55 yser BTN 2

425 Power Supply System
The power supply system on this board is versatile, allowing the input supply to come from the
following sources:
m 5V from the onboard USB Micro-B connectors (J6 and J7)

m 7 V-12V from external power supply at VIN through barrel jack (J5) or from Arduino header pin
J1.1

Figure 4-5. Schematics of Power Supply Input and OR’ing

PSoC 64 MCU USB Host/Device i .
VIN Header Micro-B connector KitProg3 USB Micro-B KP_VBUS
VIN P6_VDD_BUF P6_VBUS connector
R1ZEA_100K J6
{ J7_10118194-0001LF 1
& 1 VBUS
—] VBUS ~ OTP24 DM P_USB_DM
—] C34 DM [ <>>P6_USB_DM DP |7 . P_USB_DP
1uF Tvs1 DP |1 K>oP6_USB_DP D F5—X o
16V SD12CTIG cosoae D5 > P6_USB_ID BRBBHH oND
POWER JACK P-5 30kV SRBBBH onND
P23 o o e o kv | [10118194-0001LF
OO DN ITTITITT
TICIETr @ P KP_VBUS
A4 @ 1 4] Pe_vBUS =X
[ RIZA 100K >
R27\ s 100K 2.3
1| |[40nF RCLAMP(854P.TCT 2
€23 ||10nF RCLAMP(854P. TCT chzz ¢ %%3\", c 854P.TC ocqu
P 1T50v 0.1uF 16V
Power Supply 'OR'ing 16V 777 A4
VIN VCC_IN /77 A4
JMP1
JMP2
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4.2.5.1 Voltage regulators

The power supply system is designed for the voltage configurations listed in Table 4-1. Some
configurations achievable on this kit are outside the operating range for the device. However, it is not
possible to achieve all applicable configurations by changing jumper positions but rather requires re-
work of respective 0-ohm resistors.

VDDIO_WL and VDDIO2_MCU must be at the same voltage since they power the SDIO interface
between PSoC 64 MCU and CYW4343W. Hence both are supplied by the VCC_VDDIO2_IN
domain.

Three buck regulators U15, U13 and U7 are used to achieve 1.8 V, 3.3 V and 3.6 V outputs
respectively. Figure 4-6 shows the schematics of the voltage regulator circuits.

Table 4-1. Operating voltage ranges of domains

Carrier Module (MOD1) Operating Voltage Voltage
Voltage Domain | Power Pins powered by the Voltage Configuration Selection
domain Min (V) [Max (V) |applicable in kit Header
VCC_VBAT VBAT_WL 3.2 42 |3.6V, 3.3V J9
VCC_VDDIO2_IN VDDIO2_MCU, VDDIO_WL 1.71 3.63 [1.8V, 3.3V J16
VTARG vDDD_MCU, VDDIO1_MCU, 1.7 3.6 [1.8,2.5,3.3V J14, J26

VDDA_MCU, VDD_NS_MCU,
VBACKUP_MCU
VCC_VDDIOO VDDIOO_MCU 1.7 3.6 |1.8,25,3.3V None

(uses 0 Ohms)

Figure 4-6. Voltage Regulators

VBAT Voltage Regulator

VCC_IN VCC_VBAT
Uz . L1 ~A~~4TuH 6V 1 T
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[=}
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9
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a
3
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B
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6
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Voltage Selection

VCC_VBAT has a dedicated regulator that changes voltage by varying the feedback voltage through

the resistor network at J9.

VTARG and VCC_VDDIO2_IN have dedicated 3-pin voltage selection headers J14 and J16
respectively that select between VCC _3V3 and VCC_1V8 voltages. Figure 4-7 shows the

schematics of the power selection circuits.

Note: Jumper shunt from J26 should only be removed during provisioning. This kit is not designed to
fully operate at 2.5 V. In order to select 2.5 V during provisioning, set J14 to VCC_3V3 and remove

jumper shunt from J26. VCC_VDDIO2_IN will also be 2.5 V if J16 is set to VCC_3V3.

Figure 4-7. Voltage Selection Headers

VTARG Voltage Selection Header

VCC_VDDIO2_IN

Voltage Selection Header

Hardware

VCC_1v8 VTARG VCC_3Vv3 VCC_1v8 VCC_VDDIO2_IN  VCC_3V3
R82 0 OHM R83 0 OHM R84 00OHM J R85 0 OHM
1 N6 Lbad N& Lbdad Wad IN\{Load
00w kb D0 w b
] 33V/25V J14 Il 33VI25V J16
R171 0 OHM
N\o/ Dc{ad
HDR2
J26 Jo
1
[: N ~— :] 2
[ ] 3
R180 0 OHM R172, 0 OHM
N\({ t({ad N\o/ Dc{ad

VCC_VDDIOO voltage can be selected between VCC_3V3 and VCC_1V8 using zero-ohm resistors.
It is connected to VCC_3V3 by default as microSD card (powered by VCC_VDDIOO0) works only at

3.3V. Figure 4-8 shows the schematics of the voltage selection circuits.

Figure 4-8. Voltage Selection

VDDIOO Voltage Selection

VCC_3V3

VCC_VDDIOO

VCC_1v8

R44 \/\/\O OHJ R45 N\ 0 OHM —‘7

NO Load
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4.2.5.3 Current Measurement Headers

Hardware

The current of the following domains have dedicated 2-pin headers to facilitate easy current mea-

surement using an ammeter across the pins.

Note: If a header is not loaded by default, it is bypassed using a 0-ohm resistor parallel to it. Please
make sure to remove the corresponding 0-ohm resistor (as per Figure 4-9) before measuring current

across the header.
Table 4-2. Current Measurement Headers

Domain Name | Header Reference Designator Loaded by default
VBAT J8 Y
P6_VDD J15
VDDIO_WL J17 Y
VDDIO2 J18 N
VDDIOO J19 N

Figure 4-9. Current Measurement Headers

VDDIOO Current Measurement
Current Measurement

P6_VDD Current Measurement

P6_VDD

R88 NS 0 OHM

J19E| N l] HDR2
J8 HDR2 — I No Load
VCC_VBAT " VBAT VTARG
a2 = VCC_VDDIOO VDDIOO
R95 0 OHM
NG Léad R97 A\ AAQOHM

VDDIO2 & VDDIO_WL Current Measurement

J17, HDR2 J18, HDR2
d”‘_l] l:l(\“—l]NoLoad

VCC_vDDIO2 VDDIO_WL  VCC_VDDIO2 VDDIO2

R96 0 OHM R9%4 0 OHM
NG Load

N6 Load

Note: When measuring P6_VDD current, make sure that the J25 jumper shunt is removed. This will
disconnect the potentiometer from VDDA and removes the leakage caused by it.
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4.2.6 I/O Headers
4.2.6.1 Arduino-compatible Headers (J1, J2, J3, J4)

4.2.6.2

4.2.6.3

The board has four Arduino-compatible headers: J1, J2, J3, and J4. You can connect 3.3 V Arduino-
compatible shields to develop applications based on the shield’s hardware.

Note: 5-V shields are not supported and connecting a 5-V shield may permanently damage the
board.

Note: All Arduino header pins are not connected to the same voltage reference. ARD_D[10:13] are
powered by VDDIOO whereas rest are powered by domains connected to VTARG. Hence Arduino
shields particularly that use ARD_D[10:13] must not be used when VTARG is 1.8 V.

PSoC 64 MCU I/0O Headers (J21, J22, and J24)

These headers provide connectivity to PSoC 64 MCU GPIOs that are not connected to the Arduino-
compatible headers. The majority of these pins are multiplexed with onboard peripherals and are not
connected to the PSoC 64 MCU by default. They can be connected to the PSoC 64 MCU using
0-ohm resistors.

WL/BT I/O Headers (J23)

These headers provide connectivity to a few of the CYW4343W GPIOs that are available at the
castellated pads. All these 1/Os work at the VDDIO_WL voltage (1.8 V by default).

Figure 4-10. 1/O Headers

Arduino & Extended Headers
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] 10 e 2 10
P6_12C_SCIKE) 3 > USER_BTN_2
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_rT B 11 5v0 ARD:D12§_ > 1012
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4 T ARD_D10 {( 7 S 1010
7 ARD_D9 - 109
> VIN ARD_D8 {5 108
T N/  CON10 HEADER10
No Load
CON8 N J4 J22
ARD_D7 (& 8 8 107
4 2 2 ) ARD_D6 106
ARD_AO 7 x A8 ARD_D5 105
ARD_A1 = 5 A9 ARD_D4 104
ARD_A2 7 g A10 ARD_D3 103
ARD_A3 9 0 A1 ARD_D2 102
ARD_A4 R Vi A12 ARD_D1 (¢ 101
ARD_A5 3 1 A13 ARD_DO 100
ARD_A6 15 16 A14 L L
ARD_A7 OWE CON8 NEADERS
CON 8x2
23
BT 12S_CLKLK- l i S>BT_UART_RXD
5 1 o BT_12S_WS(K- 5 5 <<BT_UART_TXD
O_LED_L - 3 (RGB_R_LED_L BT_I2S_DOY> 7 g S)BLUARLCTS
R_LED_L 5 5 {RGB_G_LED_L BT _12S_DIK 9 0 <BT_UART_RTS
1016 5 <KRGB_B_LED_L BT_GPIO_2<X I 12 S)NLiUARTiRX
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4.2.7 CapSense Circuit

A CapSense slider and two buttons, all supporting both self-capacitance (CSD) and mutual-
capacitance (CSX) sensing are connected to the PSoC 64 MCU as Figure 4-11 shows. Three
external capacitors - CMOD for CSD, CINTA and CINTB for CSX - are present on the
CYB8CMOD-064S0S2-4343W. Note that CINTB can be reused as CSH. For details on using
CapSense including design guidelines, see the Getting Started with CapSense Design Guide.

Figure 4-11. Schematics of CapSense Circuit

CAP_S
CapSense Buttons CapSense Shield o
» ATCH 1
CSBA CS_CAP_SH <<
, . R56 ,, 0 OHM
,]I% %. HCS_BIN_O <|7_'
R17 0 OHM _HATCH
J N Ldad
22 BIN_RX SLD_TX CapSense Slider
csB2
css1
z v]@r ! <HCS_BTN_1 N 5> cs_SLD_0
: 5> ¢s_SLD_1
/\ o
/‘\—a—}} CS_SLD_2
5 >> CS_SLD_3
/\ -
Y ->> CS_SLD_4
Slider
L & BTN_RXSLD_TX

Simultaneous GPIO switching with unrestricted drive strengths and frequency can affect CapSense
and ADC performance. For more details, see the Errata section of the corresponding device
datasheet.
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4.2.8 LEDs

LED2 (Yellow) indicates the status of KitProg3 (See the KitProg3 User Guide for details). LED1

(Yellow) indicates the status of the power supplied to the board.

The board also has two user-controllable LEDs (LED8 and LED9) and an RGB LED (LEDS5)

connected to PSoC 64 MCU pins for user applications.
Table 4-3. PSoC 64 pins for the LEDs

User LED PSoC 64 MCU Pin
RGB.R PA1]
RGB.G PO[5]
RGB.B P7[3]
LED.O P1[5]
LED.R P11[1]

Figure 4-12. LEDs

User LEDs
ED5

RGB_R_LED L >>R1_5,\/\/\750 OHM 1 K'\W)‘)‘ 4 R16 A\ A ~—270 OHM <RGB_B_LED_L
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429 Push Buttons

The board has a reset button, two user-controllable buttons and a KitProg3 Mode selection button.
The reset button (SW1) is connected to the XRES pin of the PSoC 64 MCU and is used to reset the
device. Two user buttons (SW2 and SW4) are connected to pin PO[4] and P1[4] of the PSoC 64
MCU respectively. In addition, the Mode selection button (SW3) is connected to the PSoC 5LP
device for programming mode selection (Refer to the KitProg3 User Guide for details). All buttons
are active LOW configuration and short to GND when pressed. The CY8CMOD-064S0S2-4343W

has a pull-up on the PSoC 64 MCU XRES line.
Figure 4-13. Schematics of Push Buttons

User Button / Hibernate Wakeup Reset Button

VDDD VBACKUP
R110, 10K R20 10K SW1 o~
XRES_L_MCULC EVQ-PE105K
v d SWa v d SW2 o
USER BTN 2 <&——gyqSFodfi USER BTN_1 <&——£yqBrodfi
Mode Switch
P5LP1 2 1 sw3 4
e E—
0 0
SKRPACEO11

4210  Cypress Quad SPI NOR Flash

The PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board has a Cypress NOR flash memory
(S25FL512SAGMFI010) of 512Mb capacity. The NOR flash is connected to the Quad SPI interface
of the PSoC 64 MCU device. The NOR flash device can be used for both data and code with

execute-in-place (XIP) support and encryption.
Figure 4-14. Schematics of QSPI Flash

VCC_FLASH Quad SPI Flash Memory Section

us VCC_IO_FLASH
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& 5| DNU_ DNU_6 17X FLASH INT L
X—%1 DNU_2 DNU_5 [
. X—71DNU_3 DNU_4 X
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S25FL512SAGMF1010
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10K g
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0 OHM FLASH_RST L

3
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FLASH_INT L 105 & Q¥ Mad

VCC_VDDIOO VCC FLASH VCC_FLASH VCC_IO_FLASH
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O 1P9
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Cypress Quad SPI F-RAM

The PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board contains a CY15B104QSN
Excelon™ F-RAM device, which can be accessed through Quad SPI interface. The F-RAM is 4-Mbit
(512K x 8) and is capable of Quad SPI speed up to 108 MHz but the PSoC 64 MCU is limited to 80
MHz.

Figure 4-15. Schematics of Quad SPI F-RAM

VCC_VDDIOO FRAM_VDD
Quad SPI F-RAM
R1 0 OHM P10
FRAM_VDD
R113 10K u4 FRAM_VDD
FRAMfssfé > !  Cs VDD o
QSPI_101<{)>———73—{ S0/I01 RESET/I03 4—6—< SPI_103
QSPI_1025>————7 WPII02 SCK Ms——<KQsPI_sCK J_%F
| vss 1100 [———=>XQsPI_100 by
N ; CY 15B104QSN

microSD card section

The PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Board contains a bottom-mounted microSD
card holder with card detect pin that is connected to the PSoC 64 MCU. It is powered by VDD_VD-
DIOO0 (connected to VCC_3V3 by default). The PSoC 64 MCU is capable of UHS-I but is limited to
High-Speed mode (50 MHz clock) in this kit.

By default, the PSoC 64 MCU device is connected using an SDHC interface but optionally can be
connected using SPI by re-working a few zero-ohm resistors.

Figure 4-16. Schematics of microSD Card Section

VDDIOO microSD Card Section
R43 J SD_CMD
R42 49.9K_J_SD_DATO
RAT /A 49.9K_J 5D _DATI VCC_VDDIOO
R40 49.9K_J_SD_DAT2
R39 .\ \49.9K_J_SD_DAT3
J20 Ra6
4
VDD 4.7K
> RI68 A A OOH J_SD_CMD b cownr |1oA
STR169 A0 OHM .
sn DATO < S—RIB9 s JSDcMD 3 cD_CoMm2
———————cMD oA
JSDCLK 5 cb1
D LK >_RI86 A A NOOH J SD_CLK J"SD_DATO CLK D2 8D CD L
SD DAT2 ((SS—RIBT o 7n7~0 OHM, SD DAT1 R183 0OHM J_SD _DATI 8 | Bﬂ?
- / N& Lad SD DAT2 O0OHM J SD DAT2 T R34
- J_SD_DAT3 DAT2 6 49.9K
SD_DAT3 DAT3 VSs
SD DATO R164 0OHM___J_SD_DATO MICROSD CARD SOCKET
SD_DAT! 8 OOHM
N LA ad

Note: Load R165, R167 and R169 and
remove R162, R163, R164, R166 and R168
to change from SDHC to SPI interface to
microSD card
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4.2.13

4.2.14

PSoC 64 MCU USB Section

The board contains a micro-B USB connector for the PSoC 64 MCU. It is capable of both device and
host functionality. Although the PSoC 64 MCU does not support USB-OTG, the hardware is compli-
ant with it. By default, the PSoC 64 MCU device will work as a USB device; when an OTG cable (all
such cables have ID pin connected to GND) is connected, it will work as a USB Host.

Hardware

- 2
USB_HOST_EN’>} A

VCC_1ve

C63 ||0.1uF
16V

©

u11

1
X——NC
R102

USB Host VBUS Enable

GND VCC

VBUS_HOST P6_VDD
VBUS_HOST P6_VBUS
R103 R60
100K u1s 10K
5 1
ouT
4 4 S fLe 3 SYUSB_INT_L
C58 C59 o | c60

1uF
16V
100K s [4L\/C1GO7GW, 125

Note: P6_VBUS will be powered using KP_VBUS and
hence will be limited in current based on other loads on
the kit. Please remove R106 and connect an external
power supply that supplies 5V @ 500mA for full USB

host functionality

——1uF

16V
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As a USB Host, the board must provide power to a USB device that is connected to it. This power is
provided by VBUS HOST which is controlled by the PSoC 64 MCU using a load switch. By default,
VBUS_ HOST is powered using KP_VBUS and optionally can be powered using external sources
through J10.

Figure 4-17. PSoC 64 MCU USB
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L R105

3 > 100K

Micro-B connector

PSoC 64 MCU USB Host/Device

2

Potentiometer Section

The board contains a 10K potentiometer connected to pin A6 (P10[6]) of Arduino-header (J2). The
fixed ends are connected to VDDA (VDD_POT through J25) and GND and hence may contribute to
leakage current on the P6_VDD power supply. Remove jumper J25 to disconnect power from the
potentiometer when measuring P6_VDD current.

Figure 4-18. Schematics of Potentiometer
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4.3 PSoC 64 Standard Secure — AWS Wi-Fi BT Pioneer Kit Rework

4.31 CapSense Shield

The hatched pattern around the CapSense buttons and slider are connected to ground. In case
liquid tolerance is required, this pattern needs to be connected to a shield pin. This pattern can be
connected to P7[4] by populating R38 and removing R56. Pin P7[4] needs to be configured as a
shield pin in the firmware. CINTB (C15 on MOD1) connected to P7[2] must be configured as CSH in
firmware when using the CapSense Shield.

Connecting the hatched pattern to shield instead of ground will also reduce the parasitic capacitance
of the sensors.

Figure 4-19. Schematics of CapSense Shield

CapSense Shield A
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432 ETM Trace Header

The 20-pin ETM trace header J12 is not loaded by default and the lines to the header are used as I/
Os on header J2. To connect the PSoC 64 MCU to trace header, populate the resistors R126—R129
and remove resistors R117, R123-R125.

Figure 4-20. ETM Trace Header
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A8
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]—Md TRACEDATA_3

4.3.3 microSD Card Detect Multiplexing

On the PSoC 64 MCU, the default card detect pin for the SHDC block is P12[1]. However, on this kit,
P13[7] is connected to the card detect pin on the microSD card slot. Therefore, the firmware must be
modified to use P13[7] as the card detect pin. In order to instead use the default PSoC 64 MCU card
detect pin, remove R161 and load R159. In this case, P13[7] can optionally be used as a GPIO by
loading R160 which connects it to an I/O header.

Figure 4-21. microSD Card Detect Multiplexing
Card Detect Multiplexing

ARD_D12 «»—mﬁ\ﬁ ag OHM

PAD _SD_CD_L A
o0 _CD | R161 ~0 OHM SD CD L
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N& Lbad
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434 microSD Card SPI Multiplexing
The microSD card is connected by a 6-pin SDHC interface by default i.e., CLK, CMD and DAT[0:3].
There is an optional provision to connect it over a 4-pin SPI interface i.e., CLK, MOSI, MISO and
SSEL . To do this, load R165, R167, and R169 and remove R162, R163, R164, R166, and R168.
Figure 4-22. microSD Card SPI Multiplexing
Yobioo microSD Card Section
AR ot i
O e 1 VAT e on s ¢o_cou .
Sb CLK ooH J_SD_CLK — S oLk o2 %»SDPEU
S SHERET b RIS Fepe e RS-
SD DATO R164 0 OH J_SD_DATO w ) o IIJ(/;;ZSD CARD \S/(S;WET f »
SD_DAT1 §8 \j
4.3.5 U.FL (UMCC) Connector for External Antenna
The RF output of CYW4343W is connected to the chip antenna by default. To disconnect the chip
antenna and connect an external antenna, remove C13 and then populate C12 and J1 on
CY8CMOD-064S0S2-4343W.
Figure 4-23. U.FL (UMCC) Connector for External Antenna
Antenna
ANT1_ANT2 cwsH%Jz\;aF ANTI L1~~~ BDT 4 — ZizD 1
C;iF c1o " E 2450AD14A5500T g s
goh}/‘ lg.ozopv wvsnri iw 8nH
ANT2 s O -
4.3.6 U.FL (UMCC) Connector for Antenna Diversity

To evaluate antenna diversity, an external antenna can be connected to the output of antenna
diversity RF switch by populating C21 and J2 on CY8CMOD-064S0S2-4343W.

Figure 4-24. U.FL (UMCC) Connector for Antenna Diversity

Antenna Diversity Switch

VDD_RFSW
3
€20 ||0.1uF J2 o1
10V u3
6 1 €21 |[8.20F ANTO s f
VDD ouT! T [50v ()
RF_SW_IN 5 ANT1_ANT2
—N ouT2 1B
WL _GPIO 2 4 2 DNI
VCTL GND
c11 RTC7608 e
8.2pF  SON6H_0.35mm Diversity Switch Truth Table
50V Anetnna Diversity | WL_GPIO_2
ANT1 (default) 0
VDDUSB VDD_RFSW
ANTO 1
VBAT |_R2 0 OHM
R1 0 OHM Note: VDDUSB is used as this is the only fixed 3.3V rail

DNI VBAT is provided as optional
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Bill of Materials
Refer to the BOM files in the kit webpage.

Frequently Asked Questions

1.

How does CY8CKIT-064S0S2-4343W handle a voltage connection when multiple power sources
are plugged in?

There are three different options to power the baseboard; KitProg3 Micro-B USB connector (J6),
PSoC 64 MCU Micro-B USB connector (J7), and External DC supply via VIN connector (J5). The
voltage from each of the sources in passed through ORing diodes that supply VCC_IN.

What are the input voltage tolerances? Is there any voltage protection on this kit?

Input voltage levels are as follows:

Table 4-4. Input voltage levels

Supply Typical I/P Voltage Absolute max
USB Micro-B connector (J6, J7) 45Vto55V 55V
VIN connector (J5) 7Vto12V 18V

The Kit can’t be powered through the programming header J11 and has reverse voltage
protection on this header.

Why is the voltage of the kit restricted to 3.3 V? Can't it drive external 5-V interfaces?

PSoC 64 MCU is not meant to be operated at voltages greater than 3.6 V. Powering PSoC 64
MCU to more than 4 V will damage the chip. It is recommended to power PSoC 64 MCU at 3.3 V.

| am unable to program the target device.
a. Check J15 to ensure that jumper shunt is placed.
b. Make sure that no external devices are connected to the external programming header J11.

c. Update your KitProg3 version to the latest one using the steps mentioned in the KitProg3 User
Guide.

What additional overlays can be used with the CapSense?

Any kind of overlays (up to 5-mm thickness) like wood, acrylic, and glass can be used with
CapSense. Note that additional tuning may be required when the overlay is changed.
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6. Can | power the kit using external program/debug headers J11 and J127?

No, this is not possible by default in this board. The target MCU is powered by on-board
regulators only and hence one of the 3 main sources (J5, J6 and J7) must be present.

There is a protection circuit that prevents reverse voltage from VTARG_REF to VTARG. Hence
the board can't be powered through J11 and J12. However this can be by-passed by loading
R130.

Note: This modification is not recommended as the target MCU will have no protection and will
be permanently damaged if 5V is supplied.

Figure 4-25. VTARG Reverse Voltage Protection

VTARG Reverse Voltage Protection

VTARG VTARG_REF
R130 0 OHM
N Nad
Q1 DMP2104LP-7
- <
BCM857BV, 1158 2 5 _WBCM857BV,115
QA" ] N Q28
© J ™
R87 R47 R86
10K < 137K 10K
1%

L

Note: VTARG_REF isonly output voltage sense line
for external debuggers. PSoC 64 MCU can't be powered
using extemal debugging headersJ11 and J12

Note: If R130 isloaded and external power is used,
make sure to remove jumper shunt from J14 to
prevent reverse voltage to on-board regulator
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