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Objective 

This example demonstrates the fault handling functionality of PSoC® 6 MCU, using Peripheral Driver Library (PDL) Sysyem 
Library (SysLib). 

 

Overview 

This code example demonstrates how to find a fault location using the PDL SysLib and the Arm® exception handler. The 
example has three different faults: Arm Cortex® M0+ Hard Fault, Cortex M4 Usage Fault, and a Cortex M4 (CM4) Bus Fault. 
The example uses a UART to display information for debugging.  

Requirements 

Tool: PSoC Creator™ 4.2; Peripheral Driver Library (PDL) 3.0.1  

Programming Language: C (Arm® GCC 5.4-2016-q2-update) 

Associated Parts: All PSoC 6 MCU parts 

Related Hardware: CY8CKIT-062-BLE PSoC 6 BLE Pioneer Kit 

Hardware Setup 

This example uses the kit’s default configuration. Refer to the kit guide to ensure that the kit is configured correctly. 

Software Setup 

A terminal software is needed for this project. 

Operation 

1. Connect the CY8CKIT-062-BLE PSoC 63 with BLE Connectivity Pioneer Kit baseboard to your computer’s USB port. 

2. Open a PC terminal tool. Use a tool like Tera Term or PuTTY. Configure it for 115,200 baud at 8N1 to match the UART 
Component. 

3. Build the project and program it into the PSoC 6 MCU device. For more information on device programming, see PSoC. 
Creator Help. The flash for both CPUs is programmed in a single program operation. 

Note: Do not delete or replace “stdio_user.h” file. 

4. Confirm that the terminal program is working. It should show a message with some operating instructions, like Figure 1.  

Figure 1. Operating Instructions in the Terminal Window 

 

5. Press the SW2 button and release once quickly to cause the CM4 usage fault. CM4 Usage Fault message appears in 
the terminal window. 

http://www.cypress.com/
http://www.cypress.com/products/psoc-creator-integrated-design-environment-ide
http://www.cypress.com/documentation/software-and-drivers/peripheral-driver-library-pdl
http://www.cypress.com/PSoC6
http://www.cypress.com/CY8CKIT-062-BLE
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6. Press and release SW2 twice more, quickly, to cause the second fault. This makes a total of three button releases 
after boot up. The CM0+ exception occurs when you release SW2 for the third time. The CM0+ Hard Fault message 
appears in the terminal window. 

7. Press the reset button (SW1). The opening message appears in the terminal again. Resetting the board is required 
because the CM4 bus fault will not occur after the CM4 usage fault. 

8. Press and hold SW2 for approximately two seconds and then release the button. The CM4 bus fault occurs when you 
release SW2. The CM4 Bus Fault message appears in the terminal window. At this point, you have generated all 
three faults. Fault frames for each are in the terminal window. In the remaining steps, you compare some of the 
information in the fault frames with the disassembly output. Your terminal window looks something like Figure 2. 

Figure 2. Fault Frame Information in the Terminal Window 

 

9. Attach the debugger to the CM4 target. Choose Debug > Attach to Running Process. The Attach to Target dialog 
appears, as shown in Figure 3. Select the Arm CM4 target and click OK.  

The debugger launches, connects to the process, and halts execution. 

http://www.cypress.com/
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Figure 3. Attach to the CM4 Target 

 

10. Open the CM4 disassembly window. Choose Debug > Windows > Disassembly. The disassembly window 
appears. 

Note: If you are working with custom hardware, you cannot attach the debugger. 

11. Compare the CM4 Usage Fault PC with the disassembly code. In the terminal window, locate the fault frame for the 
CM4 usage fault, and note the PC address. In the disassembly window, scroll to that address. This is where the fault 
occurred. For example, if the fault frame indicates the fault occurred at PC 0x100804D6, then in the disassembly you 
see information like Figure 4. 

Figure 4. CM4 Usage Fault Disassembly 

m 

You can perform similar operation to debug other faults. 

Design and Implementation 

PSoC Creator does not provide any Component for Arm fault handling because Arm cores already provide the proper 
architecture and registers to track fault exceptions. 

The PSoC 6 MCU startup code provides the handling routine, which passes the stack pointer of the exception frame (as 

shown in Figure 5) into Cy_SysLib_FaultHandler(). The handler stores the information using Main Stack Point (MSP) or 

Process Stack Point (PSP) so you can debug the fault. This information includes the program counter (PC) value of the fault 
and the following registers: R0, R1, R2, R3, R12, Link Register (LR), and Program Status Register (PSR) for both Cortex M0+ 
and Cortex M4.  

Cortex M4 has more system control registers that can configure the fault type and read the detailed root cause of a fault. Learn 
more about the Arm Cortex M4 System Control Block at the Arm Information center. 

http://www.cypress.com/
http://infocenter.arm.com/help/index.jsp?topic=/com.arm.doc.dui0553a/CIHFDJCA.html
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Figure 5. Arm Cortex M Exception Frame Without Floating-Point Storage 

R0

R1

R2

R3

R12

LR

PC

PSR

R0

R1

R2

R3

R12

LR

PC

PSR

MSP or PSP

PC of fault

R0

R1

R2

R3

R12

LR

PC

PSR

MSP or PSP

PC of fault

 

After storing the information, the handler calls __WEAK void Cy_SysLib_ProcessingFault(). The default 

implementation of this function is an infinite loop. Because of the weak linkage, you can override this function with a custom 
function. 

This code example generates three different faults: 

▪ Cortex M0+ Hard Fault exception 

▪ Cortex M4 Bus Fault exception 

▪ Cortex M4 Usage Fault exception 

Figure 6 shows the PSoC Creator schematic for this code example. It uses a UART Component to display messages related 
to each exception. It also connects to the SW2 button on the PSoC 6 BLE Pioneer Kit. 

Figure 6. Hard Fault Handling Basic Design 

 

The code example overrides Cy_SysLib_ProcessingFault() to print out the exception frame via a UART Component. 

Components and Settings 

Table 1 lists the PSoC Creator Components used in this example, how they are used in the design, and the non-default 
settings required so they function as intended. 

http://www.cypress.com/
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Table 1. List of PSoC Creator Components 

Component Instance name  Purpose Parameter 

UART (SCB) UART 
To display information for debugging [General Tab]: 

TX/RX Mode: TX 

Digital Input Pin SW2 

Provide human interaction [General Tab]: 

Uncheck HW connection 

Drive mode: Resistive Pull Up 

For information on the hardware resources used by a Component, see the Component datasheet. 

Table 2 shows the pin assignment for the project done through the Pins tab in the Design Wide Resources window. These 
assignments are compatible with CY8CKIT-062-BLE. 

Table 2. Pin names and Locations 

Pin Name Location 

SW2 P0[4] 

UART:tx P5[1] 

 

Reusing This Example 

This example is designed for the CY8CKIT-062-BLE Pioneer Kit. To port the design to a different PSoC 6 MCU device and/or 
kit, change the target device using the Device Selector and update the pin assignments in the Design Wide Resources Pins 
settings as needed. 

Related Documents  

Application Notes 

AN210781 – Getting Started with PSoC 6 MCU 
with BLE Connectivity 

Describes PSoC 6 MCU with BLE Connectivity devices and how to build your first PSoC 
Creator project 

AN215656 – PSoC 6 MCU Dual-Core CPU 
system Design 

Describes the dual-core CPU architecture in PSoC 6 MCU, and shows how to build a 
simple dual-core design 

AN219434 – Importing PSoC Creator Code into 
an IDE for a PSoC 6 MCU Project 

Describes how to import the code generated by PSoC Creator into your preferred IDE 

PSoC Creator Component Datasheets 

UART Provides asynchronous communication interface using SCB hardware 

Pins Supports connection of hardware resources to physical pins 

Device Documentation 

PSoC 6 MCU: PSoC 63 with BLE Datasheet 
PSoC 6 MCU: PSoC 63 with BLE Architecture Technical Reference Manual 

PSoC 6 MCU: PSoC 63 with BLE Registers Technical Reference Manual 

Development Kit (DVK) Documentation 

CY8CKIT-062-BLE Pioneer Kit 

http://www.cypress.com/
http://www.cypress.com/AN210781
http://www.cypress.com/an215656
http://www.cypress.com/an219434
http://www.cypress.com/go/comp_SCB_UART_PDL
http://www.cypress.com/go/comp_GPIO_PDL
http://www.cypress.com/ds218787
http://www.cypress.com/trm218176
http://www.cypress.com/documentation/technical-reference-manuals/psocr-6-mcu-psoc-63-ble-registers-technical-reference
http://www.cypress.com/cy8ckit-062-ble
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