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Wake-up signals > » The Watchdog Timer Unit (WTU) provides several
independent watchdog timers (WDTSs)

» The main system use is Program Flow Monitoring
(PFM), which tracks if the software is executed in

Alarm signals the correct order

» Up to 8 independent WDTs

Programmable 16-bit timer-base (reload) value with » Temporal and logical supervision with protection
password against unintended changes

SPB

Independent WDT per core and a WDT for system » Independent monitoring of cores without SW
coordination

Alarm triggering for violations » Implementation of safety mechanisms
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Independent WDT per core and WDT per system

» The Watchdog Timer Unit consists of a Universal Bus Slave (UBS) and a total of up to 8 independent
Watchdog Timers (WDT) modules:

— One watchdog timer per lock-stepped CPU: WDTCPUO-5
— One watchdog timer for CSRM security CPU — WDTSEC
— One system watchdog timer - WDTSYS

» For CPUs implemented with Hardware Virtualization Support, the WDT can be assigned to one or multiple
of its Virtual Machines (VMSs). In the case where multiple VMs run on a single CPU, to achieve freedom from
interference, the respective WDT should be assigned to only one of the VMs

» The individual CPU watchdog timer functions enable the monitoring of separate CPU execution threads
without the need for SW to coordinate the shared use of a common system watchdog. Periodic servicing of
a CPU-WDT and providing the correct password confirm that the corresponding CPU is executing the SW
sequence as expected

» Similar to the CPU watchdog, the WDTSEC is monitoring the temporal and logical code execution of the
core inside CSRM

» The system watchdog, unlike CSRM security CPU and CPUs WDTSs, is not fixed to a certain CPU and is
freely configurable
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» The main function of each WDT is Program Flow Monitoring (PFM), which is split in two types of checks:

— Temporal supervision: check if the software finishes the tasks in a defined time-frame (for example not
hanging in an infinite loop)

— Logical supervision: check if the software tasks are executed in the expected order
» WDT is a 16-bit up-counting timer with configurable input frequency

» WDT has a password protection mechanism with a 15-bit user-definable password and configurable auto-
sequencing:

— This password can be used to monitor the logical flow of the SW (for example to detect unexpected SW
loops)

— Using automatic password sequencing means that the password automatically changes after each
password check. The expected next password follows a pseudo-random sequence
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» Each WDT provides a dedicated register interface, password, timer logic and alarm signal going to the
Safety Management Unit (SMU)

» Alarms are triggered when:

— Temporal supervision: the application software is unable to service its WDT before a certain time deadline
or inside a certain time window

— Logical supervision: the WDT access password is configured to auto-increment after each access. If the
wrong password is provided, an alarm is signaled

» There is also an alarm output which represents the logical “OR” combined alarm output of the WDTCPUO-5,
WDTSEC and WDTSYS

» Each WDT supports options to check code execution sequence and intermediate code execution time
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System integration

» The WTU uses programmable 16-bit timers to
monitor the temporal and logical behavior of the
cores or of the system

» In case of deviations from the expected behavior,
alarms are triggered. These alarms can have
different configured reactions (for example a reset)

» In the cases of debugging and testing of the
application, the On-Chip Debug System can
suspend the watchdogs' functions
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Program Flow Monitoring &-/

» For real-time systems, especially safety relevant » Ensure that the application SW is executing in the
ones, both the time and logical behavior are right order, and it is not stuck in a specific
important operation like an unexpected loop

> PFM enables the check of the application » Establish the required corrections of the
software against misbehaviors like entering an application SW or the reactions (via safety
infinite loop or going to the wrong branch mechanisms) to such misbehaviors

2025-06-25 Copyright © Infineon Technologies AG 2024. All rights reserved.



Trademarks
All referenced product or service names and trademarks are the property of their respective owners.

(infineon

Edition 2024-09
Published by

Infineon Technologies AG
81726 Munich, Germany

© 2024 Infineon Technologies
AG.
All Rights Reserved.

Do you have a question about
this

document?

Email: erratum@infineon.com

Document reference
AURIX_3_Watchdog_Timer
_Unit

2025-06-25

IMPORTANT NOTICE

The information given in this document
shall in no event be regarded as a
guarantee of conditions or
characteristics
(“Beschaffenheitsgarantie”) .

With respect to any examples, hints or
any typical values stated herein and/or
any information regarding the
application of the product, Infineon
Technologies hereby disclaims any and
all warranties and liabilities of any kind,
including without limitation warranties of
non-infringement of intellectual property
rights of any third party.

In addition, any information given in this
document is subject to customer’s
compliance with its obligations stated in
this document and any applicable legal
requirements, norms and standards
concerning customer’s products and any
use of the product of Infineon
Technologies in customer’s applications.

The data contained in this document is
exclusively intended for technically
trained staff. It is the responsibility of
customer’s technical departments to
evaluate the suitability of the product for
the intended application and the
completeness of the product information
given in this document with respect to
such application.

For further information on the product,
technology, delivery terms and
conditions and prices please contact
your nearest Infineon Technologies
office (www.infineon.com).
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WARNINGS

Due to technical requirements products
may contain dangerous substances. For
information on the types in question
please contact your nearest Infineon
Technologies office.

Except as otherwise explicitly approved
by Infineon Technologies in a written
document signed by authorized
representatives of Infineon
Technologies, Infineon Technologies’
products may not be used in any
applications where a failure of the
product or any consequences of the use
thereof can reasonably be expected to
result in personal injury.
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