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Scope and purpose

The on-chip firmware stored in the BootROM is the first software to be executed by the CPU after reset. The
BootROM of the XMC4000 family provides a number of different boot modes including the CAN Bootstrap
Loader (BSL) mode.

Using the CAN Bootstrap Loader it is possible to load code or data into the internal RAM of the device via the
MultiCAN interface. This document describes how to program user code into the internal flash of XMC4000
devices via the CAN BSL.

Applicable Products
e XMC4000 Microcontroller Family

References

The example code “XMC4000 - CAN Bootstrap Loader (BSL) - Example Code” can be downloaded from
www.infineon.com/XMC.

For Application Kits and DAVE™, please refer to www.infineon.com/xmc-dev.

1 V1.0, 2014-09


http://www.infineon.com/cms/en/product/microcontroller/32-bit-industrial-microcontroller-based-on-arm-registered-cortex-tm-m/32-bit-xmc4000-industrial-microcontroller-arm-registered-cortex-tm-m4/channel.html?channel=db3a30433580b3710135a03abaf9385e&tab=2
http://www.infineon.com/xmc-dev

AP32269

CAN Bootstrap Loader (BSL) iﬁn eon

Table of Contents

Table of Contents

11
1.2
1.3

2.1
2.11
2.1.2
2.1.3
2.2

3.1
3.2

4.1

4.1.1
4.1.2
4.1.3
4.1.4

7.1
7.2

Application

CAN BSL in the XMC4000 family ...cccccuiiureececaninnieceecaniosiecsececasssssecsecessssssssscsscessssssssscssses 3
ENtering CAN BSL MOGE.....icuiiiireieieieseeteeee ettt ete e st e ste s e e e e ste s s essessesssesseesaessesseessansasssansassesssenes 4
LOAdING the USEI COUE ..ottt ettt ettt ettt b sttt be et et e sat et e sbe st e besaeensenee 6
EXITING CAN BSL ..eiutiiitiniinienieeiteesreestestestesstessbe e aaes e esssasssesssaessaessaesssesssesssesssasssesssassssesssesssesssesssas 6
General System Description ...cccciuiiuiiiicceiiaiiniiteiceiiesiotscencasssssecsecssssssssssssscassssssssscssces 7
[ (0T A1 =T - [ I PSP SRRRR 9

Transmitter Program (Project File: XMC4400_MasterCAN) ......ccceverreerrereereenesreseeseeseesseeeees 10

Receiver Program (Project File: XMC4400_CANLOQAEN) ..c.evverveveeeenerienienienienieeeneeeeeseeenaens 11

Application Software (Project File: XMC4400_APPSW)...ccerireririenieieieeeesesienieseenseneeeeeesenns 11
SLAVE BOAIM..... ittt ettt ettt st b s bbbttt se b bbb et et e e neeae s ee 12
XMC4000 Internal Flash Programming....cccccciiucceeciniincceeninnisccinsisccsesiascsccsssssscssssssssscsnns 13
The INternal FIash MEMOIY .....ccviciieieeieeieeeesee sttt cte et s e e te e sae s be e sba e sreesrtesnte s baessaesssennns 13
FLASI DFIVET c.ieiteeteet ettt ettt ettt sb st ettt e et e st e bt s s e b e be st ebe st enteneenesaenes 14
CommMUNICAtiON ProtoCol...ccceuiiruiiruiinncirnicrasransnseccrsccrsessssssssscsssssssssssssssssssssssssssssssses 16
ProcCeSS COMMANAS.....ccciiiiieiiiieeie ettt e stesteesteeete e te e s e e s aessteentessbeesba e saessaesssesasesssassesnsesssaenseennes 16

SeCtOr Erasing OPeration......ccccveeeecienieierieneeteeiee ettt sre st saee st e s b et e ss e st e eesaeeeessesmeensens 16

Flash Page Programming OPeration.......c.ccceeeiererienienernienientetesiestesseseestesaessessesaeessessessnenne 16

RUNNING the UPAated SWi....cuiiieieeieienteteeet ettt sttt ettt ettt et st a e 17

Application Reset for the CAN BSL MOAE ....ccueeuveieeeriirieiece sttt ere e eesve s ae e ene e 17
Implementing the example described ......cccciiiiiriiiiiiiriiniininieniniinninciseireiiacisesrencaeese 18
Running with two XMC4500 CPU KitS.....ccccerruiinireniainenreniaccsenrescscsestacsessosssccsessacsnsse 20
APPENAIX euuirairneiereieraisrsesernisraisrsessssssrsssssssssssrssssssssssssssssssssssssssssssssssssssssssssssssssssnses 21
HArAWArE BUES ...coveeuieiirieieieietetetet ettt ettt ettt sb st ettt et e st s s s s b e sbe st et et et e e enesaenes 21
KTt INFOIMATION 1ottt sttt e et e e et e be e s e besbe e b e bessaenseeseenseseessanss 22
REVISION HiStOIY...iuuiiuiiruiiiniirniirnsnnniirnisrasnsnisrsssrsesssnsssssssssssssssssssssssssssssssssssssssssnses 24

Note 2 V1.0, 2014-09



der (BSL) fi
CAN Bootstrap Loader (BSL 1
CAN Boo (Infineon

CAN BSL in the XMC4000 family

1 CAN BSL in the XMC4000 family

A built-in CAN Bootstrap Loader (BSL) is implemented in the Infineon XMC4000 family of devices.

The CAN BSL provides a mechanism to load program code or data via the MultiCAN module into the PSRAM
of a device, and to start executing the code loaded from a PSRAM address (address of the first transmitted
byte).

The CAN BSL is an integrated mechanism that can be selected via port configuration during a system start
after a Power-on Reset, or through write configuration registers, and trigger then a software reset.

The CAN BSL uses a CAN node 0 or 1 interface and configures the MultiCAN module to the baud rate of the
host device.

Once communication has been established, the BSL receives a defined number of messages (the number
defined in the host) for downloading the code or data. The received code or data is sequentially written to
the PSRAM.

Once the download has finished, the program code that has been loaded is executed and the BSL is
terminated.

The complete load sequence is based on the following three CAN standard frames:
e Initialization Frame
- sent by the external host to XMC4000
e Acknowledge Frame
- sent by the XMC4000 to the external host
e Data Frames
- sent by the external host to the XMC4000
The initialization frame is used in the XMC4000 device for baud rate detection.
After successful baud rate detection, the XMC4000 reports to the external host via the acknowledge frame.

Data frames can then be transmitted from the host to the XMC device. Data frames are always transmitted in
8 bytes.

Table 1 CAN Bootstrap Loader Frames

Frame Type Parameter Description
Initialization Frame | Identifier 11-bit ID=0x555
DLC=8

Data byte 1-0 baud rate detection pattern (0x5555)
Data byte 3-2 acknowledge message identifier ACK_ID
(use bits [13:0], bit 13=IDE)

Data byte 5-4 Data Message Count MSG_CNT

For example; max. MSG_CNT=0x0800 for C0004-FFFF, (16KBytes),
see section 1.2

Data byte 7-6 Data Message Identifier MSG_ID

Application Note 3 V1.0,2014-09
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Frame Type Parameter Description
Acknowledge Frame | Identifier ACK_ID as received bytes [3:2] of the Initialization Frame
DLC=8

Data byte 1-0 BTR register value in XMC4000
Data byte 3-2 Data bytes [3.2] of the Initialization Frame
Data byte 5-4 No error: copy of init. frame byte 5-4

Error: OXADDE for error state

Data byte 7-6 No error: copy of init. frame byte 7-6
Error: OXEFBE for error state

Data Frame Identifier Data Message Identifier MSG_ID as sent by data bytes [7:6] of the
Initialization Frame

DLC=8
Data byte 7-0 Data Bytes, assigned to increasing destination (PSRAM) addresses

1.1 Entering CAN BSL mode

The XMC4000 enters CAN BSL mode, when the CAN BSL mode is selected within the startup configuration on
receipt of a reset signal.

Bit field HWCON=11z in the STCON register indicates the CAN BSL mode.

Bit field HWCON is updated either by hardware or software after a System Reset:

e Hardware

- with a pull-up/down resistor when the configuration pins TCK, TMS have the value 10s at Power-on
reset, the value of TCK and (not) TMS is latched into bit field HWCON[1:0] in register STCON, and
SWCON[9:8] is a copy of HWCON[1:0] after Power-on Reset.

e Software
- when 0011 is written into bit field STCON.SWCON [11:8] and a System Reset is triggered with AIRCR.
SYSRESETREQ =1 (Software Boot configuration selection).

Note:

1. The System Reset SYSRESET can be triggered from various sources, such as a software controlled CPU
reset control register AIRCR, a watchdog time-out-triggered reset (WDT) or a system trap triggered reset
such as a non-maskable interrupt (NMI) for parity error.

2. The System Reset resets almost all logic in the core domain. The only exceptions in the core domain are
RCU Registers and Debug Logic.

Application Note 4 V1.0,2014-09
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MultiCAN initialization with CAN BSL

CAN node 0/1 of the MultiCAN module is enabled.
P1.5 and P1.4 are defined as CAN Rx pins.
- Thesignal on P1.5 and P1.4 will be monitored.

- Iftheinitialization frame has been detected on P1.4, then P1.5 is configured as a CAN Tx pin and CAN
node 1 is deactivated.

- Iftheinitialization frame has been detected on P1.5, then P1.4 is configured as a CAN Tx pin and CAN
node 0 is deactivated.

Message Object 0 (MOO) is configured as Receive Object to receive the initialization and data frame.
Message Object 1 (MO1) is configured as Transmit Object to transmit the acknowledge frame.

In CAN BSL the system clock is provided by OSC_HP circuitry (supplied by an external oscillator or an
external clock source).

= feeriei=foscnp is selected by SCU_OSCHPCTRL.MODE=00g. SCU_SYSCLKCR.SYSSEL=1g.

Note: For transfer rates of 1Imbps, the user must ensure that the external clock runs at 10MHz at least.

During the initialization phase

The Bit Timing Mode is used for baud rate detection and analysis of the bit timing.
The Analyzer Mode is used to monitor the CAN frame without active participation.

All Acceptance Mask bits of the receive object MOO are ON.

After the initialization phase

The Analyzer Mode is switched off. The bit timing mode for CAN node 0/1 does not change.

BTR is set with the calculated value and SJW=11s.

All Acceptance Mask bits of the receive object MOO are ON.

Application Note 5 V1.0,2014-09
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1.2 Loading the User Code

The sequence for loading the user code is:
e The codeis downloaded starting at the PSRAM address (LFFFC0004 in XMC4400).
- Consecutive data bytes are stored at incrementing addresses.

o After receipt of the last CAN data frame, the Bootstrap Loader sequence is finished and executes a jump
to the PSRAM address (1IFFFC0004 in XMC4400).

e The size of the downloaded application is only limited by the size of PSRAM on the device.

- XMC4400 has 16K PSRAM (1FFFC000y - 1FFFFFFFy). The maximum CAN message count (MSG_CNT) in
the initialization frame is 2048=0x0800.

1.3 Exiting CAN BSL

After the Bootstrap Loader has been activated, debugger access is disabled.

The debug system is released automatically when the BSL terminates after having received a set number of
messages from the host (the number of messages is defined via a variable in the host).

The CAN BSL is also aborted after a Power On Reset, if the non-BSL port configuration has been used.
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2 General System Description

As host device, one set of XMC4400 CPU + COM_ETH kit, is connected to a PC via a JTAG/UART interface. The
XMC4400 should be in the normal boot mode.

As slave device, another set of XMC4400 CPU board + COM_ETH kit is connected to the host via a CAN bus.
The XMC4400 should be in active CAN BSL mode.

This description is of the software for the host board. The host device takes control of the slave device via
the CAN bus, while commands are received and process status changes are reported via the JTAG/UART
interface to the PC COM port.

CAN BUS
i [ ol

N

Transmit upgrade

application SW via
the CAN bus in the
normal boot mode

Receive upgrade
application SW from
CAN bus in the CAN
BSL mode and
program then into the
internal flash

Slave Board
XMC4400 CPU
(CAN BSL mode)

Host Board
XMC4400 CPU
(normal boot mode)

JTAG/ASC

Z

Download Hex/ELF files
and report status
information via JTAG/
UART

PC

UsBe

Figurel System Overview
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There are three different pieces of code (DAVE3 projects) for the host device associated with this example:

e Transmitter Program: XMC4400_MasterCAN

- Initializes the MultiCAN module in the host device (including the CAN transmit pins and configuring
the initialization frame) to establish the communication with the slave.

CPU_44A_V2 kit: CAN1_TxPin=P1.12; CAN1_RxPin=P1.4;

- Initializes the USIC module and configures UOCO as the ASC interface to communicate with the PC

COM port.

CPU_44A_V2 kit: UOCO_TxPin=P1.7; UOCO_RxPin=P1.5;

- Modify standard 1/0 library function to give command and display status information via PC COM.

- Defines a port pin P1.8 to indicate error status

- Code should be compiled for the location of the internal flash at address 0C000000k.

e Receiver Program: XMC4400_CANLoader

- Must first be downloaded to the slave device in active CAN BSL mode. After a successful download,
this code will be executed afterwards. The startup file has been modified; see “startup_XMC4400.s”.

- It contains flash driver and commands for a ‘handshake’ between the host and slave devices.

- Defines a port pin P5.2 to signal the process status on the slave board.

- Code should be compiled for the location of the internal PSRAM, at address 01FFFC000+;, see project
link file “DAVE3_1_10_XMC4400_CANLoader_PSRAM.id".

e Application Software: XMC4400_AppSW

- Thisis the upgrade software.

- In ourexample we create a simple LED (P1.8) toggle program.

- Code should be compiled for the location of the internal flash, at address 0C040000+. see project link

file “DAVE3_1_10_XMC4400_AppSW_16K.id”

Host board

XMC4400_MasterCAN’

Slave board

1FFFC0004 1FFFC0004

0C0000004
0C0200004 0C0200004
Figure2 Memory Map
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2.1 Host Board

One method of connecting a PC to a microcontroller is to use the PC COM port to download a generated hex
file into the microcontroller. In this case the microcontroller must be in active UART BSL mode.

Note: Infineon provides the freeware Memtool to support on-chip flash programming.

Another method is to use the JTAG interface. In this application example, the host board is used as a "USB-
to-CAN bridge’ to download and program the XMC4400 internal flash from the PC.

Connect to PC

Debug USB
Connector

Satellite A
Connector

CANH/CANL CAN node 1
P1.4=Rx Boot option switch
P1.12=Tx Normal boot mode

Figure3  Host Board (CPU_V44A_V2 + COM_ETH_V1)

The debug USB connector is on the On Host CPU kit is. Inside there is an XMC4200 chip with USB plug. This
interface provides board power supply, serial wire debug and full duplex UART communication via a USB
virtual COM. the serial channel is connected to pins P1.7 and P1.5 of the XMC4400 USIC module.

To start the serial interface either Windows HyperTerminal software, or freeware like MTTTY, can be used.
DAVE™3 integrates code generation, flash programming and debugging.

On Host COM_ETH kit the CAN DB-9 connector signals CAN_TXD/CAN_RXD lead to CPU kit
CAN1_Tx=P1.12/CAN1_Rx=P1.4 via COM satellite connector Pin28/Pin30. In SW this CAN node is initialized to
communicate with slave board. Signal connection of Infineon XMC4000 application kit see please in section
7.2.

To start this application, SW pin CANL and pin CANH on host board and slave board (see Figure 5) must be
connected together.
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2.1.1 Transmitter Program (Project File: XMC4400_MasterCAN)

The Transmitter program is the main program for the host board. It controls the interface between the
development environment (the PC) and the CAN bus.

The Host board has a 12MHz quartz crystal for the input oscillator circuit. At startup, through a function
call, the system frequency is changed to 120MHz via the internal PLL configuration and Pin 1.15 is defined
for system clock output and can be enabled via macro SCU_CLOCKOUT_SETUP.

The Transmitter program uses the communication peripherals of the microcontroller:

The USICO channel 0 (Tx=1.7, Rx=P1.5) is configured as UART (115200Baud) to communicate serially to
the HyperTerminal on the PC.

The MultiCAN module CAN node 1 (Tx=P1.12, Rx=P1.4) is configured with 500Kbaud to communicate
to the slave.

Message Object 0 is defined as Receive object.

Message Object 1 is defined as Transmit object.
In the CAN initialization routine the Initialization Frame is configured as per the description in Table 1. No
interrupt is defined in the CAN or USIC module (polling system).

After initialization, master board sends CAN initialization frame to slave to try to establish the CAN
communication between master and slave board.

Master Board Slave Board

CAN BSL PROCESS
PC

Power on CAN Int. Frame
reset

CAN Ack. Frame

L ol Ak Frang 2
oy
[

LCAN_Loader

PSRAM code runi ACK:CAN_BSL_EXECUTION
CMD:FLASH_ERASE_COMMAAND x

/ ACK:FLASH_ERASE_EXECUTION
CMD: FLASH_PROGRAM_COMMAND R;
m
/ ACK:FLASH_PROGRAM_EXECUTION

Command / COMMUNICATION \
o | " start the new AppSW in slave \ Via CAN /

| " reset to trigger CAN BSL in slave

Figure4 Data Communication on the CAN Bus

After a successful CAN data exchanging during CAN BSL process in the slave board, which can be seen with
reporting on the terminal program communicated via the PC COM port, several commands can be selected
to control the handshake between the host device and the slave (see Section 4 for details).
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2.1.2 Receiver Program (Project File: XMC4400_CANLoader)

The Receiver program is a piece of code for the slave device. Its role is to program the application program
(received via the CAN bus) into the internal flash. The Receiver program must be downloaded into PSRAM
via CAN BSL mode.

The built-in CAN BSL only provides a mechanism to load code via the CAN bus into the PSRAM. To program
the internal flash of XMC4400 devices, the flash driver (software code of flash command sequences, such as
’erase’ and 'program’ for example), must be implemented and included in the XMC4400_CANLoader
project file and be downloaded to the device.

The Receiver program is composed of two main parts:
e Flash Driver

- The flash programming routines, such as sector erase and page programming, used to program the
flash memory.

e Communication Sequence

- Between the host and the slave, including signal handling (the commands of the CAN message object)
for the handshake.

Pin5.2 is defined as GPIO output to signal error state in the slave board.

16Kbytes are currently defined for the Receiver program "XMC4400_CANLoader.hex’ in this application note
(LFFFC000y — 1FFFFFFFy).

Blinking LED (Pin5.2) on the slave board indicates that the CAN BSL mode has been terminated and that the
code downloaded to PSRAM is executing. The software then checks the receive information of the CAN
frame in cycle polling (the MultiCAN module and system clock are not reconfigured and the Tx/Rx message
object and the baud rate parameter are not changed), while the software waits for a CAN message
command from the host.

In the current version only two commands (see Table 6) are implemented:
- A command to start the new downloaded Application SW in slave board

- A command to enter the CAN BSL mode in slave board again via a system reset (see section 1.1).

2.1.3 Application Software (Project File: XMC4400_AppSW)

An application program is required to upgrade the internal flash of the device. This application note
includes a simple application program (XMC4400_AppSW).

The example code is intended to be straightforward. Pin1.8 is defined as GPIO output pin and starting the
application program lights up its LED.

Application Note 11 V1.0,2014-09



der (BSL) 'T
CAN Bootstrap Loader (BSL 1
AP32269 I n I n eon

General System Description

2.2 Slave Board

Any Infineon Easy Kit equipped with a target device listed at the start of this document, can be used as a
slave board. Signal connections in different kit versions are listed in Table 8. The following figure shows the
layout overview of the Slave board using XMC4400 CPU_44A_V2 kit. Some hardware modifications must be
made, as indicated in the following figure.

— Jumper SJ1:
- Insert 0 Ohm resistor for operation in the CAN BSL mode

......... ——— -

[=—] \|U330: CAN transceiver

T:‘E JCAN_L/H €-> CAN bus
can_I*can_H

USB power
connector

Pin extension card COM-ETH board CPU board
Pin27 ASC_RXD P1.5
Pin29 ASC_TXD P1.7 =]
Pin30 P1.4 |

If Jumper SJ1 is closed, on the COM-ETH kit ASC_TXD/

ASC_RXD are connected with CAN transceiver (U330).

Through the pin extension card signal ASC_TXD/ASC_RXD are

connected to P1.7/P1.5 of XMC4400 CPU board.

the CAN BSL uses P1.4 and P1.5, therefore P1.7 must be

connected with P1.4 on the pin extension card Boot option switch
CAN BSL mode

Figure5 Slave Board (XMC4400 CPU + COM-ETH kit Layout Overview)

The CAN BSL requires a ‘point-to-point’ connection with the host; i.e. the XMC4400 must be the only CAN
node connected to the network. If the CANanylzer tool is connected on the CAN bus for testing, the in tool
settings menu “no-ACK” must be selected.

A system clock with at least 10 MHz is required for the CAN Bootstrap Loader operation for transfer rates of
1 Mbps.

The XMC4000 family has a 1:1 direct drive clock in the CAN BSL mode and on all XMC4000 CPU kits of the
XMC4000 Application Kit series an external 12MHz crystal is integrated.

Application Note 12 V1.0,2014-09
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3 XMC4000 Internal Flash Programming

This chapter is divided into two sections:
e TheInternal Flash Memory

e Flash Driver

3.1 The Internal Flash Memory

The XMC4000 devices (see Table 1) have up to 1Mbyte of on-chip flash memory. The physical memory is
mapped in the non-cached address space at 080000004. In XMC4000 the on-chip flash can also be accessed
via cacheable address space 0C0000004, for benchmarking purposes for example. But flash program and
erase operations must be executed to the non-cacheable address space.

The on-chip flash memory in XMC4400 consists of a maximum of 4 physical sectors:
PS0: 64K

PS4: 64K

PS8: 128K

PS9: 256K

Each physical sector is isolated from each other, and they can be separately erased and programmed (in
blocks of 256 bytes=page size). A physical sector is the largest erase unit.

The flash memory supports read and write protection, where protection is implemented by logical sector.
The on-chip flash memory consists of 10 logical sectors:

S0...S7: 16K
S$8: 128K
$9: 256K

The ‘erase’ operation can be used on a logical sector (S0...S9) or a complete physical sector (PS0, PS4, PS8,
PS9). The ’program’ operation is applied only per page (256 bytes).

The flash memory can be read and write protected, with protection configured by UCBx programming.

Read protection always globally covers the whole flash memory range (512K). The bit field PROCONx.RPRO
indicates the status.

Write protection can be globally enabled when Read protection is applied, or it can be specified for each
logical sector (S0...S9). Registers PROCONX (bit S9L...SOL) indicate the status.

Application Note 13 V1.0,2014-09
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Logical sector Physical sector

S9 (256K) PSS9
0x0C04,0000

S8 (128K) PS8
0x0C02,0000

S7 (16K)

S6 (16K}

S5 (16K) PS4
0x0C01,0000 S4 (16K)

S3 (16K)

S2 (16K}

ST (16K) PSO
0x0C00,0000 S0 (16K)

Figure6 Logical Sectors in XMC4400 (max. 512K Flash)

Note: The XMC4000 devices all have different flash sizes and different allocations of logical sectors. For
more details about flash memory size, location, protection and operating modes, please refer to the
appropriate User’s Manual or Data Sheet.

3.2 Flash Driver

To perform a ’program’ operation on the flash memory, it is necessary to write some command sequences.
The following table gives the possible operations and their command definitions as used in this document:

Table 2 Command Sequence Definitions (Programming and Erasing)

Command sequence | 1. cycle 2. cycle 3. cycle 4, cycle 5. cycle 6. cycle BUSY

Erase logical Sector |.5554y, AAAS8, .5554, .5554y, AAAS8, SA;, yes
AAy 554 80u AA, 554 30k

Erase physical .5554y, AAAS8y, .5554, .5554y, AAAS8y, SA;, yes

Sector AA, 55, 80 AA4 554 404

Enter Page .5554, no
504

Load Page WORD .55F04, .55F0y, no
WDy WD
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Program Page .5554,, AAA8,, .5554, PA; yes
AAH 55H AOH AAH

Clear status .5554,,, yes
F5h

Note:

1. WD=32-bit write data

2. PA=absolute start address of the flash page

3. SA=absolute start address of the flash logical sector
4

. All of the command sequences given above, except for Load Page Word and Enter Page, set the
FSR.BUSY flag for the duration of their operation. Software must check the BUSY bit after the command
instructions.

The main part of the software XMC4400_CAN_Loader implements flash routines which provide the flash
functionality listed in the table. However the user can still add other features as required, such as the
’enable read protection’ operation, or ’disable read protection’ for example.
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4 Communication Protocol

After downloading the XMC4400_CAN_Loader code to the XMC4400 device PSRAM, the CAN Bootstrap

Loader terminates and the XMC4400 device will start executing the code in PSRAM (1FFFC0004).

The acknowledge CAN_BSL_EXECUTION (see Figure 4) from the slave board to the host board, signals
communication is established. Afterwards flash sector defined for the new application software will be
erased and programmed with CAN frame data sent by the host board. The FLASH_PROGRAM_EXECUTION

acknowledge signals that the user code has successfully finished.

The host board then waits for commands from the PC to execute the new code or start CAN BSL mode again.
These commands (process commands) are forwarded using the CAN messages of the host board to slave.

These can be modified for any specific requirements.

4.1 Process Commands

4.1.1 Sector Erasing Operation

The Sector Erasing Operation process command.

Table 3 Process Command: Sector Erasing Operation

byte 7 byte 6 byte5 byte 4 byte 3 byte 2 byte 1 byte 0
CMD
(0xC5)

e ASCII for the terminal program: not implemented

e Physical Sector address: 0€02000004

e Command code: CMD=0xC5

The slave board sends byte_0=0x5F and byte_1=0x00(ok) or 0x01(error) to the host.

4.1.2 Flash Page Programming Operation

The Flash Page Programming Operation process command.

Table 4 Process Command: Flash Page Programming Operation

byte 7 byte 6 byte5 byte 4 byte 3 byte 2 byte1l byte 0

Page Address CMD

(0xC3)

e ASClII for the terminal program: not implemented

e Page address (24 bits): 0C020000y

e Command code: CMD=0xC3
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Communication Protocol

After receipt of this process command, the XMC4400 slave board initializes the flash address and enters a
loop state, waiting to receive 256 bytes of data from the host (8 CAN data frames within 8 bytes). This page
will then be programmed.

Table 5 Data Frame Format
byte 7 byte 6 byte 5 byte 4 byte 3 byte 2 byte 1l byte 0
Data Data Data Data Data Data Data Data

The XMC4400 slave board sends byte_0=page number and byte_1=0x00(ok) or 0x01(error) to indicate the
status for each page programming, followed by an acknowledge 0x3F.

4.1.3 Running the Updated SW

Command to start running the new user code.

Table 6 Process Command: Application Reset for the Normal boot mode Start

byte 7 byte 6 byte5 byte 4 byte 3 byte 2 byte 1 byte 0
CMD
(0xC1)

e ASClII for the terminal program: ’r’

e Command code: CMD=0xC1

This command allows the user to directly start the downloaded software stored at 0C020000+.

4.1.4 Application Reset for the CAN BSL Mode

Command to start the CAN BSL mode again via system reset.

Table 7 Process Command: Application Reset for the CAN BSL Mode

byte 7 byte 6 byte5 byte 4 byte 3 byte 2 bytel byte 0
CMD
(0xCo0)

e ASCII for the terminal program: ’c’
e Command code: CMD=0xC0
This command allows the user to start the CAN Bootstrap Loader in slave mode again.

After this command, the user can give a power-on reset on the host board to repeat the complete process.
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Implementing the example described

5 Implementing the example described

All hardware should be connected as shown in Figure 1.
e Hostboard:
- Connect CPU kit with COM_ETH kit
- connect the on board USB connector (for power supply and debug tool) to the PC USB port

e Slave board:

Insert 0 Ohm resistor on jumper SJ1 on slave COM_ETH kit

Connect CPU kit and COM_ETH kit via the pin extension connector

Connect Pin29 with Pin30 on the pin extension connector

connect USB power connector (only for power supply) to the PC USB port
e Between host and slave board:
- CAN cable CANH/CANL
The two boards have to be configured first:
e Set the slave board to active CAN BSL mode:
- boot option switch in Figure 5 BSL(TMS)=0N(0), CAN/UART(TCK)=CAN(1)
e Setthe host board to active in normal boot mode:
- boot option switch in Figure 3 BSL(TMS)=0FF(1), CAN/UART(TCK)=don’t’ care
After all of the steps above have been successfully completed, the tool can be started:
- Start DAVE tool and download the three pieces of code (two located in the flash and one located in the

PSRAM) to the host board.

Note: Because the DAVE (IFX GDB Debugging) places its own flash driver in the PSRAM at address
IFFFCO00y, the PSRAM code XMC4400_CANLoader must be downloaded in the final stages to avoid
being overwritten by the DAVE programming.

- Start the HyperTerminal program (115200Baud) and connect virtual COM port
- make a power-on reset on the slave board

- make a power-on reset on the host board

After power-on reset on the host board the transmitter program XMC4400_MasterCAN starts. The
XMC4400_CANLoader starts to be loaded to the slave board via CAN bus.

On the slave board the received data is stored in PSRAM, starting at address 1FFFC0O00s.

After receipt of the last CAN message object, the CAN BSL terminates and the code loaded to PSRAM is
started, followed by sector erasing and programming,.
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Implementing the example described

Main FEile TITY Info

Port Baud Parity Data Bits Stop Bits [~ Local Echo

|EDM12 J |'|'|52EID j |N|:|ne ﬂ |8 ﬂ |1 j [w Dizplay Errors
[v &dd Croor Lf
Font... | Comm Events. .. | Flov Control... | Timeouts... | ¥ Autowrap

L T 5

*xxXMCANB0_CANBSL_MasterCAN demo starting......

—->Haster CAH sends Init. Frame to slave CAH in BSL mode

<-Received ACK from slave CAM_BSL. CAM_BSL=BTR=8x7ECH

*Communication established and Flash sector_8 is erasing..... G SEC.....
*FLAH_ERASE_EXECUTION Done and Flash sector 8 is programming..
*FLASH_PROGRAM_EXECUTION Done

General Call Usage if slave XHMC in CAN_BSL mode -————--------—————————
v : start the new AppSYW in slave device
c : start the CAN BSL mode in slave device

*The downloaded HMainApp at Bx@CA2,88080 in slave XHMC is starting ...
| B -
4 | 3
b odem Status Comm Status 1-Status message go "
[ CTST DSR I RING [ RLSDICD)| | CTSHold [ XOFFHold [ TX Char P
[ DSREHold [ ®0OFF Sent T Chars: ID— 2:[Parser.dl] not loaded!
[~ RLSD Hold [~ EOF Sent R Chars: [0 ~

e

Figure7 Terminal Report

To execute the XMC440_AppSW code after flash programming on the slave, enter the key ‘r’. The LED of
Pin 1.8 will blink to indicate that the code in flash is running.
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Running with two XMC4500 CPU kits

6 Running with two XMC4500 CPU kits

To run the CAN BSL in the XMC4500, please refer to the supplied XMC4500 project files, which have been
tested on the XMC4500_AC step.

Note: Among other differences, the XMC4500 has a different PSRAM start address from the XMC4400.

Because pins P1.4/P1.5 (Pin27/Pin29 on the pin connector) of the CPU_45A_V3 kit lead to CANH/CANL on the
COM_ETH kit, no cable connection on the pin connector is required, in comparison with XMC4400 tests. Also,
itis only required to switch ON Jumper SJ1 on the COM_ETH kit, in this case the CAN node 0 is used in the
CAN BSL.

Jumper SJ1:
Insert 0 Ohm resistor for operation in the CAN BSL mode

—_——— -

1 ‘|U330: CAN transceiver
E JCAN_L/H €= CAN bus

7/

USB power
conneclor

COM-ETH board CPU board
Pin27 CANO_RXD P1.4
Pin29 CANO_TXD P1.5

Boot option switch
CAN BSL mode

Figure8 Slave Board (XMC4500 CPU + COM-ETH kit Layout Overview)
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Appendix
7 Appendix
7.1 Hardware Bugs

There are two hardware bugs to be aware of:
e STARTUP_CM.001
e USIC_ALO07

STARTUP_CM.001: CAN Bootstrap Loader
Description:

- The oscillator start-up detection by device firmware does not check for a required stable frequency
lock. It is not therefore possible to support an entire spectrum of standard XTAL input frequencies in
the CAN BSL boot mode. As a result the device may not answer the initial CAN frame.

Workaround:
- None
Note: Thisbugisin;
XMC4500_AA /_AB, and XMC4400 / XMC4200 / XMC4100_AA

but fixed in;
XMC4500_AC, and XMC4400 / XMC4200 / XMC4100_AB.

USIC_AIL.007
Description:

- Protocol-related argument and error bits in the RBUFSR register contain incorrect values following a
received data word.

Note:

1. Please see the errata sheet for further details.

2. This bugisin XMC4500 AA /AB /AC steps.

3. The following derivatives are not affected: XMC4400/XMC4200 / XMC4100.
4

This bug must be considered in project file XM4400_MasterCAN. In the UART protocol, when a data word
is received, an alternate receive event (PSR.AIF) may be indicated instead of a receive event (PSR.RIF)
even though parity mode is disabled
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7.2 Kit Information

Infineon provides several XMC4000 Application kits, interface of UART for terminal program and CAN use
different pins (hard-wired) on different board versions.

Table 8 XMC4000 Application Kit Signal Connections

host board kits

CAN node (in the normal boot mode) Debug USB LED
interface (TTTY)

CPU_45A_V3 CAN connector is not available on CPU_45A V3 uoco P3.9
(XMC4500_AC) CAN pins must be connected via COM pin connector Rx=P1.4

CAN2_TxD=P1.9 => Pin28 Tx=P1.5

CAN2_RxD=P1.8 => Pin30
CPU_44A_V2 CAN connector is not available on CPU_44A_V2 uoco P1.8
(XMC4400_AB) CAN pins must be connected via COM pin connector Rx=P1.5

CAN1_TxD=P1.12 => Pin28 Tx=P1.7

CAN1_RxD=P1.4 =>Pin30
CPU_42A_V1 CAN connector is available on CPU_42A_V1: CAN uocCo P2.1
(XMC4200_AA) transceiver with CAN connector (DE-9) Tx=P1.5

CAN1_TxD=P1.5 Rx=P1.4

CAN1_RxD=P1.4

Note: P1.4and P1.5 are routed to both CAN and UART interface, on these pins the

UART function is overlaid with CAN function. AbpNote SW cannot run on this
kit

COM pin Pin connector between CPU kit and COM_ETH kit
connector
COM_ETH_V1 CAN transceiver with CAN connector (DE-9)

CAN signal:
Pin28=CAN_TXD
Pin30=CAN_RXD

slave board kits

CAN node (in the CAN BSL mode) pins: P1.4 and P1.5 LED
CPU_45A_V3 Leading P1.5/P1.4 to CANL/CANH on COM_ETH via COM pin connector P3.9
(XMC4500_AC) P1.4=Pin27 - CANH

P1.5=Pin29 - CANL

CAN_Nodel is used in the CAN BSL
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CPU_44A_V2 Leading P1.5/P1.4 to CANH/CANL on COM_ETH via COM pin connector P1.8
(XMC4400_AB) P1.4=Pin30
P1.5=Pin27 = CANH
P1.7=Pin29 = CANL
Note: connect Pin29/Pin30 on the COM pin connector to lead P1.4 to CANL
CAN_Node0 is used in the CAN BSL
CPU_42A_V1 Note:XMC4200_AA is mounted, this kit is not tested due to HW bug
STARTUP_CM.001 this kit.
COM pin Pin connector between CPU kit and COM_ETH kit
connector
COM_ETH_V1 CAN transceiver with CAN connector X330 via Jumper SJ1: ON

CAN Signal:
CANH=Pin27="ASC_RXD’
CANL=Pin29="ASC_TXD’

Note: On all XMC CPU kits an external 12 MHz crystal provides the clock signal to the XMC microntroller.
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8 Revision History

Major changes since the last revision
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