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Filter by: BLE] - int mainf() i
\ J {
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BLE Battery_Level CyGloballIntEnable;

BLE_Blood_Pressure_Sensor

BLE_Continuous_Glucose_Monitering_Sensor apiResult = CyBle_3tart (5tackEventHandler):

BLE_Cycling_Sensor

BLE_Device_Information_Service if {apiResult != CYBLE ERRCR OK)

BLE_Envircnmental_Sensing i

BLE_External_Memory_Bootloadable A /* BLE stack initialization failed, check vou:

BLE_External_Memory Beotloader 1 CYRSSERT (0) ;

BLE_FindMe }

BLE_Glucose_Meter
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Bluetooth 4.2 [&, LE T—% /34y hEHEGE. Link Layer (LL) 754/ —, KU Low Energy ¥ a7 oo ar &N
SODELHEEETBNLEL 2, ROETTIE. TN ENOFIEEEEFEMICIRBALET,

LE F—4 N\ryhEHRE
Link Layer (LL) [ BLE ZOr3JL RAYID—EATHY . BIE. AFv . EHEOHISIUVREFETLET,

Link Layer /37 9ybDI4—TYMER 4 ITRENET TNEND/NTIMIIE 4 DOT4—LEDBEENFE T, TUTVTIL,
FYER PRLAR, AR T—% 2=vk (PDU). BLUKEITEKRE (CRC) T, BEfR. AF v, F(TEHOREL
FIERIEESND/TYMNEEEREF ¥RV PDU 2FEALET RSN T NI RICT 45 HEFTEOICEESND
INTYRET—4 Fy )L PDU EERALET,

4. Link Layer /39 ybDI74+—< vk

Preamble | Access Address Data Protocol Data Unit (PDU) CRC
(1 byte) (4 bytes) (2 to 257 bytes in BLE 4.2 & 2 to 33 bytes in BLE 4.1) | (3 bytes)

T—43 F¥rI)L PDU (X, 16 EVRDAYE — A XA ELRRAO—F T4—)LR, BLUF T avDrvt—2 42751
T4 Fxvy (MIC) 74— ILREEHET , Bluetooth 4.2 {E#TlL. T—42 F¥+JL PDU RDRAO—F TJ4—LFDHRK
HAXH 27 INA D5 251 NAMIBEZ D18, T—F FY¥RILBERODBELH 10 FIZHYET (KYBWLRIIL—TyRE
SHBLTIEELY),

5 [Z. Bluetooth 4.2 & Bluetooth 4.1 (28115 T—4% F¥ /L PDU DES m%ER~LET,
5. Bluetooth {t#%/8—<3> 4.2 £ 4.1 128145 LE T—4 Fv2JL PDU

LSB Data Channel PDU in LL 4.2 MSB
Header Payload ( max of 251 bytes) alc_(3;b;s)_|
(16 bits) Y Y T Sebis)
\ T

\ T~

\ ——

\ ~— _
\ T~
LLID | NESN SN MD RFU Length
(2 bits) | (1 bit) | (1 bit) | (1 bit) | (3 bits) (8 bits)
LSB Data Channel PDU in LL 4.1 MSB
Header Payload ( max of 27 bytes ) ;IC_ (3; b;s)_I
(16 bits) - 1
\ T

\ -

\ T~ RFU — Reserved For

\ T _ Future Use
\ T~
LLID | NESN SN MD RFU Length RFU
(2 bits) | (1 bit) | (1 bit) | (1 bit) | (3 bits) (5 bits) (3 bits)
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AYE—(ZHBRETL—ILRIEAVT —DZITHEST —F NAMEEEELET . AVF—CHEIREIT—ILEDH A X[,
Bluetooth 4.1 {£#%Tl& 5 EwhTHSHH', Bluetooth 4.2 £k TIE 8 EVMIEZ 516 RST,—ILFDIEFHEAD 31 hid
255 R FT BEbanf=/\TyhTHEBASN S AvE— /0T T4 Fvy (MIC) DESE 4 /34 TT, ZD1=0.
ATREF R AR/ O—K H4 X% Bluetooth 4.2 Tl 251 /8 kT, Bluetooth 4.1 TlE 27 /SA+TT, AVE—EDhD
74—JLRIZ DLV TIE. TBluetooth Core Specification Version 4.2, % 6 %, % B £, 2.4 §i2SRBL TS,

Link Layer [&. B 6 [Z5RF &SI, T—A2REHFIELZFEALTREAMBLIUREARATHERASNSERIO—F /(X%
FEELET, FHRITEMSNT 2 DO Link Layer #lfl PDU T LL_LENGTH_REQ #& U LL_LENGTH_RSP I,
TIARIZKYYR—,EINDRZARRAA—F S A RXETMT B1OITFERSNET, TS RIZKYEESNEIRARAA—F
H4 X(F MaxTxOctets, T/Af RIZKYZESNDRARAIO—K 44 XE MaxRxOctets EFE(ENFE T, EIE (TX) BLU
Z1E RX) DEBORAO—K HAXET—A2REFFIBICKVHESINET  EED TXRAO—F 44X (ZA—HILD
MaxTxOctets LE7® MaxRxOctets /3T A—2—DHR/IMETHY . FHIZ, EFED RX R4AO—F B XEZA—HILD
MaxRxOctets EE7® MaxTxOctets /85 A—42—DE&R/IMETY, Link Layer I£. T—2REHFIEMNTET I 5% T, 27
NARDTIHIEDRAA—FK YA XEFERALET, COMEEE I R—FLAENT /AR, LL_LENGTH_REQ ® PDU %
SZ{ELTMRIZ LL_UNKNOWN_RSP @ PDU TIR&LFEY . TDIH/ES. Link Layer (& 27 NAbDTIAILE RAO—F 44X

EERALEY,
6. T AREHFIR
Link Layer Master Link Layer Slave
LL_LENGTH_REQ
( MaxRxOctets, MaxTxOctets)
LL_LENGTH_RSP
TX payload size = ( MaxRxOctets, MaxTxOctets) TX payload size =
min(MaxTxOctects of ~ min(MaxTxOctects of slave
master,MaxRXOctets of slave) ,MaxRXOctets of master)
RX payload size = RX payload size =
min(MaxRxOctects of min(MaxRxOctects of slave,
master,MaxTXOctets of slave) MaxTXOctets of master)
51  Flm

LE 7—% /b RINRIEREICKY . 7TV r—2av BEYBVDRIL—Tyb KYELEEEN. BLUIERTFOFEHIEZE
RETEFEY, NoDFIRIE AT OERBEBLIZGEEICOARBETEEY,

m @A ®DBLE T/ALAD LE T—4 oy b RIBE#AEE Y R—k
. FREOTORILHARKRIGEEELM (MTU) YA XDTIHILME (23 /13(F) KYBKELH A XEER

51.1 &YBWRJL—Tvbk
LE 7—% /VrybRIBRIEAEICKY. Link Layer Z/rLTH 2.6 EOLYSVRIL—TYMERBETEEY F 4 (& Link
Layer /3 ybDI74—<vbERL, B 5 [T —42 FrRI/L PDU DR ET4—ILEZRLET  MIC 74— ILRIE, R/O—
F YA XA 0 THEWNT—2 FrRJL PDU DIESIESN/ A vbDAITEBMEINET,

RAO—F H$4XH 0 A+ DBE . /IO RFEEREFEA 80us TY . Bluetooth 4.1 TI&, /37y D i RERE R
1% 328us (RAA—K B4 XH 27 13AF) TF, Bluetooth 4.2 TlE. /3y DR REEERRIE 2120pus (R4/O0—FK 44X
A 251 /314k) TY,

7 IZ1E. Bluetooth 4.1 & Bluetooth 4.2 ZNENDIHE DT —REREH D —AEAIZE Link Layer b2 Yo 3V %
RLET B—DT—2 T IbD ST ooavid, M ybEE R RX (R4O—F 4 X=0). 150us D7 —LERR
B (T_IFS). RAA—K YA XHNRKENRTIED TX, BLU T_IFS HholERSNET , RD RX BN TTHNEE 1D
DRZoH 23R TLET . TORR TFIENRYRSNET, BITTRLTLS 2 BEEOD RX [F. RAD TX /7 ybh
EHESN, FLORS YISV RRTHECATT,
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5.1.2

7. Link Layer DS H o3y

4.1 Link Layer Transaction

TX (27-Bytes
| T_IFS Payload with MIC)

“— - >
80 us 150 ps 328 us 150 ps

4.2 Link Layer Transaction

\ \
x| TX (251-Bytes Payload with MIC) | RX |
| T_IFs TIFS | |

r— r—
\
\
| L >

-“— .- a4
80 pus 150 ps 2120 ps 150 ps

Link Layer @R JL—F vk (FH5, BLE AL REvY O LA EICHIATEELRRIL—TYR) [FUTO&SICERSN
E?—O
AI—Tyk = RIA—K Y4 X | B—+50H 9230 OB
Bluetooth 4.1 Tlk, R4O—F S XH 27 /31k 216 Ewb) THY. BE— bS50 a0 O EEHEFHED 708us TH, &Ko T,
B EDRIL—T A 298kbps 1T ET
Bluetooth 4.2 Tlk, RAO—F S XH 251 73+ (2008 Evb) T, A EHEERIHY 2500us THS71=6. BRI RIL—TvRH
784kbps [Z72YEF . TN T, Bluetooth 4.1 DT /3 RIZLEART, Bluetooth 4.2 DT /8A R TEH 2.6 EDRIL—TYEM
/onhEd,
EHEED
IT7FHHENENSERMAERKRTTIE LE 7—4% Ry RILEHEEIEL. FEHIEELUDERERATHILTHEES
HEHIBT HDITRIBET,
Bluetooth 4.2 Tl&, —EDT—FEEETHDIZHELENSUHF I 30 DT Bluetooth 4.1 [TEERTAHHNTT, Thld,
SUADTIT4TREICHIBEMEFLSE TNARDPMEENE—FICHIBHERDICTHILT. FHEREESES
BlBLET
8ITRLTLB DI, 135 /31 kD Link Layer R4 A—RFZE{RELI-HEDAH=XLTY , Bluetooth 4.1 TIE, 135 /31 k
DRAA—FH 27 NALDRAO—FRIZHEISN. 5 DD H I3V TEESNFET Bluetooth 4.2 TlE, 135 / 1D
RAO—FDBE—DLSoH I3V NTEESNET,

8. 135 N\A+ DT —REx %l

4.1 Compliant Link Layer Slave

R R
™ TIFS X TIFS ™ TIFS | X § s ™ UFsg X TIFS ™ TS | ™
- - - - -
27 bytes 27 bytes 27 bytes 27 bytes 27 bytes
4.2 Compliant Link Layer Slave
X T_IFS >
135 bytes
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5.1.3

5.3.1

5.3.2

EXRFHOEHEBEIE

FEXRFEDOFEIFLIL TX & RX DFEHIBEARC THNILEEKRLET . RX AR TEYEWLFEIIEE . TX AR TRYELE

BiEENELTHER (OTA) 77—LDxT7 7T T L—REDOLSHTTIr—avIZIFERATY . MaxTxOctets H&XU

MaxRxOctets /3\TA—2—[ZHEYGEFEIRT DL TERTOFEHBELERB TEET, R 1L, MaxTxOctets & 251 /\

A MZ. MaxRxOctets & 27 /N MIERET NI, FEEAROFEHBEIEIRSNET , RHRIZ. MaxTxOctets Z& 27 /31 MZ,
MaxRxOctets & 251 /A MR ET A ETRIEARDFEIBEBNEIRINET,

T r—iay
m BLERHBAOBEFZERX. EREEZAALTT—42EHBIADINERLEBEHEZRESELONET,
m R (OTA) 77—L9x7 7T L—FKRIXEEBENT. KYEVLERBTRETTEEY,

B (UA—Fyk FORL HR—F TOTFAIL (IPSP) /7y EEY BRI SN, ZOFRR. KUSEGBHENSY
HHoavIZBNYET,
n EHOEUH—HOLDT—ERIE. T—F RAO—K A XDEMIZFE->TEYAEIZOT TEHIENTEET,

PSoC Creator [Z8115 LE T—% /ybRiILE#REEFERLE=-7 )5 —a i

AVR—RU DAL
LE 7—% /oy b EHSE#EEEFE AT HICIE. K’ 9 ITRLTLSEBYIZ. GAP Settings > General #4332 T Link
Layer max TX payload size (bytes)/\Z4A—%—®M MaxTxOctets. Link Layer max RX payload size (bytes) /35 A—
A—@M MaxRxOctets DFELNLE T BLE IV R—RUMERELLZITNIEHYER A,

9. BLEAVR—RUFT LE T—% /Yy b RILIRIEREZ X TE

DL address

Public address (Company ID - Company assigned):  00A050-00001e

Advertisement settings
Advertisement packet | Silicon generated "Company assigned" part of device address
Scan response packet

el ot §) You can use the user corfiguration section ofthe supervisor flash
% eripheral preferred conne| | 4 1 siore the public device address for mass production
ecurity

Device name: BLE 42 Project

Atribute MTU size (bytes): 244 =

Link layer max TX payload size (bytes): 251 = ‘

Link layer max RX payload size (ytes): (251

Adv/Scan TX power level (dBm): 3 = |
ConnectionTX power level (dBm): 3 -

‘ « n ] G

Feston Deats ]
) =i |

FFIVr—2av QWYKL

BLE X4v5(E . ET7 TNAAREDEHNHEILL-R. BELIZTAVR—RUMDHRFEICESVTHEIMIZ TX & RX ORA
A—F YA XEFHELET, K 2 (. BLE REYY A RUFDFEBAS LU LE T—42 Ayt EIREEEEEFRTHDICHS
REFIIVEFEDHZBDTT,

R 2BLE RAYY ARUVEE LY LE T—4 Ry hRIGE#EEICH T BT ay

BLE &9 ARV ARV FDEREA ARV NVRSDIGE I
CYBLE_EVT GAP DATA LENGTH CHANGE HEINF- TXERXDESE BE(ZHBARL
LiR—k3 %

WWW.Cypress.com XEZES: 002-15739 Rev. *A 8


http://www.cypress.com/

&= CYPRESS

gg@” EMBEDDED IN TOMORROW™ PSoC® 4 BLE & U PRoC™ BLE: Bluetooth LE 4.2 D4 &

BEISRABINEELZEORARAO—F YA XL CYBLE EVT GAP DATA LENGTH CHANGE BLE RZYY A%
ALTT Ty —SavizLiR—hahET, 7T —2ay J7—LYIT7 ZCDARUEFERLTCEEIZHNT S TX LU
RX DERARAO—K YA XDEREHERTEET,

& 3 1&.LE T—4 N7y b RILREREE YR — 3 5% LU APl O—E (GREAHRTE) 2 RLET,
& 3. LE T—4 /\rybRULRERERA D FT API
API Bt
CyBle_ GapSetDataLength TX RAO—F A XEHFLREL. FROT—AEEHFIEERMETS

i . MaxTxOctets /35 A—4—[d CyBle_GapSetDataLength ® APl ZFHA T 5 EICKYNDTEERETEET , 2D
APl BHBROT—SREHFFIRERMBL. TOFIEATTLERICEBRICERESALR(O—F 4N
CYBLE_EVT GAP DATA LENGTH CHANGE A RUMEHRTT7FU7—iav(cLiR—bEhET,

BLE FBbkaJL REYY ARURE LU APl QMO TIEL, BLE aVR—R Uk T—43—2SBLTEELY,
5.3.3 YyFun FpzHt
PSoC Creator TH|FRI 8% BLE_4.2_DatalLength_Security_Privacy > 7L FOYIHME LE T—42 /5 ybEih

RMEERFEALET , X 10 IZ5R T &SI, PSoC Creator > File > Code Example T BLE [CRYRAD ZETHUTIL O
DIYMITHOERTEET,

10. BLE 4.2 o7 )L Aok

Find Code Example C=Aa=a X
Device family: | Al v] Documentation ] Sample Code @ 4 b
Fitter by BLE - -
BLE_4.2_Datalength_Security_Privacy I - ; o 3

- T — . F200® Crestor™ Exampis Froject
BLE_Apple_Motification_Client BLE 4.2 Data Length Security Privacy
BLE_Battery_Level 1.0
BLE_Blood_Pressure_Sensor |
BLE_Continucus_Glucose_Maenitoring_Sensor 3 Features
BLE_Cycling_Sensor » Perpheraimis

—-yel 9. ] ] « LE Data Packet Length Extension
BLE_Device Information_Service « Authenticated LE Secure Connections pairing with encryption
BLE_Envircnmental_Sensing « Link Layer Privacy
BLE_External_Memeory_Bootloadable * LED status indication
BLE_External_M r_Bootload
BLE:Fin;;\:Z_ Emery_Sectioacer Development Kit Configuration

Default CY3CKIT-042 BLE Pioneer Kit configuration with CYBCKIT-142A PSoC 4 BLE 258KEB
BLE_Glucose_Meter Module and CYSE7T CySmart BLE 42 USE Dongle which support Blustooth £.2 features.

BLE_Heart_Rate_Collector
BLE_Heart_Rate Sensor
BLE_HID_Keyboard
BLE_HID_Mouse LE Data Packet Length Extension increases the speed and relisbility of data transfer between

General Description
This example project demonstrates the new BLE 4.2 features of the BLE PSol Creator
Component

Bwetooth Low Enengy devices. It creates bipger packets allowing devices o transfer data up to
BLE_IPSP_Mode 2.5 times faster than with previous versions. Theorstical maximum throughput is up to 800 kbps.
DI TACH Db s Increased data fransfer speeds and packet capacity will reduce transmission emors, thus leading v
Create Project ] ’ Cancel

6 Low Energy %27 a3y

RPYLT1E, 2 20 BLE TNAARABDZEIES LUF—HATOERTT, B 11 ITFRT L3I, R7ULS 1L 3 BRETOER
TY,LE #¥a7 axv 3L, Bluetooth 4.2 T.%”a’ré:hfl,\é?ﬁ%ﬁt#a')v‘%’rﬁéﬁﬁfﬁ'o F—FHEHTHOIZIEEM
H#RT 14— ~NILT> (ECDH) EFE[EN D EMIFRNIEIZE (FIPS) (CEMFTZT7IILTIVXLEFAL. BLUF—%
HETEH-OICIEFH-EFIEEFERLETBLEIZHEFTDT7YII—ay ETILIE. 2 D0 BLE T/AAAD A AEEIC
HEINWTRPYV I B ZEEETHETILTY , Bluetooth 4.2 [FHIELLE (NC) &FFEIENEFHLLNVFYLI—S30 ETIL
ERBALET,
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6.1.1

11. R7YV5 FotR

Initiating Device Responding Device
(LL Master) (LL Slave)
I I
Connection Established

Phase 1: Pairing Parameter Exchange

Phase 2: Authentication And Key Generation

Phase 3: Key Exchange

| Paired |

ROBTIE, RFVLT D 3EETOLR, BELU LE £F21T a3/ av BEOTLENDIT—A~OHEEHPLES .
R7IYT TneRAD7YTT—h

R7PY7E17z—X

71— 1 I2BWTIEH. BRETNNARBIURET NS RITAE e, SREIER IS . BEEF—DHA/ X, BLU
wiE st (O0OB) TR AMEDRTIY INSA—E—%HFLET, B 12 [TTRLTWBESIZ. R7YVS TOowR)
IJ—RX1FLELALD— RF7YVGTEXV LE X7 a3V OB THETT,

12. LER7YLGE 17z—X

Initiating Device Responding Device
(LL Master) (LL Slave)
I I
Connection Established

Security Request (Optional)

Pairing Request: I/O capability, authentication requirement flags, OOB data flag,
max encryption key size, initiator and responder key distribution

Pairing Response: I/O capability, authentication requirement flags, COB data flag,
max encryption key size, initiator and responder key distribution

| Pairing Phase 1 Complete |

FEIET/INMR (Link Layer RRE—) [ERTYLY YHIADARUREFERALTNSA—2—DOXBERBLES . BF
FI8A R (Link Layey AL—7D) [ERF7YLT LARDADIARURTIHELE T = BB T NS RIEEF )T UITRE
DIARUEEFERALTRT7YLY TOEREFABTEET,

BEERISTIERTILY I85A—B—D—ERTT , Bluetooth 4.2 TlE,. ZhHD IS5 FEFa7 axoi 3> (SC)
BEUX—TLREESE 2 DOFHMI4—ILRE BT BF-OIZEHINET, B 13 IZI Bluetooth 4.1 8L 4.2 Fh
FNDORTIUY INGA—E—LBIIBERISTERLET,
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13. R7 YL 1IN5A—5—

Pairing Parameters in Bluetooth 4.2

Authentication | Max Encryption Key Initiator Key Responder Key
(::gde;) ”O(?Tf::)‘my OOE(51[Latae)Flag Requirement Flag Size Distribution Distribution
v i (1 byte) (1 byte) (1 byte) (1 byte)
/l \\
. ~
/' ‘\
t’, ‘\
. ~
/’ ‘\

. ~

. ~
,/ \\\
t’ \\\

Bonding_Flags MITM SC Keypress Reserved

(2 bits) (1bit) | (1 bit) (1 bit) (3 bits)

Pairing Parameters in Bluetooth 4.1

" Authentication | Max Encryption Key Initiator Key Responder Key
(‘ng‘;) IIO(?ZT:;IM 00?1[Lat;)l:lag Requirement Flag Size Distribution Distribution
Y ¥ (1 byte) (1 byte) (1 byte) (1 byte)
P ~
. ~
- N
- ~
. ~
I’ ‘\
. ~
. ~
. ~
. ~
' ‘-‘
/’ ~
. ~
. ~
e B
Bonding_Flags | MITM Reserved
(2 bits) (1 bit) (5 bits)

=R 2DRFIVIFEFFT /YT =23y ETILETI—X 1 ORICRBSNf/GA—F—ICLYHESIFTS,
UTHIz—X 2 IERATES 4 DORTIU T HEFEFITVII—Yay EFILTY,

m Just Works (v Ak 7—%)

m  Numeric Comparison (3UELLE; LE X7 a9y aVER)

m  Passkey Entry (/SXF—AH)

m  Out Of Band (18 5}; OOB)

F 4 LE£Fa7 aRroiavIcBITd7ISI—Say ETILOHE

RIETINMR
00B T—% J5U#4 | OOBT—% 737 | MITMAEEFH | MITMAREE
REFH AIREKTE
OOB 7—# I3 M EFA | OOB %M OOB %%
§ 0O0B ¥—4 757 hREE OOB %f& A MITM ZF v’
ik | MITM ASREFH I/0 tBEZ =M /O e &EZ {5 M
KL_E MITM MRERTE I/O #REZE A DxAL T—V%EFER

R ATIELEEXa7 aRI2avIzBWWTTZYYI—23y ETINII—X 1 TRBENE=RTYUY INSA—4—(2H
DNTII—RX 2 TEDESIHEINEINERLET L LE £Fa7 a9 aV TR RETNARABELUVIGET /A ADM
HELRRMEEET XU LNZ /O H#ERE, T AR RHEREE T —R—F /0 #EexNELTLWWSi5E . SELBEO 7YY T
—>ay ETINEHEINET, /0 #EEICEDIZTYLI -3y ETILREDLSICHIESNDD ., ELTHAED BLE
TINARFERLIEAAD BLE TINARM LE LAY — RF7YLT DHEYR—T 556 D EEMIFRIZDOULVTIL, Bluetooth
Core Specification Version 4.2, 5 3 %, 5 H &8, 2 812 B ELY,
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6.1.2

6.1.3

R7YIGE 27—
R7YLT TAERAOTI—X 2 &, FEE MITM) HEEZHLETE-HDREE. LU BLE UV VERBEILTE-HIZFE
RAEhdF—0ERIZEELET,

LELAY— RPYUTHETIE, —FF— (OvAF 79— ETILOHEK 0. SRF—AANETILOHEIL 6 #irEl=l&
20 Ewb, O0B ETI/ILDIFEE 128 EWh) & BLE U2V EBEELT 52X —EWMB T 5-HDICFERAIAET . CO—FK+—
IX.BLE UV HZEEE>TRBESNATLHE— 0)7/’5!.A T—RTHLE LAY— RFPUVTHEDFMIZDOLTIL,
I'Bluetooth Core Specification Version 4.2, 8 3 %, 2 H &8, 2.3.5 BiZSHRBL TS,

WUIZRTESIZ LEEF2T aRI2avIIBI157—X 2 X3 DNDBREESHET,
14. LE £Xa7 axoiay R7YUFIZHITHT7—X 2

Initiating Device Responding Device
(LL Master) (LL Slave)

Public Key Exchange

Authentication Stage 1

Authentication Stage 2

l LE Secure Connections Pairing Phase 2 Complete |

NEAF—KWOBRETIEH, RET NI RABLUVRETNAREIEEVDOABEF—2HEL, T4I714— NI F—%5E
LIRDET , TA474— NI F—IIHEABMEETAT71— NILIUHEE, P256 TERSINE=F—TY, P256 [TT /31X
BHDOMEZEX—ERT TNAAADBAF—FANELTRYRWET , T4714— AT F—[XRLTEBTRBINT .
256 EVFDEHERMLET . ECOH ZILTURXLNMEF—% BLEUVORATRBLI B EMKRBET NI REL UG
ETNAADEEEBIICL. EBDTAT4— NIV F—%5HEI5HEZEBHEIHICE. SEHEEICR T BELE
#SHBLTIESLY,

SEELBIE 1 TIE, hfE (MITM) WMEEFEC=0IZ BLE TS RRTAEEIZEIELAWLNET, SBiLER 1 [EFhEh
DTV I—2ay ETIVZES>TERYET , BUELER. /SAF— AN, BT OOBDT7YLI—S 3y ETILEFERATS
FRELATE 1 TMITM MBS TEELGREZRETIAZZEET LI, hlEE (MITM) HZE(ITHT HELEESEL
TLEESWY, FBELETE 1 TRIOSHADBYNRETEERTILY TALREZFITERTLTLEVET,

FRELBAE 2 T, BLE TS R(EIVVEBESLT H1=hIZfEMASNS Long Term Key (R#IF—LTK) Z5ELFT . 2
EEBFE 1 TERENI=T1I14— ALY F—_ Bluetooth T/Nf R PRL R, 128 EYRDELE. BEUT/NARD 1/0 HEhE
[T LTKZERTB=-HIZFERINET,

LE £Fa7 a2 avIHEITHREALBIEZT D 1 &2 OFFMIZDLVTIE. MBluetooth Core Specification Version 4.21. 5

3%, % HER, 2.3.5.6 HiZxZELIEELY,

RFPYLVGTE3IT7xz—X

RPYGDE 3 7z—XTIEBLE Yo ¥(E, 7z—X 2 TERB SNz STK (LE LAL— RF7YLTDBE) FflE LTK

(LE £F27 axpiay R7PYLTDOBE) #FERALTHEEEINET . ZLT. UTOF—IESkshiziooEesL

TEBHINET,

1. ldentity Resolving Key (IRK) - SV LD TRLREE KL, fiE5xd 51=HIZERASND 128 EvbDF—

2. Connection Signature Resolving Key (CSRK) - T—2%Z%& L. ZERITEDERZRIIT 51=DIZFERASNS 128
EvkDF—

3. Long Term Key (LTK) - S {tShiz@EICRLTEY Ay F—FEETAHIZFERIND 128 EvtDF—FH
I%. TBluetooth Core Specification Version 4.2, % 6 %, % B #§. 5.1.3 iz S8

4. Encrypted Diversifier (EDIV) - LE LAY — RX7YU T dCERTESNT LTK Z# AT 5F-HICERAIND 16 EVtD
REE, 2=—0% LTK ARSI D EICHLL EDIV BN ERENS

5. Random Number (Rand) - LE LAY — R7YL T dhIZERAESNTz LTK £H AT 27OIZFEASNS 64 EvhDRIF
B, 1=—V7 LTK ABAINBDEICHLL Rand BEREIND

LTK.EDIV $&U Rand (£ LE LAY — RV T DHEICOABRFHINET,
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6.2 Flm
6.2.1 LYBRBWEFalUTq

6.2.2

6.3

6.4
6.4.1

LE %27 a2 avIE LELAS— R7YLET Y MITM RES SUSEFNEEICTT 3231 T4 EASNTT,

SEMERMEEL. 2 DD BLE TN RBIDBIELEETIEZETY , TENEHEE IBEES LS -BIELEET 51012,
BLE Yo/ BHTEAINI-F—ZHBIYTILENHYETLE EF27 ary23av0HoW[7YII—ay ETIL
Tl. 256 EVEDTAT4— ALYV F—[EEBBTIBINDIIEIERLTHYERA, TD0H . ZEIMEEEILESE
RIZfEN 5 Long Term Key (LTK) Z5tETET . TOHRR. BB LStz BLE BEZRETHI L TEHRYET,

Bluetooth 4.1 Tl&, REIRIEFE~DHIEIL OOB 7YYL I—Lay ETIVEBEATOAAREIZRY, 128 EVFD—B+X—%
FRTB=HIEEEAZTDIDIENTT L LE X527 aRI2aVIZENT 2 D0 BLE THALAREDKSIZHED
TATL— NI T—5FETEHNEEMETHICIE, ZFRETEICR T A5 IEESBLTIESL,

MITM (L, BEICERLEISETETNARIZHLTE? TS RICHRTEIEZEDHRETT E7 T/AMRIZHT B
EIZ&Y 2 DDTANRBETERHOIN TS T—RZERLET, BUELLE /XXF—AN. H&U 0O0B D7V I—3>
ETNUIEMTM RBICHLTEYVEELGREZREBELET . ChoDT7YPI—230 ETINEDLSIZ MITM MEM SR
ETEHONEEMTHICIE, FHEE (MITM) HZITxH T B LEESRBLTIZEN, BELERKIT/ARF—AHDLYEERGR
FUTEREEIZL, OOB D &SITHMII LIz EBEYVIEBLEELELEE A

RETIH LELAY— RPYVTBEW LE X7 aRrILavEFNEFNDELBEIRTIV T HEDRELANILEFTEDFE
‘;-O

£R5 LELHY— RPYUTEEU LE X7 aRrTSay R7YT DELER

HeE LELHY— RPYVT HE LE #Fa7 axoiay R7PYLT Ak
MITM (2% 5 3 R51E 1XAF—& 00B HELE, /SX¥—AF. 00B
SEIREEEICR TS | OOB ITRT

Xa7 axVPavERE—F

ZOE—FREFLEEFa7 a9 avEFERALTHELGRT LT ERFNICITVET, ELoN—FADT /NS ANEEEAR
FIVY IS5 EBRELEBES . R7UVY TORRDIz—X 2 1F. WADTINAAD LE %27 aRIaviEHR—kL,
BAEHEBELEEICOAMTOIAET, ChEEES X1 TR EESN ST I r—SavIZEEEICHERTY,

Fr)r—iay
K7 Ovy SBIh—F. BLUEELGEX1)T1ERDBMOT7T) 45— 3k Bluetooth 4.2 Db t=t¥1)Fa
HEEE EHETEE Y,

PSoC Creator TLE %47 a9y avaxERALE-7Ir—a s

AVR—RU DB

BLE AVR—RUME, X274 E—F, EFaUT1 LA BRRERTIVTER, MITM ~ADFFLE, 10 #EE, R T4
BER. BLUBBIEY— VA XERETE-ODOEHEGAEERELEST, 7IV7r—230T LE %27 arpiavs
EFHT BIZ(X., Gap Settings > Security [ZFEIL. Security mode /35 A—42—% Mode 1 |2, Security level /85 A—42—
# Authenticated LE Secure Connections pairing with encryption [ZERELET , D/ ASA—E—[EHE T TV 7r—
2AVDERIZGELTHRETEET .
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T ° > > . = =
15. BLE AviR—Ro b 74F¥alb—2ay: EXa)T48E
‘I Name: BLE
General Proﬁlesl GAP Settings }I L2CAP Settings | Advanced | Builtin qb
General
- Peripheral role Securty mode: [Mode 1 v
et st | fccumyteve Authenticated LE Secure Connections paiing wil v
Scan response packet rict paifing: Yes =
Peripheral prefermed conne|
MITM protection: {Yw VJ
1/0 capabilities: {Dlsplay Yes/No v l
Bonding requirement: [Bonding -
Maximum bonded devices: 8
[¥] Auto populate whitelist with bonded devices
Maximum whitelist size (hardware): |8
Maximum resolvable devices: 8
Encryption key size (bytes): 16
« il I »
o
>
6.4.2 FIVr—avoWE

LE ¥ a7 aRr av ez ERAT RIS, 7TV —2ay J7— L7 U T OEEEEBTILENHYET,

B O—ALDORFEF—EMEF—DRTDERK

B BELROGEEFHEORR NAF—ANDGEFNRF—DKRR- AN
B NRF—ATIREOEE

B NRFX—DEFE

. BELRROBEICRRENSIBEICTT SRR FERDEE

% 6 [X.BLE R4y ARV ENFNDHRBE. BELU LE £F217 ARV IVBEEFFRITAERICMAZRNET I aVEE

EH-BDTT,
£ 6. LE X217 3R52avIzBIT5 BLE ARURBLUGENIE
BLE R4vY ARV AR DA ARV NUFSOIEERE
CYBLE EVT GAP NUMERIC COMPARISON REQUEST | #{EHERIZFRTREIND 6 HIDKEEIR | 6 HTOMEERTTS

#"95

HELBRICMADT /A RITK
RENSHEZTITIREHRE
EETS

CYBLE _EVT GAP_KEYPRESS NOTIFICATION

E7RID/AZF—ANIKEEELHT D

E7RIA S @RS = Bl &%t
KT NARTL—H—HAHL
HEN—BT I HERTS
—HLAELMERILRIEEYINT S

CYBLE EVT GAP OOB GENERATED NOTIFICATION

OOB T—4MEMMNET LI-E%E
EIE RS

TV —a B80T Ay

CYBLE _EVT_GAP_SMP NEGOTIATED AUTH INFO

RBESNI-RTYT INSA—8—%&
&y

FINr—2aBBOT Ay
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RTIELE X7 a2 av G T7TIr— a0 THERSNSH L API E#—E L4 D TT,
R7.LE€Xa7 a4y avADH API

API Bt
CyBle GapSetSecureConnectionsOnlyMode tFa7 ARV VEREFEEMLELETENE
CyBle GapGenerateLocalP256Keys O—HILDARF—EMETX—FE/R
CyBle GapAuthSendKeyPress F—TLRIKEZEIE
CyBle GapGenerateOobData OOB T—H4% 4%k

ARVEB LU API DEFHIZDULNTIL, BLE AVR—HR Uk T—40— & ZELESLY,

6.4.3 Hr7)NL FaLzHk

PSoC Creator TH|FRI§E%: BLE_4.2_Datalength_Security Privacy 4> )L FOCzHME LE #HA(7 aoiav%
FALET, X 10 12579 &51Z, PSoC Creator > File > Code Example T BLE IZ&YAL ZETH YT IL OIS
TIORRTEET,

7 Link Layer (LL) 54 /33—

71 TSAN—DTHBN
BLE T/A(RIF 48 EVRDT/INA R FELREZERWTHEANEINET , COT/NAR FELRIEEFYRILTT /AL RIZEY
EEINETRTONRYYFDO—ETT 3 DDEEFYRILTYYRILTWBRE=ZIET/INAIR PRLREFERTHIET
FDTINARADTITAETA— 2B BITBHTEE T, TSAN\V—F, —EDRRBTERSNEEREINDITSAN— T
RKLRZFERALTBLE T/NMRZ BT HEENEETSEAHEETT .

7.2 Wk Z A = D2 4

7.2.1 Bluetooth ZPFRL R 247
16 IZI&. BLE FINARADELBTRLR 84 TERLET,

16. Bluetooth 7RL X 247

v v
Public device address | | Random device address |
v v
| Static address | | Private address
\ 2 v
Resolvable private Non-Resolvable
address private address

FINAR TELRIZINTUDE FINMMR FRELAMNSUS L TINAR FRLAOWTNUNTT , 735TUws FINMR PRLRIE.
24 EYbDO % ID (IEEE 802-2001 #Z#E(ZH#EHAL F= D L= — V4 A FE1=1% OUl) BLUEMEIVIRS 24 Evt D%k
E (T/AARER) MoBREINET, ST L TINAR PELRIZIZFRET 49D PRLRETSAR—F PELA®D 2 i8N
BYET  RET499 TRLRIX. SUF LIZEREIND 48EVRDTELRATHY ., TD 48Evk FRLRAD®RLEAID 2E Yk
MLISERESNTT, /8TVYY TIRAR PRLRAIFBEZEZER T EHLLEVWLDTY , R8T1vY FELREITFNAANDE
RE—EU>THBRALEBICOAEBETEEFT . choLWTAHADTRLRAZERALTWST NS RIZET T/NARIZKY
REITHBHEIh BHETEET, T54R—F PRLRIE.BLE TSR EBIHENENCEEHERT B0, —FEDRHRE
TEBELET BRAARELTSAR—F PRLRIEBERIDIEICEERLET BRAARELTSAR—F PRLRIK. E7
TNARICKYBRSNT  FIOBEDICET TNAMREEFLETNERYFERA, BRARLETSAN—F FFLR
(RPA) [ZF—ENHRTEREL., B TE, TSAMN\—DEILET NI RIZKYERESNET . A7 TVr—3> /—hTlE,
TSAN—HBEDERINT RPA [CDWTHBALET . BHDT7RFLR 24T DEMIZ DUV TIE, Bluetooth Core
Specification Version 4.2 ZZBL TS,
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TIAN—HEEDRESETRTD BLE TNAARIZIE, FATUTAT4— FRELRERIEND I =—IHTRLALHYETS,
FDTATUTATA— FRLRIE BLE TINARDNTY 9 FRURERIERATA9I TRURTY £z, TS5/ —#
BEDA L H oW B BLE T/34 R Identity Resolving Key (IRK) 5% 9, IRK [ RPA #4£ /T 5181 BLE T/3/
RIZ&YEREH, BLE T/AMAD RPA 25T 5=OICET7 THRARIZKUEREINE T, FTAToT14T14— FRLRE
IRK DEAEERTIVY TOEAD 3 BFEDBRERTRBEINET , T34\ —DEHH BLE TNARIX.ET T/84R
DTFAToTAT4— PRLA RPAZEFT B1=0IZ BLE TNARIZKYFEHEINZO0—AIL IRK. BEUVET FTINALAD
RPA ZfE5 9 A1=OICFERAINIET T/AIAD IRK ZELYRMERELET, #1lE Resolving List EFEIENET,
Resolving List [CA AT BRIE, B 17 [TTRLTWB 74— UM REWET,

17. Resolving List

Identity address Local IRK Peer IRK

TSAINO—NEZE BLE TS R (T EIERET 5102 RPA ZEIHAMIZEELE T, BLE A2 Y2 (d RPA RS LTI+
EMEIENBMET Link Layer #5jELET . COHAA LT IMEEREIAE T 95L& Link Layer I$FLLY RPA ZE R LA T IE%
YEHA,

TSANRL—DFh

18 &, FSA/N—HREAFERALLSET S 2 DD BLE TS RIS B9 8EEERLET, CORERNIES
MBESIT. AADT /AL RH Generic Access Profile (GAP) ORYTzS5ILIREZ. BYDHFHADT/INA AN GAP
tTUMSILDBREEZR-LET, GAP LU Bluetooth T/31 A THIFATREL# R AR EIDEMIZ DLV TIE, Bluetooth
Core Specification Version 4.2, 5 3 %, 5 C &8, 2.2.2 fix Z&BLFZ3LY,

18. TSN —HEEEFERAL LS ET BT/ 1 R IR SN - R # sk

Device A Device B
(GAP Peripheral) (GAP Central)

Connectable Undirected Advertisement with AdvA = IAp

Optional Scan Request with ScanA = JAc and AdvA=/Ap

Optional Scan Response with AdvA = JAp

Connect Request with /nitA = JAp and AdvA = [Ac

Pairing Phase 1, Phase 2, Link Encryption

IRKp, 1Ap
Add IAc, IRKp, IRKe to Resolving List
Set RPA Timeout
Enable address resolution
Optionally add /Ac to Whitelist
IRKe, lAc
Note:
Add IAp, IRKc, IRKp to Resolving List AdvA s the advertiser's address
Set RPA Timeout IAp is the Identity Address of the Peripheral device
Enable address resolution ScanA is the scanner's address
Optionally add IAp to Whitelist IAc is the Identity Address of the Central device
InitA is the connection initiator's address

| IRKp is the Identity Resolving Key of the Peripheral device

BLE Data Exchange IRKc is the Identity Resolving Key of the Central device

l

TOEIZRONEESIZ. FIHDEHEEEIILTLAREIC GAP RYDIFILE LY GAP £URSIILIEEEGEFvyRIVBEHETE
ESNBTRTONTYMIBWNTTATFUTA4T4— FELR (RUTSILDIEE X IAp. EUFSIILDIGE L IAC) ZEAL
FF, CNIFBELERMADTNARELET TNARAD IRKZBH LGN o= ET FT/NAAD RPA #Ri5x TS
BEMHTT, BEEFYyRILBRHTEEININNTYMIUTOESYTT,

. EGAREREE ChEIBENREE bbb, HED GAP VL) IZAIFTLWEWEENAYYLTT, Thib
DEIRIL GAP EURSILDTRLREEET . GAP RIS, Thbhs, EGREIOTRLADAEEHET .

B EFEORFYUEBERBLIURETVYUILE: AXYUEKRIE GAP EURSILIZEYZEESN, RYTTSIVICESET BRI
RYZIFNIZHLTT—EEBMTEEIICERLET . AFVYURBEIRYIIFIVIZKYBESh, BERSNF=-T—4
FEHET . M AD/NTYNIEETT,

B EBER CILBIEERIBT A-0IZ GAP EURSIILMD GAP RYTISIAEETIEKRTY,
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7.2.3

FERUADMDITRTONTYREIT—F FrRILLETEESN, Bluetooth T/NA R FRLREEHFER A, BEHREXR
INTYMIBEFYRILTEESNEZIRED/NTYNTT, GAP EURSILE LY GAP RYITISILDTFATUTATA—
TFRLURADMIZ, BEHEER/ATINITIER FRELRAEEIENS 32 EVEDEBEEATNET, 7OER PRLRIE 2 D
M BLE T/AARED Link Layer BIEZHANLET  EEAHEILINDEIC, THhHE., BRERNEESNBZEIZHLL
TR PRLANERSINET . T—F FyRILETX#EINS BLE TS RABDITRTOD/NTYMNETIER FRLRE
FEAL. ZD 2 DDOT NI ABDBEFRILET . TRIERTIVITELUVT—AXBAD /ATy TT,

R7YT TOERO 3FBBDBE (RT7V2T TOERDHMIE 6.1 25 8B) TlE. GAP U RSILE LY GAP RYTT)L
£ IRK EFATUTATA— FRLRERTYUTICEET /1 YEDRAA—RO—EPELTRBLET  HADT/NAR
[£.A—hHL®D IRK EHEIZET D IRK EF AT T4T74— TELR% Resolving List ITHEILET . COBETIX. WMAHD
TN RIE RPA 253 DD ELRERZF TS0, TAEL RPA AL LT IMEREL. PRLR Y a—3y
FEMILET . MADTNARIE, TNNARETANZ)TFTBEHIZET TNNARDTATUTAT4— FRLAR%E
Whitelist [23BA0F 52 &3 TEE T, Whitelist &, Bluetooth T/3f R PRLRA—RK T3, BLE T/AfA®D Link Layer [&%
DTNAR FRLREFEAL, ERE.. AXvT—. BEUREDA =L T—4—E T4 LRI LET, Whitelist [T /31X
DANR) T EEN BB RICOAERSNET, TDBE. T/NARIE BLE T—4 F¥RILLTT—HEXMLET,
DB, T/31 R Resolving List DE7 RPA ZZ5 T DI ELRHFEREZF> TSRO, BIEGTIETILZD RPAE
FALET, X 19 (X, TS RSN EGEORELZIC—BYML TEERTHELSFULERLET,

19. RPA AL =B &k

Device A Device B
(GAP Peripheral) (GAP Central)

Connectable Undirected Advertisement with AdvA = RPAp
OR
Connectable Directed Advertisement with AdvA = RPAp and InitA = RPAc

Optional Scan Request with ScanA = RPAc and AdvA=RPAp

Optional Scan Response with AdvA = RPAp

Note:

Connect Request with /nitA = RPAc and AdvA = RPAp AdVA is the advertiser's address
* RPAp is the RPA of the Peripheral device
ScanA is the scanner’s address
BLE Data Exchange RPAG s the RPA of the Central device

InitA is the connection initiator's address

ERDESYIZ, CCTTNAREEGRF A RILBHTEESNDIHLDD/1 YT RPA 2#ERALET . ZDH. Efn
FrpR)LEDTNARABDBEFIE=ZFOVMNEEZT NS RIZEYLEBIHSNEE A, GAP RYIS/LIFBERT S0
[ BN E G- AR E A EEEFEATEDLITEEL T, 7.2.5 #iTIL. Bluetooth 4.2 &L T
WBTSAN— BN BN R T NA AP ERAEEREGDAE Y R— T 3EHEHRALET . RX YU ERB LU
RAEPUBBEINTYMNE GAP RYDxSILAEGR A REERRLREFERTIHFICOAERINET, GAP RYTTFILHE
GOREERECEERATZHE. GAP UM LITERERTCOAETEET, T34/ —IE EEFrr/ILLDERE
I2&%d BLE TNALRADISYFUTERFIET BT EITEELESWD, T—42 Frpil S5 ybd, EHENFELIIND U
ERSNBSUFTLDTIER FRLREZEFERT 50, bSvF T ICEEBIWFR A TA1\D—ET—4 FriL
INTYNZEEEFZF A,

BERETSAR—F FFLR (RPA) DER
KETIE, TSAN—HBEBR - BLE FAARBEDESIC RPA ZERBT INERBALET . BEARET SR —k
7RLRDT+—< v Bluetooth fHHEICFREN THY, B 20 [SRENET .

20. fRRAIRE T S/ R—F PRL R 74—< vk

LSB MSB
[ I Random part of prand I 1 I 0 ]
-—

Hash (24 bits) prand (24 bits)

TN R[E, prand EFFIENS 24 EVEOEIE (22 EVREIZUA LT, 2 EVEERE) 2EBLET . T/A1 XIS prand &
AL T hash B#I<&kY 24 Ewb®D hash #ERLET,

hash = e(IRKiocal, padding | prand ). 24 EwkZHIVETHN S
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7.2.4

ZIT.

IRKiocal = 128 Ewk®BA—AJL IRK

Padding = prand & 128 EMZ#iik e 57D 104 EvtbOER T 425

prand = 24 EvtDELE (22 EVMMES A LT, LA 2 EwkIE 0b10 [2EvhEh B)

X a1FsB#lellk. PSoC 4/PRoC BLE T/8/AM Link Layer N\—KHx7IZEfESnT- 128 Ev S LB T,
ZhIE, FIPS-1971 TEZEINT=KSIZ, 128 EVb® key & 128 E vk plaintextData A5 128 Ev kM encryptedData %
ERLET,

encryptedData = e(key, plaintextData)
24 Ewhk hash & 24 E bk prand [L:E#ESN ., LITD K354 L FRLR (randomAddress) 4 LET
randomAddress = hash | prand
FRERATRE T SAR—F PRLADERIEE 21 ITRENET,
21. EERAIRET S/ R—F PRLADAER

MSB
LSB

‘ 0 ‘ 1 ‘ Random part of prand ‘ ‘

prand (24 bits) Hash (24 bits)
/

[24 bits LSB’s
|
|

— 128 bits output

104 bit leading zero
padded prand
(128 bits)

Encryption
function (e)

IRKjoca (128 bits)

BREFABETSAR—F PFLRADEH

AE T, TAN\—#EeZHZT= BLE TNRAADNEDELSICET T/INAAD RPA 25T A0 %HBALETE7T
TFTINAAMBRIESN T RPA [£.7.2.3 BiTHREASN-ELIIZ. 24 EVrDSUA LES (prand) & 24 Evk® hash
84> (hash) MOEYET, PRLRAZEFR ES53T5EHIC.RPA MR T 24 EvbEZ L 24 EVvbEREFNIZIET
TN RAD hash & prand ICHESINET , TD#%. Al S iz hash BIEIZLY localHash {EMNER SN ET . hash B%k
Tld. ARIRSA—REET TIRAZANSZEEINT= IRK [TEyhEh, AS1/35A—% prand fEIE RPA Mot EhET,

localHash = e(IRKpeer, padding | prand ). 24 EkZHIVIETOND

localHash fE(&. RPA Mo STz hash [EEHEEINFET , localHash {EAVHE SHfz hash {[EE—HL=5.E7
TFTINARDTATUoTATAII RSN =LA HEINFT , PRLRADMESRIER 22 (TRENET,

22. fRRAIRE T S A R—k PRLRADfRER

MSB LSB
‘ 0 ‘ 1 ‘ Random part of prand
prand (24 bits) Hash (24 bits)
/

104 bit zero
padded prand
(128 bits)

encryption )
—— 128 bit output
IRKpeer (128 bits) %

<If(LSB’s 24 bits == hash) >

\J
Address resolved
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7.2.5 TFSA4NRY—1.1ETSA4NR—1.2DHE

Bluetooth 4.1 IZEWT, TSN\ —H#EEIT TS A/30—1.1 ERFEIENE T, Bluetooth 4.2 IZEWLTIE, TS5A/ 3 — ke
[FF 54733 —1.2 (Link Layer 54 /32 —) EMEIENET , BHIL. Bluetooth 4.2 TIEFTRFLADES: (F4H5E. RPAD
fi#5%) 1% Link Layer I2&>THEBEINZT=6HTT, B 23 [TFREN D K3, Bluetooth 4.2 Tl, Resolving List &
Whitelist [ Link Layer D—#TY,

23. Bluetooth 4.1 DTS4 /32 —1.1 & Bluetooth 4.2 DTS4/ > —1.2 D LLER

Bluetooth 4.1 Bluetooth 4.2

Host or BLE Stack Host or BLE Stack

Resolving List

Controller or Link Layer Controller or Link Layer

| Whitelist |

Whitelist

| Resolving List |

EHURERERIE. EEASLUZERD RPAEEHET , Bluetooth 4.2 @ Link Layer 754/ > —#REIZ &Y, Link
Layer [& Resolving List ## AL T RPA 25 CTEE T, TND71=&. Link Layer [(EZERINEHAIEEREGO RN RELD

ZEAITH DI ZEMTEET, =, Bluetooth 4.1 & Bluetooth 4.2 [ RPA 21 L7 +DHFARIETELVET, Bluetooth

42 TIE RPAZAL LT IFDIEIF 1 ¥ ~11.5 FEDOEEDETHY., T 74 /LMEIE 900 FTT, Bluetooth 4.1 TIE. RPA
BALT IR 15 DICEESNET,

73  FlR

7.3.1 BELTHES

725 BT AN —BEBEE B A T N\ A AN BERO OISR AR EEELEDLSIERT M EHALEL
Bluetooth 4.1 Tl&. FS5A/N\—HEEICKDT/INAR TR T IETEEE A, Link Layer [ Resolving List ~ND79+R
NHYFEE A, TDT=8H. Link Layer & RPA 7 A TUoT4T4— FRLRIZEERT HIEE. Whitelist ZFEERLT7A T
TATA— FRUREIAIWAR T T BHZEHLTEEE A, Bluetooth 4.2 Tlk, B 23 1257 F K312, Resolving List (& Link
Layer D—&BTY , ZMD71=&. Link Layer & Resolving List #E AL T RPAZF7 AT T4T4— FRLRIZEZELTH G,

Whitelist Z2ERALTCT AT T4T14— TRLRET(IILARY YT TEET , Bluetooth 4.2 [ZH(FTEEHAEEMERICELS

TINAR TAIWA)DTIZEY TSN —EEEE AT BLE TN\A RO LY B RGEERAATEETT

7.3.2 BABDEDOBRL GAP EVFSIL F/RA4R
TINAR TRV THEFERTE. TIAN—#EeE AT GAP €23 I)L T/AACRIZRLTIE. Link Layer (&
Resolving List & Whitelist IZU A7y TENFZET TNAARADLDEAMEBELGELIURF YU REEDH BLE X2 vJIZik
ELFET . NITKY, BLE RAVITORERLENFHDSINET, 1 TLRXD PSoC 4 BLE & PRoC BLE M & 5% BLE
TINARIEBLE R%Y9% MCU TEITENSHT7—LIT7ELT, Link Layer #/\—Fx7 TAYIELTERELFT,
ZND1=8.BLE RAVITORELFLMENFDINSZLICEY, MCU DT/ T1TBRIMNERSIN. P ATLDBEEENE
BAEINET,

7.3.3 BADEDBRWVLW GAPRYIIISIL TIN/4R
TINAR TANEAVVTEERT B, TSAN—HEEZHEZ Tz GAP RT3 T/AARIZH LTI, Link Layer (&
Resolving List & Whitelist IZYRRZYTENIET FNAANLDAF YU BRELIVEREREDH BLE X3 vIIi%
ELET, ThIZkY. BLE REYITHOLELGZNENFLSNET, 1 TL XD PSoC 4 BLE & PRoC BLE M & 5% BLE
FINM RIE, BLE R2y9% MCU TERITSNDI77—L Iz 7ELT, Link Layer Z2/\—Fx7 JAyoELTRELET,
ZD1z8.BLE RAVYTORBELRMEAFAEINDZEICKY. MCU DT IT1TBERMNERSN. P RTLDEEE NS
BAOINFETS,
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7.3.4 Bluetooth 4.1 KYTFSLR—}
7.2.5 BAIZER L=k 312, Bluetooth 4.1 [2H1FTBTSA4 N\ —#REIEEESNT= 15 50D RPARA LTI REFERALET A,
Bluetooth 4.2 IZH(+5 RPA A4 L7 DI/ 1 HTY , ThIZkY. Bluetooth 4.2 Tl& RPA N&USEEIZEEL. BLE
TINNARADZYF T IEREIZREYET,

74  FTI)H5r—i3ay
Link Layer 54 /\ —#E4RAT AL 2<HYET,

TSAN—HEEICKY  FIAB IR BRELEEDAREDBRETOI 7SI ILEBOTRELEFIHTEES, TS5/ —H#
BEE BRI TSI IBBEIFRABEDRI— LI+ PRBEEDORBEICEGELESET IR, TNHSDERIE 3 BED
FNARIZEODTISIVF T ENBEIFTEF B A ChIZEY . AEDBFTHRAF XV TSI IERELELTRNSY
FUTENBIERFBITET, IFEAEDITTSTILERERIEL GAP RYTISILTHY . HEEHAMNKEL=EH Bluetooth
4.1(2B1FBT54 1\ — xR LEE A, Bluetooth 4.2 (28145 Link Layer 754 /3 —14EE(Z KLY, 7.3.3 EiCERBA
LI=&SITHBEANRADSIND =B, Dz 75T IERITTSA 1\ — s ERTEET,

INBET TV —2303 TSN —BREICE > TRIRER/RONFE T NRERET. Y—ERRESE L BLE E—a %]
ALTHEEENLTHRBEBORI— LI+ T7—EEELET, Link Layer T4\ —#EEICRIIGLIzZAY—R T4
IE.THNAR T4LA) 5% (731 HITHRALEZESIC) FRALTEFZFLW—ERREENDFT7—DAZEZEL. th
DH—ERRHEBEEBRLET,

Link Layer IS4\ —#EEIC KLY, RPA DERICEIL T A= R H DB THRABEDAI— I+ ENSYF T HIEN
RE#CAYFET, —fBMICIF. AR—FTA2(E GAP U RSIL TINARELTEIMELE T, 1=, Link Layer 7S54/33—(Z
&Y, (7.32 BITHBALIELSIZ) AR—F742 D BLE BIEISHBESNDABHEILEALINET,

7.5  Link Layer 7541\ —#FALE=7FUr—3>® PSoC Creator IZ& BB

7.5.1 AVR—RIIrOIAVT4FaL—Pav
Link Layer 754 /3 —#Ee B S UBET 5 API [E. K 24 [25RF & 512 GAP Settings > Security ® M BLE aYR—
Uk AV T4FX2L—3Y 94U RIRD Enable Link Layer Privacy 73> TER. ESZTEET,
24. Link Layer 7541\ —DAEMEEHIE

r . " w — &1
ST — - i h‘ il i 3 ‘ o o . . @‘—J

Name: BLE

General PraﬁIeS/I GAPSettillgsI L2CAP Settings ~ Advanced ~ Buitin 4 b

General
(- Peripheral role Securty mode [Mode 1 ']

Securty level [Authenticated LE Secure Connections paining with encryption -

Scan response packet No
prefemed conne

- Security I 1/0 capabilties: [Keyhcard and Display v] :
B

Bonding requirement: [Bonding -

il
Enable Link Layer Privacy I |
|| Encryption key size [ytes): 16 | i
|
|
|
i
il
I
I
I < m »
il
il Restore Defaults
il
il
= T
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GAP H—ERD UL PRLREEZRFYIIRVRAT191&. MHDEFREIID®IZ GAP RYTT)L T/IALRIZL-T
HAEINET  CDF VSR RAT9IDEIZEKY . GAP RIYTTS)LIE GAP £ RSILAY Link Layer TOT KL A&z
HIR—bFENEEETEET, Link Layer TTRLRBENYR—FENBI5E . GAP RYTIIILIEL GAP £V RSIILED
BEGEOROICERAREAREGEERATEET ., EVMNIL PELABRFYSIRRAT4vIDER. B 25 IZRTES
IZ. Profiles > Generic Access > Central Address Resolution D FORAYTE Y A1 —THYNTEET, Link Layer
TSAN—ITRHIGLIZT INA R &, SOHEENFR—,EINDBEEET TNARIZEMT B=DICTD XS IRVRTAY
HlE% Supported [TtV TR2RENHYET,

25. UM IL PRLRABEEX VY SUR) R T4 EDETE

Name: BLE
General ¥ Profiles | GAP Settings | L2CAP Settings | Advanced | Bultin 4 b
% Add Descriptor ~ X |5 [~ Characterisic: Central Address Resolution
% 4 Ea @ LLE| The Peripheral checks f the peer device supports address resolution by reading the Central Address Resolution characteristic before using directed
= dverti t where the inftiator address is set to a Resolvable Private Address (RPA).
(P Custom
4 UUID: 2AA6
[=-(§ Generic Access Mame T Length Value
"© Device Name
~{C) Appearance e
. Pegpbarz] Prafaned i ~Central Address Resolution Support |uint8 1 Supported e
| O Central Address Resoltion = =
TR
40 Servics Changsd o HEarion
D Cient Characteristic Configu| |/ Permissions i
=-(5) Custom Service il
-{C) Data_outgoing I
{D) Cient Charactenstic Configu
' {D) Characteristic User Descript
=-4C) Data_incoming

D) Charactenstic User Descript, i

< 0 v

7.5.2 FIVr—avounrE
TIVr—2ay D7—LIx7 I TSAN—REEEZ =T A ADT7— LT 7 TUTDERIEEETILENHYES,
n  FRLREZEOE L EHIE
B RPAZALTIDEERE
m  Resolving List [/ M5O T /31 DB RS
= EYIAE Whitelist 74 )LA— RS —D R
% 8 TIX.BLE RAYYT ARV ARVEDFHBA. BEUPARUE NURFTITIREGRBEREEZ VAN TYILET,
K 8. LLTSA/I\—H®D BLE ARUFEKUIEE

BLE RE8v7 ARV AR DA ARV NURSDIGE N
CYBLE_EVT STACK_ON BLE RV DHMEILMNEREIZTET Resolving List [ZA A
TRLABRGZEAIE
RPA 24 L7 9N EERTE

Whitelist 74 JLA— R —%RTE

CYBLE_EVT GAP_KEYINFO EXCHNGE CMPLT | EF7 F/NAREDEFX1YT4 F—FMA | EF F/INARD IRK ZaE—

5T Resolving List ZE #7
Whitelist 71 JL8— R —EEH
CYBLE_EVT GAPC DIRECT ADV_REPORT FRURBEDRIZEREEEZIE TINA R[S
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RIFLLTSAN =TS LET TV —2 3> THERINDHLL APIZ—E LD TT,
RO LL TSA N —#EEIZRIELI=7 T U —Sa> D EHLL AP

API iR
CyBle GapAddDeviceToResolvingList Resolving List (27731 X%3E0
CyBle GapRemoveDeviceFromResolvingList Resolving List h 57 731 & FRot
CyBle GapSetAddressResolutionEnable aVkA—5—TT7RLR@EEEEZE
CyBle GapSetResolvablePvtAddressTimeOut RPA B4 L7 O EERTE
CyBle GapReadResolvingList IHE A D Resolving List #5A4H 9
CyBle GapReadPeerResolvableAddress E7 TNARADBEEERD RPA FRLREZRAHT
CyBle GapReadLocalResolvableAddress A=Al TNALRADEEEED RPATRLREZRAET
CyBle GapGetDevSecurityKeyInfo O—AJL IRK {EZE %

7.5.3 UL FFLABBEXYSVRVRTAIDEHAHL
7.5.1 EIIZERIRLIZ&SIZ. RYTITIL TNARIET AN —BBEEBA 2SIV T/AA R Link Layer 5430 —%
YR—FFBEEIZDH. UL FRURBRRFX VI VR AT 1y 0EGAH UERATREREAEREEELET . VML
FRURBRRT N TV AT 0EFAET-OIZ, LLTFITRT K31 CyBle GattcReadUsingCharacteristicUuid
AP| Z#E NG INTGA—F—THEATEET,
CYBLE_GATTC_READ BY_TYPE_REQ T read_by type req;
read_by type_reg.range.startHandle = CYBLE_GATT_ATTR_HANDLE_START_RANGE;
read_by_type_reg.range.endHandle = CYBLE_GATT_ATTR_HANDLE_END_RANGE;
read_by_type_req.uuid.uuid16 = CYBLE_UUID_CHAR_CENTRAL_ADDRESS_RESOLUTION;
read_by type_req.uuidFormat = CYBLE_GATT_16_BIT_UUID_FORMAT;
CyBle_GattcReadUsingCharacteristicUuid(cyBle_connHandle,&read_by type_req);
EURIIL TINARDBEURTIL TRLURBHRFR YTV RTAIEH>TWAEBE . X v IV RTIELIVTRIEa—H
/A\YFJLIE CYBLE EVT GATTC READ BY TYPE RSP ARVNTCFIUH—iavIZiEshEd . 7FUr—>avid,
XSV ATAVIDEEZFIVIL T, ROBEFKICEGARNEGREERTOINERELES,
7.5.4 Resolving List IS/ oD T /N4 RADEM. /Kot
FLL BLE TNARIFE. . B—A) IRK.E7 IRK\ET7 FATUTA4T4— TRLRENTA—R—LLT
CyBle GapAddDeviceToResolvingList APIIZ&Y . B 17 [Z5RL7T= Resolving List [CIEBINTEET,
CYBLE GAP RESOLVING DEVICE INFO T rpalnfo;

memcpy (&rpalInfo.bdAddr, &peer ID Addr[1],CYBLE GAP BD ADDR SIZE);
rpalnfo.type = smp_key->idAddrInfo[0];

memcpy (rpalnfo.locallrk,local irk,CYBLE GAP_SMP IRK SIZE);
memcpy (rpalnfo.peerlIrk, smp_key->irkInfo,CYBLE GAP SMP IRK SIZE);

/* Add device to resolving list */
CyBle GapAddDeviceToResolvingList (&rpalnfo);

E7 RKB&UVET 74T T4T4— FRURIEL CYBLE EVT GAP KEYINFO EXCHNGE CMPLT A NUNCFIUr—avIliE
INFET, 7TIIVT—2avEINsDEFRELZITNIERYEE A, O—HIL IRK [ CyBle GapGetDevSecurityKeyInfo
API THRIFTEF Y,

T INA X% Resolving List "o BN T 2EDIZ. THANARADTATYF4T4— FELAT
CyBle GapRemoveDeviceFromResolvingList APIZMEUHLET,

NEDARURE LU APl QEEMIZDULNTIEL, BLE IV R—RUbDT—42L —hESRBL TS,
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7.5.5 HYF)N FavzHtr
Link Layer 7SS4/ —Z&FRALEYYTIL FADIIMIDULTIL, PSoC Creator TiR#tEh 29070 7Oz ok
BLE_4.2_Datalength_Security_Privacy #&8BLTLZE, B 10 IZ5R 9 &5IZ. PSoC Creator > File > Code
Example TBLE IZRYIALTETH LTI TP HNMITHERTEET,

8 FEH
AF7T)r—ar /—HMF Bluetooth LE 4.2 AR THRASNLSHLIMEREL TN LR R, BLUEThLEHALETTY
r—LavERRTAAERITOVTHRALEL .
9 B&E7I)r—ay /—k
AN94020 - Getting Started with PRoC™ BLE
AN91267 - Getting Started with PSoC® 4 BLE

AN97060 - PSoC® 4 BLE and PRoC™ BLE - Over-The-Air (OTA) Device Firmware Upgrade (DFU) Guide
AN91184 - PSoC 4 BLE - Designing BLE Applications
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A SEIREEEIC I B LE
EAME T I4— ALY (ECDH) ZILTUXLIZEY, 2 DD BLE TNAARIE LE %27 akiavIiz&E S0
RV GEFEALTEEMBE T —ERIATEET EEMEBEX— (T1471— ALY ) (L BLE YL U%BEELTS
i+ — (LTK) ZERT 5012 R7PULYS TOEADE 2 71—X ERERT— 2) THEAINET, T1I1— ALY
F—I(F 256 EVFDELHFIRHEL . B 26 ISR T KIITEBZTRBINE R A

26. XHWEF—0N ECDH IZkHFEIL

@ | - - Device 1 and device 2 want to securely communicate using BLE
Device 3 A=23 B=5 Device 3 is passively eavesdropping

N ' - Devices 1 and 2 agree to use two integers:

Device 1 _ BLE :, Device 2 “A" a prime integer, for example A = 23
g:és C a=23 | g:ga “B” a primitive root modulo’ of “A”, for example B = 5

B=5 Device 3 monitors the BLE data packets to find “A” and “B”

@ . A=23 B=5 Device 1 chooses a secret integer “C”, for example C = 6
Device 3 Ef; Ef 1?9 Device 1 sends device 2 “E” calculated as E = BSmod A = 56 mod 23 = 8
T Device 2 chooses a secret integer “D”, for example D = 15
1 i . Device 2 sends device 1 “F” calculated as F = B® mod A = 5" mod 23 = 19
;'33‘5'3“ 1 i EE‘Q’fe 2 Device 3 monitors the BLE data packets to find “E” and “F”
B=5 BELEL | B=5
C=6 E=8 D=15
E=5mod23=8 F=19 E=8
F=19 F=5%mod23=19
@ A=23 B=35 Device 1 calculates the shared secret “G” as follows: G = FC mod A= 198 mod 23 =2
Device3 27 P77 Device 2 calculates the shared secret “G” as G = EP mod A = 815 mod 23 = 2
G=2 Device 3 cannot calculate the shared secret “G” because it does not have the values of “C” and “D”

Device 1 Device 2
A=23 A=23 The actual numbers used for LE Secure Connections are 256 bits long
gzg gZ?E The shared secret G is the Diffie-Hellman key and provides 256 bits of randomness
E=5'mod23=8 E=8
F=19 F=5%mod23 =19
G=19mod23=2 G=8"mod23=2

1T primitive root modulol(=Z2UL\TIE. George E. Andrews 2 [Number TheoryJ] (ISBN-10:0486682528) %S L TfZ&LY,
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B

FEE (MITM) E(Cx3 551
LTOHiIE, LE £Fa7 aRviay R—RORT7YIY OHIELLE, /\XF— AN, BLUFES (O0B) 7V IT—3av
ETIHREDLSIZ MITM OREZEFHSMDWTEHRBALET,

HELBRTFTYI—3y T

27 121 B E 7YY IT—230 ETIIAMN LE %27 aARIIaVIZERINBEORTY VS TO+EXDEEE
17_'_:) l %ﬁ_\bi‘g—o

27. BUELL B DERFART—T 1

Initiating Device Responding Device
(LL Master) (LL Slave)

Select random Na Select random Nb

Compute commitment:
Cb = f4(PKa, Pkb, Nb, 0)

Cb

Na

Note:
Nb Nais a 128-bitrandom number generated by the
nitiating device
Nb is a 128-bitrandom number generated by the
Check commitment: responding device
Cb = f4(PKa, Pkb, Nb, 0) PKa and PKb are the public keys of the initiating
and responding device. These are exchanged
I during the public key exchange stage of phase 2
Display: Display: Cb is the commitment value calculated by the
Va = g2(PKa, Pkb, Na, Nb) Vb = g2(PKa, Pkb, Na, Nb) responding device and checked by the initiating
device
f4 and g2 are AES-CMAC based encryption
functions
Vaand Vb are 6 digit numbers that are displayed
Proceed to Authentication Stage 2 Only If User Confirms Va = Vb to the user by the initiating and responding
devices respectively

BELE 7Y T—23Y ETILIE MTM ORELZFLETA-OICUTORIAFELEALEYT .

B EETNARIE RETNAADER (Na) ZZIET BRI, EET/NAADEL (Nb) EMAD BLE T/34 RD A
F—TiHEINzaIYRAUME (Cb) ZEBALETNIERYER A,

n BETNARIE GET /A RDEE (Nb) #2{ET BRI, HBIET /A RDEH (Na) #HBLAETNITHEYER A,

B RETNARIE GET /A RDOEE (Nb) #ZELE. ASYPAUME (Cb) ZF v ILETNIERYER A,

28 [ZIE. MITM B ENET BT NS REEHELZBLTHD ., BIETNAREEAKER BT 2T U ERLET,
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28. MITM BEENFTIEET NS REEAHERBLTM L., RIET N REEHEXH

Responding Device

Initiating Device
MITM Attacker (LL Slave)

(LL Master)

Select random Na Selectrandom Ne Select random Nb

Compute commitment:
Cb = f4(PKa, Pkb, Nb, 0)

Cb

Nc

Nb

Cb

Note:
Na is a 128-bit random number generated by the
Nb initiating device
Nb is a 128-bitrandom number generated by the
responding device

Check commitment: Nc is the 128-bitrandom number of the MITM
Cb = f4(PKa, Pkb, Nb, 0) attacker
PKa and PKb are the public keys of the initiating
‘ and responding device. These are exchanged
Display: Display during the public key exchange stage of phase 2

. Cb is the commitment value calculated by the
Va = g2(PKa, Pkb, Na, Nb) Vb = g2(PKa, Pkb, Ne, Nb) responding device and checked by the initiating
T T device
f4 and g2 are AES-CMAC based encryption

functions
Va and Vb are 6 digit numbers that are displayed
to the user by the initiating and responding
devices respectively

Authentication fails because Va # Vb

28 B oM BESIC. WEFIFLET/NARADEH (Nb) [C7IERTHHIC. KBEODEL (Nc) &RET/N\IREH
BALAHNEGYERA, COF=H. BAD BLE TNARIEELED 6 HDEZRTRL. ZORR. 1—F—LRRShi-fE
EHERT DRFICEREERRELTYET

29 [2IF MITM REBENET RIET NAREABERBLTHS, GET NS REEBERIET S FIAERLET,
29. MITM IEENF T RIET NAREAHERBLTHM G, BET /NAREEHEXH

Initiating Device Responding Device
(LL Master) MITH Attacker (LL Slave)

Selectrandom Na Selectrandom Nc Selectrandom Nb

Compute commitment:
Cc = f4(PKa, Pkb, Nc, 0)

Ce

Na

Check commitment: Compute commitment
Cc = f4(PKa, Pkb, Nc, 0) Cb = f4{PKa, Pkb, Nb, 0)

Note:

Cb Na is a 128-bit random number generated by the

initiating device

Nb is a 128-bit random number generated by the

responding device

Nc is the 128-bit random number of the MITM

N attacker

PKa and PKb are the public keys of the initiating

and responding device. These are exchanged

Display: Display: during the public key exchange stage of phase 2

Va = g2(PKa, Pkb, Na, Nc) Vb = g2(PKa, Pkb, Na, Nb) Cc and Cb are the commitment values of the
attacker and the responding device respectively

I I f4 and g2 are AES-CMAC based encryption

functions

Authentication fails because Va # Vb Va and Vb are 6 digit numbers that are displayed

to the user by the initiating and responding

devices respectively

Na

29 MM BESIC, KBEHIIRET/NARDEE (Na) Z7I/ERT BRI, KEEOIIVRAVME (Cc) ZHET/A
ARERFLGTNIERYFE R A BRIET/NARIEAZSVRAVMEEF VI T EHIET. REENRET NI RADIEEELE
LEWEKSICLET, SOz mAD BLE T/ RITELD 6 HIDEEZRTL. TOHRRE. 1 —F—DRRSINI-BEEER
THRFICRRARRELYET,
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B.2 NARX—AAT7YII—3y ETIL
30 I2IE  IRRFE—AATYSI—230 ETILA LE X7 aRILavIZERENIEBEORT)VS TOXDEE;
17_'_:) l Eﬁ_\bi‘g—o

30. ARFXF—ANDRERT—D 1

Initiating Device Responding Device
(LL Master) (LL Slave)

6-digit i.e. 20-bit passkey B-digit i.e. 20-bit passkey
entered by user = ra entered by user=rb

! )

Execute 20 times (i=1,2,...., 20) X
i Selectrandom Nai — once for each bit of the passkey Selectrandom Nbi
i
i

Compute commitment:
Cai = f4(Pka, PKb, Nai, rai)

Compute commitment:
Cbi = f4(Pkb, PKa, Nbi, rbi)

Cai Note:
ra=rb is the passkey entered by the user on both
Cbi BLE devices
Nai and Nbi are 128-bit random numbers. New
A 128-bitrandom numbers are generated for each
ai

bit of the passkey (Nai = Na1, Na2....Na20and
Nbi = Nb1, Nb2.....Nb20)

Check commitment: 1 Rai and rbi represent the /" bit of the passkey
Cai = f4(Pka, PKb, Nai, rbi) | 1 Wherei=1.2....20)

PKa and PKb are the public keys of the initiating
and responding device. These are exchanged
during the public key exchange stage of phase 2
Cbi is the commitment value calculated by the
responding device and checked by the initiating
device
Cai is the commitment value calculated by the

Check commitment:

Cbi = f4(Pkb, PKa, rai)

initiating device and checked by the
respondingdevice

Proceed to authentication stage 2 only if commitment checks pass on both BLE Devices for 20 bits in the passkey #4 s an AES-CMAC based encryption function

NRF—AATIVI—2ay ETILIEMITM OREZFFIET 5O TOREFEREZFERLET,

WADBLE TNARIE, A—F—ANELTHBED 6 HFEIL 20 EVRD/ISRF— (ra & tb) #ZIELFET,
ATV 3~T [E ISRF—ADEFNEFNDE YL (THbhHE.i=1,2,....20) ITHLTRYIRSNET,
A M BLE T/3A R (& 128 EwhDELEL (Nai & Nbi) #ZIRLET
FIETINARIE, TAD BLE T/ RADABIF— (PKa & PKb), 128 EYrDELEL (Nai) LU/ IRF—D i ZFED
Ewb (rai) CHEINFOIYEAVME (Ca)) 2HBLET,
5 WBETNARIEL WAD BLE THNARADARF— (PKa & PKb), 128 EvrDELE (Nbi)) BLU/NRF—D i BEED
Ewb (rbi) TEHEINFOIYEAVME (Chi) Z2HBLET,
FHIETNARIF 128 EVFDELS (Nai) ZETNAREEFLET,
IEETNARIERIET/INAAD 128 EVhELEL (Nai) #FEALTRETNNAIANDRZIELLOSYRAVNME (Ca) &
FrvILET, FovINEHELIGE . BET /NI RIL 128 EVMELEL (Nbi) ZRIET /NI REXFLET,
8. HRETNARIE.EET/NARD 128 EVralEh (Nbi) #FEALTRET N/ ANLZIELIzOIVRAVME (Cbi) &
FIvILET, FIvINEBLEEE. RETNIRIERTYLT TORRERGELET,
IRRAF—AATIII—230 ETLOFRDIE SARF—DHLTD (EVhT D) OXRTT, RETNIRABLUEE
TNAREBEDHYES MITM BE L, BLE T/AARNIAZVRAVMEDFzVIDFERERELTRTYLY TOowR%E
T BHEIZ, SRF—D 2EYMIDAT IR TEEY  BIELRT VI I -3y ETIVICHRDE RNRF—AHNTY
DI—3Y ETILOTA)YRE, FBEEFEOD 20 BORYEREL (/SRF—OEYRZEIZ 1 E) DfzHRT7Y2S FOotRIC
EEEANMINBIETT,

P wbdPE

B.3  #ig4l (O0B) 7YLI—Yay TN
OOB BEIEH MITM I L THiEAH ST, 00B 7YYL I—3r ETFIILE MITM BEBIZH L THEAHYET , OOB
FIYLI—23y EFILDEHETFAYIME.EAD BLE TNARABIEDEHIZ BLE A2 4—Tx—XIZMAT
OOB AU A—Jx—RZEWARITNIEE SN ETT, 00B /2 A—T2—ADT=H ., BLE T/AAADIRMIEMLET,
OOB 7YY I—Yay EFILDOEHMIZDLTIE, IBluetooth Core Specification Version 4.2 1M 3 &, % H &, 2.3.5.6
HESRBLTEELY,
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HETERE
XE4: AN99209- PSoC®4 BLE & U PRoC™ BLE: Bluetooth LE 4.2 D&
XE%HE: 002-15739

kR ECN #17H EENAE

bid 5403984 | 08/22/2016 | Z#IFBEEEKR 001-99209 Rev. *%EIERL 1= BAEERR 002-15739 Rev. * T,

*A 6930940 | 07/22/2020 | ZhIFZEEERR 001-99209 Rev. *A #FERL7- A AFEhR 002-15739 Rev. *A TY,
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D —IVRE DA REARFE &R R DR —

HATLRIE,. BEM. Y)a—3y o8 — A—H—REE, BIURTREBEOHRNEIRVET—IZFREBELTVET . FHK
DEBFYDA I« RIZDNTIX, HA4TLRAOOY — 30 R—UFTELZSLY,

S PSoC®Vl)a—Yay

Arm® Cortex® Microcontrollers cypress.com/arm PSoC 1 | PSoC 3| PSoC 4 | PSoC 5LP | PSoC 6 MCU
HHA cypress.com/automotive

o0v9&INYITF cypress.com/clocks ﬂv{jbxﬁﬁﬁ%:slzi’f
AVB—T1—2X cypress.com/interface AZa=F4 | YU TILa—F|Projects | ETA | TRY |
I0T(E/ DA EZ—FYR) cypress.com/iot kL—=>% | Components

AEI) cypress.com/memory TFH=AIL HR—p

JAonarvko—7 cypress.com/mcu cypress.com/support

PSoC cypress.com/psoc

TBRAIC cypress.com/pmic

BYF vy cypress.com/touch

UsSB arvkA—5— cypress.com/usb

JTAYL R cypress.com/wireless

FETERTHETDMIRTOBFEREFBHEREZ. ThETNOFREEIRELET,
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