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PSoC Creator #F8h
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BUENTHERS: K%+ Help >Documentation > Quick Start Guide. A#8Ei$#24 T 57K PSoC Creator 5 H
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& BLE_FindMe cywrkc

1] BLE_Wircless_Power_Receiver cywrk
&R LLEEPELL R ik I B.=_fovle Noteaion_Cortr S oy

E] BLE_Heart_Rate_Sensor cywrk
It BLE_OTA_HID_Keyboard cywrk
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Quick Start Guide
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Examples and Kits
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PSoC Programmer

k% T PSoC Creator fUiHfil4h, #iRn] LIRSS GitHub PsaC 3
PSoC 4
%
75kl ZE Hp ) BLE /-l E . PSoC 5LP
PSoC 4 BLE
FReC BLE
o S > —
5] 3. AL 7= 1 351 H
Find Code Example = = =
Deviee famiy: [PSoC 4200 BLE +] | Docmentatioh /" sample Code | | av
Fiter by: BLE] - int main() A
J {
5LE AleriNlotitication = CYSLE_API RESULT T apiResult;
BLE_Apple_Notification_Client - - -
BLE Battery_Level CyGloballntEnable;
BLE_Blood_Pressure_Sensor
BLE_Centinucus_Glucose_Monitering_Senser apiResult = CyBle Start (StackEventHandler);
BLE_Cycling_Sensor
BLE_Device Information_Service if (apiResult != CYBLE ERRCR OK)
BLE_Environmental_Sensing 1
BLE_External_Memory Bootloadable L /* BLE stack initialization failed, check you:
BLE_External_Memory_Bootloader 3 CYRSSERT (0) ;
BLE_FindMe
BLE_Glucose_Meter
BLE Heart Rate Collector CyBle TasRegisterAttrCallback(IasEventHandler);
BLE_Heart_Rate_Sensor
BLE HID_Keyboard f“r (i) i
E\LE_;I;_’\;DI;SE static uint8 toggleTimeout = 0; ‘E
-rar Mode L CYSLE_BLESS_STATE T blessState; 4
BLEIPSP_Router uint# incrStatus;
BLE_Mavigation
BLE_OTA FixedStack_Bootloadable /* Single APT call to service all the BLE sta
BLE_OTA FixedStack Bootloader * called at least once in a BLE connection i1
BLE_OTA_UpgradableStack_HID_Keyboard CyBle ProcessEvents();
BLE_OTA_UpgradableStackExample_Launcher
BLE_OTA_UpgradableStackExample_Stack o s LSS i
DIC Mhave Al
| Create Project | Cancel
4
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4 BLE 4.2 R/

WA 42 MENHET T =AEE8E: LE SR REY R, %2 (LD REMRIFE L e, THFETX
BB R REAT T VAR U o

5 LEBHEAKEY B

BERR)Z (LL) 72 BLE Tk —#84r, HTSLBU . 3. E IR FFER.

K 4 BRpRERZHEEAKBR. EASHEANTEER: FE. Wik, VST (PDUDY FE A TR KRR
(CRC) . fE) " #. HAfisid midseny i fE i H ) #8538 PDU iR a. T T 588 i uR R a2
W R iE PDU &

B 4. 858 2SR A%

Preamble | Access Address Data Protocol Data Unit (PDU) CRC
(1 byte) (4 bytes) (2 to 257 bytes in BLE 4.2 & 2 to 33 bytes in BLE 4.1) | (3 bytes)

HARiEIE PDU @5 —A 16 AZAISICrE. —MRETTIRE payload CFRLGED 7 BORl—ANHT R 5 B 5 B &
(MIC) FB. fEHF 4.2 ¥iju, ¥UEEE PDU F payload R KK BRI 27 53] 251 735, MiE%L
PEIEIE R F R R R 10 f5 GESHBERNFIEE—THAE) .

K 5 BoniR T 4.2 i F 4.1 HEdE@iE PDU KZER.
5. W A HITEIRAS 4.2 F1 4.1 # Y LE $¥E@ 18 PDU

Data Channel PDU in LL 4.2

Header Payload ( max of 251 bytes) ;IC_ (3; b;s)_|
(16 bits) -
\ T
\ T~
\ ——
\ —~—
\ T~
LLID | NESN SN MD RFU Length
(2 bits) | (1 bit) | (1 bit) | (1 bit) | (3 bits) (8 hits)
LSB Data Channel PDU in LL 4.1 MSB
Header Payload ( max of 27 bytes ) MIC (32 bits) |
(16 bits) v Y e Sebits)
\ T _
\ -
\ T _ RFU — Reserved For
\ — - - Future Use
\ T~
LLID | NESN SN MD RFU Length RFU
(2 bits) | (1 bit) | (1 bit) | (1 bit) | (3 bits) (5 bits) (3 bits)

S SO P B Bt R R SK SO OB 7 1 8 SO R K BN 5 AL GIEZF 4.1 Hn#l 8 i (IS
4.2) , MR ETBMEM 31 NEI 255, hna st e 6 B B A (MIC) KN 4 715, B,
W 4.2 MR 4.1 MTEH K AT payload 7 BUK 735108 2561 7 A0 27 515, EAE TSk SCAF R AL T B 9
SEE O TEIRA 4.2 55 6 % B #iHhEE 2.4 EAHIAZR.
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T2 I A A A TR TR R SR W e AR AN R T R R B A R payload K, GnlE 6 BN i BN HTAS N
% Z¥5H) PDU (LL_LENGTH_REQ A1 LL_LENGTH_RSP) , AJRAS e 4% LIk payload K& . & AT A&HH)
K payload KEEHFAN MaxTxOctets, T4 AU HI K payload KB A MaxRxOctets. Tzfrf&ii (TX)
U (RX) [ payload K JERUR T HHREK BT . Hp, s£hs TX 1) payload K ¥/ F#E MaxTxOctets Flx} 45 %
% MaxRxOctets S8 & HE/NIAME; FFE, bR RX [ payload & & F# MaxRxOctets F1%} &5 % %
MaxTxOctets ZH i rF i /MUIRME . 2826 payload FBHKEERIAKH 27 531, BHBIBIEKE R %
BoNIE. BEE| LL_LENGTH_REQ PDU i, ASLRFZIFMEM %2 LL_UNKNOWN_RSP PDU #TMiRN . $KJ5
R E R K E BN N 27 111 payload.

Kl 6. Kot KR R Y

Link Layer Master Link Layer Slave

LL_LENGTH_REQ
( MaxRxOctets, MaxTxOctets)

LL_LENGTH_RSP

TX payload size = ( MaxRxOctets, MaxTxOctets) TX payload size =
min(MaxTxOctects of ~ min(MaxTxOctects of slave
master,MaxRXOctets of slave) ,MaxRXOctets of master)
RX payload size = RX payload size =
min(MaxRxOctects of min(MaxRxOctects of slave,
master,MaxTXOctets of slave) MaxTXOctets of master)
51 MR
i LE B KRy e, SRR A FRCIIRE, JFRERE A A AR B . ARG IR AT, R
i A2 AR 2 A

m > BLE BIA#SESORF LE Bl B KLY R
n SEBBERR RN R LR o0 (MTU) (23 741 IIRGT

5.1.1 BERHFHE
i LE BUR K EY R, Sk Enat 8t 2.6 . £ LEAET, B 4 B Z8aE s,
& 5 SRR BEEE PDU H AR TB. Hid, MIC FB Rk in7eEdE% payload $iiliE PDU w803 Hi 4
.

Payload FEBUAZEN, 88 @0 R IEALHI FN 80 us. 24 payload B4y alh 27 =17 GEF 4.1 %4%) 1 251 715
GET 4.2 W& B, B R B30 6 s K AR T 7] 237 328 ps Al 2120 ps.

7 BRHRIES 4.1 N 4.2 S EAEEEERR A R O BE R E A . AR RARIRER S UL NS SRR
(payload K/NJg 0) f1—4 RX. 150 us [BMifakg (T_IFS) . — M & &K payload (IEHEEM TX LLM T_IFS, B
FIRAET A RX#RMERLIE. X, MESZEF. £ FEPE A RXIUME B, B4 TXBdRaMHIA, JEITE
BEATHT DAL
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5.1.2

7. HEBR AL

4.1 Link Layer Transaction

r - 7‘ r—
\ Rx | TX (27-Bytes \

| | T_IFS Payload with MIC) |

\
RX |
T_IFS | \

-
>

“— - >
80 us 150 ps 328 pus 150 ps

4.2 Link Layer Transaction

T

\
! RX | TX (251-Bytes Payload with MIC) | RX |
\

\ T_IFS TIFS | |
| | -
<+t —t———————————————p-a——p

80 pus 150 ps 2120 ps 150 ps

ZEE E R EE (R BLE MhsURH = B0 B AT ki) e -
Hk 2 = Payload K&/ SAE i AER [A]

TR 4.1 W45, payload KN 27 F75 (216 i) , I HERALHIRIEFER Ay 708 ps. Fit, #Hit bRt
A3k 298 kbps.

VT 4.2 %4, payload KFFHy 251 45 (2008 £7) , IF HALMHEAE T EN 8 2500 ps. Kk, i b Rfsm:
WAL 784 kKops. AL, WA 4.2 WA EIS AL RRES 4.1 BEN 2.6 .

& Zh #E
FEREHBRMT, 8 LE Bl K Y AR rT IR A Il 98, T R &8 1F e

S 41 wEML, BT 4.2 Wi T E R IUE D AR E R et et 2 AR . IR TR SISO AR AL T R
RIS E], I Hse % RENS OREFAR D FERE RIS R SE A, AT B B K- 25 LA o

K 8 MM T ML (B3R Z 1) payload KN 135 1) 7R 4.1 W&, % 135 Fi KM payload FBA 4
RENKEN 27 751 payload, JEEE 5 MEMERIEL. T 4.2 s, 7TERAME R /E T K% 135
FH KK payload.

K 8. 135 =5 AL i 51

4.1 Compliant Link Layer Slave

X TIFS ™ TIFS X TFS ™ TFS X TFS ™ ™ TFS ™
- - - - -
27 bytes 27 bytes 27 bytes 27 bytes 27 bytes

4.2 Compliant Link Layer Slave

TX

A
A\

135 bytes
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5.1.3

5.2

5.3
5.3.1

5.3.2

AN B H B

AXFRA TG AR TX A1 RX % . EHEMTA L% (OTA) BEHEEHSNH. XN AR RX J7 K
WoERE, FH TX A BRI SE R, BERPEANFR T, BT NREH MaxTxOctets 1 MaxRxOctets 1% &1
ffE. Fl4n, 4395 MaxTxOctets fll MaxRxOctets IME B N 251 75 27 745, {Fal e &4 7 ) LIRS KAr5e .
F#E, 43 3% MaxTxOctets Al MaxRxOctets F{E B 27 7F5 A1 251 735, {H ] E R ) FR A6 KA 98

B2 A

m @I BLE K2 S#E (Audio-over-BLE) REMS ] I S i Ay 8 ok B AL 46 208 P 5 (1 A

m EfEIE (OTA) G SEFT L A% ml 7 BRI R N e, IF RERS BRIRIIAE -

w EEMPMGCRAECE SO (IPSP) $di G ar b AT PR Bt e, AT AT LI BRAGHIN AN A a5 A
mEAE A E KA EEE payload B AT BUINRZ MBS th R 1D SRR L .

fE PSoC Creator FHF&AE LE IR QKB BE MR &P H

HEEE

B LE B KEY REE, HIKRITH GAP Settings > General T, #RE4>5I7E Link Layer max TX
payload size (bytes)fl Link Layer max RX payload size (bytes)iErhit#%i&E & BLE 414 MaxTxOctets A
MaxRxOctets ({5 (Qil&l 9 fim)

K 9. ic & BLE A fFH 1 LE Bl K Y e S KL

Neme:  BLE
General Proﬁlesl Wsenings"l L2CAP Settings | Advanced | Builtin q4b
General F=DRWEL address
- e
etisemert settings

Public address (Company ID - Company assigned):  00A050-00001e

[7] Siicon generated "Company assigned" part of device address

ser configuration section of the supervisory flash
device address for mass production

e i) You can usethe u

i Peripheral prefemed conne| | ¥ 10 gore the public
‘\ Securty
Device name: BLE 4.2 Project

| Aopearance:

Atrbute MTU size (ytes): 244

Link layer max TX payload size (bytes): 251
Link layer max RX payload size (bytes): 251 &
Adv/Scan TX power level (dBm): 3 -
ConnectionTX power level (dBm):

<[

,,
s

IR
HEATIESE A, BLE HEHCR AL E) B SR8 AL AFEC B 50 S5 & i TX Al RX 1) payload K. % 2 K45 7 %F BLE H#
RFMAFR . SV LR RE LE B0 QK Y R AT R 2EAT 1B

%R 2. BLE HERCH LUK ALRE LE Hds K LY e P T 5 24T O A

BLE EARTARATR AR B A ERAE

CYBLE_EVT GAP DATA LENGTH CHANGE iy R TXR RX K EhsE s

WWwWWw.cypress.com A4S 002-15738 fiRA** 8
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5.3.3

i CYBLE EVT GAP DATA LENGTH CHANGE BLE HERRFFAF, WIRZI&EHE: OVl msmo &l payload
RPN . B iZEA, B EGSIEIZEE FRK TX A RX #) payload )X ~HHIAE (k.

3P T T SRR LE Bn e KEEY AR AR API B3R (LRGN A ©
R 3. 3HF LE B WK Y RAHHTHET AP

API LEH

CyBle GapSetDataLength BEFI TX payload JX~F,  H T E0 A FE SR FE 7

BAER S, Wil CyBle_GapSetDatalLength API, &1 LLFER 5 MaxTxOctets 241, % API #I4E1b—ANH
HHEBERKEETERF. ZBF %R E, KB &R MEIKW© payload R F # i
CYBLE EVT GAP DATA LENGTH CHANGE F{:#liBHI% M.

L% BLE h iR API 15 R, #5253 BLE 4141 50E Tt

%175 H
PSoC Creator HT#2 L) BLE_4.2_DatalLength_Security_Privacy 7~#5H# A T LE B0 KEY Easrt. il
KIXiL#E PSoC Creator > File > Code Example J-#4 ik Wit &y BLE, 7] LLREZREIIE, il 10 fios.

 10. BLE 4.2 ;=55 H

r B

Device family: | Al Y] Documentation }/Sample Code i] 4k

F . ES0CE Crestor™ Exampie Froject

BLE:AppIe_Notification_CIient BLE 4.2 Data Length Security Privacy
BLE_Battery_Level 1.0 |

BLE_Blood_Pressure_Sensor

BLE_Continucus_Glucose_Monitoring_Sensor 3 Features

weli + Peripheral e
BLE_Cycling_Sensor + LE Dits Packet Lencsh Extens:
BLE_Device_Infermation_Service + Authenticated LE Secure Connactions pairing with encryption
BLE_Envirenmental_Sensing = Link Layer Privacy
BLE_External_Memory_Bootloadable i » LED status indication
BLE_External_Memeory_Bootloader . .
BLE FindMe Development Kit Configuration

Default CYSCKIT-042 BLE Pioneer Kit configuration with CYBCKIT-143A PSoC 4 BLE 258KB
BLE_Glucose_Meter Module and CYSS7T CySmart BLE 4.2 LSS Dongle which support Bluetooth 4.2 features.

BLE_Heart_Rate Collector
BLE_Heart_Rate Sensor
BLE_HID_Keyboard

General Description
This example pmject demonstrates the new BLE 42 features of the BLE PSol Creator
Component.

BLE_HID _Mouse LE Data Packet Length Extension increases the speed and relisbility of data transfer between
Bluetooth Low Enengy devices. It creates bigger packets allowing dewices to transfer data up to
BLE_IPSP_Node 2.5 times faster than with previous versions. Theorstical maximum throughput is up to 600 kbps.
DI TACT Db 57 Increased data transfer speeds and packst capacity will reduce transmission emors, thus leading S
Create Project ] l Cancel ] J

RTIFE R ik

FEXTHR 2P AS BLE WA MVERI S H S i 72 . Z o e =AM B, W 11 PR, LE 242
WA 4.2 M AEN AR 2 2Tee. N 7 MHE T AR HIA S EOTE B ERME (FIPS) &k (b
Fx Elliptic Curve Diffie-Hellman (ECDH) ) AR T A HMIHFET . BLE R H I OCEREL AL 1 i 2 AR P94~ BLE
W% B N S Th e B e FE X IR RO R . BEOF 4.2 MG T — AN RSB AL, RIET R (NC)

WWwWWw.cypress.com A4S 002-15738 fiRA** 9
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6.1
6.1.1

B 11, Eexat AR

Initiating Device Responding Device
(LL Master) (LL Slave)
I |
Connection Established

Phase 1: Pairing Parameter Exchange

A

Phase 2: Authentication And Key Generation

A

Phase 3: Key Exchange

| Paired

AR TR S B, WU LE AR A B
B

P % B Bt 1
FEBCS BB — AN Berb s WIAG AL o A 8250 5 REAT SC e it 2 8 (i AN ZhRE . UG EDRARE . a0
LA AR (OOB) #UEMI AT FHME) o LE AR GECK AT LE “e AR 55 — AN EC I BOR AR IR CanfEl 12 B .

K 12. LE xR ER 1

Initiating Device Responding Device
(LL Master) (LL Slave)
I I
Connection Established

Security Request (Optional)

Pairing Request: I/O capability, authentication requirement flags, OOB data flag,
max encryption key size, initiator and responder key distribution

Pairing Response: I/0O capability, authentication requirement flags, OOB data flag,
max encryption key size, initiator and responder key distribution

| Pairing Phase 1 Complete |

YIEA RS CBERS 2 E B4 BREHE R AT SET e, WS % CUNBERE 2 MBS 16 38 o T 5o i o7 iy i
H N7 o T2 10 15 6 38 W] DU 22 41 SR Ay A SR AR AL X i A2

IMEESRIFERBT S —5 0. T 4.2 @&, TSR ET LRI A7, BZ4aeEs (SC) M
fefg, B 13 BRHRTET 4.1 80 4.2 4D IR S BAVGEE R R L.

WWW.Cypress.com CASG S 002-15738 R Ar* 10
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13. fic XS4

Pairing Parameters in Bluetooth 4.2

» Authentication |Max Encryption Key Initiator Key Responder Key
(fgdf;) IIO(‘ICT)pa:)lhty OOI(BwDbati)F\ag Requirement Flag Size Distribution Distribution
v v v (1 byte) (1 byte) (1 byte) (1 byte)
- ~
- ~
P ~
. ~
- ~
- ~
. ~
. ~
- ~
. ~
Pid S
P \‘-\
g S
/’ \\
Bonding_Flags MITM SC Keypress Reserved
(2 bits) (1bit) | (1bit) (1 bit) (3 bits)
Pairing Parameters in Bluetooth 4.1
L Authentication | Max Encryption Key Initiator Key Responder Key
(fgdtee) "O(::i';fg;llty 00?1?33‘;?39 Requirement Flag Size Distribution Distribution
Y Y (1 byte) (1 byte) (1 byte) (1 byte)
. ~
- ~
. ~
/, \\
P ~
, ~
e \\\
,” \\\
P ~
”, \‘\
” ‘\
Bonding_Flags | MITM Reserved
(2 bits) (1 bit) (5 bits)

5 AN HOG B B lext 75 ARBORRBE AL B k T 58 — M Beh B ac e i S 8. 58 = AN B0 B BT AR A BATR DU s T 32

ELORTRAETY
m  JustWorks (HE &R
®  Numeric Comparison (W — UEH T LE Z4EH)
m  Passkey Entry (J7fg5RL)
Out Of Band (#4145 — OOB)
R 4. E LE RATER I RBAR

[l A&
W H OOB #i#fitrL | KRitE OOB F#trt WE MITM KEEHE MITM
B E OOB %i#fitr fiif OOB i/ OOB
& K E OOB Hifibnrds {# i} OOB K MITM
E WHE MITM f#H 110 D f# 1 11O Thik
y REE MITM f# 7 1/O Thig A8 fi] “Just Works”
e

R 4 SRR RIEE—ANBRIRH I S5, WATE LE AR e 5 RO I B R . 7E LE %
WERAIG AN B 5 430 B Display A1 Yes/No 1/0 Iifig, 33 Display 1 Keyboard 1/0 Ihfig, B4R LA
i B LEA R SR AR 2 . B S8 06 7 AZ VO RR A 4.2 55 3 46 H #4058 2 EWHINE, A TIRAE—A8H 4 BLE

fiEfkT,
B SCFF LE RGO PERIE DL T, Wi AR AR 1/O DhRE A2 IR .

Www.Ccypress.com
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6.1.2

6.1.3

B X By Bk 2
AR BT BRI (MITM) B RAE USR8 BLE BE3E R 2% 57 A2 7o

76 LE MBS RC R, 7T DM F— NI 2540 (0: Just Works #5781 6 $#8l 20 fiz: Passkey Entry #%. 128 fir:
OOB ##4Y) KRFF ] IN% BLE SN ZH . ZIni 242Kl BLE SEACHMBENIEHE . 265 LE RS E A 1
BE, WSHE T NIZINEHAR 4.2 5 3% H 5 2.3.5 AR

LE 24 5 AN B BLER = AN B, & 14 Biw.
K 14. LE &R 28 B B

Initiating Device Responding Device
(LL Master) (LL slave)

Public Key Exchange

Authentication Stage 1

Authentication Stage 2

l LE Secure Connections Pairing Phase 2 Complete |
TENA AT B, WIGA B & A B % 240 B e AT A B %8, JEFFETHE Diffie-Hellman %45, #&77 LA#EH
Elliptic-Curve Diffie-Hellman I8¢ (P256) k4:jk Diffie-Hellman %4]. i% P256 H%Xﬂ‘%&%ﬁ"]%%%@ﬁﬂ&ﬁ%%ﬂ
fENfIN . Diffie- Hellman BEHIRAA LA, BRI ALREHLIY 256 AL 3R . 1 %f%ffﬂ BeshGilr—35, T Y]
UR AL R B 15 4% ATl i ECDH SRR H5H H— A~ H (1) Diffie-Hellman %48, JfFTﬁ'ﬁE It BLE A H 4
TEINIERT B 1 9, & BLE W&KIHT EARGE, PABGEHREA (MITMD B, BN RBBE R FIUGER B 1 & A A .

WHEZYET AL (MITM) Zidi—3, T ## Numeric Comparison. Passkey Entry 1 OOB <A R (A ER T B 1
P2 R BT 1k MITM Bib I Thag . INERT B 1 iR 2R AT i B 2R 2 28 1k il i A2

EVIERT B 2 1, & BLE %4 K14 Long Term Key (kﬁﬂfﬁéﬁ LTK) , FFnsssis. v DUEFAEM B 1 J AT
A K Diffie-Hellman 2540 35 58 34 bk A1 128 47 BENLEUE 38 i X 2215 % 1 110 THRERAE Ak LTK.

WL2AK LE Z4aEBFEME 1 f1 2 MEE, BSHZET WIZITEERA 4.2 5 346 H o 2.3.5.6 EHHINAE.

B X B Bk 3

TERCKTBY B 3 HF, AT AME I ECKT B B 2 A 2B ) STK CIniREEH LE AR 4EECHD) 88 LTK CnRAEH LE 2245 Hmin)

SRhn# BLE 8. SR)5, INEEEE: DERIRAE LT % 4.

1. Identity Resolving Key CRAIMEHTEH, IRK) — FaI2—AFH T A AT RELHhE Y 128 72548

2. Connection Signature Resolving Key GEHZSAMBNTEE, CSRK) — fBHE— N T3#HT Hs 2 4 IS IE IR
W RN 128 A B

3. Long Term Key (K%, LTK) — 8RR — T R IS A L R 21 % 50 128 fif#4H. B2
BXREE, E5% T NEMTRA 4.2 5 6 % B 4> 5.1.3 B3N

4. Encrypted Diversifier (I M2WSF, EDIV) — Fa2— AT IR LE fF R RS R Frig it LTK 19 16 Ar1E
it B4R At—AE—/ LTK, #2E8# EDIV.

5. Random Number (FE#LE{H, Rand) — F&if2— AT IRHI LE fESECH I FEH BTt LTK 1) 64 SrA7 g fH
PR —ANME— LTK, #2480l Rand.

XAEAEH LE B RBCX 00 T $24E LTK. EDIV #1 Rand.

WWW.CYpress.com CASG S 002-15738 R Ar* 12
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6.2 W=t

6.2.1 HHEMREMHE
5 LE GRS ML, LE 22 &St T ERA 224, RERSRHIE MITM Bk Flg sh 53 v
Wish il ds 238 =N 4%, A TIREMA BLE &4 RIFIEE. WG 23R8 BLE SR AN %S, Wk
PnEE g, 7 LE 24EEY, T SRBpiny, #RReas hAcH# 256 4 Diffie-Hellman %47, Kk, #3053
Wr 3TN K348 (LTK) , 3R HI0ENTE BLE N%5@ 5. %1 Bluetooth 4.1, HAEiEIT OOB <A
RIBG b4 Eh BiWT . H4h, BT 128 filmit 2541, ArCliZ Ry Shae 2455, iH &R mEpsh 5 W, THRHEA
BLE &4 Wi+ LE % 4% F 1) Diffie-Hellman A8/ .
MITM Tkl 55 =N %45 D 285 i 2 5045 (AN R IO 59 4%, T T DUB O AN 4% B as e s . S bb s
FHPE A OOB REAERI AL ML SR BG4 MITM M shig. S E A (MITM) BhNE, T RixLsxe
BB R B B A MITM T80l o 305 B e 1 e o 3 R b 358 1 i N I B o ok R B, 177 L 3% 7 VR AN T SR B b (1 3 15 B
(OOB HFEFEE) .
#SICET LEAEGEA N LE 204 Bl 5 7k AR 2 5

% 5. LE A4l A A LE 22 43l (%)

Rtk LE f£ G ECH i LE ZA&FBEX T
B4 MITM R OOB Bt FH% AR O0B
FifEgesh i | OOB o

6.2.2 [IH{EREFEBEHER
AR H A LE BT T . RPN SR E TSR AR, A RBERNEEBTE LE
GAERE AL BRI R LN, A TR RS A B, W R SN, % IRE .

6.3 MNH
FI8 ARAT R AN E i 22 4 SR v B A] LA ) Bluetooth 4.2 350 22 4 T R .

6.4 B3 PSoC Creator FFRZR LE REeEREKI M

6.4.1 HHmE

BT BLE A4 URIM I E 2. Zag0). PRI ESR . Bifl MITM. 1/O B8J1. 2R DL RS BEHK A .
FAE ] LE Z24niERE, k% $E Gap Settings > Security, ZR/5¥ Security mode ¥ E N Mode 1 ¥
Security level # &~ Authenticated LE Secure Connections pairing with encryption. R¥ENHFIERKEHLE

WWW.CYpress.com RS 002-15738 A 13
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15. BLE e B H O — 74l E

Name: BLE

4 b

General | Proﬁlesl"GAPSettings ]I L2CAP Settings | Advanced | Buitin |
——|

General

- Peripheral role Securty mode: [Mode 1 'I
Advertisement settings
L. Advertisement packet Security level! Authenticated LE Secure Connections pairing witt v
Scan response packet fict paifing: Yes =
i Peripheral prefemed conne
ﬁﬂi WITH proectin: [ves 5
1/0 capabilties: [Display Yes/No v l
Bonding requirement: [Bondmg v ]
Maximum bonded devices: 8

Auto populate whitelist with bonded devices
Manimum whitelist size (hardware): 8
Maximum resolvable devices: 8 2

Encryption key size (bytes): 16 &

ok J[ ey [ comcal
6.4.2 ML

) LE 24D Rens,  NEHT [ 75 28 B DL M AR S5

w CERJR R AT ARLAT BT

BN EUT LB A M EE A E R A T ik P I RN .
m CEPR SRR

 EYL

w g R BT VA B R M EUE R T OV IE RS S,

6 HIH T LE 24 EREIIAE BLE HEARFH1E. EADFAIHIE UL R AT 3h .
* 6. i/ LE & BLE S AAH RN AT 3h

BLE HEARHA 4T

AU

L EEFTE)

CYBLE EVT GAP NUMERIC COMPARISON REQUEST | 4Rt 7 M7 b iikfiE i 6 il | Box 6 Brfi.

R P AN B2 B T s O BB oK
RIBFRFL AL NS B CEFxT 4L
T BT

CYBLE _EVT GAP_KEYPRESS NOTIFICATION

TR ERE PR ARS

6 7 X A8 B2 BRI R 1 R 1%
& L TR A B AR LR .
BUSRASUTES, T %

CYBLE EVT GAP OOB GENERATED NOTIFICATION | j#i%n OOB ##E4: i & 58k

LRI 2 BIAT3)

CYBLE EVT GAP SMP NEGOTIATED AUTH INFO

BRI A B S 5L

NP E HIAT BN

WWW.Cypress.com CASG S 002-15738 R Ar*
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m

6.4.3

7.1

7.2

7.2.1

T TRMT LE wA RN TS RE AP B .
R 7. LE & EENIH AP

API ik
CyBle GapSetSecureConnectionsOnlyMode A AE B AA F AN S HRr 2 i il
CyBle GapGenerateLocalP256Keys A R B IR O AR A 51
CyBle GapAuthSendKeyPress FIEFIRAS
CyBle GapGenerateOobData R OOB #idl:

B L T RS R APL, 2B BLE 210404 T

7~ 3 H
PSoC Creator TRt [1 5 H BLE_4.2_DatalLength_Security Privacy 87 LE Z4i#E#E. #idKkiEHF PSoC
Creator > File > Code Example JR# i i B BLE, W LAEEZREIIHE, i 10 fis.

BBRE (LL) 7%

PREZEThRE A
Al LA 48 A ik ik RiR S BLE &4 . WAE #BEE B RENITE BUEOE G &Z bt . T TE =8 #%isiE
58 = AN B % il i £ iz b b 1R 25 2 (0 RE S BRI R 2505 3l . AR ThRE AT DA SE HAZE s AME (R 2 Mo ki, I T ARG R
BLE &4 1At
RS
EF kR A
16 BN 1SE BLE 15245 1] FH 45 Pl bk 28
K 16. WA bR

v v
Public device address | | Random device address |
v 2
| Static address | | Private address
\ 2 v
Resolvable private Non-Resolvable
address private address

AW R, B A A HREMEENU L. AR A 24 AL A RIS (BT IEEE802-2001 HrifEfIZHE
ME—FRIRAT, IRy OUD M—A> 24 (LA AR S ECES (CREDMBEE I SHA—FE) o BENLBL L) A pff. sk
ARA b FASHIEREBENLIE RN 48 frdhl, HAP M REARPBREN 1. AR E AR, Fhit
RAEFEHITHUN A BB W SRR A B R AT 1 Herh — Rt bk A e . FAA Ml U e 31, X ke )
Witk BLE B ANBURER. SREBNERLN, A AT HIR A #2203 . 0 55 B Toidvh AN al il AT B AL A ik

DA M 2 T 75 2 ) S B SR Az bk . AT IO FA A L (RPAD @ MBI, STRFOR & ThRE 15 4% 7] LATH SR
HE. EANMAZEILT, BATEMRZEDRYE S FHIRE X RPA MINE. AXREMMIMMEZHMER, ESHE
F 4.2 G
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7.2.2

A BLE {25 B 30 ME—— /M Hbdik, #FONRS) (DD Hbdik. 1D #idikJe BLE & HAF ik s A bk . H4h, ix
R R A — N ST E S (RK) . @A IRK, "TLAERL BLE W &K RPA (H BLE W&HAT) FHAENT RPA
CHHXT SR & $AT) o ID HbbEA IRK MTEMST I FE A28 =AM BLdE A7 2c e . BLE 355 & BA —MAENTR, SHx4%
WA 1D Ml BLE #2445 It RPA IR IGR SR IRK BLK A T AT 1 55 15 % RPA I IRK.  fif T3 i 16— T4 i
EE 17 AR B .

17. figthr#

Identity address Local IRK Peer IRK

BLE fREB&EMENEN RPA, LIFIEERES. BLE HEARECE THEENZEN RPA HN S41. ZEIEE T 5 E LAk
BET RPA B,

RERE

B 18 BoRMIRM MRS ThEER) BLE WA Hs iR, EEd, — /NS E @RV R E CE (GAP)
FIAME, A—NEAENER GAP Hly, K GAP Il T & & (TSP IIRE VRIS B, IBERIET 4.2 ZO0M
JUMEE 3%, CH4y, #2227,

18. PN R ThRE R BLE 504 A1) T I 42

Device A Device B
(GAP Peripheral) (GAP Central)

Connectable Undirected Advertisement with AdvA = [Ap

Optional Scan Request with ScanA = JAc and AdvA=lAp

Optional Scan Response with AdvA = [Ap

Connect Request with /nitA = JAp and AdvA = JAc

Pairing Phase 1, Phase 2, Link Encryption

IRKp, IAp
Add IAc, IRKp, IRKe to Resolving List
Set RPA Timeout
Enable address resolution
Optionally add JAc to Whitelist
IRKe, lAc
Note:
Add IAp, IRKc, IRKp to Resalving List AdvA is the advertiser's address
Set RPA Timeout IAp is the Identity Address of the Peripheral device
Enable address resolution ScanA is the scanner's address.
Optionally add /4p to Whitelist IAc is the Identity Address of the Central device
InitA is the connection initiator's address
IRKp is the Identity Resolving Key of the Peripheral device
BLE Data Exchange IRKc is the Identity Resolving Key of the Central device

»

W LT TR, AR UCESESIE, GAP SN GAP rhtil ) BB IE KA BT Bn e rh A S 1D ik QAp 2
Hhi 1D Hiulik, 1Ac iEH ID HhE) o IXGEPUAAE B UOERIYIE], IS BR E A RER E X SRR 1 IRK, R R TR A
XA RPA. B REIEIE &40 120 B 4

m AEETCE R RAEAEREE BAR (KT GAP ) BT IR IEE . X RS L U GAP ARk
bl CERS#E3 bl , MAE S GAP HbHihk.

n EEREERMBER R PR SAMEER T GAP Hub A%, MMTERAMEMEEE R . FHN B
ANRERIE, BRI R AR . X AN A ATk

B OEEHER: X GAP FUL A GAP SR IEIF TSR B BIEBENIE R .

BT EEAEREA, e e BiRaan i BEEE AR, FEAE S RS . SRR B A Rl
FRERRERIEG. BT GAP HuLH GAP 4N ID Hihksl, ZEERAILAE 32 MFENMbHE (RRAVTEM#HE) .
P A FIRBIE A BLE W& TR AER Z 58 . MESLER: (BN, SMERER) WE, #ESAm—Awr
Wbtk . PIAS BLE 4 [AIZE 8@ E Lk T A0 e (R B0 A CRLFS B A 28 g di A0 ) (56 Vs i) stk Sk 180
AN AR
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7.2.3

TEECXTE R ZE =B Boh GES55E 6.1 717, TEEXERENEXREE) . GAP L Fl GAP #hEAZ#: 7 IRK F1 ID Hh
Hbo XL PN BAE R AR SR B I A A T 4. KRR AT IRK, 1D HubE R IRK BAEAETE BN B 25 b 22
. FEIZIEBL, PNREEVES T AT RPA ER, IWENIERE T RPA GBI S5, IEEEE T U@, &1
AT DR O X S5 8 24 1 1D bbb NSk & N A2 RN . A8 52 BLE W& MR ZE e, . HiE
AR RS I BT A (1 — 208 A B & ik o ANTEAT RE R A TREThRERT, A AR R, R&TE BLE Ffdin Fae
¥ BT WEANENRAE R TS RE RPA B R, RILEFEZEFESMH RPA. K 19 B2
H TSI B OERE ERTTT, SR IETE B

K 19. {# ] RPA E g

Device A Device B
(GAP Peripheral) (GAP Central)

Connectable Undirected Advertisement with AdvA = RPAp
OR
Connectable Directed Advertisement with AdvA = RPAp and InitA = RPAc

Optional Scan Request with ScanA = RPAc and AdvA=RFAp

Optional Scan Response with AdvA = RPAp

Note:
Connect Request with InitA = RPAc and AdvA = RPAp AdvA is the advertiser's address
< RPAp is the RPA of the Peripheral device
ScanA is the scanner’'s address
BLE Data Exchange RPAG is the RPA of the Central device

< >

InitA is the connection initiator’s address

I LT TR, R, P RCEAE) HRETE B AGAR A B A RPAL TR, PSR TR R iEIE AT s
EABAEMTEE =B ERER . ER, EREHENT, GAP AMA] LU I A& E 1)) Hk B & H e ) . 55 7.2.5
TR T R 4.2 (RSB SR IEHCE R R RN . AUE GAP MBS RERTE R )RR, 4 2l
TESRAFAEI L. 7E GAP AN A RS & T FEI, GAP Hub RS R IE B RIEAT ML HER, R IhEER; 1k
BRIER BLE Y& /5 R IEIE L HEAT A A5 . S i 8o 6 0T 60 H i i i SR OOE BERR s o, DR R BR R . fR
B D REAN 20 B T R B A R

TR E R (RPA) B4R
AN A T BLE fRZ B WA A B RPA. AT AT FA Huhik i =B A5 05 2 M09S, 4nl&] 20 Fios.

Kl 20. AT fgAT AL A sk A% =

LSB MSB
[ I Random part of prand I 1 I 0 ]

Hash (24 bits) prand (24 bits)
WAL 24 MiBUE (22 f2ABHLR, 2 ALRFEERD #FN prand. W&HEH prand i#id Hash A mk 24 £
hash:
hash = e(IRKioca, padding | prand ), #l¥iN 24 fif
Horre
IRKiocal = 128 17 /57 IRK
Padding = [ prand ZH7E 104 {7 LI45 3] 128 fi7
prand = 24 i BENLEE (22 AL2FENLEY, P SmA LA 1% B N 0b10)

WA ‘e’ f& 128 7 AES I KEL, 1ZKETE PSoC 4/ PRoC BLE %4 [f14E s B gl AT . eifi i 128 fir
key 1 128 177 plaintextData >K“E i encryptedData, %1 FIPS-1971 FT5E X:

encryptedData = e(key, plaintextData)
F R UL U7 0% 24 47 hash #1 24 7 prand 25 &2 RE S R pEALILEE (randomAddress ) :
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m

randomAddress = hash | prand
A AT R A HUhE A A B 21 BTR .
K 21, AT AT RA A M ) A K

MSB
LSB

‘ 0 ‘ 1 ‘ Random part of prand ‘

prand (24 bits) Hash (24 bits)
/

t

[24 bits LSB’s

I
|
—_— 128 bits output

104 bit leading zero
padded prand
(128 bits)

Encryption
function (e)

IRKoca (128 bits)

7.2.4 T RYT RN Huhk 5 R AT

mhedded In fomormoi” PSoC® 4 BLE fil PRoC™ BLE: ¥ 7 LE 4.2 it

AT BLE (RE B W FTARAT XS5 ¥ % (1 RPA. X1 &R UL RPA L% 24 fIBEHLES> (prand) 1 24 {41
#sy (hash) , @is 7.2.3 F9FTR. X HEEEAT T SURRSN, RPA IBAICE AL 24 A4/EXT SR &K hash, Hihkf
A 3 24 4724 AF prand. {1 LI Hash %04 localHash 8. 3L, sEU04 A S X S8 & FTR L1 IRK
FIM RPA $2HUA3 211 prand.

localHash = e(IRKpeer, padding | prand ), #Wik 24 {7

# localHash F1\ RPA $2EU] hash #H4TH 4. WIEE localHash [EFFHEEL hash UUER, W ZRR459 4 1 1D Mk 2k
fENT . HuhEAENTIRAE W 22 FioR .

B 22, W] ff AL A M Bk R AT

MSB LsB
‘ 0 ‘ 1 ‘ Random part of prand
prand (24 bits) Hash (24 bits)
/

104 bit zero
padded prand
(128 bits)

encryption
function (e)

- — 128 bit output

i

IRK peer (128 bits)

>

<If(LSB’s 24 bits == hash) >

<

Address resolved

Www.Cypress.com
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7.2.5 F#%1.1548% 1.2 (XL
W 4.1 PRREDIRESR NS 1.1, BT 4.2 PRRZEIIREBACON RS 1.2 BB ERE . XERNEET 4.2 F,
HohEfEAT (an RPA AT HEEERZATE . fEHF 4.2 %, MBNTRAMAL BE LR ZRN—E 50, Wk 23 B,

K 23. T 4.1 HHIRE 1.1 5T 4.2 RO 1.2 KXt

Bluetooth 4.1 Bluetooth 4.2

Host or BLE Stack Host or BLE Stack

Resolving List

Controller or Link Layer Controller or Link Layer

| Whitelist |

Whitelist

| Resolving List |

AR E R RS W A O ) RPA. A 4.2 ISR ZRER, BEM)ZE AT DUBE TR RPA SE1T#RNT
FAE IR E T LU RSN ERE R F R R, £T RPABNSHNEUE, KT 4.1 T 4.2 FHA—FE,
T 4.2, RPA MBI EUETERE N 1 #03] 11.5 NN, BRIAMEDN 900 70, RIMAEE A 4.1 7, ZEB M & BN
15 434,

73 MK

7.3.1 EIFEEFER
B 7.2.5 WA T R A AEREEE N BEIEE. TET 41, EEERENESITTIETIREA . FER
EAVIRfENT R, Fik, A8k RPA TN ID Hhllh, AR B4 9 oRIME ID bk, BT 4.2, fRbrRS8
PREM 865y, W 23 fiw. Kk, BEEZ 0] LE RN RS RPA fEHTA 1D Hitik, M (142 ok ik 1D Mk,
W 4.2 PR A TEIE TR E T W ThRE, BLE (A% 15 & Al DU E TR

7.3.2 HEEH GAP P LiE&
S A8 B A% TR ARSI % GAP Wbk, HEMZ RABMRNT R A E 4 5 rb 5T 25 3% 058 R T 3R A i B R 16 45
BLE #ifk. IXAFEAT LA/ BLE MR A BE#:/E . BLE B (Un+illt PSoC 4 BLE fl PRoC BLE) ¥ BLE H#ifk
MYELE MCU _HIEATIE:, IR 8 B S ER R, Bk, 8/ 7E BLE HERR o (1 A B4RV B Yk MCU 1) TAERF
[, [N FE RS,

7.3.3 TEeH GAP A&
S A8 A% TR THRE IR 2 GAP ML, HEMZ RO IRHT R AN A 42 8 b BT 25 3% A Rl SR AE B SR K16 44
BLE HE#%. IXEER LLIL/> BLE HEAR P A PRER(E . BLE %54 (3414 PSoC 4 BLE A1 PRoC BLE) ¥4 BLE #ifk
L{EIs4TAE MCU ERGEME, KB E L E T . Rk, /D7 BLE Heke A i AR ER 7 B 250> MCU 1 AR &,
[ PR RS ThEE .

7.3.4 HFEMHHET 4.1 FER
W 7.2.5 W, 2% 4.1 1) RPA BN #E E B A 15 204, A% 4.2 1 RPABEITTUIWE N 1 7. IR,
RPA FECE NS, 57T 4.2 /Y BLE B4 B AEIRER .
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Embedded in Tomorrow™ PSoC® 4 BLE 1 PRoC™ BLE: #% LE 4.2 }%%
7.4 R
Vr 4 B 1SR T3k i 2 AR 25 T s
IR TS, A LAEA ST e ) bl O G A T M . T R AR U 45 R B LR
i B S 4 FE BN BT EAT AT 3B AN A o = VA IR o P 1 T 5 B 45 1 DA LEAE A S T IR . K2 30 5 3
W& N GAP M. mITFIER, SAIAERES 4.1 PIOMREIIRE. BT 4.2 PR KE R LRCTh#ErE A (s
7.3.3 WHETR) R AT DA P A T
TR I 35 TR TR . B X (R S5 LR R AT LU A BLE (bRl 3849 BRI 5 H P ReFHLL . W
SRR RS, I R BT LE R R TIAE (s 7.3.1 Y TR AT LA e AR 45 BE R R IO B, IR
W L IR 45 4L I 7 9
F T 0 AR S A A 2 RPA, DRI 7E 23 PR 88 ol LSRR FH P 1 B B bl B RS THL— A GAP Ly B 415
2 R S A 8 B LT BLE S IR (H1%8 7.3.2 i) .
7.5  #id PSoC Creator JF & 18 F ¥ 8% E 45938 N
7.5.1 #HHEE

B A BLE 414415C B % K+ GAP Settings > Security i) Enable Link Layer Privacy #£30, 7 PA{# A oi2s F 5%
B E R IR SC AP, W 24 s
24, {fReIEE FHE S 2R

_
— &
|

Name: ELE
" General | Profiles 1' GAP Settings || L2CAP Settings | Advanced | Bultin q4p
General
- Peripheral role Security mode [Mode 1 -
Advertisement settings . - "
’ Securty level. [Authenticated LE Secure Connedlions paiing with encryption -
Advertisement packet

- Scan response packet Strict pairing No

I ral preferted conne
et 1/0 capabilties: [Keyboard and Display.
b Bonding requirement: [Bondng -
1o e 4 =

Enable Link Layer Privacy I
7 T — 5 -

Encryption key size {bytes). 6

4 [} ] [}

Restore Defaults
Datashest [

BALIFHIREREG, GAP AMSCE Bl GAP R4 H DBt & bk AR b AR . B SR BGZAFMERIE, GAP AMEATLLT
it GAP WL ({155 2R 75 SR b . RS, GAP AMER LM I al&E ) IR E T 5 GAP b EHER.
i@t Profiles > Generic Access > Central Address Resolution (/2 T H T RS, A LABEE oMbk @ pT 4 1t

W 25 s . X SCRFEERSR IREI B, TR E R E DY Supported, MM RE R X 25 15 -3 J i 1% /= R
(CEIFEH

[ e ][ o

Www.Ccypress.com
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25. W& FL Rk AT

| Name:  BLE i
" General /” Profiles | GAP Settings | L2CAP Settings | Advanced | Buiitin 4|
|| | 5 Add Descriptor - X 5~ - Characteristic: Central Address Resolution
B} ¢ By @ B The Fenpheral checks f the pesr device suppoits address resalution by reading the Central Addrsss Resolution characteristic before using directed
- d where the initiator address s setto a Resclvable Private Address (RPA)
=-4® Custom
P UUID: 2886
=-{8) Generic Access Name T Lengih Value
2 ‘\I:J levice Name
€ Appearance =
/) Pednbers) Brefarad i ~Central Address Resalution Support |uint8 1 Supported -
| ++© Ceniral Address Resolution s —
140 Sevice Changed liced Tt
~ L4D) Client Cr ic Corfigu| | BF
-(8) Custom Service

£(C) Data_outgoing
! (D) Client Characteristic Corfigu
{ .{D) Characteristic User Descript
=-(C) Data_incoming

D) Characteristic User Descript

« m r

7.5.2 MNHALZH
IS P [P 5 B B OR 5 4% [ R 1) DA N AT 55
m (ERE/AE ML AT
% RPA N
NIRRT RIS IR R R
B BCE SIS 4 R S
K8 HIH T & H0 BLE HERRFAF. AR5 B LR S b HEAR e 5 SR B A REAT B
% 8. BEIRE RS BLE FAFMM AT S

BLE HEARFH A FK FAULH SR ATE)

CYBLE_EVT_STACK_ON RI5ERL BLE HERRPIUA 1L WS TR

{8 B ML b AT

X H RPA I}

B I 4 SRR IR BUR

CYBLE_EVT GAP KEYINFO EXCHNGE CMPLT | 525 tfaiis #hiT s 2244 IR R IRK
B ETR
T 1 44 PR I UK

CYBLE_EVT GAPC_DIRECT ADV_REPORT bk AEAT FE B ) i 5 e
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7.5.3

7.5.4

7.5.5

A 9 R T HEHZ O N T TR AP B3R
R 9. HEERJEOR T N P ET AP

API B
CyBle GapAddDeviceToResolvingList NfENTRIIN— N5
CyBle GapRemoveDeviceFromResolvingList RN R — A%
CyBle GapSetAddressResolutionEnable A5 R 425 ) 28 Hh A b bk AT
CyBle GapSetResolvablePvtAddressTimeOut & E RPA #iHf
CyBle GapReadResolvingList BEHCYHTRIfRT R
CyBle GapReadPeerResolvableAddress TR 54 % 10 24 5 RPA Hbhik
CyBle GapReadLocalResolvableAddress BEHUCAHL % 19 24 7T RPA ik
CyBle GapGetDevSecurityKeyInfo FRIEHE IRK AE

T2 H Hh 0 3 Bk R AT AR AR R
g 7.5.1 WA, AMSCE U O TR, AR O R B SR BE R IR E R, B RIE W IR E [
N T ERE R E AT, TR CyBle GattcReadUsingCharacteristicUuid API, RIGHINEIERI S,
PR,
CYBLE_GATTC_READ_BY_TYPE_REQ_T read_by_type_req;
read_by_type_req.range.startHandle = CYBLE_GATT_ATTR_HANDLE_START_RANGE;
read_by type_req.range.endHandle = CYBLE_GATT_ATTR_HANDLE_END_RANGE;
read_by type_req.uuid.uuid16 = CYBLE_UUID_CHAR_CENTRAL_ADDRESS_RESOLUTION;
read_by type req.uuidFormat = CYBLE_GATT_16_BIT_UUID_FORMAT;
CyBle_GattcReadUsingCharacteristicUuid(cyBle_connHandle,&read_by_type_req);
WSRO B OB, &4 CYBLE EVT GATTC READ BY TYPE RSP SRR, 5t (E A bk 4
felza BT o SR A AR AR, N AT AR SE R GRS 75 (T W] IR s )
AR RAS N B e &

B H cyBle GapAddDeviceToResolvingList API, FLCRMENTER (W& 17 Fr) isin—A-#r BLE & . H
H, APHNZECN RS IRK. STEEB% IRK AR5 4 1D k.

CYBLE_GAP_RESOLVING DEVICE_ INFO T rpaInfo;

memcpy (&rpalnfo.bdAddr, &¢peer ID Addr[1],CYBLE_GAP_BD_ADDR SIZE);
rpalnfo.type = smp key->idAddrInfo[0];

memcpy (rpaInfo.locallrk,local irk,CYBLE GAP SMP IRK SIZE);
memcpy (rpalnfo.peerlrk, smp_key->irkInfo,CYBLE GAP SMP IRK SIZE);

/* Add device to resolving list */
CyBle GapAddDeviceToResolvingList (&rpalnfo);

4b¥E CYBLE EVT GAP KEYINFO EXCHNGE CMPLT FFHf, KXt45i% 4 IRK FIXtSE& 4% 1D HubbAE NBIN b . B
T ERAFIXEE . I CyBle GapGetDevSecurityKeyInfo API, FI343)5# IRK,

FAEB BRI R R A RS, FHEWMH cyBle GapRemoveDeviceFromResolvingList API, HHEIAEA&R ID
Mok .

BT RS A SELER APL, 5 EE R BLE ZU4F 400 F Ao
~ B H
B A B R R Bl (5 5, 15 & PSoC Creator $24Lf) BLE_4.2_DatalLength_Security_Privacy 7~

H. ikt PSoC Creator > File > Code Example, kI &N BLE, wLLYjliZn@IiE, Wik 10
Fim o
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8 Vs
KNG H T T LEA.2 MTEHIFThEE . FAT 55 DL A F X Se T RE AT & N A B vk o

9  FHXMAH%EIE

AN94020 — PRoC™ BLE A

AN91267 — PSoC® 4 BLE A\

AN97060 — PSoC® 4 BLE fll PROC™ BLE: ==if&4 (OTA) W #FE T4 (DFU) 1575
AN91184 — PSoC 4 BLE: #til BLE J%/f
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|l||
My
O

A BESEhEIT
Wil th £ Diffie-Hellman (ECDH) HiE ARV BLE WAEMATET LE LB RNRIXIN @3, — ML % . fixt
TR A B GAIERTEE 2) B fd L= 254 () Diffie-Hellman %49) kAR K %4 (LTK) , FHLLX BLE %
Bk TN . Diffie-Hellman 249942 4L T BENLE 256 fir, XUefi AN ToL s, i & 26 fin.

] 26. fii ] ECDH g 7.3k =24

@ _ - Device 1 and device 2 want to securely communicate using BLE
Device3 A=23 B=5 Device 3 is passively eavesdropping
" ; N Devices 1 and 2 agree to use two integers:
wace 1 _ BLE ! N wace 2 “A” a prime integer, for example A = 23
g - ;3 T A=23 g‘ N 23 “B” a primitive root modulo™ of “A”, for example B =5
B=5 Device 3 monitors the BLE data packets to find “A” and “B”
® . A=23 B=5 Device 1 chooses a secret integer “C”, for example C = 6
Device3 c=7? D=7 Device 1 sends device 2 “E” calculated as E = B¢ mod A = 55 mod 23 = 8
E=8 F=19 . . am
. Device 2 chooses a secret integer “D”, for example D = 15
. : . Device 2 sends device 1 “F" calculated as F = BP mod A = 5" mod 23 = 19
Device 1 1 Device 2 . . ,, Y
A=23 ! A=23 Device 3 monitors the BLE data packets to find “E” and “F
B=5 ELEL [ B=5
C=6 E=8 D=15
E=5mod23=8 F=19 E=8
F=19 F=5%mod23=19
@ A=23 B=5 Device 1 calculates the shared secret “G” as follows: G = F€ mod A = 198 mod 23 = 2
Device3 [’ PI7 Device 2 calculates the shared secret “G” as G = EP mod A = 815 mod 23 = 2
G=7 Device 3 cannot calculate the shared secret “G” because it does not have the values of “C" and “D”
Device 1 Device 2
A=23 A=23 The actual numbers used for LE Secure Connections are 256 bits long
g:g g:% The shared secret G is the Diffie-Hellman key and provides 256 bits of randomness
E=5'mod23=8 E=8
F=19 F=5%mod23=19
G=19mod23=2 G=8"mod23=2

LART iR “JREML” , 574 George E. Andrews %774 (ISBN-10:0486682528)
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B 5 E A (MITM) X
THAT MR TANITRET LE BRI R fF A7 .. FHMANEAIAAEE (O0B) < HAE AY [ 4
MITM it o

B.1 B FHBRBEE
B 27 BRI R VGER B 1, B RS 37 LB B AT LE 22 B F .
B 27. ¥ e ol T RIGER B 1

Initiating Device Responding Device
(LL Master) (LL Slave)

Select random Na Select random Nb

Compute commitment:
Cb = f4(PKa, Pkb, Nb, 0)

Cb

Note:
Nb Na is a 128-bit random number generated by the
initiating device
Nb is a 128-bit random number generated by the
Check commitment: responding device
Cb = f4(PKa, Pkb, Nb, 0) PKa and PKb are the public keys of the initiating
and responding device. These are exchanged
I during the public key exchange stage of phase 2

Display: Display: Chis the commitment value calculated by the

Va = g2(PKa, Pkb, Na, Nb) Vb = g2(PKa, Pkb, Na, Nb) responding device and checked by the initiating
device
} f4 and g2 are AES-CMAC based encryption
functions

Va and Vb are 6 digit numbers that are displayed
Proceed to Authentication Stage 2 Only If User Confirms Va = Vb to the user by the initiating and responding
devices respectively

Hoy USRI YA LU R YGESS KRB 8 MITM 2 i«

n ERRWCE B IRENLEE (Na) i, S 30 b B (A P WA 2 1 & BELEUE. (NDb) AP BLE BLa A A%
PHHFEARIMLEMH (Ch) .

m PR BB B LA (N A, KGR B LA = ERIRHUE (Na) .

o PRUSCE S RELEE (N 5, K& T ERELEME (Cb) .

28 SR [ MITM Zeh 8 8 4 5 Wi [ 152 6 AR A 5t 95 22 0 BEMLAEL (5 0
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P 28. MITM ey 15 26 7 5 0 2 5 4 1A R 1 4% 52 43

Initiating Device Responding Device
(LL Master) MITH Attacker (LL Slave)

Select random Na Select random Ne Select random Nb

Compute commitment:
Cb = f4{PKa, Pkb, Nb, 0)

Ch

Nb

Cb

Note:
Na is a 128-bit random number generated by the
Nb initiating device
Nb is a 128-bit random number generated by the
responding device

Check commitment: Nc is the 128-bit random number of the MITM
Cb = f4{PKa, Pkb, Nb, 0) attacker
PKa and PKb are the public keys of the initiating
| and responding device. These are exchanged
Display: Display during the public key exchange stage of phase 2

Cb is the commitment value calculated by the
Va = g2(PKa, Pkb, Na, Nb) Vb = g2(PKa, Pkb, No, Nb) responding device and checked by the m!\’natmg
T T device
f4 and g2 are AES-CMAC based encryption

functions
Va and Vb are 6 digit numbers that are displayed
to the user by the initiating and responding
devices respectively

I 28 AR, FEIRAN NG IBENLE (NbD A, Boadvid s i ZOum N i s iR e MBEHLE (Ne) o XFE,
K BLE W& P s I 2 R B R 6 #r B, BIAIE R
P 29 BRI MITM St B 4 4K U055 R 1 2 AT 17 % 26 A2 e B ATLAEL (KD 155 2 o

P 29. MITM et 15 4 1< IR 5 A e B o8 AT 2 152 46 50 40 B

Initiating Device Responding Device
(LL Master) MITI Attacker (LL Slave)

Selectrandom Na Select random Nc Select random Nb

Compute commitment:
Cc = f4(PKa, Pkb, Ne, 0)

Authentication fails because Va # Vb

Check commitment: Compute commitment:
Ce = f4(PKa, Pkb, Ne, 0) Cb = f4(PKa, Pkb, Nb, 0)

Note:

Cb Na is a 128-bit random number generated by the

initiating device

Nb is a 128-bit random number generated by the

responding device

Nc is the 128-bitrandom number of the MITM

Nb attacker

PKa and PKb are the public keys of the initiating

and responding device. These are exchanged
Display: Display: during the public key exchange stage of phase 2

Va = g2(PKa, Pkb, Na, Nc) Vb = g2(PKa, Pkb, Na, Nb) Cecand Cb are the commitment values of the

attacker and the responding device respectively

I I f4 and g2 are AES-CMAC based encryption

functions

Authentication fails because Va # Vb Vaand Vb are 6 digit numbers that are displayed

to the user by the initiating and responding

devices respectively

HWILE 29 AT, RS AGE B MEENE (Na) i, Wliik&®HENKBRSRIECHZEMR (Co » K&
AL e E, My A7 IS B S e MBEHLE. FP RS BLE B Son i EMN K <RI FRK 6 v fE, Wi
WIERIE

Na
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B.2 HHMANRBEE
B 30 SRR B R VGER B 1, EAR R 250 M S ALIET LE 2 B .
B 30. B HI ML T RIGER B 1

Initiating Device Responding Device
(LL Master) (LL Slave)

6-digit i.e. 20-bit passkey B-digit i.e. 20-bit passkey
entered by user = ra entered by user = rb

i X

Execute 20times (i=1, 2,....,20) '
' Select random Nai — once for each bit of the passkey Selectrandom Nbi '
! "

Compute commitment:
Cai = f4(Pka, PKb, Nal, rai)

Compute commitment:
Cbi = f4{Pkb, PKa, Nbi, rbi)

Note:

ra=rb is the passkey entered by the user on both
BLE devices

Naiand Nbi are 128-bit random numbers. New

'

'

'

P

'

P

'

'

P

'

B 128-bitrandom numbers are generated for each
Nai I bit of the passkey (Nai = Na1, Na2....Na20and

P

'

'

'

'

'

P

'

'

]

Rai and rbi represent the i bit of the passkey
where i= 1,2....20)

PKa and PKb are the public keys of the initiating
and responding device. These are exchanged
during the public key exchange stage of phase 2

v Nbi=Nb1,Nb2....Nb20)
Check commitment: '
Cai = f4(Pka, PKb, Nai, rbi) | 1
'

Nbi

Cbiis the commitment value calculated by the
responding device and checked by the initiating
device

Cai is the commitment value calculated by the

Check commitment:

Chi = f4(Pkb, PKa, Nbi, rai)

initiating device and checked by the
respondingdevice

Proceed to authentication stage 2 only if commitment checks pass on both BLE Devices for 20 bits in the passkey #4 s an AES-CMAC based encryption function

AN RIPAR A F DA DAIESS B R B fE MITM X5«

W~ BLE B EECR P NI AT 6 078l 20 724 (ra Al rb)

X EHP A FEEREEPATE 3B 76 (Flw, i=1,2,...20)

W/ BLE %4144 128 ArpEALE (Nai 1 Nbi)

RABTERARAE A BLE W& AG 4 (PKa fl PKb) HEAFIMZ e/ (Ca) « 128 fFEHE (Nai) L.

KBRS i AL (rai)

5. RERAIRMEHMEA BLE WEAMAFZE (PKa 1 PKb) iHEEFIKZ)E[E (Cai) 128 fFEHE (Nai) LA
PCEEARE (AL (rai)
KAV R B &SRB ) 128 M7 BENLE (Nai)
N A1 AR A ) 128 ALBENLE (Nab) KA W BIKL e[ (Cad » R ZA e MIEs, AR
SR N A PR AL Y 128 7 BENLE (Naid

8. REWAMAMMNEAN 128 MFEHLE (Na) RiEEWHIWLEMH (Caid o WRMWAMEAHEITE, W& &%
AT IR

BN SRR TR {0 R SR A B BRI AT . MITM e 45 5 i FIma 3 & 3 &, B L RESRIB S A [ o7,

SRJ5 BLE @& MR 2 @ A EM, FFPILARRE. ST RO, 2R R E 52 7B 3T 20 KA

I CEHNEG MR EIT 00 , IR,

B.3  #4MiE (OOB) REREA

H OOB HfFREMT I MITM Xifi, 4 OOB RECHEEAIMEEN#H MITM Zidi. OOB SRR = Bk s 2Bk T BLE
B2O4h, A BLE %0204 OOB #:10, LI TS . OOB #:O# BLE 4 HAR IN. &< OOB KRBT
FIEMER, BERES 42 2o, % 3%, o H, %2356 .

P w DD
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