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PSoC 4 12C Bootloader

About this document

Scope and purpose

ANB86526 describes an 12C-based bootloader for PSoC™ 4. In this application note, you will learn how to use
PSoC Creator™ to quickly and easily build an 12C-based bootloader project and bootloadable project. You will
also see how to build an 12C-based embedded bootloader host program.

Associated Part Family: PSoC 4000, 4100, 4200, 4000S, 4100S, 4100S Plus, 4100PS
Software Version: PSoC Creator™ 4.2 SP2 and higher

Related Application Notes: Click here.

Intended audience

This document is intended for anyone who uses PSoC Creator to create an 12C bootloader for PSoC 4.

More code examples? We heard you.

To access an ever-growing list of hundreds of PSoC code examples, please visit our code examples web page.
You can also explore the video training library here.
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Introduction

1 Introduction

Bootloaders are a common part of the MCU system design. A bootloader makes it possible for a product’s
firmware to be updated in the field. At the factory, initial programming of the firmware into a product is
typically done through the MCU's Joint Test Action Group (JTAG) or Arm’ serial wire debug (SWD) interface.
However, these interfaces are usually not accessible in the field.

This is where bootloading comes in. Bootloading is a process that allows you to upgrade your system firmware
over a standard communication interface such as USB, 12C, UART, or SPI. A bootloader communicates with a
host to get new application code or data and writes it into the device's flash memory.

This application note covers the following topics:

e How to create an I°’C bootloader using PSoC Creator

e Bootloader host topics:
- How to use the Bootloader Host tool
- The basic building blocks and functionality of a bootloader host system
- How to create an embedded I°C bootloader host using PSoC

This application note assumes that you are familiar with PSoC 4, and the PSoC Creator IDE. If you are new to
PSoC 4, see AN79953 - Getting Started with PSoC 4. If you are new to PSoC Creator, see the PSoC Creator
home page.

This application note also assumes that you are familiar with bootloader concepts. If you are new to these
concepts, see AN73854 -PSoC 3, PSoC 4 and PSoC 5LP Introduction to Bootloaders. For a complete list of
other application notes on bootloading, click here.

Finally, this application note assumes that you are familiar with the I°C protocol and the PSoC Creator I*C (SCB
mode) Component. If you are new to this Component, see the PSoC 4 Serial Communication Block (SCB)
Component datasheet. You can also get the datasheet by right-clicking on an I1>°C (SCB mode) Component in
PSoC Creator. Refer to the following sections for information on PSoC Creator.

1.1 Terms and Definitions

Figure 1 illustrates the main elements in a bootloader system. It shows that the product’s embedded firmware
must be able to use the communication port for two different purposes: normal operation and updating flash
memory. The portion of the embedded firmware that knows how to update the flash is called the bootloader.

Target
PSoC
Host -
Communication Mﬂisohr
Channel Y
Application
File 12c Application
Bootloader
Figure1  Bootloading System Diagram
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The system that provides the data to update the flash is called the host, and the system being updated is called
the target. The host can be an external PC (PC Host) or another MCU (Embedded Host).

The act of transferring data from the host to the target flash is called bootloading, a bootload operation, or a
bootload for short. The firmware that is placed in flash is called the application or the bootloadable.

Another common term in bootloading is in-system programming (ISP). Infineon has a product with a similar
name but a different function called “In-System Serial Programmer (ISSP)” and an operation called “Host-
Sourced Serial Programming (HSSP).” For more information, see AN84858 - PSoC 4 Programming Using an
External Microcontroller (HSSP).

1.2 Using a Bootloader

A bootloader communication port is typically shared between the bootloader and the actual application. The
first step to use a bootloader is to manipulate the target so that the bootloader, and not the application, is
executing.

Once the bootloader is running, the host can send a “start bootload” command over the communication
channel. If the bootloader sends an “OK” response, bootloading can begin.

During bootloading, the host reads the file for the new application, parses it into flash write commands, and
sends those commands to the bootloader. After the entire file is sent, the bootloader can pass control to the
new application.

1.3 Bootloader Function Flow

Typically when the device resets, the bootloader is the first function to execute. It then performs the following
actions:

e Checks the application's validity before letting it run
e Manages the timing to start host communication

e Does the bootload/flash update operation

e Passes control to the application

Application Note 4 of 55 001-86526 Rev. *H
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application from
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existing
application
No
Yes o
Go to application
No
Figure2  Bootload Process Flowchart

1.4

Techniques to Enter Bootloader

As mentioned previously, the bootloader is the first function to run at reset. As Figure 2 shows, the bootloader
code waits for the host for a short period of time before passing control to the application. This may cause the
host to miss an opportunity to start the bootload operation. However, another way to start bootloading is to

pass control from the application, or bootloadable, back to the bootloader.

Application Note
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1.4.1 Bootloadable API

The Bootloadable Component in PSoC Creator has an APl function, Bootloadable Load(),to startthe
bootloader. This allows the host to start a bootload operation at any time.

The problem with this method is that you must depend on the application code to perform an application
upgrade. What happens if the application has a defect that prevents transfer of control to the bootloader?

1.4.2 Customize Bootloader

Instead, it may be better to have the bootloader wait an infinite amount of time for the host. To do that, you
can customize the bootloader project to check for some user input before calling Bootloader Start () and
running through its normal routine.

For example, the bootloader may monitor the UART and wait forever for a user command before calling
Bootloader Start (). Formoreinformation, see AN73854 - PSoC 3, PSoC 4 and PSoC 5LP Introduction

to Bootloaders.
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2 Projects

This section lists the steps to create the following PSoC Creator projects:

e |°C Bootloader
e Bootloadable
e Embedded bootloader host

The projects are designed to be used with Infineon development kits. Kit selection is based on the target
device; see Appendix F- Kit Selection for details. You may have to change the pin connection based on the kit.
Review the specific kit documentation for connections. However, the projects can be easily adapted for other
custom boards.

2.1 1°C Bootloader

In this section, you create and build an I°C-based bootloader project. One feature of this project is that while
bootloading takes place, the kit’s red LED blinks. The following examples demonstrate the I’C bootloader
projects using the PSoC 4200 device, but the process is exactly the same for all other PSoC devices.

1. Create a new PSoC Creator project and name it “I2C_Bootloader_Red.” Select the target PSoC device and
create a new workspace for the project.

Note: For PSoC Creator 3.1 and lower versions, the “Application Type” should be specified while creating
the project. For specifying the application type, click the ‘+’ button next to the Advanced tab to
expand the configuration option. Select Bootloader as the application type.

2. Add an I*)C (SCB mode) and a Bootloader Component to the top design schematic. To blink an LED, add a
PWM (TCPWM mode), a Clock, and a Digital Output Pin Component. Rename the Components as the
following table shows.

Table 1 12C_Bootloader_Red Project Component Names
Component Name
Bootloader_1 Bootloader
12C_1 12C
PWM_1 PWM
Clock_1 Clock
Pin_1 Pin_LED

3. To configure the Bootloader, double-click on the Component. Select 12C as the Communication
component, as Figure 3 shows. Leave the other parameters at their default settings. For more information
on these configuration parameters, refer to the Bootloader Component datasheet.

Note: The parameter Wait for command time is set to 2 seconds. For details on bootloader wait time,
see “Wait for command time” in the Bootloader Component datasheet.
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Configure 'Bootloader' I. ) _Ehj
Mame: Bootloader
" @eneral [ Builtin 4
Options Optional commands
Communication component: [IZ‘C v] Get flash size
[] Dual-application bootloader [C] Werify row
Erase row
(Get row checksum
Verfy application checksum
Wait for command Send data
Watt for command time {ms): 2000 = Sync bootloader
(0: wait forever)
Bootloader application version: 0000 [[] Get metadata
Packet checksum type: [Easic summation "]
[] Fast bootloadable application validation
Bootloader application validation
7] Securty key: 11 || 22 ([33 || 44 || 55 || 66
o] o I [ e
Figure 3  Bootloader Configuration

4. To configure the I’C (SCB mode) Component, double-click on it. By default, the mode is set to Slave, the
data rate is set to 100 kbps, and the slave address is set to 8. If you want to use a different address, enter it in
the Slave address box. Leave the other parameters at their default settings.

Configure "12C'

Name:

=

Configuration " 12C Basic |* 12C Advanced

Built-n

1P

Mode:

Data rate (kbps):

Slave

0 -~

S

Actuzl data rate (kbps): 100

16
Manual oversample control

[] Clock from teminal

[] Accept general call address

Datashest

Byte mode
Slave address (F-bits): (e
Slave address mask: IxFE

a2 - a -

- -

[] Accept matching address in RX, FIFO

[] Enable wakeup from Deep Sleep Mode

IS
LSB

Apply Cancel

Figure 4
Application Note

Basic I°C (SCB mode) Configuration
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The I?’C (SCB mode) Component contains Pin Components that are automatically configured for use with an I*C
bus (open drain, drives low). You must add external pull-up resistors, as Figure 8 shows, and assign them to
physical pins (step 8 on page 10).

5. To configure the PWM (TCPWM mode) Component, double-click the component. Set Period to 254 and
Compare to 127. Leave the other parameters at their default settings.

[ Configure TCPWM_par — B —— IR
Name: PWM
Configuration .~ PWM ] Built-n 4 B
Prescaler: Input  Present Mode
PWM align: reload [l [Hjsing edge -
PWM mode: [ PWM A st B [sting e _
stop [0  |Rising edge M
. Dead time cycle: 0 : switch ] [Hjsing = -
i Stop signal event: cournt [} [Level hd
i_ = Register Swap RegisterBuf
Output line signal: Period | 254 [T |65535 |
Output line_n signal: [Compare | 127 | [ |[65338
Intemupt

On terminal count
[ ©n compare/capture court

PWM, left aligned

e S S
S

oV
UN +
TC + + + + I
CC * - - *
line
line_n

Figure5 Basic PWM (TCPWM mode) Configuration

6. Forthe Pin Component, leave the parameters at their default settings. Connect the Pin to the “line” terminal
of the PWM Component using a wire:.

Start Page | TopDesign.cysch - TopDesign.cysch . *TopDesign.cysch ]_
u.Lu PWM
PWM
e ovle wdd
O unle- T
ec il 1
e £
g @:— — 1) Pin_LED *e
line = s
b Clock [ >clock :_ o -'-.-"R‘:.:"if‘— o, D
T 200 He interrupt = o
22K
sl
Figure 6  Pin Connection
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7. To configure the Clock Component, double-click the Component. Set the Frequency to 200 Hz. Leave the
other parameters at their default settings.

Configure 'cy_clock’ |. P

MName: Clock

Basic [ Built-n 4P
Clock type: @ Mew ) Existing
Source: <Autos -
Speciy: Frequency: 200 Hz -

Tolerance: - 5% + 5%
[7] Use fractional divider

Uses Clock Trée Resource: Yes

By default, all clocks are marked as ‘start on reset”. The setting can be changed in
the Design Wide Resources editor. |

Figure 7  Clock Configuration

With resistors and an LED added as Annotation Components, the top design of the project looks similar to
Figure 8.

Bootloader vd
Bootloader T
,,,,,,,,,,, .
|
" % x93
el <A
12C ;
12C Pin_SDA ‘
Pin_SCL
Slave
PWM
PWM
OV =] vdd
un e T
cclo
line |- — ] Pin_LED §‘
line_n = R 3 -
Clock[ > clock L 7\/\;\/\7 777777 i o
200 Hz interrupt [~ 52K

Figure 8  Top Design of 12C_Bootloader_Red Project

8. Assign the I°C Pin Components to physical pins. In the Workspace Explorer window, double-click the
12C_Bootloader_Red.cydwr file, and click the Pins tab. Pin assignments depend on the device; see the device
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datasheet for information. For example, for the PSoC 4200 device on CY8CKIT-042, assign the Pins as
Figure 9 shows, and for PSoC 4000 on CY8CKIT-040, assign the pins as Figure 10 shows.

MName £ Port Pin Lock

<

7|
|~ Y]
-]

<

Figure 9  I*C Pin Assignments for CYSCKIT-042

Mame / Port Fin Lock

<]

Fl

<

Figure 10 I*C Pin Assignments for CYS8CKIT-040

9. AddtheBootloader Start () functioninthemain () function. This API function does the entire
bootloading operation. It does not return; it ends with a software device reset. Therefore, the code after this
function call is never executed. Add two API functions to initialize the PWM inmain (), as Code Listing 1
shows. For more information on this Component API, refer to the TCPWM Component datasheet.

Code Listing 1 PWM Initialization in Bootloader

Intmain ()
{
/* Initialize PWM */
PWM Start();
PWM TriggerCommand (PWM MASK,
PWM_CMD_START) ;

Bootloader Start();
for(;7)
{

/* Place your code here. */

}

10. Build the project and program it into the specific kit based on your target device selection.
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2.2 Bootloadables

You will now create two bootloadable projects. The first project blinks a green LED on the PSoC development
kit. The second project demonstrates how to enter the bootloader project from a bootloadable project, and it
blinks the blue LED on the kit.

Note: There are RGB LEDs on the CY8CKIT-042 and CY8CKIT-040, as Figure 31 and Figure 32 show.
Here the green LED and the blue LED are used to indicate which project is running.

2.2.1 Bootloadable_Green Project - Example 1
This section describes the steps to create the first bootloadable project.

1. Create a new PSoC Creator project of application type Bootloadable. Name the project
Bootloadable_Green. The devices for this project and the 12C_Bootloader_Redproject must be the same.

2. For this project, you need the Bootloadable and Digital Output Pin Components. Add the two Components
to your top design schematic. Name the Components as follows:

Table 2 Bootloadable_Green Project Component Names
Component Name
Bootloadable_1 Bootloadable
Pin_1 Pin_LED

3. To configure the Bootloadable Component, double-click the Component.

A bootloadable project is always linked to the .hex file of a bootloader project. To link the project, go to the
Dependencies tab and then link the bootloadable to the 12C_Bootloader_Red.hex file, as Figure 11 shows. For
more information on Bootloadable Component configuration, see the Bootloadable Component datasheet.

Configure 'Bootloadable’ ? X
Name: | Bootloadable
General .~ Dependencies | Built-in q bk

Bootloadable projects require a reference to the associated Bootloader project’s HEX and ELF files. The HEX files
extension is ~hex. The ELF files extension depends on IDE and can be *elf, ".out, *.ad, or other.

Bootloader HEX file:
I .M2C_Bootloader_Red cydsn'\CortexMI"ARM_GCC_541'Debug'|2C_Bootloader_Red hex I

Browse...
Bootloader ELF file:
I .M2C_Bootloader_Red .cydsn\CortexMIWARM_GCC_541'Debug*l2C_Bootloader_Red eff I

Browse...

Datashest Apply Cancel

Figure 11 Bootloadable Component Configuration
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You can find the I2C_Bootloader_Red.hex file in the bootloader project’s Debug or Release folder:

1. For PSoC 4000, 4100, 4200

.\I2C_Bootloader_Red.cydsn\CortexMO\ARM_GCC_541\Debug\I2C_Bootloader_Red.hex

2. For PSoC 4000S, 4100S, 4100S Plus, and 4100PS:

..\I2C_Bootloader_Red.cydsn\CortexMOp\ARM_GCC_541\Debug\I2C_Bootloader_Red.hex

3. To configure the Pin Component, double-click the Component. Disable the HW Connection, as Figure 12
shows. Set the drive mode to Strong Drive, as Figure 13 shows.

Configure 'cy_pins’ I-iléj
Mame: Pin_LED
" Pins [© Mapping [~ Clocking | Built4n 4 b
Mumber of Pins 1 | X H+ | E = |
[All Pins] ~ Type |” Gemeral |” Input |* Output
[ Pin_LEDO [[] Analog Preview:
[ Digital Input . I |
Digital Output I
|| [7] HW Connection I
[] ©Output Enable
[ Bidirectional
[] Show Extemnal Terminal
(oo Co & o]
Figure 12 Pin Component Configuration - Type
Configure 'cy_pins’ Iilﬂ—h]
Mame: Pin_LED
" Pins |© Mapping [~ Clocking |~ Built-in q b
Mumber of Pins: 1 | X HE o+ 3 | H o |
[1'-‘:\" Fins] Type,” General ] Input |~ Output
""" & [RinZLED 0 Drive Mode Initial State:
Strong Drive *|[owm ]

|

Minimum Supply Voltage:

Figure 13 Pin Component Configuration - General
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With the addition of Annotation Components for the LED, the top design is complete; it should be similar to
Figure 14.

Bootloadable vdd
Bootloadable

~{w/Pin_LED R %

W)

MV

;I
VVAA ‘
2.2K

Figure 14 Top Design of Bootloadable_Green Project

4. Add the following code to main.c to blink the LED:

Voidmain ()
{
for (;7)
{
/* Toggle the LED */
Pin LED Write(~Pin LED Read());

/* Delay 1 second */
CyDelay (1000u) ;
}

5. Assign the Pin Component to a physical pin. In the Workspace Explorer window, double-click the
Bootloadable_Green.cydwr file and assign the pins. For pin assignments, see the kit user guide. For example,
Figure 15 shows pin assignments for the CY8CKIT-042 kit board and Figure 16 shows pin assignments for
the CY8CKIT-040 kit board.

Mame Port Fin Lock

Fin LED |Eu [2] El 26 El

Figure 15 Pin Assignment of Bootloadable_Green Project for CYS8CKIT-042

Mame Port Pin Lock

Pin LED | P1[1] |~ | 13 | - |

Figure 16 Pin Assignment of Bootloadable_Green Project for CYSCKIT-040
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6. Build the project. When a bootloadable project is built, PSoC Creator generates a .cyacd file. This is the file
that is bootloaded onto the target. For more information on this file and its contents, see Appendix B.

Now you will bootload this project into PSoC using PSoC Creator.

2.2.2 Bootloading Using a PC Host

A bootloader host executable is provided with PSoC Creator for bootloading an application from a PC host. The
PSoC 4 kits implement a USB-I°C bridge using the onboard PSoC 5LP. The bridge can be used to interface the
PC to the bootloader, as shown for the CY8CKIT-042 kit in Figure 17 and for the CYS8CKIT-040 in Figure 18.

CY8CKIT-042
| usBiCBrdge |
I st |
U T Mini 1 SDA ! i
s UsB Uss | 1o-|  Psocste ; P31l PSoC 4
B ] I GND ,
| |
e e e e e e = = -
Host Application
Figure 17 Bootloading Using a PC Host for CYSCKIT-042
CY8CKIT-040
| UsBiCBridge |
| sc |
u A = f i
s usB "J;‘a' o | psocse  |22Ay P113) PSoC 4
B ] I GND 1
I I
e > — d
Host Application
Figure 18 Bootloading Using a PC Host for CYSCKIT-040
Note: In all PSoC 4 kits, pins connected with on-board PSoC 5LP SCL and SDA pins have internal pull-up

resistors. Therefore, you need not use the external pull-ups. For information on the I’C pin
connections, see the kit user guide.

Note: You can also use the CY8CKIT-002 MiniProg3 as a USB-I°C bridge to bootload. For more
information, see the MiniProg3 User Guide and the knowledge base article MiniProg3
Connections for Bootloading Over 12C.

Follow these steps to bootload an application using the bootloader host program for the PSoC 4200 device. The
procedure is the same for other parts of the PSoC family. As noted previously, you must program the
bootloader project into the PSoC device before starting a bootload operation.
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1. To start, connect the CY8CKIT-042 to the PC through the USB cable (which provides power), as Figure 19
shows.

B18SIANS LEDgy
1 W=,

My win
LR giE Wl
L

l | 1}..; &
— u 3
2IK2I K24
$rar) -Q‘

TVS1

)]

®000000f

Figure 19 Connect USB Cable to J10 in CYSCKIT-042

2. Open the Bootloader Host tool by navigating to Tools > Bootloader Host in PSoC Creator.
3. Make sure that the bootloader host application's I*’C configuration, shown in Figure 20, is the same as the
bootloader project's I°C (SCB mode) Component configuration (Figure 4).

Note: If there is no KitProg information in the Bootloader Host GUI after connecting the kit through the
USB cable, click Filters and make sure that Show I12C Devices is enabled.
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| File Actions Help

| fa
H & BN
i File: |'-.Bootloadable_BIue.cydsn"-.CortexMD"-.AHM_GCC_541"-.Debug"-.BoutIoadabIe_Blue.c:yacd|

Parts: Active application: | No change

[] Security key

Oc |DO|| 00|00 | 0OOD|| 00 OO

) —

12C Speed
() 1 MHz
(O 400kHz

) 50kHz

KitProg/171B0C2B011A3400 - 12C ‘

Log:
04:43:26 PM - Selected device: KitProg/171B0C2B011A3400 - MC
KitProg Version 2,15 ]

Port Filters x

[] Show BLE Dongles

Show 12C Ports

] Show SFI Ports
[] Show UART Ports
[] Show USB Devices

' VID: G | 0484 |
' PID: Bc F145

| Cancel
| Ready . =

Figure 20 Bootloader Host Application

4. Press the File button and select the bootloadable file Bootloadable_Green.cyacd in the bootloadable
project’s Debug or Release folder:
- For PSoC 4000, 4100, 4200

..\Bootloadable_Green.cydsn\CortexMO\ARM_GCC_541\ Debug\Bootloadable_Green.cyacd
- For PSoC 4000S, 4100S, 4100S Plus, and 4100PS
..\Bootloadable_Green.cydsn\CortexMOp\ARM_GCC_541\ Debug\Bootloadable_Green.cyacd

5. To bootload the device, click the Program button. You should see a screen similar to Figure 21.
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File  Actiocns Help I
§ |
s
| & (55N
File: |'-BD|:|’[IDadable_Blue.cw:lsn"-._CortexMD"-.AHM_GCC_M1"-.Debug"-Bootloadable_BIue.cyac:d
Ports: Fitters ... Active application: | No change ~
5 ity ko
KitProg/171B0C2B011A3400 - 12C . {:':”Tf S
12C Speed
() 1 MHz
() 400 kHz
& 100kHz
() B0 kHz
Log:
04:45:14 PM - Selected device: KitProg/171B0CZB011A3400 - 12C
KitProg Version 219
04:4520 PM - program Started
04:4521 PM - program Finished Successfully
04:45.21 PM - program completed in 1445 ms.
i |
|

Ready I

Figure 21 Downloading Bootloadable Project

6. After the bootloadable project is bootloaded successfully, a software reset occurs, and the device starts
executing the new application. The kit RGB LED blinks green.

To bootload another application, reset the device (press and release the reset button of the PSoC development
kit) to activate the bootloader. Then press the program button of the bootloader host within Wait for
command time, which is set in Figure 3 on page 8. For details on bootloader wait time, see “Wait for Command
Time” in the Bootloader and Bootloadable Component datasheet.

2.2.3 Bootloadable_Blue Project - Example 2

If you want to bootload a new project (application upgrade) when the current bootloadable project is running,
the bootloadable project can invoke the bootloader by calling the API function Boot loadable Load ().

In this example, the Bootloadable Load () functionis called when a button is pressed. This section
describes the steps for creating this bootloadable project.
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1. Create a new PSoC Creator project of application type Bootloadable, similar to Example 1. Name the
project “Bootloadable_Blue.” The PSoC devices for this project and the 12C_Bootloader_Red project must
be the same.

2. For this project, you need a Bootloadable Component, two Pin Components, and an Interrupt Component.
Add these Components to your top design schematic and name them according to Table 3.

Table 3 Bootloadable Component Names
Component Name
Bootloadable_1 Bootloadable
Pin_1 (Digital Input Pin) Pin_StartBootloader
Pin_2 (Digital Output Pin) Pin_LED
isr_1 isr_EnterBootloader

3. Link the Bootloadable Component to the bootloader project, as Figure 11 shows.

4. Thedigital input pin Pin_StartBootloader is used to switch from the application back to the bootloader.
When the button connected to this pin is pressed, the application enters the bootloader by calling the API
function Bootloadable Load () . The bootloader waits indefinitely for the host to start the bootload
operation.

When the DVK button is pressed, it shorts to ground, so configure the drive mode of the pin to be Resistive
Pull Up, as Figure 22 shows. Also, configure it to generate an interrupt on its Falling Edge, as Figure 23
shows. The interrupt is generated when the button is pressed (and not when it is released).

Finally, click the Type tab and disable the HW Connection.

Configure 'cy_pins’ [il_]&
Mame: Pin_Start Bootloader
~ Pins [* Mapping |~ Clocking | Builtin 1k
Number of Pins: 1 | H e+ | g = |
[ﬁ:\" Pins] W Input (" Cutput
i [{ |Pin_StanBootleader | Drive Mode Initial State:
[ Resistive Pul Up ~| [Hgh  ~]

Minimum Supply Voltage:

4 1 2

Figure 22 Digital Input Pin Configuration
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Mame: Pin_Start Bootloader
<" PFins [ Mapping |* Clocking [~ Built-n 4 F
Number of Pins: 1 | Hor % E
Type General Input | Cutput

Threshold:  [CMOS -
Intemupt: Faling Edge hd

(A1 Pins]
“[E Pin_StanBootloadar,

Input Buffer Enabled

Sync Mode: | Double-Syne -

4 (L I

e = & Les

Figure 23 Digital Input Pin Configuration

. The digital output pin Pin_LED is used to control the LED. Its setting is the same as that of the Pin_LED in
Example 1; see Figure 12 and Figure 13.

. Connect the ISR Component isr_EnterBootloader to the interrupt terminal (irq) of the Pin_StartBootloader.
With the addition of Annotation Components for the button and LED, the top design is complete; it should

be similar to Figure 24.

Pin_StartBootloader

Pins SW_2
>

L

—{#7]isr_EnterBootloader Vss

Bootloadable
Bootloadable vad
v
> Pin_LED R_1 | ;‘
: YAYAYA ‘
2.2K

Figure 24 Top Design of the Bootloadable_Blue Project

7. Assign the Pin Components to physical pins. In the Workspace Explorer window, double-click the
Bootloadable_Blue.cydwr file and assign the pins. For pin assignments, refer to the kit user guide for
Infineon kits. Figure 15 shows pin assignments for the CY8CKIT-042 kit board and Figure 16 shows pin
assignments for the CYS8CKIT-040 kit board.
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Mame Port Pin Lock
Pin_ LED BO[3] |~ |27 -
Pin StartBootloader PO[7] |~ |31 -

Figure 25 Pin Assignment of Bootloadable_Blue Project for CYS8CKIT-042

Mame Port Pin Lock
|Pin_I.E]] |pu[2] |T|3 |T|
|Pin_5taItBnntlnﬂdEI |E"II}['?] |v|11 |v| |

Figure 26  Pin Assignment of Bootloadable_Blue Project for CYSCKIT-040

8. Build the project; this generates the ISR Component API files. Then add the code to the interrupt service
routine to set the variablebootload flag. Thecodeis as follows.

CY ISR(isr EnterBootloader Interrupt)
{

/* Place your Interrupt code here.

*/

/* "#START

isr EnterBootloader Interrupt
*/

bootload flag=lu;
Pin StartBootloader ClearInterrupt();
/* “#END® */

Note: The variable bootload_flag is defined in main.c and therefore must be declared as an extern
variable in the isr_EnterBootloader.c file. Also, to avoid a build warning, #include<device.h>
in the isr_EnterBootloader.c file.

9. Acompleted Bootloadable_Blue project is associated with this application note. Insert the code listing from
the main.c file of this associated project into the main.c file of your project.

Themain () function continuously checks the bootload flagvariable. If the variable is set,main ()
turns OFF the LED and calls the APl function Bootloadable Load () toinvoke the bootloader.

10. Build the project again. Download the bootloadable project Bootloadable_Blue.cyacd using the steps
described in the section Bootloading Using a PC Host. The kit RGBLED on the target blinks blue.

11. Press the SW2 switch to enter the bootloader and the kit RGB LED starts blinking red.

12. Start the bootloader host program and select a different bootloadable file such as

Bootloadable_Green.cyacd and press the Program button. After the new application is successfully
bootloaded, the kit RGB LED blinks green.
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Note: To bootload again, you must reset the device and quickly download the new .cyacd file. This is
because the Bootloadable_Green application does not have the BootLoadable Load()
function call to invoke the bootloader, and hence the bootloader can be invoked only on reset.

2.3 I°C Bootloader Host

In addition to studying the example projects, understanding the general structure of a bootloader host
program can help you to build your own bootloader host system.

2.3.1 Bootloader Host Program

Figure 27 illustrates a protocol-level diagram of a bootloader system. The bootloader host and target each
have two blocks—a core and a communication layer.

Bootloader Host

Ul Application

Bootloader Target

Bootloader Host Core

‘ command.c/.h ‘

‘ api.c/.h ‘

Bootloader Target Core

‘ api2.c/.h ‘

‘ parse.c/.h ‘

12C
Communication Layer ﬁ Communication Layer

Figure 27 Protocol-Level Diagram of Bootloading

The bootloader host core performs all bootloading operations. It sends command packets and flash data to the
target. Based on the response from the target, it decides whether to continue bootloading.

The bootloader target core decodes the commands from the host; executes them by calling flash routines such
as erase row, program row, and verify row; and forms response packets.

The communication layer on both the host and the target provides physical layer support to the bootloading
protocol. They contain communication protocol (1°C) specific APIs to perform this function. This layer is
responsible for sending and receiving protocol packets between the host and the target.
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2.3.2 Bootloader System APIs

PSoC Creator automatically generates all APIs for the bootloader target core and communication layer when
you build a bootloader project.

PSoC Creator also provides the host-side APIs for the core, which you can find at this location:
<install folder>\ PSoC Creator \ 4.2 \ PSoC Creator \ cybootloaderultils
For more information on these API files, see Appendix D.

The only code that you need to write is the host-side API functions for the communication layer, which are in a
file pair communication_api.c /.h. There are four functions: OpenConnection (), CloseConnection (),
ReadData (),andWriteData (). Function pointers point to them within the
“CyBtldr_CommunicationsData” structure defined in cybtldr_api.h.

This project uses the Bootloadable_Blue Project - Example 2 to generate the .cyacd files needed to invoke the
bootloader on a switch press. Generate a.cyacd file for this project and rename it to
Bootloadable_BluelED.cyacd. Similarly, generate a Bootloadable_GreenLED.cyacd by assigning Pin_LED to
PO[2]. These two files are provided with the application note for quick reference.

2.3.3 Steps to Create an I1°C Bootloader Host Project

This section shows you how to create an embedded I°C bootloader host project using PSoC, which can
bootload another PSoC device. With this project, the host can bootload two different bootloadable files (.cyacd
files) on alternate switch presses.

1. Create a new PSoC Creator project. Select the PSoC device, name the project as 12C_Bootloader_Host and
create a new workspace for the project.

2. Since the bootloader project has an I°C slave, the host project must have an I’C master. So, add an I°C (SCB
mode) Component to the top design schematic. Also, add Digital Input Pin, Interrupt, and UART (SCB mode)
Components to the top design. Name the Components according to Table 4.]

Table 4 Component List for 12C_Bootloader_Host Project
Component Name
12C_1 12C
Pin_1 Pin_Switch
isr_1 ISR_Switch
UART_1 UART

3. To configure the 12C Component, double-click the component. Set it to Master mode. By default, the data
rate is 100 Kbps.

4. Thedigital input pin Pin_Switch is used to initiate the bootloading operation in the host. When the kit
button is pressed, it shorts to ground, so you need to configure this pin to have a resistive pull-up and
generate an interrupt on its falling edge. Connect the ISR_Switch Component to the interrupt output (irq) of
this pin.

5. The UART is used to transfer the bootloading status or error code to the PC. Leave the parameters at their
default settings (baud rate: 115200 kbps, data bits: 8 bits, parity: none, stop bits: 1 bit).

With the addition of an Annotation Component for the button, the top design of this project should be
similar to Figure 28.
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Pin_Switch
Pins SW_2
D> ‘
irq %
ISR_Switch  Vss
12C UART
12C UART

Master Standard

Figure 28 Top Design of the 12C_Bootloader_Host Project

6. Assign the input and output pins. In the Workspace Explorer window, double-click the
12C_Bootloader_Host.cydwr file and assign the pins. For pin assignments, refer to the device datasheet or kit
user guide for Infineon kits.

Figure 29 shows pin assignment for CYSCKIT-042.

Mame / Port Pin Lock

<<

<

i
=
|~ Y]
i
i

<

Figure 29 Pin Assignment for the 12C_Bootloader_Host Project

7. Build the project to generate the ISR Component API files. Add code to the interrupt service routine to set
thevariable switch flag. The codeis as follows.

CY ISR(ISR Switch Interrupt)
{

/* Place your Interrupt code here.
*/
/* "#START ISR Switch Interrupt’ */

switch flag = lu;
Pin Switch ClearInterrupt();
/* “#END' */
}

Note: switch_flag isdefined in main.c and therefore must be declared as an extern variable in
ISR_Switch.c. Also, to avoid a build warning, #include<device.h> in the ISR_Switch.c file.
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8. Add firmware to this project. The 12C_Bootloader_Host project is attached to this application note. Insert
the code listing from the main.c file of this associated project into the main.c file of your project.

Themain () function in main.c continuously checks the switch flagvariable. Whenitis set,
bootloading is initiated. The file main.c has a function call to BootloadStringImage () thatis defined
in device.h. This function bootloads the .cyacd fOile using the Bootloader Host API files (host core; see Figure
27).

Themain () function has another variable called toggle appcode. It alternates between '0'and '1' on
each button press. This makes the host select alternate bootloadable files.

9. As explained previously, a bootloader host core is built upon four API files. These files do all the host
bootloading operations. You must include these files in this project. Find these API files at the following
location:

<install folder>\ PSoC Creator \ 4.2 \ PSoC Creator \ cybootloaderultils

To add these files, go to the Workspace Explorer window, right-click the project name, and select Add >
Existing Item, as Figure 30 shows. Add the following files provided by PSoC Creator: cybtldr_api.c/.h,
cybtldr_command.c/.h, cybtldr_parse.c /.h, and cybtldr_utils.h.

Eile Edit ¥iew Project Build Debug Tools Window Help
j_’]fljutﬂ_._, —él_.x - Eﬂv; Debug A
e Ot @R =E=2 )
piosl=pac Baplass = * X " Bootloadable_Green.cy
:% '*E 137
B “workspace 'ANBE526" (4 Projects) - —: 2
EI Project "Bootloadable_Blue' [CYBC4014L01-427] " --f'
EI Project "Boctloadable_Green' [CYBCA014L01-422] '_E' -
=Pz ProjectI2CCF ~ -~ " - = o -ee
:Ii-r TopDesign Set As Active Project 142
P 12C_Bootlo Add M 5l New item.. l
[z Header Fil = —
~[m] commun (%% Build I2C_Bootloader_Host :i:|  Existing Item... ﬂ
~|h] cybtldr { — Clean2C_Bootloader_Host 4 Mew Folder |
ﬂ cybildr_f £ Clean and Build 2C_Bootloader_Host ﬁ-' | 14810
- h] eybtldr_| o 149
0] cybtldr_ Update Components... i 150
<In] devicel 23| copy Cirl+C 151
~|n] Stringlm E 152
=+ Source Fileg — % 153
~|&] commun Remowve From Workspace 154
(€] eybtidr_ Rename F2 —E‘:
E’l cybtldr_g 156
ﬂ cybtldr Unload/Reload Project 157

Figure 30 Adding API Files

10. In addition to the bootloading APl files, the host also requires communication layer support. This support is
provided by adding the communication_api.c / .h files. You may include the contents of these files from the
12C_Bootloader_Host project associated with this application note (follow the previous step to add these
files to the project). Update these files by copying from the project attached to this application note.
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11. Include the bootloadable files in the host system. When a bootloadable file is built, a.cyacd file is generated;
the file is similar to a.hex output file. For more information on the cyacd file, see Appendix B.

Copy the contents of this file in the form of an array of strings such that each line is an element of the array.
Since there are two bootloadable files, you must define two such arrays, named “Stringlmage_0” and
“Stringlmage_1". For each array, define a macro to store the number of lines in that array. Define these

arrays in a separate file named Stringimage.h (this file must be added to the project before defining the
strings).

Refer to the StringImage.h file in the 12C_Bootloader_Host project associated with this application note.

Build the project and program it into the PSoC on the Infineon kit.
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3 Testing the Projects

Note: The LEDs on the CY8CKIT-042 kit and CY8CKIT-040 are RGB LEDs, as Figure 31 and Figure 32
show. Here, the green LED and the blue LED are used respectively to indicate which bootloadable
is currently running.

oa
~ R28 22K R28 15K .
_PE a1 R"\K N/‘)‘d A, PDZ
P‘dl_\."DD E G A R30 15K
2 3 PO_3
¥
RGE LED
Figure 31 RGB LED Schematic Diagram for CYS8CKIT-042
LED3
R28 2.2K R29 1.5K

P3_2 1R A 4 P1_1
LED_PWR R G R30 15K

T 2 NQSA\N\,&
B

RGB LED

Figure 32 RGB LED Schematic Diagram for CYS8CKIT-040

3.1 Configuring the Kits
For the target PSoC kits, follow these steps:

1. Connect the target to the PC with the USB cable (which provides power).
2. Program the target PSoC with the [2C_Bootloader_Red project.

For the host PSoC kits, follow these additional steps:

1. Connect the host to the PC with the USB cable (which provides power).
2. Program the host PSoC with the 12C_Bootloader_Host project.
3. Open any serial port viewer such as Tera Term on the PC to display the bootloading information.

For example, for the host CY8CKIT-042 kit, connect the Rx (P0[4]) and Tx (PO[5]) pins assigned in PSoC 4 to pin
10 and pin 9 on the expansion header J8. For more information, see the CYS8CKIT-042 PSoC 4 Pioneer Kit
Guide. Program it with the I2C_Bootloader_Host project and open serial port viewer to display the bootloading
information.

For making connections between the host kit and the target, follow these steps:

1. Connect SCL and SDA pins of the host kit to the respective SCL and SDA pins of the target kit.
2. Short together the ground pins of the kits.

For example, for the CY8CKIT-042 host and CY8CKIT-042 target, connect P4[0](SCL) and P4[1] (SDA) of the host
to the respective P3[0] (SCL) and P3[1] (SDA) pins of the target as shown in Figure 33. For the CYS8CKIT-042 host
and CY8CKIT-040 target, connect P4[0] (SCL) and P4[1] (SDA) of the host to the respective P1[2] (SCL) and P1[3]
(SDA) pins of the target as shown in Figure 34. Short together the ground pins of the kits.
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Testing the Projects
CY8CKIT-042 CY8CKIT-042
a P4[0] P3[0]
Host scLP Target
_Po7 Par SDA" P3(] | PO[7]

SW2
PSoC 4 |

SW2
PSoC 4 |
GND: L

USB-I2C/UART Bridge |

| USB-I2C/UART Bridge |

a. The Bootloading Status / Error Code is transferred to PC via USB-UART Bridge in CY8CKIT-042
b. P3[0]/P3[1] and P4[0]/P4[1] are pulled up with 2.2 KQ resistors in CYS8CKIT -042

Figure 33 Host/Target Connections (CYSCKIT-042 target)

respectively

CY8CKIT-042 CY8CKIT-040
Host® P4[0] P1[2]
scL Target
P4[1] . P1[3]
|_PO[7] _ Sw2 SDA PO[7]
PSoC 4 > psoc4 [—*
(CY8C42xx) | (CY8C40xx)
il GND L
USB-I2C/UART Bridge | | USB-I2C/UART Bridge |

a. The Bootloading Status / Error Code is transferred to PC via USB-UART Bridge in CY8CKIT-042
b. P1[2])/P1[3] and P4[0]/P4[1] are pulled up with 2.2 KQ resistors in CY8CKIT-040 and CY8CKIT -042

Figure 34 Host/Target Connections (CYS8CKIT-040 target)

3.2 Verifying the Results

After the kits are configured, you can test the example projects as follows:

e On the first button press (PO[7] for CYSCKIT-042) on the host kit, the Bootloadable_GreenLED.cyacd file is
bootloaded to the target PSoC. On successful completion, the message “Bootloaded. LED blinks with green
color on Target” is displayed on the serial port viewer, and the target green LED blinks.

e Forsubsequent bootloading operations, press the button (PO[7] for CYSCKIT-042) on the target kit. PSoC
enters the bootloader when it detects the button press. The red LED blinks when the PSoC 4 is executing the

bootloader.

e On the next button press on the host kit, the Bootloadable_BlueLED.cyacd file is bootloaded to the target
PSoC. On successful bootloading, the message “Bootloaded. “Blue LED blinks on the target” is displayed on
the serial port viewer, and the target blue LED blinks.
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Summary

4 Summary

This application note explained how to bootload PSoC using I°C as the communication interface. It also
introduced the basic building blocks of a bootloader host and showed how to build an embedded I°C
bootloader host.

Bootloaders are a standard method for doing field upgrades. With PSoC Creator doing the entire configuration
foryou, it is easy to make a bootloader for PSoC.

For more advanced information, see the Appendix sections and the PSoC 4 Technical Reference Manual.
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Related Application Notes

5 Related Application Notes
To better understand bootloaders and flash programming, refer to the following application notes:

e AN73854 - PSoC 3, PSoC 4, and PSoC 5LP Introduction to Bootloaders

e AN60317 - PSoC 3 and PSoC 5LP I°C Bootloader

e ANG68272 - PSoC 3, PSoC 4, and PSoC 5LP UART Bootloader

e AN84858 - PSoC 4 Programming Using an External Microcontroller (HSSP)
e AN61290 - PSoC 3 and PSoC 5LP Hardware Design Considerations

e ANT79953 - Getting Started with PSoC 4

To learn more about the many other features and capabilities of PSoC 4, click here for a complete list of
application notes.
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6 Related Projects
The projects attached to this application note are organized as follows:
Table5 Projects Attached to This Application Note
Design Project Name Description
12C_Bootloader_Red This project demonstrates how to create an 12C bootloader project for PSoC using
PSoC Creator. This bootloader blinks the red LED on the CYS8CKIT-042* kit.
Bootloadable_Green This project demonstrates how to create bootloadable projects for PSoC using PSoC
Creator. This application blinks the green LED on the CYS8CKIT-042* kit.
Bootloadable_Blue This project demonstrates how to create bootloadable projects and how to enter

the bootloader from a bootloadable project. This application blinks the blue LED on
the CYSCKIT-042" kit.

[2C_Bootloader_Host This is an example bootloader host program demonstrating a PSoC bootloading
another PSoC.

*The projects can be easily adapted to work with other kits.
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PSoC Resources

7 PSoC Resources

Infineon provides a wealth of data at www.cypress.com to help you to select the right PSoC device for your
design, and to help you to quickly and effectively integrate the device into your design. For a comprehensive
list of resources, see KBA86521, How to Design with PSoC 3, PSoC 4, and PSoC 5LP. The following is an
abbreviated list for PSoC 4:

e Overview: PSoC Portfolio, PSoC Roadmap

e Product Selectors: PSoC 1, PSoC 3, PSoC 4, or PSoC 5LP. In addition, PSoC Creator includes a device
selection tool.

e Datasheets describe and provide electrical specifications for the PSoC 4000, PSoC 4000S, PSoC 4100,
PSoC 4100S, PSoC 4100PS, PSoC 4100S Plus, PSoC 4200, PSoC 4xx7 BLE, PSoC 4200-M, PSoC 4200-L
device families.

e CapSense Design Guide: Learn how to design capacitive touch-sensing applications with the PSoC 4 family
of devices.

e Application Notes and Code Examples cover a broad range of topics, from basic to advanced level. Many
of the application notes include code examples. PSoC Creator provides additional code examples - see
Code Examples.

e Technical Reference Manuals (TRM) provide detailed descriptions of the architecture and registers in each
PSoC 4 device family.

¢ Development Kits:

- CY8CKIT-040, CYSCKIT-041, CYS8CKIT-042, CYSCKIT-042-BLE, CYS8CKIT-044, and CYS8CKIT-046 PSoC 4
Pioneer Kits are easy-to-use and inexpensive development platforms. These kits include connectors for
Arduino™ compatible shields and Digilent” Pmod™ daughter cards.

- CY8CKIT-001 is a common development platform for all PSoC family devices.
- CYS8CKIT-147 and CY8CKIT-149 are very low-cost prototyping platforms for sampling PSoC 4 devices.
e The MiniProg3 device provides an interface for flash programming and debug.

7.1 PSoC Creator

PSoC Creator is a free Windows-based Integrated Design Environment (IDE). It enables concurrent hardware
and firmware design of systems based on PSoC 3, PSoC 4, and PSoC 5LP (see Figure 35). With PSoC Creator,
you can:

1. Dragand drop Components to build your hardware system design in the main design workspace
Codesign your application firmware with the PSoC hardware

Configure Components using configuration tools

Explore the library of 100+ Components

Review Component datasheets

ok W
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Figure 35 PSoC Creator Features

7.2 Code Examples

PSoC Creator includes a large number of code example projects. These projects are available from the PSoC
Creator Start Page, as Figure 36 shows.

Example projects can speed up your design process by starting you off with a complete design, instead of a
blank page. The example projects also show how PSoC Creator Components can be used for various
applications. Code examples and datasheets are included, as Figure 36 shows.

In the Find Example Project dialog shown in Figure 37, you have several options:

e Filter for examples based on architecture or device family, i.e., PSoC 3, PSoC 4, or PSoC 5LP; category; or
keyword

e Select from the menu of examples offered based on the Filter Options
e Review the datasheet for the selection (on the Documentation tab)

e Review the code example for the selection. You can copy and paste code from this window to your project,
which can help speed up code development, or

e Create a new project (and a new workspace if needed) based on the selection. This can speed up your
design process by starting you off with a complete, basic design. You can then adapt that design to your
application.
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Figure 36 Code Examples in PSoC Creator
5
Find Code Example [E e
Device family: INI YI Documenmﬁon)/Sample Code ﬂ]l 4k
Fitter by - int main() A
{
ADC_Differential_Preamplifier & /% Start the components */
ADC_DifferentialMode H LCD Char 1 Start():
VDACE_1_Start():
ADC_Mullnp ADC DelSig 1 Start():
ADC_SAR_PrISM
M| ADC_SAR_Seq DieTemp_PSoC4 /* Configure DML to transfer ADC outpu
ADC_SAR_Seq_Example DMA_Config(): s
ADC_SingleEndedMode =
ADC_Voltagelnp /* Start the ADC conversion */
BasicDesign ADC DelSig 1 StartConvert():
BLE_AlertMotification e
BLE_Apple_Natification_Client LCD Char 1 Position(Ou, Ou);
BLE Battery_Level LCD_Char_l_Prir_mt?tring ("ADC Cutput: ™)
BLE_Blood_Pressure_Sensor igi_gar_i_goéltgon-tlu, ng;l; Trou "
BLE_Continuous_Glucose_Monitoring_Sensor _Char 1 PrintString| € Imput: ")
BLE_Cycl.lng_Sensor . . for(s:)
i BLE_Device Information_Service ¢
| BLE Envirenmentsl Sensing f* If converted ADC value has beer =
BLE_External_Memory_Bootloadable a o ,
P el KA. D2l i
[ Create Project || cancel
Figure 37 Code Example Projects, with Sample Code

Application Note

34 0f 55

001-86526 Rev. *H
2021-03-19



PSoC 4 12C Bootloader ‘ iﬁnec)n

PSoC Resources

7.3 PSoC Creator Help

Visit the PSoC Creator home page to download the latest version of PSoC Creator. Then, launch PSoC Creator
and navigate to the following items:

e Quick Start Guide: Choose Help > Documentation > Quick Start Guide. This guide gives you the basics for
developing PSoC Creator projects.

e Simple Component example projects: Choose File > Open > Example projects. These example projects
demonstrate how to configure and use PSoC Creator Components.

o Starter designs: Choose File > New > Project > PSoC 4 Starter Designs. These starter designs demonstrate
the unique features of PSoC 4.

o System Reference Guide: Choose Help > System Reference > System Reference Guide. This guide lists
and describes the system functions provided by PSoC Creator.

e Component datasheets: Right-click a Component and select “Open Datasheet.” Visit the PSoC 4
Component Datasheets page for a list of all PSoC 4 Component datasheets.

o Document Manager: PSoC Creator provides a document manager to help you to easily find and review
document resources. To open the document manager, choose the menu item Help > Document Manager.
7.4 Technical Support

If you have any questions, our technical support team is happy to assist you. You can create a support request
on the Cypress Technical Support page.

If you are in the United States, you can talk to our technical support team by calling our toll-free number: +1-
800-541-4736. Select option 8 at the prompt.

You can also use the following support resources if you need quick assistance.

o Self-help
¢ Local Sales Office Locations
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8 Appendix A: Memory

8.1 Flash Memory Details

Flash memory provides storage for firmware, bulk data, device configuration data, factory configuration data,
and user-defined flash protection data. Figure 38 shows the physical organization of flash memory in PSoC.

PSoC flash memory is divided into blocks called “arrays.” Arrays are uniquely identified by array IDs. Each array
has 128 or 256 rows of flash memory. Each row has 128 data bytes for the PSoC 4100, 4200, 4000S, and 4100PS
family of devices and 256 data bytes for the 4100S family of device. Each row has 64 data bytes for the 4000
family of devices. So, an array can have 8 KB, 16 KB, 32 KB, or 64 KB for instruction and data storage.

The PSoC 4100, 4200, 4000S, and 4100PS family of devices have a maximum flash of 32 KB, so it has only one
array, and the only valid array ID is 0. The PSoC 4100S devices have a maximum flash of 64 KB, also have only
one array, and the only valid array ID is 0. The PSoC 4100S Plus devices have a maximum flash of 128 KB, and
the only valid array ID is 0. The PSoC 4000 devices have a maximum flash of 16 KB, also have only one array, and
the only valid array ID is 0.

Flash memory is programmed one row at a time. It can be erased a row at a time, or the entire flash can be
erased at once. Rows are identified by a unique combination of the array ID and the row number.

Figure 38 also shows that the first X rows of flash are occupied by the bootloader. X is set such that there is
enough space for the following:

e The vector table for the bootloader, starting at address 0
e The bootloader project configuration bytes

e The bootloader project code and data

e The checksum for the bootloader portion of the flash

For PSoC, the vector table contains the initial stack pointer (SP) value for the bootloader project and the
address of the start of the bootloader project code. It also contains vectors for the exceptions and interrupts to
be used by the bootloader.

The bootloadable project occupies the flash starting at the first 128-byte boundary after the bootloader. This
region of the flash includes the following:

e The vector table for the bootloadable project
e The bootloadable project code and data

The highest 64-byte block of flash is used as a common area for both projects. Parameters saved in this block
include:

e The entry address in flash of the bootloadable project (4-byte address)

e The amount of flash occupied by the bootloadable project (number of flash rows)
e The checksum for the bootloadable portion of flash (one byte)

e Thesize in bytes of the bootloadable portion of flash (4 bytes).

For more information on the location of metadata in the flash memory, see Metadata Layout in Flash.
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Figure 38 Physical Organization of Flash Memory in PSoC

8.2 Memory Use in PSoC

There are two types of bootloader project types: standard bootloader and multi-application bootloader. The
multi-application bootloader is useful for designs that require a guarantee that there is always a valid
application that can be run. But this guarantee comes with a limitation that each application has only one-half

of the flash available.

Figure 39 shows the flash memory use for each type of PSoC Creator project.

Metadata

Metadata# 1

Metadata# 2

Bootloadable
Application
#2

Bootloadable

Bootloadable

Application App#ciatlon
Normal
Application Bootloader Multi Application]
Address 0 Application Bootloader
Figure 39 Flash Memory Use
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8.3 Metadata Layout in Flash

The metadata section is the highest 64-byte block of flash and is used as a common area for both bootloader
and bootloadable projects, as Figure 39 shows. Various parameters are stored in this block, as Table 6 shows.
For the multi-application bootloader, there are two sets of metadata.

Table 6 Metadata Layout
Address PSoC
0x00 App Checksum
0x01 Application Address
0x02
0x03
0x04
0x05 Last Bootloader Row
0x06
0x07
0x08
0x09 Application Length
O0x0A
0x0B
0x0C
0x0D NA
O0xOE NA
OxOF NA
0x10 Application Active
0x11 Application Verified
0x12 Bootloader Application Version
0x13
0x14 Bootloadable Application ID
0x15
0x16 Bootloadable Application Version
0x17
0x18 Bootloadable Application Custom ID
0x19
Ox1A
0x1B
0x1C-Ox3F NA
Note: For the multi-application bootloader, the Last Bootloader Row for metadata (image 2) signifies

the last row of bootloadable 1 in the flash section and not the bootloader row.
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8.3.1 Flash Protection

If the bootloader code is invalid, it makes the product unusable. So, it is important to protect the bootloader
portion of the flash from accidental overwrites.

PSoC protection includes chip-level protection (Open, Protected, and Kill) and flash-level protection. For more
information, see the device datasheet or Technical Reference Manual (TRM). The flash protection feature is
designed to prevent duplication and reverse engineering of proprietary code. But it can also be used to protect
against inadvertent writes to the bootloader portion of flash.

Two protection levels are provided for flash-level protection, as Table 7 shows. Each row of flash can be
configured to have a different protection level, which can be set using PSoC Creator (the Flash Security tab of
the.cydwrfile).

Table7 Levels of Flash Protection for PSoC
Protection level Allowed Not Allowed
Unprotected External read and write -

Internal read and write

Full protection Internal read External write
External read Internal write

Once the bootloader portion of the flash is configured to have a protection level of Full protection, it cannot be
changed. The only way to alter the protection level or to change the bootloader code is to completely erase the
flash and reprogram it using the SWD interface.

An example for protecting bootloader flash follows.

8.3.2 Example for Flash Protection

When the bootloader project is built, the PSoC Creator Output window shows the amount of flash used. For
example, if the flash occupied by the 12C_Bootloader project is 4352 bytes, then the output is (for PSoC with
32 KB flash) as follows:

Flash used: 4352 of 32768 bytes (13.3%).

The bootloader thus occupies 34 rows of flash (4352 / 128), that is, flash locations 0x0000 to Ox10FF. Set the
flash protection level to Full protection for these rows (under the Flash Security tab of the .cydwr file in PSoC
Creator). The protection level for the remaining rows can be Unprotected (the default), as Figure 40 shows. For
more information on how to use the Flash Protection dialog, see the PSoC Creator help article Flash Security
Editor.
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Start Page ]/TopDesign.cysm ]/IZC_Eooﬂoader_ﬁgure.cydwr ]/main.c ]/TopDesign.cysm }/main.c/]/ *12C_Bootloader.cydwr | ¥ 4 P X
From rown [+ to 255 2] [V - Unprotected <[ ser |
OFFSET: 000 O30 100 180 200 280 300 350 400 4580 &S00 580 BOO B30 700 Ta0 Bow
EASE ATDE: 0000 W W 'h' W W W W W W ) W W W 'h' W W 0-1%5

oso0 W W 'h' W W W W W W ) W W W 'h' W W

» o000 W W r U i i) U U i u U U ) r U i
1500 U ) T U T i) U U T u U U ) T U T 45-683
2000 U ) 1 u u i) u u u u u u ) 1 u u E4-T9
500 U i) T r T ) r r T u r r i) T r T S0-95
Jooo U ) r U i i) U U i u U U ) r U i 96-111
oo U ) r U i i) U U i u U U ) r U i 112-127
4000 U ) T U T i) U U T u U U ) T U T 128-145
4500 U ) 1 u u i) u u u u u u ) 1 u u 144-159
Sooo U i) T r T ) r r T u r r i) T r T 160-17T5
Sgo00 U ) r U i i) U U i u U U ) r U i 1TE-191
BOOO U ) r U i i) U U i u U U ) r U i 192-207
300 U ) T U T i) U U T u U U ) T U T 205-223
Tooo U ) 1 u u i) u u u u u u ) 1 u u 224239
TEOO U ) 1 u u i) u u u u u u ) 1 u u 240-255

‘Flash memory is organized as rows with each row of flash having 125 bytes. Each flash row can be assigned ome of 2 -

-:ﬁ Pins }*\M Analog }\@ Clocks }\;‘,5 Interrupts ]\? System }\_J% Direcﬁves\\@ Flash Security I q b
Figure 40 Flash Protection in PSoC Creator
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9 Appendix B: Project Files

9.1 Bootloadable Output Files

When any PSoC Creator project is built, an output file of type .hex is generated. This is the file that is
downloaded to PSoC while programming using the SWD interface.

For a bootloadable project, the .hex file is a combined .hex file of both the bootloadable and the related
bootloader project. This file is typically used to download both projects via SWD in a production environment.

9.1.1 *.cyacd File Format

When a bootloadable project is built, an additional file of type .cyacd (application code and data) is also
generated. This file contains a header followed by lines of flash data. Excluding the header, each line in the file
represents an entire row of flash data. The data is stored as ASCII data in big-endian format. Hence, while
bootloading, the contents of this file must be parsed (converted from ASCII to hex). Parsing is not required for
programming a file of type .hex.

The header of this file has the following format:
[4 bytes Silicon ID] [1 byte Silicon rev] [l byte checksum type]
The flash lines have the following format:

[1 byte array ID] [2 bytes row number] [2 bytes data length] [N bytes of
datal] [l byte checksum]

The checksum type in the header indicates the type of checksum used in the packets sent between the
bootloader and the bootloader host during the bootloading operation. If this byte is 0, the checksum is a basic
summation. If itis 1, the checksum is CRC-16.
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10.1 Communication Flow

The Bootloader Function Flow section described the operation of a bootloader in PSoC, and the 12C
Bootloader Host section introduced the building blocks of a bootloader host. With this background, Figure 41
explains the flow of communication between the host and the target during a bootloading operation. It gives
the order in which commands are issued to the target and responses are received. See Command and
Status/Error Codes for a complete list of bootload commands, their codes, and their expected responses.

Host

Send ‘Enter Bootload’ command to start the —
Enter Bootloag Commang.

PSoC4 Bootloader

bootload operation

\’ Gets the Silicon ID, Silicon Rev and

der ver— | bootloader version. Put this in the
. v, Bootloader

Check whether the Silicon ID and Silicon Rev respanse packet

Re!
ilicon 1D, Silicon
received are same as those contained in the "/S‘
bootloadable file. [ ————Get Flash S;
Send the ‘Get Flash Size’ command. Size Comman

d
\’ Send the start and end row numbers

~nber5/ of the bootloadable flash area
.
With these start and end row numbers, make surg dE dro
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whether the rows to be programmed are within the‘/
bootloadable area of the flash. \Send b
Then, split the row data into small chunks and sen ata Commang

them with the ‘Send Data’ command \ Saves the data in the receive Buffer
]
~+ -

success | Failure

Issue program row command along with last —_—
chunk of row data Program Roy, Comm
and

\ Erase the specified flash row and
] program it with the new row data.

success | Failure

Send ‘Verify Row’ command to verif: /

the programmed row data. .
Verify Row Commang.

\ Calculates Row checksum and places
/7 itin the return packet buffer

Row Checksum

Verify whether the received checksM

matches with the expected row
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N

F

Send verify checksum
command to verify the entip.——————ou__

Verify icati
application code checksun Y Application Checksum o : P
Verifies the entire application code
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3 Givea software reset to jump to the
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Figure 41 Communication Flow During Bootloading
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10.2 Protocol Packet Format

The bootloading operation involves an exchange of command and response packets between the host and the
target. These packets have specific formats, as Figure 42 shows.

Command packets from the host
Start Command Data length (N) Checksum End
0x01 | code N bytes of data 0x17
LSB MSB LSB MSB
le—1 byte—»e—1 byte—me¢——2 bytes N bytes 2 bytes——»e—1 byte—»
Compute checksum for these bytes
Response packets from the target
Start Status / Data length (N) Checksum End
0x01 Error code N bytes of data 0x17
LSB MSB LSB MSB
l¢—1 byte—we—1 byte—we¢——2 bytes—¢&—————— N bytes 2 bytes——e—1 byte—
Compute checksum for these bytes

Figure 42 Bootloading Packet Format

Each packet includes checksum bytes. The checksum can be a basic summation (2’s complement) or CRC-16
depending on the bootloader project setting. When sending multibyte data such as Data Length and Checksum,
the least significant byte is sent first.

The bootloader responds to each command from the host with a response packet. The format of the response
packet is similar to the command packet except that there is status/error code instead of command code.
Table 8 gives the important commands and data bytes and the bootloader response packet data.

10.3 I12C Transaction Information for Bootloader Host

The I*C transaction is a lower level of communication between the two devices. Figure 43 and Figure 44 give
the format for reading and writing to PSoC from the host.
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slave riw packet data data
start ra—— ©) ack start ack command ack length 1 ack length 2 ack
(0x01) (LSB) (MSB)

Y
A
AR
g

1 bit—»<@—7 bit—pl«t—1 bit—-—1 bit—p1t-1 bytePw«t—1 bit—-t«t1 byte -1 bit—pwiut-1 byte->|<—l bit—»-t

».| payload avioad checksum checksum end
> P dgta 1 ack pda);a N ack 1 ack 2 ack packet ack stop
(LSB) (MSB) (0x17)

1 byte-#-[<t—1 bit—P-[€———P>[<-1 byteP>1—L bit—{«1 hyte {1 hit—P1<1 byte#>t-1 bit—P-[«-1 byte-P-{«~1 bit—P-{<-L bit

I:I communication from host to bootloader I:I communication from bootloader to host

Figure 43 Transaction Sent from Host to Bootloader Through I°C Interface (Write)

slave riw P status/ ahie it
start erhlees @ ack start ack — ack length 1 ack length 2 ack
(0x01) (LSB) (MSB)
T
1 bit—wret—7 bit—pret—1 bit—bﬂF—l bit—p»{<tt-1 bytepw{att—1 bit—1et-1 byte-Iwlet—1 bit—pat-1 byte->|<—1 bit—{t P11 bit:
o [ il checksum checksum end
> P da)(ta 1 ack pdgta N ack 1 ack 2 ack packet nack stop
(LSB) (MSB) (0x17)
1 byte-#>[<—1 bit—p>|—P>|<t-1 byte->|—1 bit—P>«#1 byte»>{1 bit—>{<1 byte-# -1 bit—-Pr|«t-1 byte-Pj=—1 bit-Prj<-1 bit
I:I communication from host to bootloader I:I communication from bootloader to host

Figure 44 Transaction Received from Bootloader Through I°C Interface (Read)

10.3.1 Command and Status/Error Codes

As the previous section explains, the command and response packet structures are similar. The only difference
is that the second byte contains a command code or a status/error code.

Table 8 provides a list of commands and their expected responses. Table 9 provides a list of status and error
codes.

Table 8 Bootloading Commands
Command | Command Data Byte in the Expected Response Data Bytes
Byte Command Packet
0x31 Verify Checksum N/A 1 byte: Non-zero or'0'.
If it is a non-zero byte, then the application
checksum matches and it is a valid application.
Ifitis a zero byte, then the checksum is bad and the
application isinvalid.
0x32 Get Flash Size Flash array ID, 1 byte | First row number of the bootloadable flash, 2 bytes.
Last row number of the bootloadable flash, 2 bytes.
These numbers are for requested array ID.
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Command | Command Data Byte in the Expected Response Data Bytes
Byte Command Packet
0x33 Get Application Application number, | Valid application number, 1 byte.
Status (validonly | 1byte Active application number, 1 byte.
for multi- Checks whether the specified application is valid
application and ifitis active.
bootloader)
0x34 Erase Row Flash array ID, 1 byte | N/A.
Flash row number, Erases the contents of the specified flash row.
2 bytes
0x35 Sync Bootloader N/A N/A.
Resets the bootloader to a clean state. Any data
that was buffered in will be thrown out. This
command is needed only if the bootloader and the
host become out of sync with each other.
0x36 Set Active Application number, N/A.
Application (valid | 1 byte Sets the specified application as active.
only for multi-
application
bootloader)
0x37 Send Data N bytes of datato be | N/A.
sent The received data bytes will be buffered by the
bootloader in anticipation of the Program Row
command.
0x38 Enter Bootloader N/A Silicon ID, 4 bytes.
Silicon Rev, 1 byte.
Bootloader version, 3 bytes.
All the commands are ignored until this command
is received.
0x39 Program Row Flash array ID, 1 byte | N/A.
Flash row number, After sending multiple bytes of data to the
2 bytes bootloader using the send data command, the last
N bytes of datato be | chunk of data is sent along with this command.
sent
0x3A Verify Row Flash array ID, 1 byte | Row checksum, 1 byte.
Flash row number, Returns the checksum of the specified row.
2 bytes
0x3B Exit Bootloader N/A N/A.
This command is not acknowledged.
Table9 Bootloading Status/Error Codes - Possible Responses to Commands
Status/Error Codes | Label Description
0x00 CYRET_SUCCESS The command was successfully received and
executed.
0x02 BOOTLOADER_ERR_VERIFY The verification of flash failed.
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Status/Error Codes | Label Description

0x03 BOOTLOADER_ERR_LENGTH The amount of data available is outside the
expected range.

0x04 BOOTLOADER_ERR_DATA The data is not of the proper form.

0x05 BOOTLOADER_ERR_CMD The command is not recognized.

0x06 BOOTLOADER_ERR_DEVICE The expected device does not match the detected
device.

0x07 BOOTLOADER_ERR_VERSION The bootloader version detected is not supported.

0x08 BOOTLOADER_ERR_CHECKSUM | The checksum does not match the expected value.

0x09 BOOTLOADER_ERR_ARRAY The flash array ID is not valid.

0x0A BOOTLOADER_ERR_ROW The flash row number is not valid.

0x0C BOOTLOADER_ERR_APP The application is not valid and cannot be set as
active.

0x0D BOOTLOADER_ERR_ACTIVE The application is currently marked as active.

OxOF BOOTLOADER_ERR_UNK An unknown error occurred.
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11 Appendix D: Host Core APIs

11.1 cybtldr_api2.c/.h

This is a higher-level API that handles the entire bootload operation. It has functions to open and close files. It
invokes the functions of the cybtldr_api.c /.h APl for the bootload operations. This APl can be used when
building a GUI-based bootloader host.

11.2 cybtldr_parse.c/.h

This module handles the parsing of the .cyacd file that contains the bootloadable image to send to the device. It
also has functions for setting up access to the file, reading the header, reading the row data, and closing the
file.

11.3 cybtldr_api.c/.h

This is a row-level API file for sending a single row of data at a time to the bootloader target. It has functions for
setting up the bootload operation, erasing a row, programming a row, verifying a row, and ending the bootload
operation.

Table 10 describes in detail the functions of this API file.

Table 10 Functions of cybtldr_api.c/.h

Function Description
CyBtldr StartBootloadOperation | Enablesthe communication interface and sends an Enter
Bootloader command to the target.

From the response packet received, verifies the silicon ID, silicon
revision of the target device, and bootloader version.

CyBtldr_ ProgramRow First validates a row, that is, sends a Get Flash Size command to the
target for a particular array ID of the target flash. In response to this,
the target returns the start and end row numbers of the
bootloadable flash portion in that array. The host reads this
response and checks whether the specified row is in the
bootloadable area of the flash.

If row validation is a success, the host breaks the row data into
smaller pieces and sends them to the target using Send Data
commands.

Along with the last portion of row data, sends a Program Row
command to the target.

CyBtldr VerifyRow This function also first validates a row for a particular array ID and
row number.

If row validation is successful, sends a Verify Row command for the
validated flash row. In response to this command, the target returns
the checksum of the row.

The returned checksum is verified against the expected checksum

value.
CyBtldr_ EraseRow This function also first validates a row for a particular array ID and
row number.
Application Note 47 of 55 001-86526 Rev. *H

2021-03-19



PSoC 4 12C Bootloader iﬁ“@ﬂn

Appendix D: Host Core APIs

Function Description
If row validation is successful, sends an Erase Row command for the
validated flash row.

CyBtldr_ EndBootloadOperation Sends an Exit Bootload command and disables the communication
interface.
11.4 cybtldr_command.c/.h

This APl handles the construction of command packets to the target and parsing of the response packets
received from the target. The cybtldr_api.c /.h invokes the functions of this API. For example, to send an Enter
Bootload command, CyBt1ldr StartBootloadOperation () callsthe

CyBtldr CreateEnterBootloadCmd () function of this API. It also has a function for calculating the
checksum of the command packets before sending to the target.
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12.1 Bootloader Versus HSSP

The bootloader allows your system firmware to be upgraded over a communication interface. But for a
complete flash upgrade, including the bootloader flash area, you must use the SWD programmer (Host Sourced
Serial Programming). To create HSSP for PSoC 4, see AN84858, PSoC 4 Programming Using an External
Microcontroller (HSSP).

12.2 What Happens If Power Fails During the Bootload Operation?

If power fails during the bootload operation, then at the next reset the checksum of the bootloadable project
does not match the expected value (the bootloadable project's checksum stored in the last row of flash), and
the bootloadable project is considered to be invalid. Program execution remains in the bootloader until a
successful bootload happens. The bootloader host must send a Start Bootload command to restart the
bootload operations.

12.3 Why Do | Need a Reset to Jump Between the Bootloader and the
Bootloadable Projects?

PSoC is an enormously configurable device. The bootloader allows you to change on-chip hardware resources
as well as firmware. Due to its highly configurable architecture, hardware reconfiguration (placement, routing,
functional) is possible only from a reset state. Therefore, the bootloader requires a reset to jump between the
bootloader and bootloadable projects.

12.4 Converting a Normal Application Project to a Bootloadable Project

If you have already created a standard (Normal) project and want to convert it to a bootloadable project, add a
Bootloadable Component to the top design and add the bootloader project’s .hex file as a dependency, as
Figure 11 shows.

If a project is created as a normal project and then later changed to a bootloader project by changing the
application type to Bootloader, you should insert the Bootloader Start () function callin main.c for the
bootloader project to work as expected.

Note: For PSoC creator 3.1, if you want to convert a standard (Normal) project to a bootloadable/bootloader
project, change the application type of the project to Bootloadable/Bootloader. To do this, right-click on
Project > Build setting > Code Generation > General tab and change Application Type. In addition, add the
Bootloadable/Bootloader Component to the top design.

12.5 Debugging Bootloadable Projects

In the PSoC Creator bootloader system, the bootloader project executes first followed by the bootloadable
project. The jump from the bootloader to the bootloadable project is done through a software-controlled
device reset. This resets the debugger interface, which means that the bootloadable project cannot be runiin
debugger mode.

To debug a bootloadable project, convert it to Application Type Normal, debug it, and then convert it back to
Bootloadable after debugging is done.
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Another option is to program the bootloadable project . hex file onto the device and then use the “Attach to
running target” option for debugging while the bootloadable project is running. In this case, you can debug the
bootloadable project only from the point where debugger is attached to the device.

12.6 Multi-Application Bootloader

A Multi-Application Bootloader (MABL) is used to put two bootloadable applications in flash simultaneously.
The two applications can be the same to ensure that there is always a valid application in the device's flash. Or,
the two applications can be different so that they can be switched using bootloader commands. This
functionality comes with the obvious limitation that each application has one-half of the available flash
memory. Figure 39 shows the project placement in flash memory for a MABL.

You can implement a MABL by following these steps, which are different from the standard bootloader
application:

1. Create a new MABL bootloader project. Check the Multi-App Bootloader checkbox in the Bootloader
configuration window.

Note: For PSoC Creator 3.1, set the application type as Multi-App Bootloader.

2. Addtwo bootloadable projects to the workspace, say, Project_A and Project_B. For each project, add a
dependency to the MABL project. Two .cyacd files are generated for each project—one for the lower part of
flash and one for the upper part of flash (see Figure 39):

- Project_A_1.cyacd and Project_A_2.cyacd
- Project_B_1.cyacd and Project_B_2.cyacd
3. The.cyacd file with suffix 1 always occupies the first half of flash, and the .cyacd file with suffix 2 occupies

the second half. Thus only certain combinations of the .cyacd file can be used. These combinations are as
follows:

Project_A_1.cyacd and Project_A_2.cyacd

Project_B_1.cyacd and Project_B_2.cyacd
Project_A_1.cyacd and Project_B_2.cyacd
Project_B_1l.cyacd and Project_A_2.cyacd

4. Program the device with the multi-application bootloader project and bootload the applications (.cyacd
files) sequentially, in one of the above combinations, using the Bootloader Host application.

5. To switch between applications, follow these steps:
- Connect the PSoC kit to the PC through the USB cable. Make sure that the bootloader is active.

- Open the Bridge Control Panel by navigating to Start > All Programs > Cypress > Bridge Control Panel.
Select the KitProg for I°C Protocol.

- Send command 0x38 to enter the bootloader:
w 08 01 38 00 00 C7 FF 17

r 08 X X X X X X X X X X X X X X X

- To switch from application_1 to application_2, send the set_active_application command (0x36):
w08 0136010001C7FF17
r 08 x X X X X X X

- To switch from application_2 to application_1, send the set_active_application command (0x36):
w 08 01 36 01 00 00 C8 FF 17
r 08 X X X X X XX
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- Send the exit_bootloader command (0x3B) to launch the application:
w 08 01 3B 00 00 C4 FF 17

r 08 x x x X X X X

Table 11 explains these commands using the example of the set_active_application command (application_1
to application_2).

Table 11 Command Bytes
Bytes 1 1 1 2 N 2 1
Value 08 01 36 0100 01 CTFF 17
Description | slave packet command | number of bytes data checksum packet
address start byte to follow (LSB bytes (LSB first) end byte
first)
12.6.1 Memory Requirement for Bootloader

A typical I°C bootloader project with all the optional commands included occupies approximately 4.3 KB of
PSoC flash with Arm GCC compiler optimization set to "size". You can find the memory used by the bootloader
project in the output window when you build the project. RAM memory used by the bootloader project can be
reused by the bootloadable project.

The memory use of a bootloader project can be reduced a small amount by removing the optional commands
supported by the Bootloader Component, as Figure 45 shows.

Set the Device Configuration Mode to Compressed in the .cydwr > System tab, as Figure 46 shows, to
minimize flash memory use.

Configure 'Boctloader' " SE— - l B o
Name: Bootloader
" General [~ Builtin 4 bk
Options Optional commands
Communication component: [2C vJ [T Get flash size
[] Dual-application bootloader [C] Veerify row
[] Erase row

[7] Get row checksum
[ Verify application checksum

Wait for command [] Send data
Wait for command time {ms); 20000 = [C] Sync bootloader i
{0: wait forever) N
Bootloader application version: 0000 [ Get metadata i
Packet checlksum type: IEasic summation vJ

[T Fast bootloadable application validation
Bootloader application validation

[ Security key: 1)1 22] 33| 44| 55((6

][ am ][ o

b —

Figure 45 Deselecting Optional Commands in Bootloader Component

=]
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Start Page | Bootloadable_Green.cyd *12C_Bootl..._Red.cydwr E.= 1k x
> Reset | Tq Expand | 77 Collapse
Cption Value
EI Configuration
- Device Configuration Mode Compressed ~
- Unused Bonded IO Allow but warn ~
- Heap Size (bytes) 0x80
- Stack Size (bytes) 0x0400
- Include CMSIS Core Peripheral Library Files
B} ProgrammingDebugging
- Chip Protection Cpen A
- Debug Select SWD (zerial wire debug) ~
[l Operating Conditions
- Variable VDDA
- DDA (V) 5

- \DDD (V) 5

Cption to assign a clock for low voltage analog pump.

w4 »

sﬁmk%mmgk@um}\ﬁmmmg@mmﬂg Directives | ()] Flash Security q
Figure 46 Device Configuration Mode

12.6.2 PSoC Kits versus MiniProg3 for PSoC

PSoC 4 kits and MiniProg3 support debug/program and the USB-I°C bridge for PSoC. In addition, PSoC also
supports a USB-UART bridge, which MiniProg3 does not support. Therefore, it is easy to debug/program and
bootload using the PSoC kits. For more information, see the CY8CKIT-040 Kit Guide and CYS8CKIT-042 PSoC
Pioneer Kit Guide.
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Target Device Kit Name User Guide

CY8C42xx CY8CKIT-042 PSoC 4 Pioneer Kit CY8CKIT-042

CY8C40xx-S CY8CKIT-041-40XX PSoC 4 S-Series Pioneer Kit CY8CKIT-041

CY8C41xx-S CY8CKIT-041-41XX PSoC 4100S CapSense Pioneer Kit CY8CKIT-041

CY8C40xx CY8CKIT-040 Pioneer Kit CYS8CKIT-040

CY8C41xx-PS CY8CKIT-147 PSoC 4100PS Prototyping Kit CY8CKIT-147

CY8C4100S Plus CY8CKIT-149 PSoC 4100S Plus Prototyping Kit CY8CKIT-149
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IMPORTANT NOTICE

The information contained in this application note
is given as a hint for the implementation of the
product only and shall in no event be regarded as a
description or warranty of a certain functionality,
condition or quality of the product. Before
implementation of the product, the recipient of this
application note must verify any function and other
technical information given herein in the real
application.  Infineon  Technologies  hereby
disclaims any and all warranties and liabilities of
any kind (including without limitation warranties of
non-infringement of intellectual property rights of
any third party) with respect to any and all
information given in this application note.

The data contained in this document is exclusively
intended for technically trained staff. It is the
responsibility of customer’s technical departments
to evaluate the suitability of the product for the
intended application and the completeness of the
product information given in this document with
respect to such application.

For further information on the product, technology,
delivery terms and conditions and prices please
contact your nearest Infineon Technologies office
(www.infineon.com).

WARNINGS

Due to technical requirements products may
contain dangerous substances. For information on
the types in question please contact your nearest
Infineon Technologies office.

Except as otherwise explicitly approved by Infineon
Technologies in a written document signed by
authorized representatives of Infineon
Technologies, Infineon Technologies’ products may
not be used in any applications where a failure of
the product or any consequences of the use thereof
can reasonably be expected to result in personal
injury.
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