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Abstract

AN70630 describes how to combine PSoC® 3 with Cypress nvSRAM to build an event data recorder (EDR), which is
finding increasing application in automotive. PSoC 3, with its controller area network connectivity and efficient data
transfer using direct memory access, helps free the CPU to execute other tasks.
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Event Data Recorder with Controller Area Network using PSoC® 3 and hvSRAM

Introduction

Systems that rely on electronic subsystems for their
functionality use EDRs to store information about system
status as it evolves after a critical event occurs. A critical
event typically stops the system from functioning.

An EDR, such as the one described in this application
note, monitors communication among electronic
subsystems (controller area network nodes) and records
all or selected information. Moreover, an EDR can store
information collected and processed locally from various
Sensors.

Typically, EDRs use two external memory devices to
perform their function: an SRAM and an EEPROM. The
SRAM acts as a fast access circular buffer continuously
recording system status data (for the last few tens of
seconds). The EEPROM stores data transferred from the
SRAM in case of a crash. Using only an SRAM would not
maintain data after power is disconnected. Using only an
EEPROM would not allow fast access continuous. data
recording, as in a circular buffer, due to its intrinsic
latency. In addition, if used as a circular buffer, the
EEPROM would wear out quickly because of the intrinsic
limited number of write/erase cycles, causing the device to
fail. Cypress’s nvSRAM combines the two memories,
SRAM and EEPROM, in a single IC and, therefore,
supports continuous data recording, fast access, and non-
volatile data store in case of a crash.

In a critical event, EEPROM-based EDR systems require
the microcontroller actively to supervise data transfer from
the buffer SRAM to the EEPROM. That does cause delays
resulting from page buffering and slow EEPROM write
times. A typical EEPROM with a 64-byte page buffer and
5-ms write cycle would take 80 ms to store 1 KB of data.
However, Cypress’s nvSRAM does not add a buffering
delay, and all of the data is stored in the nonvolatile cells
within 8 ms. If the critical event is also subject to an abrupt
power outage, the EEPROM-based EDR system requires
that backup power be provided for several tens of
milliseconds so that the entire system can complete the
data transfer, which requires large capacitors or backup
batteries. On the contrary, a small amount of power is
required for the Cypress nvSRAM alone; the power state
of the rest of the system becomes irrelevant.

EDRs and data loggers are becoming more common in
the automotive industry, and the National Highway Traffic
Safety Administration (NHTSA) is developing regulations.
The Cypress PSoC 3, with its CAN connectivity and
efficient data transfer capabilities using direct memory
access (DMA), when paired with Cypress’s nvSRAM, can
provide a compact and effective solution.

This application note does not discuss formal
requirements for EDRs. Nor does it address all the issues
related to EDRs and NHTSA regulations. However, the
note describes an implementation based on PSoC 3 and

nvSRAM that forms the basic building block of an EDR
system attached to a CAN bus.

Furthermore, this application note demonstrates the
functionality of an EDR using PSoC® 3 development kits
CY8CKIT-001 or CY8CKIT-030, CAN expansion board
CYB8CKIT-017, an nvSRAM (CY14B101Q2A), and Vector
CANalyzer® to transmit and receive CAN messages with
a PC.

Functional Requirements for Basic
EDR with CAN

The main goal of an EDR s to record the evolving system
status, for later analysis, after a critical event occurs. The
following is a list of functional requirements to implement a
basic CAN node data recorder system:

m  Stored data must be nonvolatile, to ensure that data is
not destroyed in case of power loss.

®  System must support data recording of multiple CAN
message IDs. No compromise should be required to
select which message is recorded.

m  System must support data recording of critical
information captured through local sensors (for
example, an accelerometer or GPS), complementing
information available through CAN.

B System must add a timestamp to the recorded events.
The timestamp must have sufficient granularity to
ensure you can reconstruct a timeline of events.

m  CPU intervention in recording data must be minimized
to ensure maximum system availability during event
data recording.

®  System must accept commands through specific CAN
message ID to control EDR operations.

Requirements for data format, storage size, length of
recorded data, data samples frequency, tamper detection
and prevention, and other factors are specific to the
system application and, therefore, will not be discussed in
this note. However, some of these characteristics will be
described in the implementation discussion.

WwWWw.Ccypress.com
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CAN node Event Data Recorder
PSoC 3 solution

The block diagram in Figure 1 shows the architecture of
an EDR using PSoC 3 and nvSRAM and addresses the

basic requirements described in the previous section. The
implementation uses the PSoC 3 kits CY8CKIT-001 (or
CY8CKIT-030), CYS8CKIT-017 (CAN/LIN expansion
board), and an nvSRAM device (CY14B101Q2A).

Figure 1. Architecture of CAN node EDR based on PSoC 3 and nvSRAM.
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The nvSRAM data recorder interface module
encapsulates the operations of the interface with the
nvSRAM. The module provides APIs through which the
system firmware can configure the data sources for data
logging and request specific action (log data, retrieve data,
store, recall, and so on). The system application firmware
does not need to account for SPI configuration, DMA
setup, or the approach to write/read to/from the nvSRAM.
The details of this module are described in a later section
(nvSRAM interface block in PSoC 3 on page 14).

The CAN module is the link to the bigger system,
specifically a car modules network. The configuration has
four RX mailboxes and four TX mailboxes, which will be
detailed later (CAN component configuration on page 5).

Three of the four RX messages will be recorded to
nvSRAM and are set up to trigger an interrupt. The
Interrupt Service Routine calls nvSRAM APIs to set the
source of the data to be logged (the CAN message buffer
register itself) and to start the data logging process
through DMA.

The RTC (real-time clock)/timer block is the system’s
main watch, driven by an external 32768-Hz crystal. The
RTC produces one pulse per second; therefore, a “helper”
timer is added to increase the granularity of the time
keeper to 1/64 of a second (15.625 ms). Every 15.625 ms,
a DMA data transfer sequence is triggered to update a
timestamp buffer memory (containing hr, min, sec, and
x/64 seconds) and to transmit a timestamp message on

WWW.CYpress.com Document No. 001-70630 Rev. *A 3
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the CAN bus. Such a timestamp is added to each data
logged record. The timestamp CAN message can be used
for test/verification: After a power loss, an external node
(emulated by a PC in the demonstration in this application
note) knows at what time the node ceased to work; that
time later can be compared to the timestamp of the last
saved data in the EDR.

The two switches (SW1 and SW2) and ADC emulate
possible local sensors in the data recorder (for example,
an accelerometer, temperature sensor, or switches), and
their data is recorded seamlessly to the nvSRAM with the
data from the CAN bus.

Finally, the 8051 core performs supervisory tasks
(updating LED statuses, writing messages to the LCD, and
polling the sensors data), besides servicing the few
interrupts in the system (CAN, ADC, RTC) during data
logging. When the system is not recording data, the
processor core can perform the tasks to read the data
recorded in the nvSRAM, according to the commands
received through CAN (using a dedicated RX mailbox).
More details are explained in a later section on the

recording and replaying of data (Example of using
commands: replay recorded data 13).

DMA-based versus Firmware-based data
recording

The EDR leverages the efficient data transfer capabilities
of PSoC 3 using the DMA engine. It is worth taking a quick
high-level view of the microcontroller execution path, with
and without the DMA support, to perform the data
recording process to the nvSRAM through SPI
communication.

Figure 2 shows the different flows in the two cases. When
DMA is present, the microcontroller needs to initiate only
the SPI transfer process by selecting the source of the
data and starting the DMA, which will synchronize with the
rest of the hardware to complete the data transmission.
When DMA is not utilized, the microcontroller must send
the data to the SPI hardware and interact with the
hardware itself to perform the transfer. In this last case,
the CPU is more involved in the data transfer, thus
reducing the time for other tasks.

Figure 2. Data storing process - Main loop and interrupts flow comparison between implementations based on DMA and FW.
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PSoC 3 schematic implementation overview

Figure 3 shows the PSoC Creator® schematic of the EDR
implementation. Note that the nvSRAM interface module is
presented as just a block, and its details are described in a

later section (nvSRAM interface block in PSoC 3 on
page 14).

Figure 3. Data recorder PSoC® Creator schematic.
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CAN component configuration

The CAN component is configured with four RX and four
TX mailboxes (see Figure 4 and Figure 5).

Three RX mailboxes handle messages recorded in the
nvSRAM, and one RX mailbox acts as a “command
register,” accepting a 4-byte message. The data recorder
interprets that 4-byte message as a command (first byte)
with parameters (3 bytes) to set up actions with the
nvSRAM and the overall EDR system.

The “TimerTick” TX mailbox is a 4-byte message,
containing the time information (hours, minutes, seconds,

and n/64th of a second). This message, which is
transmitted every 15.625 ms (1/64th of a second), serves
as the EDR alive state communicated to other CAN
nodes.

The two TX messages, “nvSRAM_Time_ID” and
“nvSRAM_Data,” are transmitted as a pair over CAN every
time the EDR receives a command to read one record
from the nvSRAM. A record is a 16-byte block; therefore,
two CAN messages are needed to transmit it. The
“‘nvSRAM_Time_ID” contains the timestamp of the record
(4 bytes) and the message ID (4 bytes). The message ID
can be either the CAN message ID or an ID used to

WwWWw.Ccypress.com
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indicate that the message content is data from local
sensors. The “nvSRAM_Data” contains the recorded data
for that message ID and timestamp. See also Data Format
on page 14.

The “nvSRAM_LastGood” TX mailbox is for a message
that is transmitted when the EDR receives a command to
retrieve the last saved data (GET_NV_LAST, more
commands later in System commands, page 12). An
alternate implementation could be to set up the same
information in an RTR message. That message contains
the value of the address of the last nvSRAM 16-byte block
written and the timestamp of that block.

In this project, the CAN baud rate is set at 500 kbps.

Figure 4. CAN RX buffers.
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Figure 5. CAN TX buffers.
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Time keeper

The time keeper block generates the timestamp of the
recorded data and sends a frequent message on the CAN
bus as a fast “heartbeat” pulse to let the rest of the system
know that the EDR is working.

In this project, the periodic message on the CAN bus is
delivered every 15.625 ms. This information can be
captured by a node emulated by a PC and later compared
with the last saved data on the nvSRAM. As a result, you
can evaluate the effectiveness of the solution and
compare it with other approaches that rely on EEPROM or
other nonvolatile memories.

Figure 6. Time keeper block schematic.
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The real-time clock, based on the external 32768-Hz
crystal, generates an interrupt every second. During that
interrupt, the system date and time are updated.

The “ClkTimerTick” is a 64-Hz clock derived from the
32768-Hz crystal as well, making it synchronous with the
RTC. The TimerTick_Counter input is synchronized to the
com_master_clk clock with the Sync component.

On every rising edge of the CIlkTimerTick clock, the
TimerTick_Counter value is incremented (up to 63 and
then reset to 0), and a DMA is triggered.

The DMA performs two tasks:

1. Transfer hr, min, sec from the RTC registers to the
TimerTick CAN mailbox;
transfer the TimerTick_Counter (n/64th of a second)
value to the TimerTick CAN mailbox;
set the CAN_SEND_ MESSAGE bit in the TimerTick
mailbox to transmit the message.

2. Copy the hr, min, sec from the RTC, and the n/64th of
a second from the TimerTick_Counter to a 4-byte
buffer in the PSoC 3 RAM. This timestamp will be
attached to the data logged message.

In the associated project, the function that performs the
DMA configuration is DMA_TimerTick_Setup():

WwWWw.Ccypress.com

Document No. 001-70630 Rev. *A 6



 PERFORM

Event Data Recorder with Controller Area Network using PSoC® 3 and nvSRAM

Code 1. DMA_TimerTick_Setup() function.

/*******************************************************************************

* Function Name: DMA TimerTick Setup
hAhkhkkhkhkhkhkhkhkkhkhkhhhkhkhAhhhhhkhhhkhkhAhhhhhkhhhkhkhhkhhhhkhrhhkhkhhhhkhhkhbhhkhhkhbhhkkhhkhkhrhkkhkkhkhkhrhkkhkhkhrhrhkhkkhkhhkx*k

* Summary:

DMA c¢hannel value
******************************************************************************/

* This function initializes the DMA channel, transferring the RTC time and 1ls/64
* to the CAN TX msg and to an internal SRAM buffer.

* Parameters:

*  void

* Return:

*

*

static uint8 DMA TimerTick Setup (void)
{
uint8 DMA TT Ch;
static uint8 cmd tx datal[] = {(uint8)CAN SEND MESSAGE, Ou, Ou, Ou};

/* Initialize DMA: burstCount=0 (whole transfer in one burst) */
/* reguestPerBurst=0 (auto) */
/* upperSrcAddress=0 (upper 16 bits source addr) */
/* upperDestAddress=0 (upper 16 bits dest addr) */

DMA TT Ch = DMA TimerTick DmaInitialize (Ou, Ou, Ou, Ou);

/* Allocate TDs for different data - TD variables are declared at the module level */
DMA TT TD data CyDmaTdAllocate () ;

DMA TT TD tick = CyDmaTdAllocate();

DMA TT TD send CyDmaTdAllocate () ;

DMA TT TD tb([0] CyDmaTdAllocate () ;

DMA TT TD tb([1] CyDmaTdAllocate () ;

/***************************************************************************

* Configure TDs: TD handle, bytes to be transferred, next TD, options

* AND Setup TDs addresses: TD handle, source address, dest address

***************************************************************************/

/* Transfer sec, min, hour with one TD. Assumes that<sec, min, hour are in

* consecutive addresses */

(void) CyDmaTdSetConfiguration(DMA TT TD data, 3u, DMA TT TD tick, TD_INC DST ADR |
TD INC SRC ADR |
TD AUTO EXEC NEXT

(void) CyDmaTdSetAddress(DMA TT TD data, LO16((uint32) (§RTC currentTimeDate.Sec)), \

LO16 ((uint32) (&CAN TX[0].txdata.byte[lu])))

’

\
\
)7

/* Transfer 1/64 sec value */

(void) CybDmaTdSetConfiguration(DMA TT TD tick, 1lu, DMA TT TD_ send, TD AUTO EXEC NEXT);

(void) CmeaTdSetAddress(DMA_TT_TD_tick,LOl6((uint32)(TimerTick_Counter_COUNTER_LSB_PTR)),\
LO16 ((uint32) (&CAN TX[O0].txdata.byte[0Oul)));

/* Send message command */
(void) CmeaTdSetConflguratlon(DMA TT TD send, 4u, DMA TT TD tb[O], TD AUTO EXEC NEXT) ;
(void) CyDmaTdSetAddress (DMA TT TD send LOl6((u1nt32)(cmd_tx_data)), \

LO16 ((uint32) (&CAN TX[Ou].txcmd)));

/* Copy time to buffer: rtc _time buf[l] = sec
* rtc_time buf[2] = min
* rtc_time buf([3] = hr */

(void) CyDmaTdSetConfiguration(DMA TT TD tb[0], 3u, DMA TT TD tb[1], TD_INC DST ADR | \
TD INC SRC_ADR | \
TD AUTO_EXEC NEXT)

’

WWW.Cypress.com Document No. 001-70630 Rev. *A 7
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(void) CyDmaTdSetAddress (DMA TT TD tb[0], LO16((uint32) (¢§RTC_currentTimeDate.Sec)), \

/* Copy time to buffer: rtc _time buf[0] =

(void) CyDmaTdSetConfiguration(DMA TT TD tb[1l],

LO16 ((uint32) (&rtc_time buf[l])));

1/64 sec */

lu, DMA TT TD data, Ou);

(void) CyDmaTdSetAddress (DMA TT TD tb[1],LO016((uint32) (TimerTick Counter COUNTER LSB PTR)),\
LO16 ((uint32) (&rtc_time buf[0])));

/* Set initial TD */

(void) CyDmaChSetInitialTd(DMA TT Ch, DMA TT TD data);

return DMA TT Ch;

Local Sensing

The local sensing block emulates the sampling of an
analog signal from a sensor and the monitoring of two
digital signals. A potentiometer and two switches on the
PSoC 3 CY8CKIT-001 and CY8CKIT-030 development
kits simulate the local sensor and the digital signals.

In this example, both the ADC (converting the
potentiometer voltage) and the digital pins (connected to
the switches) are sampled periodically with a polling
method (every 10 ms). An interrupt-based design can be
implemented, too.

Figure 7. Local sensing schematic.
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System requirements determine the choice between
polling and interrupt-based design. Specific system
decisions are beyond the scope of this application note.

User Interface

The user interface consists of messages on an LCD and
signals on LEDs.

Figure 8. User Interface block schematic.
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The LCD displays messages that depend on the state of
the data recorder and on the command received (see
System commands on page 12).

The first row of the LCD shows a response to the
command received. If one row is not sufficient to display
the response, the second row also is used.

In - most cases, the second row shows the 12-bit ADC
value, the state of the switches, and the time. The state of
the two switches is implemented as a toggle so that one
push-release will be read as “ON” and the next
push-release as “OFF”. When a button is “ON”, its number
(“1” or “2") will show on the LCD.

Below is a description of the different LCD states:

®  Figure 9: When in standby (at power up or when the
data recording/reading is stopped), the first row
maintains the data from the last command, and the
second row shows the ADC value, the state of the
switches, and the time.

m  Figure 10: While the data logger is actively storing
data, the first row displays the number of received
CAN messages to store and the number of data
blocks stored in the nvSRAM. The two numbers are
different when the local sensors data also is stored.
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®  Figure 11: When the EDR receives a command to
retrieve the last saved address (GET_NV_LAST), the
first row displays hex values of the storage location of
the last saved address (“01” or “02”, see also DMA
flow and control for data recording on page 15), the
block address value (3-byte), and the timestamp value
at that address (4-byte). See Figure 29 and
associated text on page 25 for an example.

m  Figure 12: When the EDR receives a command to
read the nvSRAM records, the first row displays the
17-bit address being read, the timestamp at that
address (only min, sec, n/64th of a second), and the
message ID (because of character limitations in the
LCD used, only 11-bit IDs are displayed, or a 3-bit
value to indicate local sensors). The second row
contains the 8-byte message value.

m  Figure 13: When the EDR receives a command to
read a revision of the nvSRAM module firmware, the
first row displays its value. The second row displays
the ADC value, the state of the switches, and the time.

The ERR_LED, WARN_LED, and OK_LED signals are
controlled in firmware; they are updated every 10 ms and
whenever a CAN message is received. The ERR_LED
and WARN_LED statuses are tied to the CAN error count
maintained in the CAN hardware block. The OK_LED is
pulsed every time a message is received successfully.

The NV_LED signal is connected internally in PSoC 3 to
the SPI Slave Select pin, so that every SPI communication
prompts the external LED to pulse.

Figure 9. LCD in standby.

Data from last command

ﬁﬂE@ﬂﬂﬂ@Iﬂ__ij@E
D :@@:2

ADC readlng Time (hr:min:sec)
Switch 1 “ON” Switch 2 “OFF”

IN\

Figure 10. LCD during data recording.

CAN messages received Stored data blocks

@@@dﬁ@@@@l@léﬂ@ﬂ
BRI

Figure 11. LCD showing last saved address.

Timestamp at address (hex format:
10 = 16hr;
24 = 36min;

Block address 39 = 57sec;

value (1‘7{5) 3C = 60x15.625ms = 937.5ms)
A

0/ 1)0][o/|0| 5| a]oxt][o] 2
i @[ L Jin]le]l:

Last address storage

E
g

(N[ W]
©

:Ji2]

Lo s |

Figure 12. LCD during nvSRAM read.

Timestamp at address (hex format:

01 = 1min;
Block address 26 = 38sec;
value (17 bits) 31 = 49x15.625ms = 765.625ms)
w — 7/
(o]0 [ kol 2[e/3[D (©]2]E)
6[B6//9|al|7) 6] 4||F|2|B][1][o]0]2>
o ] il =

8-byte message value 11-bit message ID

Figure 13. LCD displaying firmware revision.

nvSRAM interface
module firmware revision

GoiERERaEc NN
RN EENRERE ARE

Loop timer and sensor polling

The loop timer is a clock tied to an interrupt component. Its
associated interrupt service routine (ISR) sets a flag that is
read in the main loop. Every time the flag is set, the main
loop executes polling and processing tasks after clearing
the flag.

Figure 14. Loop Timer.

Loop timer for polling inputs, update LCD/LEDs,
and process received commands.

loop_clk [JLL- —{==lloop_isr

100 Hz
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Firmware architecture Figure 15. main() firmware flow.
The nvSRAM data logger firmware is composed of three < main( )
layers (excluding PSoC Creator components layer):

'

System_Start() ‘

1. A main function at the top layer controls the overall ‘
flow (initialization; loop: check commands, poll inputs,

update outputs/Ul, poll low-voltage detect circuit). See $
Figure 15. wm
2. A system functions module (system_func.c/h) includes timer kick? STV

the functions called by main and local helper

. . System_ProcessCommand() ‘
functions. See Figure 16. ‘

v

‘ System_Updatelnputs() ‘

3. The nvSRAM data recorder interface module at the
bottom layer provides the public APIs used by the NO
system functions module to access the nvSRAM L
interface (nvSRAM interface block in PSoC 3 on ‘
page 14).

System_UpdateUl() ‘
[

\.
‘ System_PollLVD() ‘

L]

Figure 16. System functions module public APIs flowchart.

( System_Start() ) Gystem_ProcessCommand@ ( System_Updatelnputs() )

ADC

‘ 2x16 LCD Init ‘ . )
¢ Cmd received? conversion
‘ Global Variables Init ‘ YES YES

v

‘ RTC Init ‘

v

Data transfer to
nvSRAM (via DMA)
in progress?

NO Store conversion results to
memory buffer

!

NO
‘ 1/64 sec Timer Init ‘ L VIS ‘ Start new ADC conversion ‘
L ‘ Hold further data transfers ‘ L
‘ Buttons Init ‘ L Ly Reag\i;;it:iéog\kl)yzttons
L NO ‘ Parse command opcode ‘ L
‘ Local Sensors Init ‘
I I SET RTC TIME ‘ ENQ
PVSRAM Init I SET RTC DATE |
L 4){ NVSRAM COMMAND ‘
‘ CAN Init ‘ [ START SNS DATA STORE |
¢ ( System_UpdateUI() )
-~ »[ sToPsNsDATASTORE |
‘ LED Init ‘ \ 4 L
¢ ‘ Update/Restore data transfers Update LCD according to
command/system state

l—|

Loop Timer Init ‘

v

‘ Low Voltage Detect Init

s

Execute nvSRAM and local L )
sensor data transfers as per Update LEDs according to
‘ commands CAN state

v

. e

\ 4

|

P
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Four interrupt sources are enabled:

1. loop_isr: This ISR is triggered by the loop timer clock,
and it signals the execution of the main loop once. It is
currently set so that the main loop is executed every
10 ms.

2. CANL_isr: This is the CAN interrupt routine, which is
executed every time a message is received. If the
message is a command (ID=0x7FE), then the CAN
interrupt routine sets a flag for the main loop to
process the command. If the message received is
meant to be stored in nvSRAM, then the ISR calls
nvSRAM interface APIs to initiate a DMA transfer from
CAN to the SPI- nvSRAM device. Note that a
command (ID=0x7FE) may be received while a DMA
transfer is in progress. For that reason, the function
System_ProcessCommand() shown in Figure 16
blocks until the existing transfer is complete.

3. RTC_isr: This is a once-per-second interrupt that
updates the time and date.

4. ADC_IRQ: The ADC ISR stops the conversion of the
potentiometer voltage. It restarts when the main loop
polls the inputs.

Global variables include:

m  Flags (command received, CAN message received,
loop timer kick, one second tick)

m  Data arrays for CAN transmission

m  CAN command and parameters buffer for value
received

®  Two counters for messages received from CAN and
transmitted to nvSRAM, for display on the LCD.

Recording locally sensed data using DMA
seamlessly with CAN messages

The EDR based on PSoC 3 can record locally acquired
sensors data seamlessly with CAN messages using the
nvSRAM interface block APIs.

In the project associated with this application note,
PSoC 3 periodically polls the ADC and the buttons and
then stores the respective ADC result and buttons status
in local variables. When PSoC 3 receives a CAN
command message asking to store sensors data, it fills a
12-byte buffer with the ADC and buttons data (4 bytes for
ID and 8 bytes for data). PSoC 3 then initiates data
recording through the nvSRAM interface using the
nvSRAM block APIs (see also nvSRAM interface module
public APIs on page 19). DMA then performs data
recording, transferring the data from the 12-byte buffer
(containing the sensors data) to the nvSRAM, as
described in DMA flow and control for data recording on
page 15.

The implementation of that process follows:
Code 2. System_StoreSensorData() function.

static void System StoreSensorsData (void)

{

uint8 interruptStatus;

/* Kick the store to nvSRAM if enabled
and if a new sample is available*/

if ((Ou!=set dma sns)&&(Ou!=sns_updated))

{

sns_updated = Ou;

sensors_datal[3] = SNS_ID3;

sensors _datal2] = SNS ID2;

sensors _data[l] = SNS IDI1;

sensors _datal0] = SNS IDO;

sensors _datal7] =(uint8) (adc_data>>8);

/* MSB first */

sensors_datal[6] (uint8) (adc_data);
sensors _datal5] = buttonl;
sensors_datal[4] = button2;

sensors _data[ll] = Ou;
sensors_data[l0] = Ou;
sensors_datal[9] = Qu;
sensors_datal[8] = Ou;

interruptStatus = \
CyEnterCriticalSection();

NVSRAM WaitRecordComplete () ;

NVSRAM SetSourceData (sensors data);

(void) NVSRAM RecordDataAction( \

record action);
CyExitCriticalSection (interruptStatus);
[...]

Data records have a 4-byte timestamp attached; however,
PSoC 3 does not set the 4-byte timestamp data pointer
(used by the DMA process) in the code above. The DMA
source location for the timestamp is common for both
locally sensed data and CAN messages being recorded.
Therefore, PSoC 3 needs to set the timestamp source
location only once in the initialization code with the
NVSRAM SetSourceTimeStamp AP

The sensors data preparation and DMA request occurs
only if PSoC 3 has polled the sensors (sns_updated)
and if it has received the command to store sensors data
(set_dma_sns).

After preparing the data in the 12-byte buffer, the code
execution enters a critical section. Within that section, the
firmware triggers the DMA to transfer the data to nvSRAM.
Such a critical section is needed to keep the DMA process
from conflicting with the DMA triggered in the CAN
interrupt routine.

WwWWw.Ccypress.com
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Note Since the CAN RX message ID register is 4 bytes System commands

and does not use the 3 least significant bits, the “message
ID” for the sensors data has been set to 0x00000007.

Table 1. System commands summary table.

The CAN message ID Ox7FE sends commands to the
data recorder. It contains the command code and relevant
parameters (total of 4 bytes) transmitted to the nvSRAM
data recorder. The following table summarizes the
command names, opcodes, and description.

Command Name

Opcode (CAN byte 0)

Parameters (3 bytes) Description

SET_RTC_TIME*

0x01

Hr, min, sec (byte 1, 2, 3) | Set Real Time Clock time

SET_RTC_DATE!

0x02

Yr, mo, day (byte 1, 2, 3) Set Real Time Clock date

START_NV_STORE?

0x03

17-bit starting address Initiates the data logging. The initial address provided
(MSB = byte 1) is 16-byte aligned automatically for writing to nvSRAM
(the last 4 bits of the 3-byte parameter are ignored)

STOP_NV_STORE?

0x04

Don'’t care Terminates the data logging

GET_NV_LAST?

0x05

Don’t care Returns (on LCD and on CAN message |D OxOFF) the
address of the last stored data and its timestamp. This
command will terminate the data logging.

START_NV_READ?

0x06

17-bit starting address Initiates the data retrieval. The initial address provided
(MSB = byte 1) is 16-byte aligned automatically.

Reports the 16-byte record at the initial address.

Read data is transmitted on CAN message IDs 0xODF
(timestamp + ID) and OXOEF (data)

This command will terminate the data logging.

NEXT_NV_READ?

0x07

Don’t care This command requires the system to be in nvSRAM
read mode via the START_NV_READ command.

Reports the next 16-byte record.

Read data is transmitted on CAN message IDs 0XxODF
(timestamp + ID) and OxOEF (data)

PREV_NV_READ?

0x08

Don'’t care This command requires the system to be in nvSRAM
read mode via the START_NV_READ command.

Reports the previous 16-byte record.

Read data is transmitted on CAN message |Ds OxODF
(timestamp + ID) and OXOEF (data)

STOP_NV_READ?

0x09

Don'’t care Terminates the read process. Read commands are
then ignored until a new START_NV_READ command
is received

FORCE_SW_STORE?

Ox0A

Don’t care Forces a nvSRAM software store by sending the Store
command to the nvSRAM via SPI.

After execution, data logging will continue as before
this command request.

FORCE_SW_RECALL®

0x0B

Don'’t care Forces a nvSRAM recall by sending the Recall
command to the nvSRAM via SPI.

After execution, data logging will continue as before
this command request.

! This is an application-specific system command.

% This is part of the nvSRAM recorder interface module and is exposed (with a user-defined offset) to the higher-level application.

WwWWw.Ccypress.com
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Command Name Opcode (CAN byte 0)

Parameters (3 bytes)

Description

GET_FW_VERSION? 0x20

Don’t care

Returns the nvSRAM interface module firmware
revision. This is displayed on the LCD.

Data logging and nvSRAM reading must be stopped
before requesting this command (with
STOP_NV_STORE and STOP_NV_READ).

START_SNS_STORE® | 0x35

Don'’t care

Starts recording local sensors data to nvSRAM. Note
that START_NV_STORE command must be issued
first.

STOP_SNS_STORE! 0x36

Don'’t care

Stops recording local sensors data.

Example of using commands: replay
recorded data

Recorded data is retrieved by sending the proper
commands with CAN message ID Ox7FE.

A typical procedure to read the logged data is as follows
(from a requesting CAN node):

1.

Send message ID Ox7FE with command (data byte 0)
set to GET_NV_LAST (0x05 in this case, or 0x03 +
any offset if the data logger application implements
other commands besides those implemented in the
nvSRAM module). After this message is received, the
data logger sends a message ID OxOFF with an 8-byte
data: byte 0 is the storage location of the last saved
address (“01” or “02”, see also DMA flow and control
for data recording on page 15); bytes 1-3 contain the
17-bit nvSRAM memory address of the last valid
saved data; bytes 4-7 contain the timestamp for the
record at the reported memory address (hr, min, sec,
n/64th of a second).

Send message ID 0x7FE with command (data byte 0)
set to START_NV_READ (0x06 in this case, or 0x04
+ offset), and the starting address (byte 1-3). The
starting address is a 17-bit value; however, due to the

16-byte alignment configuration of the data logger, the
last 4 bits are ignored. Since the data logger writes to
the nvSRAM as a circular buffer, a good starting
address is the one after the last valid saved address
indicated by the command executed in step 1.

When the data logger receives this command, it sends
back two messages: message ID 0xODF contains the
timestamp and the message ID of the data at this
address, and message ID OxOEF contains the data.

Send message ID Ox7FE with command set to
NEXT_NV_READ (0x07 in this case, or 0x05 + offset)
or PREV_NV_READ (0x08 in this case, or 0x06 +
offset) to read recorded events forward or backward,
respectively. As in step 2, when the data logger
receives this command, it sends back two messages:
message ID OXODF contains the timestamp and the
message ID of the data at this address, and message
ID OXOEF contains the data.

When all the information has been retrieved, send
message ID Ox7FE with command set to
STOP_NV_READ (0x09 in this case, or Ox07 +
offset). When the data logger receives this command,
it exits “read mode,” and read commands have no
effect unless a new START NV_READ command is
transmitted.

WwWWw.Ccypress.com
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nvSRAM interface block in PSoC 3

Overview

The nvSRAM data recorder interface driver module
consists of both hardware (digital blocks and DMA) and

firmware (APIs) components. Figure 17 below shows the
PSoC Creator schematic. The files nvsram if.c and
nvsram_if.h in the associated project contain the entire
API implementation and the public interface.

Figure 17. nvSRAM recorder interface PSoC Creator schematic.

<0> miso_w

spi_clk

6 MHz

For read operations, APls are used to control the process.

complete. During the data recording process, the DMA takes care of:
1- transferring data between data buffers and SPIM transmit register

ShiftLeft blocks.

3- transferring data from AddressCounter to ShiftLeft to generate the
address to be transmitted on SPI

See AN70630 for complete description of DMA process.

Del_?i)rf:ll“:runler DMA TXM
DMA
tc- —drg nrqf=
interrupt=
spi_clk_w e’c‘fc')bc'f
DelayReset [
3-bit (UDB)
TransferCtrl
Control Reg
com_master_clkfit—{»clock
control_0 |- SSCtrl
control_1 DelayReset
control_2 — ShiftClk
control_3 - AddrCntEn
control_4 AddrCntCnt

spi_clk_w

For write/data recording, the process is initiated via API, triggering the first
DMA transfer. The process then continues automatically untill all transfer is

2- transferring data/states to the TransferCtrl control register to control the
behavior of Slave Select signal, DelayCounter, AddressCounter, and

SPIM
SPI mosi_w @
—miso mosif
sclki—
sstFl :D7 sclk_w o
—»clock
[0 Freset SS_W
rx_interrupti— SSCtrl @
tx_interruptic
8-bit hold
EMOCtr AW &
Control Reg
control 0 -
EMOCtrl is used to enable/disable
the SPI Master output pins all at once:
- mosi_w = mosi * EMOCtrl
- sclk_w = sclk * EMOCtr|
-ss_w = SSCtrl + "TEMOCtrl
AddressCounter
Counter
AddrCntEn - [——
terl
compi=l
AddrCntCnt | S
com_master_clkiL—>clock
[0 reset ‘interrupt}=1
16-bit (UDB)
ShiftLeft
Shift Register
shift_outt=l
reset
ShiftClk
—»clock
24-bit

Data Format

Before entering the details of the schematic and the

Each record consists of 16 bytes, whose content is as
follows (bytes start on the 16-byte aligned address):

architecture of the nvSRAM interface block, let's
understand how a data record is structured.
Table 2. Data format of records stored in nvSRAM.
Byte O Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7
HR MIN SEC N/64" sec Msg ID MSB Msg ID B2 Msg ID B1 Msg ID LSB
Byte 8 Byte 9 Byte 10 Byte 11 Byte 12 Byte 13 Byte 14 Byte 15
Data Hi MSB Data Hi B2 Data Hi B1 Data Hi LSB Data Lo MSB Data Lo B2 Data Lo B1 Data Lo LSB
Document No. 001-70630 Rev. *A 14
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The above table represents the data record used in this
implementation, for both data stored to nvSRAM and
nvSRAM data transmitted through CAN.

When handling a data block (16 bytes), the nvSRAM
interface module expects only pointers to a 4-byte array
(for the “timestamp” field) and to a 12-byte array (for the
“ID+data” field). No restriction is imposed on the type of
data on those two arrays. The two APIs used to set such
pointers are  NVSRAM SetSourceTimeStamp () and
NVSRAM SetSourceData () respectively. The higher-
level application can direct the data logger to any type of
data, as long as the array sizes are not violated.

In the PSoC 3 RTC component, the RTC_TIME_DATE
structure contains hours, minutes, and seconds in three
consecutive bytes; the CAN ID and message data are in
12 consecutive bytes in the CAN hardware. As a result,
simple settings for the 4-byte and 12-byte array pointers
are enabled.

Note Since the data logged is automatically aligned to 16-
byte addresses, the nvSRAM interface module APIs allow
access to the external nvSRAM only at 16-byte aligned
addresses.

nvSRAM interface module schematic design

The main goal of the nvSRAM interface module is to
control and execute the complete data recording process
through DMA. The process would be independent of the
CPU, freeing it to perform other tasks.

Given the importance of storing required information
without software delays when a system fails, writing to the
nvSRAM must be software-independent as much as
possible. However, retrieving data from the nvSRAM is not
as critical, because that action is expected in a controlled
environment for an EDR system. Therefore, in this
implementation, data retrieval (read from nvSRAM) is
carried out in firmware.

In addition, during a power outage, the PSoC 3 may see
the power drop before the nvSRAM does, or vice versa. In
both cases, the data link must be protected and shut down
gracefully to prevent a potential loss of data.

Let’s examine the tasks accomplished, block by block:

m  SPIM: The SPI Master is the main communication
block, and it controls transfers of data bytes.

m  DelayCounter: Because the SPIM has a hardware
FIFO buffer with only 4 bytes, DMA transfers need to
be controlled so as not to overflow the buffer.
Therefore, the DMA is set up to transfer only one byte
at a time to the SPIM, and the DelayCounter counts a
specified number of SPI clocks before triggering the
next DMA transfer.

m  AddressCounter: This counter increments by 1 for
every 16-byte data block transferred to nvSRAM

through SPI. Since the nvSRAM memory used is 1
Mbit, arranged in 128k x 8, the total number of
available 16-byte blocks is 8192. However, the last
two “blocks” are used to keep track of the last saved
address (see DMA flow and control for data
recording), so only 8190 blocks are available. For that
reason, the AddressCounter has a period set to 8190.
Once it reaches 8190, the next address is set to O,
effectively using the nvSRAM as a circular buffer.

m  ShiftLeft: This shift register sets the nvSRAM
address. The current record block count is transferred
(via DMA) from the AddressCounter to ShiftLeft,
shifted left by 4 (to account for the 16-byte data
alignment), and then sent over SPlI as memory
address (via DMA, as well).

®  DMA_TXM: This instantiates the DMA channel that
will handle the complete data store process.

m  TransferCtrl: This control register controls signals to
sequence the data transfer through SPI. This register
is updated through DMA during data recording.

o SSCitrl: Slave Select control signal. Set low during
SPI transactions.

o DelayReset: Resets the DelayCounter, which is
out of reset only for the duration of data recording
for each block of data (16 bytes).

o ShiftClk: Clock input to the ShiftLeft component,
which generates the 17-bit nvSRAM memory
address.

o AddrCntEn: Enable/disable the AddressCounter.

o AddrCntCnt: Count pulse to the AddressCounter.
A pulse is sent every time a 16-byte data block is
transmitted to nvSRAM.

® EMOCtrl (EMergency Off Control): In case PSoC 3
sees a voltage drop before the nvSRAM does, PSoC
3 can prevent further SPI communication by forcing
MOSI and SCLK low and SS high. This action
removes the risk of an undefined voltage on such
pins, a situation that could result in issuing commands
or corrupt data in the nvSRAM. When a voltage drop
occurs, it is sufficient for PSoC 3 to write ‘0’ to this
control bit to shut down all three pins. When the
nvSRAM sees the voltage drop, it automatically
triggers an AUTOSTORE event, its data is stored to
the non-volatile cells, and its SPI interface is disabled.

Note The hold_w signal controls the HOLDb pin of the
nvSRAM to suspend serial operation. This functionality is
not used in the associated project; therefore, the signal is
set to logic high (‘1’) to ensure it is always inactive.

DMA flow and control for data recording

To execute a write operation to an nvSRAM, the master
device (PSoC 3 in this case) first must send a WREN
(write enable) command and then a WR (write) command,

WwWWw.Ccypress.com
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followed by the destination address (3 bytes) and the data
(the address increments automatically at each subsequent
byte). The figures below are taken from the nvSRAM

datasheet (CY14B101Q) and show the WREN command
and the write timing for reference.

Figure 18. nvSRAM WREN instruction.

Figure 19. nvSRAM multi-byte write.

4 5 6 7
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The design of the DMA channel to perform the full data
recording process involves structuring a sequence for:

m  sending the 16-byte data block to the SPI module for
transmission to the nvSRAM,;

m  and controlling the SPI communication itself with
nvSRAM-specific commands, memory address, and
control signals (information that is not part of the data
that needs to be recorded).

Therefore, the DMA will have to control the Slave Select
pin (SS) and set the proper memory address on the SPI
bus. Moreover, the DMA cannot send all the data (16-
byte) to the SPI module at once, because the SPI has only
a 4-byte buffer.

The DMA design then will require the support of:

m A timer/counter (DelayCounter) to count a specific
number of SPI clocks before requesting the next
transaction in the DMA chain (each transaction
executes and sends the next byte or control signals).

® A counter (AddressCounter) to count the 16-byte data
blocks being transmitted and, thus, set the memory
address properly (with the help of the ShiftLeft block).

m A control register (TransferCtrl) to set/clear control
signals through DMA writes to it.

In addition, the DMA sequence implements a mechanism
to maintain a record of the address of the last valid stored
location. Such a mechanism invalidates a partial record
received during a power loss. This mechanism works as
follows:

After each 16-byte block write, two blocks (addresses
0x01FFEO and 0x01FFFO0) are used in ping-pong mode to
store the address and the timestamp of the block that was
just written. The timestamp is recorded as a validation
token. When PSoC 3 reads back the data, the ping-pong
locations identify the last valid stored record. The
timestamp in the ping-pong locations is compared with the
one recorded at the address pointed by the ping-pong
locations themselves. Any difference would indicate that
the address in the ping-pong location is not a valid last
stored location. This mechanism guarantees that one of
the two records points to the last valid stored location.

The diagrams in Figure 20 and Figure 21 describe the
DMA flow for the data logging process.

WwWWw.Ccypress.com
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Figure 21. DMA flow and control sequence for data logging — page 2 of 2.

Delay
Counter

Delay

Delay
Counter

Counter

expires

expires

expires

o
=
=1
©

[

anea JajunooAeleg
18S —/vdl

A

%

(ub1y) sAnoeul Ss18S
oraL

7y

omne
1

anfeA JayunodAejaq
18S —sval

=

INVHSAU 0] puewwod
NIJM puss — #aLl

=

an[ea JajunooAelag
18S —€vadl

7Y

omne
1

(mo)) 8Anoe SS 189S
ZvalL

SS

X

X< WREN

MOS! |

Delay
Counter

Delay
Counter

Delay
Counter

Delay Delay Delay
Counter

Counter

Delay
Counter

Counter

expires

expires

expires expires expires
|

expires

expires

6¥7AL 10} AL xau
se 0Sdl ¥es —/sdl

7Y

omne
I

(z Buod-Buid) gs7
SSaIppe puss — 95a.L

=

(z buod-buid) gs|
SSaIppe puss — §5aL

=

(z Buod-Buid) as
SSaIppe puss - ySAL

6vaL 10} dL xau
Se $y5dL18S — esdl

7y

omne
1

(T Buod-buid) gs1 |/
ssappe puas — z5aL

)

J

(T Buod-buid) gs| |/
ssaippe puss — TGl

(T Buod-buid) gsi \

X addr MsB X addr 1B X

Ssaippe puss —0sdLl

X wr

2poado Y puas
6val

(moy) aAnde SS 19S
8vaL

©
VG|

Delay
Counter

Delay
Counter

Delay
Counter

Delay
Counter

expires

expires

expires

MOSI

expires

anjeA J1awnoy Aejeg
18S —S9dlL

expires

Jng dwejsawin jo | —
€ 91Aq puas - y9d.L

expires

Ing dwejsawn jo L —
¢ 9)Aq puas - £9a.L

e)ﬁi
X MmN e sEc M niea® X

ng - dweysawn jo | —
T 2Aq puas - zodL

expires
X HR

Ing~ dwejsaw jo | ——
0 94q puas — T9aL
A

=3’

(1ppe™INnqg)
€S7 ssaippe -
ise| puss — 09a.L

A
S

Last Addr - LSB

(1ppe™Inq)
as| ssaippe -
ise| puas — 65AL

A

B

(1ppe™inq)
ASIN Ssalppe |-

X/'/LastAddr-MSB W Last Addr - ISB

1se| puss — 85AdL

SS

Wait for next DMA software request
(CPU_REQ)

£29dl

omne

9901 !

(uby) eAnoeul SS 19S Ml

MOSI !

18

Document No. 001-70630 Rev. *A

WwWWw.Ccypress.com



o

T
Pt

—

—

e — L
——
—_—
——

CYPHRESS

PERFORM

;i

Event Data Recorder with Controller Area Network using PSoC® 3 and nvSRAM

nvSRAM interface module public APIs

The nvSRAM data recorder interface driver module (in the
associated project) currently offers the following APIs.
NVSRAM_IF_Start()

Prototype: void NVSRAM IF Start (void)

This function initializes the nvSRAM interface module,

including DMA, interrupts, PSoC 3 components used, and
variables. Specifically, the following actions are performed:

®m |nitialize module global variables
m  [nitialize control registers

m  Verify RDYb bit status to make sure that the nvSRAM
has completed its power up sequence

m  |nitialize DelayCounter, AddressCounter, ShiftLeft,
and SPIM modules

m  Set SPIM clock frequency

®m  |nitialize and set up DMA channel and enable it

NVSRAM_IF_Stop()
Prototype: void NVSRAM IF Stop (void)
The stop function resets the nvSRAM interface module to

a global Stop state, including DMA, interrupts, PSoC 3
components used, and variables.

NVSRAM_RecordDataAction()

Prototype: cystatus NVSRAM RecordDataAction
(uint8 request) CYREENTRANT

This function, which initiates or terminates data recording,
sets the initial status of the TransferCtrl register and
replicates the functionality of CyDmaChSetRequest. The
function is defined as re-entrant due to its use in the main
software loop and in the CAN interrupt routine.

NVSRAM_SetSourceDatal()
Prototype: void NVSRAM SetSourceData(uint8 *
const p src data) CYREENTRANT

This function sets the source address of the data (12
bytes) to be recorded.

Parameters: p_src data = pointer to the source data

The function is defined as re-entrant for the same reason
cited in the previous function.

NVSRAM_SetSourceTimeStamp()
Prototype: void NVSRAM SetSourceTimeStamp
(uint8 * const p src time)

This function is used to set the source address of the
timestamp (4 bytes) to be recorded.

Parameters: p src time = pointer to the source
timestamp

NVSRAM_WaitRecordComplete()

Prototype:
void NVSRAM WaitRecordComplete (void)

This function blocks until the full DMA transaction for one
data block recording is complete.

NVSRAM_Action()

Prototype: void NVSRAM Action(u 32b t const *
const p cmd, act result t * const p act)

This function sets the task of the nvSRAM data recorder
interface module. A state machine is implemented to
control the system actions (start/stop store, set RTC,
retrieve data, etc.)

Parameters:

p_cmd = pointer to 32-bit data (byte[0] = command;
byte[1..3] = parameters)

p_act = pointer to structure containing array of four 32-bit
return data and a 16-bit flags variable

The following commands are implemented (see also
System commands on page 12):

#define START NV STORE ((uint8) 0x01)
/*command is followed by starting address*/

#define STOP_NV_STORE ((uint8) 0x02)
#define GET NV LAST ((uint8) 0x03)
/* command to get the address of the last
good valid data in nvSRAM */

#define START NV READ ((uint8) 0x04)
/*command’ is followed by starting address*/

#define NEXT NV _READ ((uint8) 0x05)
/* t£his command will trigger the next 16—
byte nvSRAM data transmission to CAN */

#define PREV_NV_READ (( ) )
#define STOP NV_READ (( ) )
#define FORCE SW_STORE ((uint8) 0x08)
#define FORCE_SW RECALL (( ) )
#define GET FW VERSION (( ) )

The following flags are reported in the results structure
(p_act):

#define F_GET NV _LAST ((uintl6) 0x0001)
/*flag GET NV _LAST command, received*/

#define F_START_NV_READ ((uintl6) 0x0002)
/*flag START NV_READ command received*/

#define F_NEXT NV_READ ((uintl6) 0x0004)
/*flag NEXT NV_READ command is received*/

#define F _PREV NV READ ((uintl6) 0x0008)
/*flag PREV_NV_READ command 1is received*/

WwWWw.Ccypress.com
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#define F RESTORE REC OK ((uintl6) 0x0010)
/*flag OK to restore the recording action
request*/

#define F _FORCE REC START ((uintl6) 0x0020)
/*force the block data recording to start*/

#define F LAST GOOD 1 ((uintle6) 0x0040)
/*flag last good location 1 is good*/

#define F LAST GOOD_2 ((uintl6) 0x0080)
/*flag last good locgation 2 is good*/

fdefine F_ERR START NV ((uint16) 0x0100)
/*error flagefor failled start (address)*/

#define F_ERR READ NV ((uint16)0x0200)
/*error flag failed read start (address)?*/

#define F_NV_STORE ON
/*flag NV store enabled*/

((uintl6) 0x0400)

#define F_FW VERSION ((uintl6) 0x0800)
/*flag FW revision has been retrieved*/

#define F_START NV READ RPT ((uintlé)
0x1000)

/* flag START NV _READ is re-issued/during a
read */

NVSRAM_GetCurrentRdAddr()

Prototype:
uint3 NVSRAM GetCurrentRdAddr (void)

This function returns the current nvSRAM read address.
This is for informational purposes, because the read
address can be modified only with the START_NV_READ
command.

Return: current read address

NVSRAM_TripEMO()
Prototype: void NVSRAM TripEMO (void)

This function sets the hardware to block the SPI interface.

NVSRAM_ResetEMO()
Prototype: void NVSRAM ResetEMO (void)

This function resets the EMO and allows normal operation.

NVSRAM_WaitDevRdy()
Prototype: void NVSRAM WaitDevRdy (void)

This function blocks until the RDYb bit in the nvSRAM
status register is 0, indicating that the device is ready
(STORE or RECALL process are completed).

Maximum recordable time window

The nvSRAM module is currently configured to work with
the Cypress 1-Mbit nvSRAM (128k x 8), which translates
into 8190 16-byte blocks (or 8190 data samples; 2 blocks
are used to store the address of the last saved data).
Therefore, depending on the frequency of the messages
(both from CAN and from local sensor data) that need to
be recorded, the recordable time changes.

For example, with only CAN messages every 10 ms, 81.9
seconds of data can be recorded.

nvSRAM interface module memory map
summary

The following diagram (Figure 22) illustrates how the
nvSRAM data recorder interface module maps the content
of the nvSRAM memory itself. An example of the data
content and last saved address is shown.

Memory blocks at addresses 0x000000 to Ox01FFDO
contain the recorded data, and locations Ox01FFEO and
0x01FFFO contain the address and timestamp of the last
two saved locations.

WwWWw.Ccypress.com
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Figure 22. nvSRAM memory map as implemented in the nvSRAM data recorder interface module.

o — N ™ < o © N~ [ee] (2] < m O [a) Ll LL
o o o o o o o o o o o o o o o o
0x000000 timestamp Msg ID data
0x000010 timestamp Msg ID data
0x000020 timestamp Msg ID data
Last addresses | 0x0132A0 02 2A 2D 30 | 05 FF FF F8 | 02 04 06 08 OA O0OC OE FF
recorded | 0x0132B0¢ 02 2A ... 2D 3200 00 00 07 |0A F2 01 00 12 45 89 CD
O0x01FFCO timestamp Msg ID\ data
0x01FFDO timestamp Msg ID \\ data
Ping-pong 1 (last address 1) OxO1FFEO | 01 32 A0 | 02 2A 2D 30 \ not used
Ping-pong 2 (last address 2) OxO01FFFO | 01 32 BO(COA 1C OB 2D >-\ \ not used
R}
These two timestamps do not match. Therefore,
ping-pong location 2 is incorrect, indicating that
the last valid saved data is at address 0x0132A0
(as shown in ping-pong location 1).

) . SOIC-to-DIP adapter (for example, SchmartBoards part #
Demonstration with the PSoC 3 204-0004-01) and placed in the prototype area (see Figure
Development Kit, CAN Expansion 24 and Figure 25).

Board Kit’ and nvSRAM The PSoC 3 and nvSRAM are powered at 3.3 V, while the
CAN transceiver on the CY8CKIT-017 is powered at 5 V.

The associated project uses the PSoC 3 development kit See appendix on page 26 for a setup with CY8CKIT-030.

(DVK — CY8CKIT-001), the CAN expansion board kit . : )

(EBK — CYSCKIT-017), and the CY14B101Q2A SPI The jumper settings on the DVK and EBK are as follows:

nvSRA_M. Vector CANalyzer monitors the CAN bus, ®  CY8CKIT-001 settings:

transmits commands and messages, and receives the

TimerTick and data read messages. o VDD SELECT setto 3.3V

The TimerTick message is useful because it shows on the o J6 and J7 set to VDD

PC the last time tick sent at the moment th_e power was o J8 set to VREG

lost. After the power is plugged back in, this timestamp

can be compared with that recorded in the last valid o J11 (VR_PWR) connected

address location. As a result, you can assess the time o All VDDIO jumpers (J2,J3, J4, and J5) set to VDD

between the last saved event and the power loss.

W vedev pow o LCD POWER (J12) $et to ON

The test/demo is configured to send sinewaves as the w

content of the messages transmitted from the PC = CYBCKIT-017 settings:

(_messages are _transmitted every 25 ms). At the same o JP2 jumper in place

time, the potentiometer and the buttons on the PSoC 3 .

DVK are exercised to emulate signals coming from local o JP6 jumper between Vdd and V5_0

sensors. The sinewaves are set up so that each byte in

_each .Of the_dthlrtfee E.AN messages being recorded changes The pictures below show the hardware setup for

in a sinusoidal fashion. test/demo.

Hardware Setup

The CY8CKIT-017 CAN/LIN EBK is connected to port A of

the CY8CKIT-001 DVK. The nvSRAM is mounted on an

WWW.CYpress.com Document No. 001-70630 Rev. *A 21



PERFORM

Event Data Recorder with Controller Area Network using PSoC® 3 and nvSRAM

Figure 23. Project pin assignment for CY8CKIT-001. Figure 24. CY8CKIT-001 prototype area connections.
Alias Name Fin Lock Prototype area setup on the CY8CKIT-001
nIZ0 Pa[3] v
MosT rolz] v
PO_0 HOLDb
SCLE Pa[1] v .
PO_1 SCK
VCAP 8] B
ss PO[4] v 2 cviss 7 OQ) PO 2 SI
[ 13 101Q2 6| J -
HOLD PO[O] v =, & 6 OIS P0_3 SO
B Pal4] v SOIC to DIP 8-pin PO_4 CSb
bes P3[3] v Vvss P05
PO_6
T en r3[2] v P07
WLCD:LCDPorey [6:0] | P2[6:0] v P10
ERE_LED P3[E] v P11
WARH LED P5[0] v P12
OK_LED P3(5] v i
= P1_4
NV_LED rz[7] v P15 VR
VR PL[5] R P16 SW1
SWL P1[6] v P17 SW2
P2_7 NV_LED
s1z P1[7] v - -

Potentiometer Received CAN Messages Timestamp CAN connection
ADC reading messages recorded to PC

i

CAN status CAN EBK
LEDs CY8CKIT-017

SW1 “local
sensor”
el @ @ [x]0xIE

EVELOPMENT
] B
_ ar b PP EREETRETRTIEA T4
PR 0 e
Potentiometer nvSRAM SPI activity
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Data recording

After powering up the data recorder and connecting the
Vector CANalyzer, two command messages are sent to
start the data recording of CAN messages and of the
“local sensors” samples (switches SW1 and SW2, and
potentiometer value). The commands to start the data
recording are as follows (see also System commands,
page 12).

Table 3. Commands sent through CAN to start data
recording.

CAN Message ID Message Command

(4 bytes)

OX7FE byteO:
bytel:
byte2:

byte3:

0x03
0x00
0x00
0x00

START_NV_STORE

OX7FE byte0:
bytel:
byte2:

byte3:

0x35
0x00
0x00
0x00

START_SNS_STORE

After data recording begins, the PC sends messages
containing sinusoidal values, and the switches and
potentiometer are exercised to emulate signals coming
from local sensors.

The messages (“sinewaves”) sent from the PC (using
Vector CANalyzer) are shown in Figure 26.

Each byte for each message ID changes over time to
represent a sinewave.

For example, Figure 27 shows a graphic visualization of
byte-0, byte-2, byte-4, and byte-6 for message ID Ox00F.
Also shown is a trace of the three messages sent to the
nvSRAM data recorder every 25 ms.

Figure 26. “Sinewaves” messages sent to the nvSRAM data recorder.

Generator sendlist [Z| Generator sendlist E\

D DLC  DATA CAN Is} DLC  DATA CaN
2|2 & [c6 b6 [9a |76 (4 (26 [10 |2 1 = 10[f & ([45 22 b 0 [5 [18 [37 [5c 1
3| & bf [a9 (88 61 (3 [1b [7 o 1 17 [2¢ 8 sz 15 [3 | 27 (.2 11 |1 =
aff & b5 [98 (74 (44 29 ¢ [1 |3 1 124 @ |21 [a o 6 [1a [39 |s5f (85 1
5|2 & a7 [85 st (338 [1a [6 [0 |[a 1 13ff g iz [3 1 i (29 [s4d |74 a8 |1
6|4 8 96 (71 [4a 27 4 [1 (3 15 [1 14 |2f @ s [0 [ [ib |36 |61 (88 [a3 |1
7[f s 83 [5c (37 18 5 [0 [b [23 [ 15|4¢ 8 |2 2 [0 |2 [4 |76 9a b6 |1
|2 8 e (48 (25 ¢ 1 [4 [18 [38 [1 = 16|F @ ([0 |8 [1d (3¢ [64 [8a |ab [cD |1 @
Generator, sendlist [z| Generator sendlist E\
D DLC DATA CAN s} DLC DATA CaN
M7 g 2 |12 J2e |52 |79 |ad [b8 |e6 i A=l TENENECHENEIEENEN A
18|af s [a [ |4u 67 (8d |ad |c1 |c8 |1 26 [2F 8 [[96 b3 |5 [c7 |bb |al |7e |57 | |1
19t 8 [13 [30 [54 7b 9f (b9 [c7 |5 |1 27 [4¢ 8 a7 be |cB |c2 |ae Bf (69 [43 |1
202 '8 (21 [43 69 8t ae [c2 [cB [be |1 P16 8 (b5 [c5 [c7 |b9 (9 |7b 54 (30 1
21 |4 '8 [32 [57 [7e (a1l bbb [c7 [¢5 [b3 |1 ) 292f 8 [[bf [c8 [c1 lad |8d [67 (40 1 1
22[f '8 [45 [6c [91 b0 c3 [c8 |bd (a5 |1 30 [4f 8 [[c6 [c6 (b8 94 |79 [52 [2e 12 |1 =
232 8 [5a [80 [a3 bc (¢7 [c4 [b2 (94 [1 Ell [
24 |4F 8 [Be |94 b2 ¢4 |e7 |bc (a2 |20 1 = 12 Bl @
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Figure 27. Graphics and Trace for the signals sent to the nvSRAM data recorder.

ap O [
: GE~E A N EER f>~»<,
-~
v B MsaTostoren_ho
T W FsaTestonn bt
v M MsaTostoren_h2
T W arsen
v M MsaTostore0_h4
T W Msarasen s
v M MsaToStore0_ b6
LLMSQTUStDrEU B
v T test
v W adc
€3
I L o o L e B B B R s s e e s I
ime 3.2 209.3 209.4 2095 2096 09,7 2098 209.9 210 Z210.1 2102 2103 2104 2105 2106 2107 2108 2109 211 2111 21 &
. 1s/Div [s]
Start of Frame Chn D MName Dir DLC  Dats Frame Duration
.994569 1 AF Rx 4 i - . . .
00000 Ny Rg 3 - Timestamp — this is transritted
.000618 1 F Tx g 45 23 0B 00 05 18 37 5C by the data recorder S Stem
. 950000 1 aF TxRy & GE 48 25 OC 01 04 16 34 (PSoC® 3+ nvSRAM)
950628 1 ZF Tx 8 6E 48 25 OC 01 04 16 34
.975000 1 4F TxReg 8 54 34 16 04 01 OC 25 48
975621 1 aF Tx 8 5h 34 16 04 01 OC 25 48
~

Sudden power loss and data retrieval

When power is suddenly removed or lost, as happens during a critical event, the last timestamp sent by the nvSRAM data
recorder is maintained in the Trace window.

Figure 28. Trace window showing the last timestamp sent before power loss.

s |
™. Trace
Start of Frame Frame Duration
1 4
40. 150000 1 8 i
35.575940 1 F Tx 3 13 03 01 OF 29 4D 74 85 LaSt timestamp Captured
40. 100000 1 2F TxRey 8 0% 00 07 1E 3B 61 &8 A9
35.600981 1 ZF Tx 3 08 00 07 1B 3B 61 §& A5
f— 40. 125000 1 4F TxRey 8 0z 02 10 ZE 4F 76 94 BE
El 35.625977 1 4aF Tx 3 02 02 10 ZB 4F 76 94 BE
v 9.706570 1 TFE TxReyy 4 35 00 00 00
N | 9.707903 1 7FE Tx 4 35 00 00 oo
a0, 085373 1 T... ECC: 1lollonl
The CAN node has been unplugged, so CANalyzer
detects error frames for the messages being sent

After restoring power and sending the GET_NV_LAST
command to the nvSRAM data recorder (message ID:
O0x7FE; command: 0x05, 0x00, 0x00, 0x00), the address
and timestamp of the last saved data appear on the LCD.
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Figure 29. First row of the LCD indicates the reading
following the command GET_NV_LAST.

Reading the first row of the LCD, from left to right, shows:

m ‘02 This data comes from ping-pong location 2

m ‘006AFO0’: This is the address of the last saved
location before the power loss.

m “10002A3E’: This is the timestamp recorded at
location ‘006AFO0’.

The timestamp recorded in nvSRAM at the last saved
address corresponds to the last transmitted timestamp
shown in Figure 28. Therefore, in this case, events up to
15.625 ms (at most) prior to the power loss event were
recorded. Timestamps are sent every 15.625 ms (1/64th
of a second).

You can read address ‘006AF0° by sending a
START_NV_READ command and then the address itself
(message ID: OX7FE; command: 0x06, 0x00, 0x6A, 0xF0).
The nvSRAM data recorder then transmits two messages
with timestamp, message ID, and message data. This
information also is shown on the LCD.

Figure 30. Trace showing the time+ID and data at address
0x006AFO0, sent by the data recorder.

1 F H 1 02 00 6A FO 10 00 ZA4 3E
+
llme ID messagg 10 00 2A 3E 00 00 00 O D
1 Bx 0B 00 00 Ol do 00 od
CEED Data message g ! 4“’

Figure 31. LCD shows the address of the data, a compact
view of the timestamp, the ID of the message (7 = sensor
data), and the data itself.

The information displayed is as follows:

m ‘7 This is the message ID. In this case, ‘7’ refers to
local sensors data (that is, ADC + buttons)

= ‘0BOO’: Potentiometer hex value (ADC 12-bit result)
= ‘00: Button 1 was not pressed at that time
= ‘01 Button 2 was pressed at that time

= ‘00000000’: The last 4 bytes for message ID ‘7’ are
unused.

From that point, the user can access all the other events
by sending the NEXT_NV_READ and PREV_NV_READ
commands.

Summary

Event data recorders are becoming increasingly common
in automotive applications. With its CAN connectivity and
efficient data transfer using DMA, Cypress PSoC 3 offers
a compact and effective solution when paired with
Cypress nvSRAM. Although this application note and
associated example project do not address a full EDR
implementation that complies with NHTSA regulations,
they do demonstrate a workable EDR solution. Minimal
help from the CPU is needed to record multiple CAN
messages and locally sensed data. The nvSRAM
performance and functionality allow safe storage of the
data close in time to the power outage. Moreover, the
nvSRAM SPI interface driver is implemented in PSoC 3 to
support different data recording scenarios.

Related Application Notes
AN54181 - PSoC® 3 - Getting started with a PSoC® 3
design project

AN52701 - PSoC® 3 and PSoC® 5 - How to Enable CAN
Bus Communication

AN52705 - PSoC® 3 and PSoC® 5 - Getting Started with
DMA

AN64574 - Designing with Serial Peripheral Interface (SPI)
nvSRAM

AN43593 - Storage Capacitor (VCAP) Options for Cypress
nvSRAM

About the Author

m  ‘6AFOQ’: This is the memory address (hex format) being Name: Daniele Radaelli
read. Title: Systems Engineer
m  ‘002A3E’: This is the timestamp (each character is a Contact: dhr@cypress.com
hex value) displaying min, sec, n/64th of a second.
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Appendix: project setup with CY8CKIT-030 PSoC 3 DVK and nvSRAM SOIC-DIP

adapter

The project associated with this application note also can
be built to operate with the CY8CKIT-030 PSoC 3
development kit.

The CY8CKIT-017 CAN/LIN expansion board is
connected to Port E of the CY8CKIT-030 DVK. The
nvSRAM (CY1B101Q2) is mounted on an SOIC-to-DIP
adapter (for example, SchmartBoard|ez 1.27-mm pitch
SOIC-to-DIP adapter part number 204-0004-01 or DigiKey
part number 309-1098-ND) and placed in the prototype
area (see Figure 33 and Figure 34).

The PSoC 3 and nvSRAM are powered at 3.3 V, while the
CAN transceiver on the CY8CKIT-017 is powered at 5 V.

The jumper settings on the DVK and EBK are as follows:

m  CYBCKIT-030 settings:

o VDDA/VDDD SEL (J10 and J11) setto 3.3V
o J30 (POT_PWR) connected

m  CY8CKIT-017 settings:
o JP2 jumper in place
o JP6 jumper between Vdd and V5_0

A CAN analyzer (for example, Vector CANalyzer with
CANcardXL PCMCIA card) needs to be installed on a PC

and connected to the P2 connector on the CAN/LIN
Expansion Board (CY8CKIT-017).

The pictures below show the hardware setup used for
test/demo.

Figure 32. Project pin assignment for CY8CKIT-030.

Aliaz Marme Fin Lock
MIZ0 roL4] v
MOsT POl1] v
SCLE rorz] v
ag roLS] v
HOLD rol3] v
BX Pa[4] hd
b P3[3] v
T en P3[2] v
4LCD:LCDPorty [6:0] | P2[6:0] v
EEE_LED P36] v
WAEM LED PO[O] v
K _LED P3[5] v
NV _LED PE[Z] v
VR PelS5] v
w1 BE[1] v
1z PLS[E] v

Figure 33. CY8CKIT-030 prototype area connections.

Prototype area setup on the CY8CKIT-030

P3_6
P3_5
P34
P3_3
P3_2

P3_7
P31
P3_0

vwoa Q) O0O0000000QW

vssa Q
vopb Q
vssb Q

PO_7

P12 4
P12_5
P12_6
P12_7
P6_0
P6_6
VDDD
VSSD
VsSs

I's
68uF
+ tantalum

VCAP

Capacitor is 68 pF, 10 V (or higher), Tantalum. Note In the CY8CKIT-030, you do not need to connect
the potentiometer, the switches, and the NV_LED
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(nvSRAM SPI activity indicator, connected to CSb signal ®  SW1is connected to P61
inside PSoC 3), because they are already hardwired on [1]
the board: m  SW2 is connected to P15[5]

® VR is connected to P6[5] m  NV_LED (LED3) is connected to P6[2]
Figure 34. nvSRAM data recorder setup with PSoC 3 DVK CY8CKIT-030, CAN EBK, and nvSRAM.
\;ﬂ : % 1 / .- vl S

a\lgi" ﬂ:
CAN status

LEDs

iy
LTI

% CAN EBK
CY8CKIT-017

14114444

Potentiometer

nvSRAM SPI activity Ra (t

CAN connection
to PC

SWA1 “local

sensor” SW2 “local

sensor”

Received CAN ¢ ! Messages
messages _— e recorded

Potentiometer S ;" Timestamp
ADC reading 4 - - e
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