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AN64465 provides guidelines to implement USB composite devices. It includes a reference implementation of the USB 

composite device with Remote Network Driver Interface Specification (RNDIS), Communication Device Class - Ethernet 

Control Model (CDC-ECM), and mass storage functions. It also discusses the known issues with the Windows operating 

system and USB composite device implementation, and provides workarounds. 
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Introduction 

This document assumes that reader is aware of the basics 
of USB communication. West Bridge® Astoria can be 
integrated with various embedded operating systems (OS) 
and processors. For more details, see the documentation 
available at http://www.cypress.com/products/astoria.  

Reference Implementation 

The reference implementation described is a composite 
device consisting of two functions:  

▪ Ethernet over USB 

▪ Mass storage functionality 

Ethernet over USB 

Ethernet over USB functionality uses the USB 
communications device class (USB CDC), which is a 
composite universal serial bus device class. It provides a 
single device class, but there may be more than one 
interface implemented such as a custom control interface, 
data interface, audio, mass storage or computer 
networking related interfaces. CDC-ECM is commonly 
supported protocol by Linux and MAC OS. Microsoft 
Windows versions prior to Windows Vista do not support 
the networking parts of the USB CDC (CDC-ECM). It 
supports the Microsoft RNDIS, a serialized version of the 
Microsoft NDIS.  

 

http://www.cypress.com/
http://www.cypress.com/?rID=46753&source=an64465
http://www.cypress.com/products/astoria
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Setup 

A specific setup is used here for test purpose. However, 
the West Bridge Astoria can be used with any other 
processor without any changes to firmware and SDK APIs. 
See the section Additional Resources, if you plan to use a 
different setup or OS. 

The test setup used for this implementation consists of 
Cypress’s West Bridge Astoria Development Kit (DVK) 
integrated with TI’s OMAP34X processor running Android 
OS on it (OMAP Zoom II MDP). The RNDIS/ECM gadget 
driver source available in Android Kernel 2.6.29 is 
modified to work with West Bridge Astoria Software 
Development Kit (SDK). The modified RNDIS/ECM gadget 
driver source code is provided along with this application 
note (WB_RNDIS_CDC-ECM.zip). The West Bridge SDK 
source code is not included, but is available as part of 
kernel release 2.6.36. For more details on the latest SDK, 
contact the cypress.com support center. More details on 
OMAP34x and Zoom II MDP are available at 
http://omapzoom.org/wiki/Main_Page. 

Figure 1. West Bridge Astoria DVK Connected to Zoom II 
MDP 

 

 

West Bridge Astoria 

Astoria is a flexible bridge device that uses the robust 
SLIM™ architecture, which allows simultaneous and 
independent data transfer between the processor and 
USB, USB and mass storage/SDIO, and processor and 
mass storage/SDIO. For a full description of Astoria’s 
features, refer to the West Bridge Astoria data sheet. 

Figure 2. West Bridge Astoria Block Diagram 

 

The P-Port (processor interface) can operate in one of the 
multiple selectable interface types such as CRAM, SRAM, 
address-data multiplexed RAM, SPI, or PNAND. The U-
Port is a Hi-Speed (HS) USB peripheral that is capable of 
independent U-to-P and U-to-S data transfers with optimal 
performance. The S-Port can be configured to 
simultaneously interface with multiple mass storage 
devices such as 8- or 16-bit SLC NAND, managed NAND, 
SD/MMC/SDIO, and CE-ATA devices. 

Additional Resources 

▪ Integrating West Bridge® Astoria™ with Android 

▪ Integrating West Bridge® Astoria™ with Symbian 

▪ Integrating West Bridge® Astoria™ with WinCE 6.0 

▪ West Bridge® Astoria™ Datasheet  

▪ West Bridge® Antioch™ Datasheet 

Example Implementation 

The example implementation has two configurations with 
three interfaces in each configuration. Configuration #1 
comes up as CDC-ECM and Mass Storage Device (MSD) 
functions; Configuration #2 comes up as RNDIS and MSD 
functions. Configuration #1 is targeted for Linux and Mac 
OS and configuration #2 for Windows. The Appendix A 
lists the USB descriptors used for this.  

Windows OS: Issues and 
Workarounds 

The descriptors given in the Appendix A section work well 
with the Linux and MAC host operating systems, but 
Windows has some known issues. There are workarounds 
and hot fixes available from Microsoft for these issues.  

 

http://www.cypress.com/
http://www.cypress.com/?id=7
http://omapzoom.org/wiki/Main_Page
http://www.cypress.com/?docID=20515
http://www.cypress.com/?docID=24353
http://www.cypress.com/?docID=24354
http://www.cypress.com/?docID=26980
http://www.cypress.com/?docID=29800
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▪ A multifunction, composite USB device that includes a 
network interface does not work in Microsoft Windows 
XP with Service Pack 2. A hot fix is available at 
http://support.microsoft.com/kb/901122. 

▪ Composite USB devices whose interfaces are not 
sequentially numbered do not work in Windows XP 
This issue is also observed in Linux host system. The 
solution is to keep interfaces in a sequence. Microsoft 
has a hot fix for this and it is available at 
http://support.microsoft.com/kb/814560. 

▪ A composite device with multiple configurations does 
not work with Windows. For this issue, the composite 
device driver USBCCGP.SYS is responsible for 
handling composite device at first stage. It supports 
multiple device configurations, with a few caveats: 

 USBCCGP does not load on a multi-configuration 
device by default because the hub driver does not 
create a ‘USB\COMPOSITE’ PNP ID for a 
composite device if it has multiple configurations. 
However, you can write your own INF that 
matches a device-specific PNP ID to get 
USBCCGP to load as your device function driver. 

 Drivers that are clients of USBCCGP cannot 
change the device configuration value. 

 To select a configuration other than index 0, set 
registry settings as specified in 
http://msdn.microsoft.com/en-
us/library/ff538059%28VS.85%29.aspx. During 
enumeration, USBCCGP first attempts to select 
the configuration whose descriptor is found at the 
specified ‘original’ index. If the attempt fails, 
normally due to the configuration requiring more 
than 100 mA while the upstream hub of the device 
has only bus power, then USBCCGP attempts to 
select the configuration found at the specified 
‘alternate’ index instead. 

 

The composite_rndis_mConf.inf file, accompanying this 
application note, handles this issue. 

Good practice is to have Interface Association Descriptors 
(IAD) for each function with interfaces numbered in a 
sequence. 

Test Procedure 

The driver build steps are not included because it varies 
depending on the platform and compiler tools used.  

Ethernet functionality can be tested using simple ping 
request or TFTP file transfer.   

The PC host configuration procedure varies with the OS. 
This section describes the test procedure for Linux, 
Windows, and Mac OS. 

 

Linux (Ubuntu 9.10) 

1. Zoom II MDP: Start the MDP and make sure that the 
required driver modules are initialized properly. The 
drivers can be part of build-in kernel or loadable 
module. This test uses loadable modules.  

Figure 3. Android Terminal View - Required Modules and 
Root Directory Listing 

 

 

http://www.cypress.com/
http://support.microsoft.com/kb/901122
http://support.microsoft.com/kb/814560
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2. Host PC: Connect the West Bridge Astoria DVK to 
host PC via USB cable. You can confirm the 
enumeration by checking, log messages on host PC 
terminal, or list of USB devices. Host selects config#1, 
which is CDC-ECM and MSD device and mounts the 
storage disk, if connected. 

Figure 4. Host PC Messages Log on USB Connect 

 

Figure 5. USB Device List 

 

3. Zoom II MDP: Configure the USB net device using 
the following command (see Figure 6). 

ifconfig usb1 111.111.11.11 netmask 255.255.255.0 up 

Figure 6. Network Device List before Configuration and 
Command for Configuration 

 

Figure 7. Network Device List after Configuration 

 

4. Host PC: Configure USB network device in the host 
PC. 

ifconfig usb1 111.111.11.12 netmask 255.255.255.0 up 

Figure 8. Network Device List before Configuration  

 

Figure 9. Network Device List after Configuration and 
Command for Configuration 

 

5. Host PC: When the device is configured, ping the 
gadget device and transfer the data over TFTP. For 
TFTP, install a TFTP server on the host PC. TFTP 
installation guidelines are available at this link: 
http://www.wiki.kslemb.com/doku.php/uboot/tftp_setup 

6. Host PC: Start TFTP server. Restart, if it fails to start. 

Figure 10. TFTP Host Start Command 

 

 

http://www.cypress.com/
http://www.wiki.kslemb.com/doku.php/uboot/tftp_setup
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7. Zoom II MDP: Transfer files by issuing TFTP 
commands on Zoom II terminal, see Figure 10. Make 
sure that the file to be received exists in tftpboot 
directory. 

Figure 11. TFTP Client Commands to get File from Host 

 

 

Windows OS 

Install TFTP server on the host PC. 

1. Follow steps 1 and 3 described for Zoom II MDP; 
connect a USB cable between the host PC and the 
WB Astoria DVK. 

2. A new device shows up in device manager. Initially, it 
does not come up as a composite device (Windows 
known issue #3). During driver installation or update, 
point to the attached composite_rndis_mConf.inf; this 
should make it come up as a composite device. 

3. Use linux.inf to install driver for RNDIS function. Driver 
for mass storage function is installed automatically. 

4. Go to Windows network connection and manually 
assign the IP address and net mask.  

5. Start the TFTP server. Follow step 7 for Zoom II MDP 
given in the Linux Host section for file transfer. 

 

MAC OS 

Install TFTP server on the host PC. 

1. Follow steps 1 and 3 described for Zoom II MDP; 
connect a USB cable between the host PC and the 
WB Astoria DVK. 

2. When the mass storage and network device is 
recognized. Assign manual IP address and net-mask 
to the new network device. 

3. Start the TFTP server. Follow step 7 for Zoom II MDP 
given in the Linux Host section for file transfer. 

 

Summary 

West Bridge Astoria can be effectively used as composite 
device with “Mass Storage” and “Ethernet over USB” 
functions when connected to the processor, over P-Port , 
running Android (Kernel 2.6.29). The feature set provided 
by Astoria makes it a perfect fit for the OMAP34x 
processor to enable new high speed USB peripheral 
connectivity and storage control options to latest mass 
storage devices. It also completely off-loads the processor 
from the USB mass storage access, which results in a 
higher performance and more efficient system design. 

About the Author 

Name: Dhanraj Rajput.  

Title: Applications Group Lead 
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Appendix A 

Table 1. USB Device Descriptors 

Device Descriptor Value Description 

  bLength             18  

  bDescriptorType      1  

  bcdUSB                2  

  bDeviceClass           239 Miscellaneous device 

  bDeviceSubClass         2 ? 

  bDeviceProtocol          1 Interface association 

  bMaxPacketSize0         64  

  idVendor            0x04b4  Cypress Semiconductor Corp. 

  idProduct          0xa4a2  West Bridge-USB Ethernet/RNDIS gadget   

  bcdDevice           3.99  

  iManufacturer        1  

  iProduct              2  

  iSerial                0  

  bNumConfigurations      2  

  Configuration Descriptor:   

    bLength                  9  

    bDescriptorType          2  

    wTotalLength           106  

    bNumInterfaces          3  

    bConfigurationValue      2  

    iConfiguration           0  

    bmAttributes          0xc0  

      Self Powered   

    MaxPower               2 mA  

    Interface Association:   

      bLength               8  

      bDescriptorType       11  

      bFirstInterface        0  

      bInterfaceCount         2  

      bFunctionClass           2 Communications 

      bFunctionSubClass        0  

      bFunctionProtocol        0  

      iFunction                0  

    Interface Descriptor:   

      bLength              9  

      bDescriptorType       4  
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Device Descriptor Value Description 

      bInterfaceNumber       0  

      bAlternateSetting       0  

      bNumEndpoints            1  

      bInterfaceClass         2 Communications 

      bInterfaceSubClass       2 Abstract (modem) 

      bInterfaceProtocol    255 Vendor specific (MSFT RNDIS?) 

      iInterface             3  

      CDC Header:   

        bcdCDC     1.1  

      CDC Call Management:   

        bmCapabilities      0x00  

        bDataInterface       1  

      CDC ACM:   

        bmCapabilities  0x00  

      CDC Union:   

        bMasterInterface  0  

        bSlaveInterface    1  

      Endpoint Descriptor:   

        bLength             7  

        bDescriptorType      5  

        bEndpointAddress      0x83 EP 3 IN 

        bmAttributes             3  

          Transfer Type           Interrupt  

          Synch Type               None  

          Usage Type               Data  

        wMaxPacketSize     0x0008  1x 8 bytes 

        bInterval        9  

    Interface Descriptor:   

      bLength              9  

      bDescriptorType       4  

      bInterfaceNumber       1  

      bAlternateSetting       0  

      bNumEndpoints            2  

      bInterfaceClass      10 CDC data 

      bInterfaceSubClass    0 Unused 

      bInterfaceProtocol     0  

      iInterface              4  

      Endpoint Descriptor:   

        bLength             7  

 

http://www.cypress.com/


 

West Bridge® Integration to Android on OMAP Zoom II MDP: RNDIS, CDC-ECM, and Mass Storage Functions 

www.cypress.com Document No. 001-64465 Rev. *D 8 

Device Descriptor Value Description 

        bDescriptorType      5  

        bEndpointAddress      0x85  EP 5 IN  

        bmAttributes           2  

          Transfer Type         Bulk  

          Synch Type             None  

          Usage Type              Data  

        wMaxPacketSize     0x0200 1x 512 bytes 

        bInterval           0  

      Endpoint Descriptor:   

        bLength             7  

        bDescriptorType      5  

        bEndpointAddress      0x07 EP 7 OUT 

        bmAttributes           2  

          Transfer Type         Bulk  

          Synch Type             None  

          Usage Type              Data  

        wMaxPacketSize    0x0200  1x 512 bytes 

        bInterval          0  

    Interface Association:   

      bLength               8  

      bDescriptorType        11  

      bFirstInterface         2  

      bInterfaceCount    1  

      bFunctionClass      8 Mass storage 

      bFunctionSubClass    6 SCSI 

      bFunctionProtocol     80 Bulk (Zip) 

      iFunction              0  

    Interface Descriptor:   

      bLength              9  

      bDescriptorType       4  

      bInterfaceNumber       2  

      bAlternateSetting       0  

      bNumEndpoints            2  

      bInterfaceClass          8 Mass storage 

      bInterfaceSubClass       6 SCSI 

      bInterfaceProtocol      80 Bulk (Zip) 

      iInterface              0  

      Endpoint Descriptor:   

        bLength             7  

 

http://www.cypress.com/


 

West Bridge® Integration to Android on OMAP Zoom II MDP: RNDIS, CDC-ECM, and Mass Storage Functions 

www.cypress.com Document No. 001-64465 Rev. *D 9 

Device Descriptor Value Description 

        bDescriptorType      5  

        bEndpointAddress      0x02 EP 2 OUT 

        bmAttributes           2  

          Transfer Type         Bulk  

          Synch Type             None  

          Usage Type Data   

        wMaxPacketSize      0x0200  1x 512 bytes 

        bInterval            0  

      Endpoint Descriptor:   

        bLength             7  

        bDescriptorType      5  

        bEndpointAddress      0x86   EP 6 IN 

        bmAttributes           2  

          Transfer Type         Bulk  

          Synch Type             None  

          Usage Type              Data  

        wMaxPacketSize      0x0200   1x 512 bytes 

        bInterval            0  

  Configuration Descriptor:   

    bLength                  9  

    bDescriptorType          2  

    wTotalLength           119  

    bNumInterfaces          3  

    bConfigurationValue      1  

    iConfiguration           0  

    bmAttributes          0xc0  

      Self Powered   

    MaxPower        2mA  

    Interface Association:   

      bLength               8  

      bDescriptorType        11  

      bFirstInterface         0  

      bInterfaceCount          2  

      bFunctionClass           2 Communications 

      bFunctionSubClass        0  

      bFunctionProtocol        0  

      iFunction                0  

    Interface Descriptor:   

      bLength              9  
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Device Descriptor Value Description 

      bDescriptorType       4  

      bInterfaceNumber       0  

      bAlternateSetting       0  

      bNumEndpoints            1  

      bInterfaceClass    2 Communications 

      bInterfaceSubClass  6 Ethernet networking 

      bInterfaceProtocol   0  

      iInterface            5  

      CDC Header:   

        bcdCDC     1.1  

      CDC Union:   

        bMasterInterface 0  

        bSlaveInterface   1  

      CDC Ethernet:   

        iMacAddress  7 (??)  

        bmEthernetStatistics 0x00000000  

        wMaxSegmentSize       1514  

        wNumberMCFilters       0x0000  

        bNumberPowerFilters     0  

      Endpoint Descriptor:   

        bLength             7  

        bDescriptorType      5  

        bEndpointAddress      0x83  EP 3 IN 

        bmAttributes           3  

          Transfer Type         Interrupt  

          Synch Type             None  

          Usage Type              Data  

        wMaxPacketSize      0x0010 1x 16 bytes 

        bInterval            9  

    Interface Descriptor:   

      bLength              9  

      bDescriptorType       4  

      bInterfaceNumber       1  

      bAlternateSetting       0  

      bNumEndpoints            0  

      bInterfaceClass         10 CDC data 

      bInterfaceSubClass      0 Unused 

      bInterfaceProtocol     0  

      iInterface             0  
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Device Descriptor Value Description 

    Interface Descriptor:   

      bLength              9  

      bDescriptorType       4  

      bInterfaceNumber       1  

      bAlternateSetting       1  

      bNumEndpoints            2  

      bInterfaceClass       10 CDC data 

      bInterfaceSubClass     0 Unused 

      bInterfaceProtocol      0  

      iInterface               6  

      Endpoint Descriptor:   

        bLength             7  

        bDescriptorType      5  

        bEndpointAddress      0x85 EP 5 IN 

        bmAttributes           2  

          Transfer Type         Bulk  

          Synch Type             None  

          Usage Type              Data  

        wMaxPacketSize      0x0200  1x 512 bytes 

        bInterval            0  

      Endpoint Descriptor:   

        bLength             7  

        bDescriptorType      5  

        bEndpointAddress      0x07   EP 7 OUT 

        bmAttributes           2  

          Transfer Type         Bulk  

          Synch Type             None  

          Usage Type              Data  

        wMaxPacketSize      0x0200   1x 512 bytes 

        bInterval            0  

    Interface Association:   

      bLength               8  

      bDescriptorType        11  

      bFirstInterface         2  

      bInterfaceCount          1  

      bFunctionClass     8 Mass storage 

      bFunctionSubClass   6 SCSI 

      bFunctionProtocol    80 Bulk (Zip) 

      iFunction             0  
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Device Descriptor Value Description 

    Interface Descriptor:   

      bLength              9  

      bDescriptorType       4  

      bInterfaceNumber    2  

      bAlternateSetting    0  

      bNumEndpoints        2  

      bInterfaceClass      8 Mass storage 

      bInterfaceSubClass    6 SCSI 

      bInterfaceProtocol    80 Bulk (Zip) 

      iInterface             0  

      Endpoint Descriptor:   

        bLength             7  

        bDescriptorType      5  

        bEndpointAddress      0x02 EP 2 OUT 

        bmAttributes           2  

          Transfer Type         Bulk  

          Synch Type             None  

          Usage Type              Data  

        wMaxPacketSize   0x0200  1x 512 bytes 

        bInterval         0  

      Endpoint Descriptor:   

        bLength             7  

        bDescriptorType      5  

        bEndpointAddress      0x86   EP 6 IN 

        bmAttributes           2  

          Transfer Type         Bulk  

          Synch Type             None  

          Usage Type              Data  

        wMaxPacketSize      0x0200   1x 512 bytes 

        bInterval            0  
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