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The WirelessUSB™ 2-Way Human Interface Device (HID) protocol is designed for reliable 2-Way communication
between a wireless bridge and target HID applications in 1:1 (one HID and one bridge) and 2:1 (two HIDs and one

bridge) systems. The WirelessUSB 2-Way HID protocol allows HID applications to establish a connection to the bridge

and receive ACK, NAK and DATA packets from the bridge.

Contents

WirelessUSB 2-Way HID Protocol Overview..................... 1
Radio Channel Management.............cccoeiioiiiiiinnne.n. 1
Pseudo-noise COUES .........covueeiiiiiiieiiiee it 2
Chip Error CorreCtion ..........coooicveeeeeeeeaniiiiiieae et
Network ID.............
Manufacturing 1D
Network Checksum Seed (NCS)........cccvvveeeeeiiciivienennn. 3
Bit Error COIMECHON. .....ccuvvee et 3
Channel Selection Algorithm ..o 4
Protocol MOOES ........covviiiiiiiiiie it 4
Packet StrUCtUIeS ........oeevieiiiiiiiiieee e 10

Summary

Appendix A: Complete WirelessUSB 2-Way HID State

MACKHINE... ..o e 13

Appendix C: Sequence Diagrams ............occueeeeeeeenininnnes
PING SEQUENCE .....cooeieieieiee
CONNECE SEQUENCE ......cceviiiiiiiiiiiiiieieeeeee e
BIND SEQUENCE.......ooeieieieeeeeeee
Interference Avoidance Sequence

Worldwide Sales and Design Support

WirelessUSB 2-Way HID Protocol
Overview

The 2-way HID protocol will ensure that the packets that
are ftransmitted from keyboard and mouse reach the
bridge safely and reliably. The host PC is not aware of the
wireless connection, since the interface to the host acts
like a normal wired USB HID connection. Therefore, there
is no special software required on the host PC in order to
support WirelessUSB. WirelessUSB 2-Way devices all
contain a WirelessUSB transceiver, as opposed to the
WirelessUSB transmitter used in WirelessUSB 1-way HID
devices.

Radio Channel Management

WirelessUSB utilizes the unlicensed 2.4 GHz Industrial,
Scientific, and Medical (ISM) band for wireless
connectivity. WirelessUSB splits the band into 78 distinct
frequency channels. Subsets of 13 channels are used by
each network to minimize the probability of interference
from other WirelessUSB systems (see the Channel
Selection Algorithm section for more details). A designated
channel subset is used during Bind Mode (along with an
associated pseudo-noise code) in order to enable all
WirelessUSB devices to effectively communicate during
this procedure.

Www.Ccypress.com
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WirelessUSB™ 2-Way HID Systems

Figure 1. WirelessUSB 2-Way System
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Pseudo-noise Codes

Pseudo-noise codes (PN codes) are the codes used to
achieve the special matched filter characteristics of DSSS
communication. Certain codes referred to as Gold codes
are used for WirelessUSB 2-Way communication. These
codes have minimal cross-correlation properties, meaning
they are less susceptible to interference caused by
overlapping transmissions on the same channel. The
length of the PN code results in different communication
characteristics. Higher data rates are achieved with 32-
chips/bit PN codes, while 64chips/bit PN codes allow
longer range. The number of frequency/code pairs is large
enough to comfortably accommodate hundreds of
WirelessUSB devices in the same space. Each bridge/HID
pair must use the same PN code and channel in order to

communicate.

Chip Error Correction

In the presence of interference (or near the limits of
range), the transmitted PN code will often be received with
some PN-code chips corrupted. DSSS receivers use a
data correlator to decode the incoming data stream. If the
number of chip errors is less than the correlator error
threshold, the data will be correctly received. Figure 2
shows a WirelessUSB 64chips/bit PN code example.

Figure 2. Chip Error Correction
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Network ID

The Network ID contains the parameters for the Channel
Selection Algorithm as well as the PN code to be used.
Bridges typically store their Network IDs in nonvolatile
memory. HIDs retrieve the Network ID from the bridge
during the Bind Procedure. A special Network ID is
reserved for Bind Mode, known as the Bind ID. The Bind
ID gives a common channel subset so that any two
devices can communicate with each other during Bind
Mode. The Network ID is composed of the following fields:

m  PIN — This is a random number used in the Channel
Selection Algorithm to determine the ordering of
channels within the channel subset.

m  Base Channel — This is the first channel to be used in
the channel selection algorithm, which determines
which channels are contained in the channel subset.

m PN Code — This is the PN code to be used.

Manufacturing ID

Each WirelessUSB radio contains a 4-byte manufacturing
ID, which has been laser fused into registers Ox3C-0x3F
during manufacturing. The bridge uses its Manufacturing
ID to help randomize channel subsets, PN codes and
checksum seeds. HIDs also send their Manufacturing ID
to the bridge when binding and connecting. The bridge
stores the HID’s Manufacturing ID in non-volatile memory
after binding, allowing the bridge to verify the identify of
the HID when establishing a connection.

Network Checksum Seed (NCS)

The Network Checksum Seed allows more WirelessUSB
systems to be co-located. The Network Checksum Seed is
determined by the bridge and sent to HID during the bind
procedure. The Network Checksum Seed is then XORed
with each data byte (See Bit Error Correction.) when
determining the checksum value for all multi-byte packets
sent between bound devices (Connect Request, DATA
and ACK/DATA packets). All packets sent between non-
bound devices use the default checksum seed of 0x00.

Bit Error Correction

If the correlator threshold is exceeded, the received data
bit is not corrupted,; it is “erased,” or in other words invalid.
There is a negligible probability of data being corrupted
rather than erased, because this would require
interference to corrupt the majority of chips in such a way
that the incoming data stream correlated with the PN code
corresponding to the opposite logic state.

Erasures are much easier to correct than errors. By
XORing each data byte and the Network Checksum Seed
(see the Network Checksum Seed (NCS) section for more
details), and transmitting the resulting checksum as the
last byte of each packet, it is possible to use this
checksum to correct one error in each bit position in a
received packet (see Figure 3). It is therefore possible for
WirelessUSB systems to successfully receive data without
error on frequencies suffering from interference causing
chip error rates in excess of 10%.

Figure 3. Bit Error Correction
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Channel Selection Algorithm

The channel selection algorithm produces a subset
containing 13 of the possible 78 channels. The channel
selection algorithm is based on the Network ID, with each
channel in the subset six MHz from the nearest
neighboring channels in the subset. This algorithm
reduces the possibility of multiple bridges selecting the
same channels in the same order at the same time.

Protocol Modes

HID

WirelessUSB HIDs operate in one of five modes. Figure 4
shows a simplified WirelessUSB HID state machine
showing all modes except for Sleep Mode. For the
complete state machine please refer to Appendix A:
Complete WirelessUSB 2-Way HID State Machine.

Figure 4. Simplified WirelessUSB 2-Way HID State Machine
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Bridge

WirelessUSB bridges operate in one of four modes. Figure
5 shows a simplified WirelessUSB bridge state machine.
For the complete state machine please refer to Appendix
B: Complete WirelessUSB 2-Way Bridge State Machine.

WWW.Cypress.com
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Ping Mode (Bridge only)

Ping Mode is used by the bridge to find an available
channel; channels are unavailable if they are being used
by another network with the same PN code, or if there is
excessive noise on the channel. The bridge first listens for
activity on the selected channel. If the channel is inactive
the bridge alternately transmits Pings and listens for Ping
Responses for a defined ! period of time. During Ping
Mode the bridge also checks the receive signal strength
indicator (RSSI) of the radio in order to determine if a
non-WirelessUSB device is using this channel (or a
WirelessUSB device on the same channel using a
different PN code). If a Ping Response is received,
indicating that another bridge is using this channel the
bridge will select the next channel using the channel
selection algorithm and repeat this procedure. The bridge
selects another channel using the channel selection
algorithm if the RSSI is high, which indicates that there is
a lot of traffic on the channel. If a Ping Response is not
received and the RSSI is low, the bridge assumes the
channel is available and moves to Idle Mode. Bridges
send Ping Responses in response to all received Pings if
the bridge is in Idle or Connected Mode. HIDs never
respond to Pings.

! The timeout values are configurable.

WWW.CYpress.com Document No. 001-15083 Rev. *D
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Figure 5. Simplified WirelessUSB 2-Way Bridge State Machine
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Figure 6. Ping Sequence Diagram
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Idle Mode

HID

This is the state of a HID at power-up before it has had
any communication with the WirelessUSB bridge. If the
Network ID is stored in nonvolatiie memory the HID
retrieves the Network ID and move to Reconnect Mode. f
the Network ID is not stored in nonvolatiie memory the
HID will wait in Idle Mode until a user-initiated event
causes the HID to enter Bind Mode. After a defined period
of time in Init Mode the HID enters Sleep Mode in order to
conserve power. When the HID wakes up due to a user
action, it reenters Idle Mode.

Bridge

In Idle Mode the bridge waits for a connection to be
initiated by the HID. If a bridge receives a Connect
Request containing its Network ID and a Manufacturing ID
of a bound HID, it sends a positive Connect Response to
the HID, and moves to Connected Mode. If the bridge
receives DATA packets or ACKs while in Idle Mode it
assumes the channel is being used by another network
and moves to Ping Mode in order to find an available
channel. If a bridge receives a Ping Request from another
bridge it will respond with a Ping Response to notify the
other bridge that the channel is unavailable.

Figure 7. Connect Sequence Diagram
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Reconnect Mode (HID only)

Reconnect Mode is used by the HID to discover the
current channel used by the bridge and to establish a
connection with the bridge. Upon entering Reconnect
Mode the HID uses the Network ID to select a channel
using the channel selection algorithm. The HID alternately
transmits - Connect Requests  containing the HID's
Manufacturing ID and the Network ID of the desired bridge
and listens for a Connect Response. If a bridge in Idle
Mode or Connected Mode receives a Connect Request
containing its Network ID and the Manufacturing ID of a
bound HID, it sends a positive Connect Response to the
HID and the devices move to Connected Mode. If a HID
does not receive a positive Connect Response in a
defined @ period of time, it selects the next channel using
the channel selection algorithm and repeats the
procedure. If the HID does not receive a positive Connect
Response on any of the channels in the subset it enters
Sleep Mode in order to conserve power. When the HID
wakes up due to a user action it will reenter Reconnect
Mode.

2 The timeout values are configurable.

WWW.Cypress.com
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Bind Mode

HID

Bind Mode allows the HID to send its Manufacturing ID to
the bridge and receive the Network ID from the bridge.
Upon entering Bind Mode the HID sets the current channel
and PN code to the channel and PN code specified in the
Bind ID. The HID then alternately transmits Bind Requests
(containing its device type and Manufacturing ID) and
listens for Bind Responses (containing the Network ID)
from the bridge. The HID transmits a defined B! number of
Bind Request on each channel. If a Bind Response is not
received the HID moves to the next channel. If a Bind
Response is received the HID stores the Network ID for
later use and moves to Reconnect Mode. If a defined
period of time has elapsed while in Bind Mode without
receiving a Bind Response, the HID assumes the bridge is
not available and switches to Init Mode. Bind Mode should
last long enough for the user to locate and push the button
on both the bridge and the HID. A user-initiated event can
cause the HID to enter Bind Mode from any other mode.

Bridge

Upon entering Bind Mode the bridge sets the current
channel and PN code to the channel and PN code
specified in the Bind ID. The bridge listens for a defined B!
period of time for Bind Request on each channel before
selecting the next channel using the channel selection
algorithm. This reduces the possibility of the bridge not
receiving the Bind Request from the HID in the event of
channel interference. If the bridge receives a Bind
Request from the HID containing a supported device type
it stores the HID’s Manufacturing ID, sends a Bind
Response and then switches to Ping Mode. The bridge
also switches to Ping Mode if the defined [ time period
has elapsed while in Bind Mode. The channel selection
algorithm uses the Bind ID to produce the channel subset
for Bind Mode.

8 The timeout values and number of packet transmissions are
configurable.

4 The timeout values and number of packet transmissions are
configurable.

5 The timeout values and number of packet transmissions are
configurable.

5 The timeout values and number of packet transmissions are
configurable.

Connected Mode

HID

Connected Mode allows application data to be transmitted
from the bridge to the HID. When the HID application has
data to send to the bridge the HID creates a DATA packet
and listens for a response (either an ACK or ACK/DATA
packet). If no response is received, the HID retransmits ["]
the packet. In WirelessUSB HID systems application data
sent from the bridge to the HID is referred to as back
channel data. There are three methods for handling the
back channel as described as follows:

No Back Channel

If application data is only sent from the HID to the bridge
(1-way data) the HID does not need to listen for data from
the bridge. When the HID has application data to send it
transmits a DATA packet to the bridge and then listen for
an ACK. If the bridge does not respond with an ACK
(either no response or a NAK) the HID repeats the
procedure. If the HID does not receive an ACK after a
defined 8 number of transmissions of the DATA packet it
may continue in Connected Mode or assume the channel
has become unavailable due to excessive interference
and move to Reconnect Mode.

Polled Back Channel

If the bridge sends application data to the HID and the HID
is power-sensitive the bridge may combine an ACK with a
DATA packet in order to reduce the protocol overhead and
minimize the length of time the HID is in receive mode.
The HID processes the ACK and DATA portions of the
ACK/DATA packet just like it would separate ACK and
DATA packets. If all back channel data is sent using
ACK/DATA packets the HID must poll the bridge
periodically by sending NULL packets if the HID does not
have application data to send to the bridge, thus allowing
the bridge to respond with an ACK/DATA packet. If the
bridge does not have data to send to the HID it will send a
normal ACK instead of an ACK/DATA packet. If the bridge
does not respond with a ACK (or ACK/DATA) (either no
response or a NAK) the HID repeats the procedure. If the
HID does not receive a ACK after a defined ¥ number of
transmissions of the DATA packet it may continue in
Connected Mode or assume the channel has become
unavailable due to excessive interference and move to
Reconnect Mode.

" The number of packet transmissions and interference threshold
are configurable.

8 The number of packet transmissions and interference threshold
are configurable.

9 The number of packet transmissions and interference threshold
are configurable.

WWW.Cypress.com
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Asynchronous Back Channel

If the HID is not power-sensitive it may listen for
asynchronous DATA packets from the bridge. This method
requires the HID to always be in receive mode when not
transmitting instead of only being in receive mode for a
short period of time after transmitting (as in the other two
methods), but allows the bridge to send application data
without being polled by the HID. When the HID has
application data to send it will transmit a DATA packet to
the bridge and then listen for a ACK. If the bridge does not
respond with an ACK packet (either no response or a NAK
packet) the HID repeats the procedure. If the HID does not
receive a ACK after a defined [*% number of transmissions
of the DATA packet it may continue in Connected Mode or
assume the channel has become unavailable due to
excessive interference and move to Reconnect Mode.
When the HID does not have application data to send it
listens for DATA packets from the bridge and responds
with an ACK or NAK.

Figure 8. Bind Sequence Diagram
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10 The number of packet transmissions and interference threshold
are configurable.

Bridge

Connected Mode allows application data to be transmitted
between the bridge and HID. The bridge should
continuously listen for DATA packets from the HID. When
valid data is received from the HID the bridge sends an
ACK to the HID and sends the data to the USB host. If
invalid data is received the bridge will send a NAK to the
HID and listen for the HID to retransmit the data. The
bridge monitors the interference level and moves to Ping
Mode if the defined 1 interference threshold is reached,
in order to find an available channel. There are three
methods for handling application data being sent to the
HID as described below:

No Back Channel

If application data is not sent from the bridge to the HID
the bridge always sends ACK in response to HID DATA
packets and never sends DATA or ACK/DATA packets to
the HID.

Polled Back Channel

If a polled back channel is used the bridge must store
application data to be sent to the HID until a DATA packet
or a NULL packet is received from the HID. The bridge will
send an ACK/DATA packet to the HID and then listen for
an ACK. If the HID does not respond with an ACK (either
no response or a NAK) the bridge repeats the procedure.
If the bridge does not receive an ACK after a defined 12
number of transmissions of the ACK/DATA packet it
assumes the channel has become unavailable due to
excessive interference and moves to Ping Mode in order
to find an available channel.

Asynchronous Back Channel

When the bridge has data to send it will send a DATA
packet to the HID and then listen for a n ACK. If the HID
does not respond with an ACK (either no response or a
NAK packet) the bridge repeats the procedure. If the
bridge does not receive an ACK after a defined 3] number
of transmissions of the DATA packet it assumes the
channel has become unavailable due to excessive
interference and moves to Ping Mode in order to find an
available channel.

1 The number of packet transmissions and interference threshold
are configurable.

12 The number of packet transmissions and interference threshold
are configurable.

13 The number of packet transmissions and interference threshold
are configurable.

WWW.Cypress.com
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Sleep Mode (HID only)

In Sleep Mode the radio and microcontroller are in low-
power mode. An external event (i.e. mouse movement or
key press) is required to return the HID to its previous
mode. The protocol library controls radio power
management; the application controls the microcontroller
power management.

Packet Structures

The most significant nibble of the first byte contains the
packet type. Packet types 0x0-0x8 are defined below,
packet types 0x9-0xF are reserved. All unused bit fields in
the Packet Header are set to 0. The Packet Header byte
uses odd parity (an odd number of high bits in the byte).

Figure 9. Interference Avoidance Sequence Diagram
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Bind Request Packet (HID)

Bind Requests are sent from the HID to the bridge during
Bind Mode.

0 |[Type |P MID 1 MID 2 MID 3

MID 4 Checksum

Packet Header

m  Device Type (Type) — This is a 3-bit field specifying a
vendor-defined device type. This allows the bridge to
determine what type of device the HID is and thus
determine the length of data packets, which PN code
to assign, etc.

m  Parity (P) — This is a 1-bit parity field for the header
byte using odd parity.

Manufacturing ID (MID 1-MID 4) — This is the 4-byte

Manufacturing ID retrieved from the WirelessUSB radio.

MID 1 is register 0x3C, MID 2 is register 0x3D, MID 3 is

register OX3E and MID 4 is register Ox3F.

Checksum — This is an 8-bit field containing an XOR
checksum of all previous bytes in the packet. The default
checksum seed of 0x00 is used for Bind Request Packets.

Bind Response Packet (Bridge)

Bind Response Packets are sent from the bridge to the
HID during Bind Mode in response to valid Bind Requests.

0 | PIN |P| | Channel PN Code NCS Checksum

Packet Header

®  PIN — This is a 3-bit field specifying the PIN element
of the Network ID.

m  Parity (P) — This is a 1-bit parity field for the header
byte using odd parity.

Channel — This is an 8-bit field specifying the first channel
to be used in the Channel Selection Algorithm. (Only
channels 0-75 are valid)

PN Code — This is an 8-hit field specifying the PN code to
be used.

WWW.Cypress.com
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Network Checksum Seed (NCS) — This is an 8-bit field
specifying the seed to be used for calculating the
checksum on all Connect Request, Connect Response,
DATA, ACK, ACK/DATA and NULL packets (Bind
Request, Bind Response and Ping packets use the default
checksum seed of 0x00)

Checksum — This is an 8-bit field containing an XOR
checksum of all previous bytes in the packet. The default
checksum seed of 0x00 is used for Bind Response
Packets.

Connect Request Packet (HID)

Connect Request Packets are sent from the HID to the
Bridge during Reconnect Mode.

[N

PIN [P Channel PN Code MID 1

MID 2 MID 3 MID 4 Checksum

Packet Header

®  PIN — This is a 3-bit field specifying the PIN element
of the Network ID.

m  Parity (P) — This is a 1-bit parity field for the header
byte using odd parity.

Channel — This is an 8-bit field specifying the first channel

to be used in the Channel Selection Algorithm as returned

by the Bind Response Packet or stored in nonvolatile

memory (only channels 0-77 are valid channels).

PN Code — This is an 8-hit field specifying the PN code to
be used as returned by the Bind Response Packet or
stored in nonvolatile memory.

Manufacturing ID (MID 1-MID 4) — This is the 4-byte
Manufacturing ID retrieved from the WirelessUSB radio.
MID 1 is register 0x3C, MID 2 is register 0x3D, MID 3 is
register Ox3E and MID 4 is register Ox3F.

Checksum — This is an 8-bit field containing an XOR
checksum of all previous bytes in the packet. The Network
Checksum Seed is used for Connect Request Packets.

Connect Response Packet (Bridge)

Connect Response Packets are sent from the Bridge to
the HID in Idle and Connected Mode in response to valid
Connect Requests.

Packet Header

m  Flag (F) — This is a 1-bit field specifying a positive or
negative Connect Response Packet (1 = positive, 0 =
negative).

m  Parity (P) — This is a 1-bit parity field for the header
byte using odd parity.

Ping Packet (Bridge)

Packet Header

m  Flag (F) — This is a 1-bit field specifying a Ping or Ping
Response (0 = Ping, 1 = Ping Response).

m  Parity (P) — This is a 1-bit parity field for the header
byte using odd parity.

DATA Packet (Bridge and HID)

DATA Packets are sent from the HID to the bridge in
Connected Mode. They are also sent from the bridge to
the HID in Connected Mode if there is an asynchronous
back channel. The order of fields in the packet header of
DATA, ACK and ACK/DATA packets is such that the fields
in- the ACK/DATA packet headers are in the same
positions as the corresponding fields in the DATA and
ACK packets.

4 oD|I|P Data Byte O] . . [ Data Byte Checksum

N

Packet Header

m  Data Toggle Bit (D) — This is-a 1-bit field that is
toggled for each new DATA Packet. It is used to
distinguish between new and retransmitted packets.

m  Device ID (l) — This is 1-bit field containing the least
significant bit of the Device Type. The Device ID field
is used in 2:1 systems to distinguish between the HID
devices.

m  Parity (P) — This is a 1-bit parity field for the header
byte using odd parity.

Data Byte 0—N — This is byte-aligned application data.

Checksum — This is an 8-bit field containing an XOR

checksum of all previous bytes in the packet. The Network
Checkum Seed is used for DATA Packets.

WWW.Cypress.com
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ACK Packet (Bridge and HID)

ACK Packets are sent from the bridge and HID in
Connected Mode in response to valid DATA Packets.
They are also sent from the HID to the bridge in response
to valid Bind Responses during Bind Mode and valid
Connect Responses during Reconnect Mode.

(&)]

F

]
T

Packet Header

m  Flag (F) = This is a 1-bit field specifying a positive or
negative ACK Packet (1 = ACK, 0 = NAK).

m  Device ID (l) — This is 1-bit field containing the least
significant bit-of the Device Type. The Device ID field
is used in 2:1 systems to distinguish between the HID
devices.

m  Data Toggle Bit (T) — This is a 1-bit field matching the
Data Toggle Bit of the Data Packet being
acknowledged.

m  Parity (P) — This is a 1-bit parity field for the header
byte using odd parity.

ACK/DATA Packet (Bridge)

ACK/Data Packets are sent from the bridge to the HID
during Connected Mode in response to a valid DATA
Packet if there is a polled back channel and the bridge has
application data to send to the HID (otherwise a normal
ACK is used). ACK/DATA Packets cannot be used in 2:1
systems that use the Device ID Bit to identify the HID,
because there is no room in the packet header for the
Device ID field.

m  Parity (P) — This is a 1-bit parity field for the header
byte using odd parity.

Data Byte 0—N — This is byte-aligned application data.

Checksum — This is an 8-bit field containing an XOR
checksum of all previous bytes in the packet. The Network
Checksum Seed is used for ACK/DATA Packets.

NULL Packet (Bridge and HID)

NULL Packets are sent from the HID to the bridge during
Connected Mode instead of DATA Packets if there are two
bits or less of application data to be sent. NULL Packets
can be used to poll the bridge for back channel data if
there is a polled back channel; they may also be used to
replace frequently transmitted packets such as a key up
event on keyboards in order to reduce the amount of data
that is transmitted.

6 |[F|DOT|P| | DataByte | ... | Data Byte
0 N

Checksum

Packet Header

m  Flag (F) — This is a 1-bit field specifying a positive or
negative ACK Packet (1 = ACK, 0 = NAK).

m  Data Toggle Bit (D) — This is a 1-bit field that is
toggled for each new DATA Packet. It is used to
distinguish between new and retransmitted data
packets.

Packet Header

m  Data (A) — This is a 2-bit field containing application
data.

m  Device ID (l) — This is 1-bit field containing the least
significant bit of the Device Type. The Device ID field
is used in 2:1 systems to distinguish between the HID
devices.

m  Parity (P) — This is a 1-bit parity field for the header
byte using odd parity.

Summary

The WirelessUSB™ 2-Way Human Interface Device (HID)
protocol is designed for reliable 2-Way communication
between a wireless bridge and target HID applications in
1:1 (one HID and one bridge) and 2:1 (two HIDs and one
bridge) systems. The WirelessUSB 2-Way HID protocol
allows HID applications to establish a connection to the
bridge and receive ACK, NAK and DATA packets from the
bridge.

About the Author

Name: Sai Prashanth Chinnapalli.
m  Data Toggle Bit (T) — This is a 1-bit field matching the Title: Applications Engineer Staff
Data Toggle Bit of the DATA Packet being '
acknowledged.
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Appendix A: Complete WirelessUSB 2-Way HID State Machine
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Appendix B: Complete WirelessUSB 2-Way Bridge State Machine
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Appendix C: Sequence Diagrams

PING Sequence

Bridge 1

U

SJzt Channel 5

Bridge 2

L

I

P— |

- I

SJIt Pn Code 2 |

= m— |

- I

n Ping ,-L;J

_l Ping Response |

1 |
I

I I

Sef Channel 20 |

= I

T _ I

| Ping .|

T Ping |

I I

|Id|e Mode |

- I

L I

I

|

Bndge 2 is already in
Idle Mode on Channel
5, Pn Code 2

7
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Connect Sequence

Bndge

Idle Mode on Channd

Bndgeis alreadyin
20, PnCode 7

Connect Request

Connect Request

— —

Connect Request

£

Channel 20
|

Conned Response

ACK

N
—

0
|
|
|
|
|
|
|
|
0
|
o
|
|
|
|
|
!
U
7
|
|

—— =1
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BIND Sequence

Bridge HD
| skt Channel 0
Sef Channel to 0 P
pem— 1
Sef|Pn Cdde to0 Set!pncoc’e 00
P

Se{(‘:l'lm nel to 5

-

I —
T
|
|
|

Bind Request
Bind Request T
SFt Channel 5
=
Bind Reguest T

Bind Response
———

i
:
|

—— O —-—-O-————-0—
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Interference Avoidance Sequence

IO im S S e o -
= Charm e & Pn
Coce =

=

iy

e

|

L EJ\‘H

Ll o T T

L

TRrrezcs= Ses sches

N

i

Corcieas on ore S egas
TeAasMmEang on chanmae |
T cmeasn g eceEETe
Ll It T Lo o ]

]

1

\

h— -0 — — — — —

=

Coore o e oe

- Timecut

”hac:

AF.: T eacut

e —————

S o

P —

CeEame = Secoe =

TSommnec: Sesoonae

L

— g “%——ﬂ———"%——qf_”*rﬂc‘
E

;
|
4
|
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