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OTP Programming and NVRAM Development Process for CYW4319 USB
Embedded WLAN Devices

This application note describes how to create the nvram.txt file and use the file to test new board designs, optimize NVRAM

values, and program the OTP using Cypress’s MFGC manufacturing test tool.
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1 About This Document

1.1 Cypress Part Numbering Scheme

Cypress is converting the acquired loT part numbers from Broadcom to the Cypress part numbering scheme. Due
to this conversion, there is no change in form, fit, or function as a result of offering the device with Cypress part
number marking. The table provides Cypress ordering part number that matches an existing loT part number.

Table 1. Mapping Table for Part Number between Broadcom and Cypress

Broadcom Part Number Cypress Part Number
BCM4319 CYW4319
1.2 Acronyms and Abbreviations

In most cases, acronyms and abbreviations are defined on first use. For a more complete list of acronyms and
other terms used in Cypress documents, go to: http://www.cypress.com/glossary.

1.3 Purpose and Scope
The following information is provided in this document:

m Programming OTP Programming on page 3

m CYW4319 USB Windows Driver Installation on page 6
m Customizing the NVRAM.TXT Template File on page 3
m Programming a Blank OTP Board on page 10

For most host platforms running the Linux or Windows® XP operating system, it is not necessary to program the
OTP during board bring-up and hardware tuning. Cypress recommends storing all required CIS information in the
nvram.txt file.

Although OTP programming is not required for USB devices used on the host operating systems, nvram.txt file
development is still required. Developing the nvram.txt file is a secondary purpose of this document.
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1.4

3.1

System Requirements

m  CYW4319 design package containing:
o Chip-specific development board, board schematic, bill of materials, and layout
o nvram.txt template file

m  Windows XP or Linux® device driver for the targeted USB device

m ®Transmit Signal Strength Indicator (TSSI) calibration tool

a Optional: LabView™ (graphical programming environment for developing measurement, test, and control
systems)

loT Resources

Cypress provides a wealth of data at http://www.cypress.com/internet-things-iot to help you to select the right loT
device for your design, and quickly and effectively integrate the device into your design. Cypress provides cus-
tomer access to a wide range of information, including technical documentation, schematic diagrams, product bill
of materials, PCB layout information, and software updates. Customers can acquire technical documentation and
software from the Cypress Support Community website (http://community.cypress.com/).

Introduction

Overview

The Cypress CYW4319 is a single-chip, USB device for embedded applications. The CYW4319 supports IEEE
802.11a/b/g/n and has One-Time Programmable (OTP), nonvolatile memory for storing board-specific information
such as the product ID, manufacturer ID, and MAC address.

Together, the OTP content and the NVRAM file, referred to in this document as the nvram.txt file, create a com-
plete Card Information Structure (CIS) that host platforms use to load Cypress USB embedded devices.

Functional Description

The initial state of all OTP bits in an unprogrammed device is 0. Individual bits can be programmed to 1, but once
programmed, they can never be reprogrammed back to 0. The entire OTP array can be programmed during a sin-
gle write cycle using Cypress’s MFGC manufacturing. This test tool available via the Cypress CSP (see Technical
Support for Registered Customers on page 2). Alternatively, multiple write cycles can be used to selectively pro-
gram specific fields, however, only bits that are still in the 0 state can be programmed to the 1 state during each
programming cycle.

Caution! Do not program the OTP until the contents of the nvram.txt file have been verified. Because the OTP
programming process is irreversible, development should be performed on boards with blank OTP, using the
parameters in the nvram.txt file.

Cypress recommends finalizing all parameters before programming the OTP. Boards should be tested using the
editable nvram.txt file. The parameters specified in the nvram.txt file can be loaded into the on-chip RAM, allowing
the chip to be tested even if the OTP has not been programmed. This method allows RF components to be tuned
and critical parameters to be altered while testing a board using different versions of the nvram.txt file. After critical
parameter values have been finalized, they can be programmed into the OTP of the USB device during the sec-
ond phase of the two-phase OTP programming procedure.

For board designs in which the host and USB device are permanently connected (typically done using a hardwired
USB interface), programming the OTP during production is optional. It is equally acceptable to store the NVRAM
parameters in the host firmware, keeping the OTP blank during production. For USB devices that may be installed
on different hosts, program the OTP to protect the unique MAC address and prevent end users from altering
power control parameters such as maximum output power and other power amplifier (PA) parameters.

Note: If a parameter is present in both the on-chip OTP and the nvram.txt file, the value in the OTP will override
the value in the nvram.txt file and the WLAN driver will ignore the corresponding value in the nvram.txt file.
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5 OTP Programming

5.1 Programming OTP Programming

The nvram.txt file development and the two-phase OTP programming process are illustrated in Figure 5.1.1. Rel-
evant details on each phase of the process are discussed in Programming OTP on page 10.

Figure 1. OTP Programming Flow

Get nvram.txt file template. Read OTP from board.
— Customize nvram.txt file.
Is OTP blank? Read OTP content.

A
Test a board using MFGC test utility

and the customized nvram.txt file. | Provide the partial OTP content
to Broadcom via the CSP.

All tests (except
PD test) pass?

Obtain PA parameters using the proper TSSI
calibration and the modified nvram.txt file.
Next, run the power detection (PD) test
using the manufacturing test tool (MFGC).

PD test pass?

Y

. Share finalized target nvram.txt
For partial OTP only file with Broadcom.

v v

Finalize target nvram.txt file.

In MFGC, create bcmvars.nvm file from Wait for OTP patch from
nvram.txt file. Broadcom.
Program entire OTP using the MFGC Patch the OTP (execute the
utility. patch using the WL utility).

!

Complete the nvram.txt file to OTP
programming, and then test the boards.

511 Customizing the NVRAM.TXT Template File

5111 NVRAM Text File Sample Template
If the schematic for the board was copied from a Cypress reference design, testing and tuning can be performed

using the nvram.txt file template provided with the design package. To test and tune a board with a different sche-
matic, customize the nvram.txt file template as described in instructions provided in this section.

Note: The nvram.txt file (customized, if necessary) is required during board installation in a Windows XP test
environment.
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5.1.1.2

During the board development phase, start with the default PA parameters provided in the nvram.ixt template. The
PA parameters will eventually be optimized using Cypress’s Transmit Signal Strength Indicator (TSSI) calibration
tools.

Table 2 on page 4 describes a sample nvram.ixt file with parameters common to Cypress USB single-band,
2.4 GHz reference design boards. Additional parameters are required to support 5 GHz functions in dual-band
(2.4 and 5 GHz) board designs. For the detailed information on 5 GHz NVRAM parameters, contact your Cypress
application engineering representative.

After customizing the nvram.txt file, copy it to the C:\WINDOWS\system32\drivers directory, overwriting any previ-
ous file with the same name. The file name must be nvram.txt.

If the OTP space is not large enough to store all of the parameters necessary for nonvolatile storage, designs can
maintain an nvram.txt file external to the chip. During chip initialization, OTP and host controller supplied parame-
ters in the nvram.txt file are saved to on-chip RAM.

Table 2. Common Single-Band 2.4 GHz NVRAM Parameters

NVRAM Parameter Example Data Description
boardtype Ox4e7 Board type
Note: See Boardtype Parameters on page 5 for details.
boardrev 0x1517 Board revision. This parameter provides the board revision of the actual
application board.
boardflags 0x200 Board flags for board configurations
Note: See Boardflags Parameters on page 6 for details.
sromrev 3 SROM revision
xtalfreq 30000 Onboard XTAL or oscillator frequency in KHz
palOb0 0x17c4 PA parameters in hexadecimal format
paOb1 0xfa86
pa0b2 Oxfeb3
pa0itssit 62 Power detector dynamic range (fixed at 62)
paOmaxpwr 76 Maximum output power setting (measured at the antenna port)

Resolution = 0.25 dBm per step

Nominal target power in dBm for CCK packets:

(0.25 x paOmaxpwr) — 1.5 dB (+ 1.5 dB variation)

cckpo 0x2222 Maximum CCK back-off from the maximum output power (defined by
paOmaxpwr)

Resolution = 0.5 dB per step

Values applied to 11, 5.5, 2.0, and 1.0 Mbps transmission rates.

ofdmpo 0x44444444 OFDM back-off from the maximum output power (defined by paOmaxpwr)
Resolution = 0.5 dB per step
Values applied to 54, 48, 36, 24, 18, 12, 9, and 6 Mbps transmission rates.

aa2g 3 Number of antennas in 1’s hot format binary
(i.e., 1=01b for one antenna; 3=11b for two antennas)

ago0 2 Antenna gain in dB
tri2g 78 T/R switch isolation in quarter (1/4) dB
rxpo2g 0 Rx power offset
rssismf2g 0 RSSI midpoint select and board switch architecture
rssismc2g 11
rssisav2g 3
bxa2g 1
ccode 0 Country code
cctl 0 Front-end switch control
macaddr 00:90:4c:fe:${maclo} | iLO MAC address format enables firmware to use the default MAC address

for blank OTP.

NVRAM.TXT File Modification
Table 2 on page 4 describes a sample nvram.txt file with parameters common in Cypress USB, single-band,

2.4 GHz reference design boards. Some parameter values in these Cypress wireless embedded designs must be
modified in order to comply with the board’s configuration and design requirements.
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For board configurations that provide power topology choices and off-chip component specifications, the following
NVRAM parameters must be verified or changed:
boardtype (see Boardtype Parameters on page 5)
boardrev
boardflags (Boardflags Parameters on page 6)
xtalfreq
aa2g
ago
tri2g
For the design requirements, the following NVRAM parameters must be verified or changed:
padmaxpwr
cckpo and ofdmpo
ccode
cctl
The values of the following PA parameters are greatly influenced by the characteristics and layout of the printed
circuit board (PCB):
padbo
paobl
padb2
Note: Cypress strongly recommends having the PA parameter values specified in the NVRAM text file verfied by
Cypress engineering before saving the values to the OTP.
For more information, see Develop and Verifiy PA Parameters on page 11.
5113 Boardtype Parameters

To maintain backward compatibility with earlier driver versions, boardtype values (see Table 3) should be saved to
the nvram.ixt file.

Table 3. CYW4319 Boardtype Parameter Examples

Boardtype Description

Ox4e6 PALDO usage?®
CBUCK regulator®

External LNA2
USB interface

Ox4e7 PALDO usage?®
CBUCK regulator®
External LNA2
USB interface
0x508 PALDO is used
CBUCK regulatorb
External LNA?
USB interface

a. Depends on boardflags.

b. Specifies if used/not used.
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Boardflags Parameters

The

boardflags parameters are used by the USB driver to configure the USB device’s hardware settings and

implementations. All the hexadecimal format values are OR logical calculated for the boardflags parameters. For
example, if the internal PMU PALDO is used and it supports Afterburner mode and Front End Module, the board-
flags should be set to boardflags = 0x2000a00.

Table 4. Boardflags Parameters

Name Value Description
BFL_AFTERBURNER 0x0000 0200 Board supports Afterburner mode.
BFL_FEM 0x0000 0800 Board supports the front-end module.
BFL_EXTLNA 0x0000 1000 Board has an external LNA.
BFL_3TSWITCH 0x0008 0000 Board uses a triple throw switch shared w/Bluetooth®.
BFL_BUCKBOOST 0x0020 0000 Power topology uses Buck/Booster.
BFL_NOCBUCK 0x0080 0000 Power topology does not use CoreBUCK.
BFL_PALDO 0x0200 0000 Power topology uses on-chip PA LDO.
5.2 CYW4319 USB Windows Driver Installation

To install the CYW4319 USB driver files, complete these steps:

1.

Copy the following CYW4319 USB driver files and save them to a directory on a local PC running Windows XP.
Bcm94319b0usb.bin.trx

Bcmusbdhd.inf
Bcmusbdhdxp.sys
Bcmvars.nvm
Brem_wlu.dll
Wim.dll

Wim.lib

Connect the CYW4319 device under test to a USB port on the local PC.
Windows launches the Found New Hardware Wizard.

Choose Install from a list or specific location (Advanced), and then click Next.

WwWw.Cypress.com
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Found New Hardware Wizard
Welcome to the Found New
Hardware Wizard

This wizard helps you install software for:

Remote Download Wireless Adapter

') If your hardware came with an installation CD
4 or Hoppy disk. insert it now.

what do you want the wizard to do?

O Install the software automatically (Recommended)
@Elnslall from a list or specific location [Advanced}

Click Nest to continue.

[_Ll_exb I I Cancel ]

4. Choose Don’t search. | will choose the driver to install., and then click Next.

Found New Hardware Wizard

Please choose your search and installation options.

Yy

S

(O Search for the best driver in these locations.

Use the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

(®) Don't search. | will choose the diiver to install!

Choose this option to select the device diiver from a list. Windows does not guarantee that
the driver you choose will be the best match for your hardware.

[ < Back l[ Next > ][ Cancel ]
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5. Browse to the directory where the driver files are stored, and then click OK.

Browse For Folder @

Select the folder that contains drivers for your hardware.

\2) 4319_Boards ~
(= |20 4319_USB_Drivers
(m¥)4.215.116.29
() LGN_4329_Debug
# ) MFGC
# | signoise.run
) tterm o

To view any subfolders, click a plus sign above.

I OK ” Cancel l

6. In the Hardware Installation confirmation window that appears, click Continue Anyway to continue the
installation process.

Hardware Installation

' E The software you are installing for this hardware:
-
Broadcom 802.11n Wireless USB Adapter 43xx

has not passed Windows Logo testing to verify its compatibility
with Windows XP. [Tell me why this testing is important.]

Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

[ Continue Anyway ] l STOP Installation ]
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The installation wizard installs the software.

Found New Hardware Wizard

Please wait while the wizard installs the software... %

S

Eﬁ Broadcom 802.11n Wireless USB Adapter 43xx

=, " 7

Setting a system restore point and backing up old files in
case your system needs to be restored in the future.

7.  When the driver installation process completes successfully, click Finish to close the wizard.

Found New Hardware Wizard

Completing the Found New
Hardware Wizard

The wizard has finished installing the software for:

m@ Broadcom 802.11nWireless USB Adapter 43xx

Click Finish to close the wizard.
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8. Under Network adapters in Device Manager, make sure Cypress 802.11n Wireless USB Adapter 43xx is
listed.

L Device Manager

File Action View Help

M S @ A <x<Ra

= =) BRCM-SWAPP-100 ~
W Batteries
¢ Computer
e Disk drives
] § Display adapters
2> DVDJCD-ROM drives
{8 Human Interface Devices
=) IDE ATAJATAPI controllers
&4 IEEE 1394 Bus host controllers
=48 Imaging devices
> Keyboards
") Mice and other pointing devices
¥ Monitors
BB Network adapters
EE (MOBILE ASSIST)Realtek RTLE139/810x Family Fast Ethernet NIC
HE 1394 Net Adapter #4
" JBroadcom 802.11n Wireless USB Adapter 43xx
ﬂ:}. Other devices
&3 Mass Storage Controller
4’!’- Modem Device on High Definition Audio Bus
ﬁ- Metwork Controller W

+

[ I L L IR e I I e SRt IR IRt 2

5.3 Programming OTP
5.3.1 USB Dongle CYW4319 Devices
Note: The information in this section applies to USB dongle embedded CYW4319 devices with a USB interface.

After the NVRAM text file is modified (based on the board configuration), the Cypress MFGC manufacturing test
tool can be used to convert the NVRAM text file to a serial format file (bcmvars.nvm).

The bcmvars.nvm file allows the USB test driver to be loaded with the specified NVRAM parameters, enabling the
MFGC manufacturing test tool to run tests without writing the OTP content or hard-coding those NVRAM parame-
ter variables in the driver.

The path to the bcmvars.nvm file nonvolitile memory file is specified in a SROMImagePath registry.

Note: The default location of the SROMImagePath registry is \SystemRoot\system32\drivers\ bcmvars.nvm.
5.3.2 Programming a Blank OTP Board

To program a blank OTP board, complete the following tasks in the following order:

1. 5.3.2.1 Confirm OTP Is Blank (see page 11)

2. Develop and Verifiy PA Parameters on page 11

3. Locate the bcmvars.nvm File on page 12

4. Add MAC Address and Convert NVRAM Text File on page 14

5. Program Blank OTP on page 16

6. Verifiy OTP Programming on page 17
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5.3.21 Confirm OTP Is Blank

To verify the OTP is blank, complete these steps:

1. Under Network adapters in Device Manager, enable the device under test.

2. Open a Command Prompt window, go to the directory where the wl.exe utility is located, and then run the wl
ver command to list the WL utility and USB driver versions.

Note: The first line in the response provides the WL utility version (i.e., 4.218 RC116.29), the second line provides
the USB driver version (i.e., 4.218.116.29.)

¢+ Command Prompt

NHLANNPATRICKZNA4319_USB_Drivers 4.218.116.295wl ver

4.218 RC116.29

118: Nov 17 2089 892:58:87 wversion 4.218.116.29 (BCM MFGTEST>

3. Run the wl cisdump command to determine if content is present in the OTP (an internal CIS of blank OTP

should be all zeros).

¢+ Command Prompt

C:\WLANNPATRICKZN4319_USB_Drivers4.

4.218 RC116.29

118: Nowv 17 2089 P9:58:87 version 4.
> \WLANNPATRICKZNA319_USB_Driversi4.

Source: 2 (Internal

ngth:
[55%515]
Bx88
BxB8
Bx60
(554515 ]
BxB8
5505 15]
Bx88
=88
Bx60
Bx0808
BxB8
Bx88
Ax680
008
ax6e
BxB8
(534515
Bx88
BxB8
Bx88
Bx60
BxB08
5545 15]
BxB8
Bx88

2088
BxBa
Bx00
Bx08
Bx80
Bx00
BxBa
BxBa
BxB80
Bx08
Bx00
Bx008
BxBa
BxBa
BxB80
Bx08
Bx00
BxBa
BxBa
BxBa
Ax60
Bx008
@608
BxBa
BxBa
880
Ax08

oTP>
bytes
BxB8
AxB6
(5 PG 1)
=08
15345 5]
1559515
BxB8
BxB08
(5P 1)
Bx00
150%45 5]
BxB8
BxB8
BxB08
15 PG 1)
(53515
BxB88
BxB8
BxB8
Bx60
15 P05 15
(524515
BxB0
BxB8
BxB8
%60

BxPa
Bx00
=00
Bx00
AxA0
Bx0a
55745 15
Ax0a
=00
Bx00
B8x68
Axaa
BxPa
A:x60
=00
Bx00
Bx08
Bx0a
BxP8

BxPB
BxB88
=08
Bx08
Bx08
BxP8
BxPB
BxB88

Bx08 Bx

Bx00
Bx00
Bx08
Bx0a
BxP8
Ax60

BxB08
Bx680
BxB8
000
Bx60
BxB08
BxB8
Bx00
ax08
0«00
(5324515
BxB08
BxB08
Bx00
Bx688
0«00
(5 374515
BxB08

218.
218.
218.

116.
116.
116.

AxB8
Ax08
Bx808
Bx008
Bx60
ax88
ax08
Bx08

1555515}
AxPa
BxB8
AxP0
0x00
(555515}
1555515}
AxP8
Bx80
Ax00
0x00
1555515}
1555515}
AxB8
Bx00

295wl ver
29 <(BCM MFGTEST>

292wl cisdump

BxB0
BxP0
Bx80
=00
Bx00
Bx 88
BxP0
BxP0
Bx80
Bx00

»
Bx00
BxBa
% 374515
BxP8
=08
Bx00
Bx 88
BxPa
% 374515
=00
=08
=80
%3745 15)
BxPa
BxPa
=00

5.3.2.2 Develop and Verifiy PA Parameters

An appropriate TSSI calibration is required to optimize the PA parameters.

Note:

m The following options are available for obtaining TSSI calibrated PA parameters:

m Request assistance from the Cypress Applications Engineering team (for Cypress to provide assistance, cus-

tomers must provide at least ten evaluation boards (with USB or JTAG access).

WwWw.Cypress.com
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m Download the LabView TSSI calibration tool and generate the PA parameters (TSSI test tool, in LabView for-

mat, is available via the Cypress Customer Support Portal (CSP)).

To download software or to request technical support, go to the Cypress CSP at
http://www.cypress.com/support

To request Cypress to optimize the PA parameters based on the information contained in customer-generated
TSSI calibration log files, contact your Cypress engineering or technical representative (normally, technical sup-
port requests are submitted via Cypress’sCSP at http://www.cypress.com/support).

After receiving optimized PA parameters from Cypress (or using or LabView TSSI calibration), complete these
steps:

1.

>

vV V V V V Vv Vv

Replace the following PA parameters in the nvram.txt file with the TSSI-calibrated values.
padbo

paobl
paob2

Convert the nvram.txt file to the bcmvars.nvam file to make the updated PA parameters effective (for
instructions, see Add MAC Address and Convert NVRAM Text File on page 14).

To verify the PA parameters, in the command window, navigate to the directory that contains the wl.exe file.

Run the following WL commands to make sure target output power is within +1.5 dB of the value set by
nvram.txt file:

wl mpc ©

wl rate 54

wl rateset 54b

wl channel 1

wl down

wl up

wl pkteng_start 00:22:33:44:55:66 tx 1000 1024 ©

Note: Optionally, output power can be checked by using the MFGC manufacturing test tool to run a Power
Detection (PD) test.

5.3.2.3 Locate the bcmvars.nvm File
To verify the location of the bcmvars.nvm file, complete these steps:

1.

Under Network adapters in Device Manager, right-click Cypress 802.11n Wireless USB Adapter 43xx, and
then choose Properties.

L Device Manager Q@@

File Action View Help

m e 2 A<=ny

+ 9 Display adapters A
+ 5 DVD/CD-ROM drives
+ (4§ Human Interface Devices
=) IDE ATAJATAPI controllers
& IEEE 1394 Bus host controllers
=4 Imaging devices
> Keyboards
") Mice and other pointing devices
% Monitors
H8 Network adapters
H8 (MOBILE ASSIST)Realtek RTLEB139/810x Family Fast Ethernet NIC
H® 1394 Net Adapter #4
i L MBroadcom 802, 1 1n Wireless USB Adapter 43:xx

LI IR C S S S I

WWW.cypress.com Document No. 002-14909 Rev. *B 12
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2. Click on the Advanced tab.

Broadcom 802.11n Wireless USB Adapter 43xx Prope... @@

| General| Advanced | Driver | Details|

The following properties ate available for this network adapter. Click
tl'»eptoo&rgywmtochmgemuw left, and then select its value
on the ri

Property: Value:

Locally Administered MAC Address A \SystemRoot\system32\
Lock Wireless Settings

Power Output

Power Save Mode

Radio Enable/Disable

Rate

Reset Dongle After Disable

Roam Tendency

Roaming Decision

RTS Threshold

SSID Autopromote

VLAN Prioiity Support

Wireless Settings v

[ ok |[ conce |

3. Under Property, click SROMImagePath to display the location of the bcmvars.nvm file (default location is
\SystemRoot\system32\drivers\bcmvars.nvm).

Note: The current CIS image uses the default bcmvars.nvm file located in the driver directory. To convert the
verified nvram.txt file to bcmvars.nvm, see Add MAC Address and Convert NVRAM Text File on page 14.

4. Click OK to close the Properties window.
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5.3.24 Add MAC Address and Convert NVRAM Text File
To convert the NVRAM text file to the bcmvars.nvm file, complete these steps:

1. (Optional) To verify the NVRAM parameters before converting the NVRAM text file, open a command prompt
window, go to the driver directory, and then run the wl nvram_dump command.

<+ Command Prompt E

C:\WLANNPATRICKZ~4319_USB_Drivers 4.218.116.29>wl nvran_dump
sronrev=3

hoardtype =Bx4e?
hoardrev=0x1515
boardf lags =8x208
xtalfreq=308008
code =uw
5

paB@hB=5756
pa@hl=64121
paBh2=65153
paBitssit=62
paBnaxpur=78
snf2qg=0xa
sismc2g=Bxh
sav2g=Bx3
hxa2g =8
tri2qg=78
cckdigfilttype=6
rxpolg=2
cckpo=8
o f dnpo =Bx22220000
XY B=Bx6666
Bx6666
2 =BxB080
15 3%05151515)
" Bx6666
gpoS5=Bx6666
boardnun=1
macaddr=80:98:4c:16:de:ad
otpimagesize=182

:\WLAN\PATRICKZ\4319 USB_Drivers\4.218.116.29>
ki) 2

2. Launch the MFGC manufacturing test tool.
3. Inthe USER field (under WLAN MAC), enter the device’s MAC address (for this case example, the MAC is
00:11:22:33:44:55).

Note: If the MAC address is not entered correctly, the MFGC manufacturing test tool cannot continue and returns
an error message.
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4. Click device under test (DUT) and select SROM/OTP Settings.

File Edit Station View Calibration Dut Test Help
$BEX ?
|
BROADCOM.
T A Y
WLAN MAC BT ADDR
USER[FF:FF:FF:FF:FF:FF |  USERFFFFFFFFFFFF |
DUTFF:FF:FF:FF:FF:FF | DUT|FFFFFFFFFFFF | 0:00.0
|Ready 4
5. Inthe WLAN SROM/OTP Settings window, click the WLAN SROM/OTP Image Flle Browse button, and then
navigate to the NVRAM text file path.
_« |
Cancel
WLAN
SROMJOTP Image File: | C:AWLANIPATRICKZ\4319_USB Driversiba | Browse |
Verification File: | sromGoldenDefault txt Browse |
Bluetooth
Data File:
(ex:DLData.txt) M
6.

In the notification dialog that appears, click OK, then remove and reinsert the USB device (DUT) being tested.

mfgc E\

!E Configuration file has been changed. If DUT is a USB device, please remove and reinsert device.

[ -]

7.
8.

In Windows Explorer, go to the C:\Windows\system32\drivers directory.

Check the timestamp of the bcmvars.nvm file to verify that it was just recently generated.
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File Edt View Favortes Tools Help
ek - © ¥ Oseach [ roders [T
Address |2 CAWINDOWS\system32idrivers v B
A Name Size Type Date Modified N
File and Folder Tasks ¥ = SYMEVENT.SYS 123KB  System file 10/29{2009 1:30 PM
:gbcmﬂﬂm.ﬁb.bh.trx 216 KB TRX File 11/17{2009 9:58 AM
Dther Places 2 5 bemusbahdxp.sys 253KB  System file 11/17/2009 10:01 AM
3 mrxsmb.sys 444KB  System file 12/4/2009 6:41 AM
) system32 = srv.sys 345KB  System file 12/31/2009 8:14 AM
&) My Documents =) bemvars.nvm 1KB NVM Fie 2/22{2010 6:47 PM
) Shared Documents o B ovamixt 0KB Text Document 2}22{2010 6:47 PM 3
281 objects 32.0 M8 " My Computer
5.3.2.5 Program Blank OTP

To program the OTP using the MFGC manufacturing test tool, complete these steps:

1. In the MFGC manufacturing test tool, open the Edit edit menu, and then locate and open the script text file

(script.txt).
The script.exe file opens in Notepad.

Verify that the script.exe file only contains one line for running the writeConfigFile command.

P script.txt - Notepad [.___J@g

File Edit Format View Help
writeConfigrilel
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3. Click Start Test to write the NVRAM parameter values (including the MAC address) to the OTP.

4. To make the changes effective, after the test completes successfully (Pass), remove, and then reinsert the
USB DUT.

== mfgc
File Edit Station View Calibration Dut Test

$ BEX| P

N N

WLAN MAC BT ADDR
USER[00:11:22:33:44:55 | USER| |

l 0502257

EEX

Help

DUT[00:90:4C:D4:00:00 |  DUT[FFFFFFFFFFFF

JReady SCRL

5.3.2.6 Verifiy OTP Programming
To write the MAC address to the OTP, complete these steps:

1. After the test completes successfully (Pass), remove and re-insert the USB DUT to make the changes
effective.

2. Inthe command prompt window, run the wl cisdump command and verify that the updated MAC address has
been added to the previous OTP content (starting at the point where the OTP content ended).

¢+ Command Prompt !E

IC:\WLANNPATRICKZ\4319_USB_Drivers\4.218.116.29>wl cisdump
Source: 2 {(Internal OTP>

Maximum length: 182 hytes

: Bx80 AxP2 AxP8 BxA3
BxBA3 Bx88 BxA3 55515
BxB7 BxP3 Ox80 Bx00
BxB8 Bx80 BxB3 =08
BxB2 Bx17? Bx15 Bx1b
Bx80 BxB2 Bx36 Bx03
BxB8 Bx88 BxB3 Bx?7?
AxA1 BAxed Bx14 AxBA
Bx6b Bx66 Bxb66 Bx08
Bx66 Bx66 Bx66 Bx85
BxB8 Bx22 Bx22 Bx83
Bx79 Bxfa Bx81 <f e Bx4e
BxB2 Bx22 Bx@5 Bx16
BxB2 Bx14 Bxde ¢ Bx13
Bx08 PBxBAB Bx80 BxP8
Bx33 Bx44 Bx55 Bx09
BxPB8 BxPBB POxB0 Bx 555515
Bx00 BxB0 BxB0 Bx08
AxAB AxAB BxAB B> ¢ AxAv
BxB8 BxB0 BxB0 Bx08
BxB8 BxB0 BxB0 Bx08
AxP0 AxP0 Bx00 554515
BxB8 BxBB BxB0 Bxff

(5]
8
6
4
2
5]
8
6
4
2
5]
8
6
4
2
5]
8
6
4
2
5]
8
6

EE NE UW BN WE NE RN BN NE 0 U0 WE NN UE NN NN GE 0B NN NN N B

1
P
3
4
4
5
6
?
8
8
9
5]
1
2
2
3
4
5
6
6
’?

Pk ek ek ek ek ek ok ek ek ek
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3. Run the wl nvget macaddr command to retrieve the MAC address (from driver point of view).

¢+ Command Prompt 'E

IC :\WLANNPATRICKZN4319_USB_Drivers\4.218.116.29>wl nvget macaddr
0A:11:22:33:44:55

C:\WLANNPATRICKZ\4319 _USB_Drivers\4.218.116.29>

4] |
In the MFGC manufacturing test tool (under WLAN MAC), the DUT field is populated with the updated MAC

address.
File Edit Station Yiew Calbration Dut Test Help
& x| ®
BROA’l\)COM
£
N w
WLAN MAC BT ADDR
USER| |  USER| |
DUT[00:11:22:33:44:55 |  DUT|FFFFFFFFFFFF | 0:06.2
Ready SCRL
WWW.Ccypress.com Document No. 002-14909 Rev. *B

18



AR
&

CYPRESS

EMBEDDED IN TOMORROW™

OTP Programming and NVRAM Development Process for CYW4319 USB Embedded WLAN Devices

Document History Page

Document Title: AN214909 - OTP Programming and NVRAM Development Process for CYW4319 USB Embedded WLAN Devices
Document Number: 002-14909

Rev. ECN No. 8";'5’“;; Subg;itsesion Description of Change
** - - 06/08/2010 |4319-AN200-R
Initial release
*A 5454387 UTsSv 09/29/2016 |Updated to Cypress template
*B 5882693 | AESATMP9 | 09/13/2017 |Updated logo and copyright.

WwWw.Cypress.com

Document No. 002-14909 Rev. *B

19




OTP Programming and NVRAM Development Process for CYW4319 USB Embedded WLAN Devices

EMBEDDED IN TOMORROW™

2 CYPRESS

Worldwide Sales and Design Support

Cypress maintains a worldwide network of offices, solution centers, manufacturers’ representatives, and distributors. To find the
office closest to you, visit us at Cypress Locations.

PSoC® Solutions

PSoC 1| PSoC 3 | PSoC 4 | PSoC 5LP | PSoC 6

Products

ARM® Cortex® Microcontrollers cypress.com/arm

Automotive cypress.com/automotive Cypress Developer Community
Clocks & Buffers cypress.com/clocks Forums | WICED 10T Forums | Projects | Video | Blogs |
Interface cypress.com/interface Training | Components

Internet of Things
Memory
Microcontrollers

PSoC

Power Management ICs

Touch Sensing

cypress.com/iot
cypress.com/memory
cypress.com/mcu
cypress.com/psoc
cypress.com/pmic

cypress.com/touch

Technical Support

cypress.com/support

USB Controllers cypress.com/usb

Wireless Connectivity cypress.com/wireless

All other trademarks or registered trademarks referenced herein are the property of their respective owners.

AR

Cypress Semiconductor
198 Champion Court
San Jose, CA 95134-1709

w.s CYPRESS

gg@e” EMBEDDED IN TOMORROW™

© Cypress Semiconductor Corporation, 2010-2017. This document is the property of Cypress Semiconductor Corporation and its subsidiaries, including
Spansion LLC (“Cypress”). This document, including any software or firmware included or referenced in this document (“Software”), is owned by Cypress
under the intellectual property laws and treaties of the United States and other countries worldwide. Cypress reserves all rights under such laws and trea-
ties and does not, except as specifically stated in this paragraph, grant any license under its patents, copyrights, trademarks, or other intellectual property
rights. If the Software is not accompanied by a license agreement and you do not otherwise have a written agreement with Cypress governing the use of
the Software, then Cypress hereby grants you a personal, non-exclusive, nontransferable license (without the right to sublicense) (1s) under its copyright
rights in the Software (a) for Software provided in source code form, to modify and reproduce the Software solely for use with Cypress hardware products,
only internally within your organization, and (b) to distribute the Software in binary code form externally to end users (either directly or indirectly through
resellers and distributors), solely for use on Cypress hardware product units, and (2) under those claims of Cypress's patents that are infringed by the
Software (as provided by Cypress, unmodified) to make, use, distribute, and import the Software solely for use with Cypress hardware products. Any
other use, reproduction, modification, translation, or compilation of the Software is prohibited.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CYPRESS MAKES NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD
TO THIS DOCUMENT OR ANY SOFTWARE OR ACCOMPANYING HARDWARE, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. To the extent permitted by applicable law, Cypress reserves the right to make
changes to this document without further notice. Cypress does not assume any liability arising out of the application or use of any product or circuit
described in this document. Any information provided in this document, including any sample design information or programming code, is provided only
for reference purposes. It is the responsibility of the user of this document to properly design, program, and test the functionality and safety of any appli-
cation made of this information and any resulting product. Cypress products are not designed, intended, or authorized for use as critical components in
systems designed or intended for the operation of weapons, weapons systems, nuclear installations, life-support devices or systems, other medical
devices or systems (including resuscitation equipment and surgical implants), pollution control or hazardous substances management, or other uses
where the failure of the device or system could cause personal injury, death, or property damage (“Unintended Uses”). A critical component is any com-
ponent of a device or system whose failure to perform can be reasonably expected to cause the failure of the device or system, or to affect its safety or
effectiveness. Cypress is not liable, in whole or in part, and you shall and hereby do release Cypress from any claim, damage, or other liability arising
from or related to all Unintended Uses of Cypress products. You shall indemnify and hold Cypress harmless from and against all claims, costs, damages,
and other liabilities, including claims for personal injury or death, arising from or related to any Unintended Uses of Cypress products.

Cypress, the Cypress logo, Spansion, the Spansion logo, and combinations thereof, WICED, PSoC, CapSense, EZ-USB, F-RAM, and Traveo are trade-
marks or registered trademarks of Cypress in the United States and other countries. For a more complete list of Cypress trademarks, visit cypress.com.
Other names and brands may be claimed as property of their respective owners.

WWW.Cypress.com Document No. 002-14909 Rev. *B 20


http://www.cypress.com/go/products
http://www.cypress.com/products/32-bit-arm-cortex-mcus
http://www.cypress.com/applications/automotive-solutions
http://www.cypress.com/products/clocks-buffers
http://www.cypress.com/products/interface
http://www.cypress.com/go/locations
http://www.cypress.com/go/locations
http://www.cypress.com/go/products
http://www.cypress.com/internet-things-iot
http://www.cypress.com/products/memory-products
http://www.cypress.com/mcu
http://www.cypress.com/psoc/
http://www.cypress.com/products/power-management
http://www.cypress.com/products/touch-sensing
http://www.cypress.com/products/usb-controllers
http://www.cypress.com/products/wireless-connectivity
http://www.cypress.com/psoc
http://www.cypress.com/psoc
http://www.cypress.com/psoc
http://www.cypress.com/products/psoc-1
http://www.cypress.com/products/psoc-3
http://www.cypress.com/products/psoc-4
http://www.cypress.com/products/32-bit-arm-cortex-m3-psoc-5lp
http://www.cypress.com/products/32-bit-arm-cortex-m3-psoc-5lp
http://www.cypress.com/event/psoc-6-purpose-built-iots
http://cypress.com/psoc6
http://cypress.com/psoc6
http://www.cypress.com/cdc
http://www.cypress.com/forum
https://community.cypress.com/welcome
http://www.cypress.com/projects
http://www.cypress.com/video-library
http://www.cypress.com/blog
http://www.cypress.com/training
http://www.cypress.com/cdc/community-components
http://www.cypress.com/support
http://www.cypress.com/support

	1 About This Document
	1.1 Cypress Part Numbering Scheme
	1.2 Acronyms and Abbreviations
	1.3 Purpose and Scope
	1.4 System Requirements

	2 IoT Resources
	3 Introduction
	3.1 Overview

	4 Functional Description
	5 OTP Programming
	5.1 Programming OTP Programming
	5.1.1.1 NVRAM Text File Sample Template
	5.1.1.2 NVRAM.TXT File Modification
	5.1.1.3 Boardtype Parameters

	5.2 CYW4319 USB Windows Driver Installation
	5.3 Programming OTP
	5.3.2.1 Confirm OTP Is Blank
	5.3.2.2 Develop and Verifiy PA Parameters
	5.3.2.3 Locate the bcmvars.nvm File
	5.3.2.4 Add MAC Address and Convert NVRAM Text File
	5.3.2.5 Program Blank OTP
	5.3.2.6 Verifiy OTP Programming


	Document History Page
	Worldwide Sales and Design Support
	Products
	PSoC® Solutions
	Cypress Developer Community
	Technical Support


