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AN205551 

F²MC-16FX Family, Flash Security 

  

This application note describes the functionality of the Flash Security. 

 

1 Introduction 

The 16FX Family of microcontrollers features a Flash Security function. This function ensures that the contents of the 
Flash memory cannot be read. Instead, when reading the Flash memory, only the data 0x00 is returned for every 
location. 

2 Flash Security 

The Flash Security feature protects the content of the Flash memory. In the following,  

It is explained how this feature can be used. 

2.1 Features 

Often, it is desirable to protect the content of the Flash memory from read-out. For this, the 16FX Family MCUs offer 
the Flash Security feature. When the Flash Security is enabled, Flash memory cannot be read by 

 Program activated by external boot vector fetch (modes 0/1/6) 

 External parallel Flash memory programmer (mode 7) 

 Serial communication mode (mode 2) 

However internal user program that has been started in internal vector mode (mode 3) has access to the content of 
the Flash memory. 

Generally, there are 3 different access levels for the Flash memory: 

 Unprotected (Flash Security disabled) 

 Flash Security enabled, but can be disabled by an Unlock Key 

 Flash Security enabled and cannot be disabled 

The default is that the Flash Security is disabled. The Flash Security can be enabled by storing a certain pattern at a 
specific location. See below for more details. If the Flash Security is enabled, the user can also supply a 16-Byte long 
Unlock Key that allows disabling the Flash Security. If the supplied Unlock Key is all 0, the Flash Security cannot be 
disabled at all. 

Note:  The Flash memory normally allows erasing either the complete memory (“Chip Erase”) or individual sectors 
(“Sector Erase”). Because the Flash Security is enabled by storing a pattern at a specific location, it would be 
possible to disable the Flash Security by erasing just the single sector that contains this location. To avoid this, a 
Sector Erase cannot be performed when the Flash Security is enabled. Only a Chip Erase is allowed. In case of Chip 
Erase, the Flash memory is erased from the highest memory address to the lowest memory address because of that 
Flash Security byte is erased at last after erasing entire content of Flash memory. 
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2.2 Memory Map showing Secured Areas 

 
 

 

2.3 Configuration 

The Flash Security feature is configured using the ROM Configuration Block. This is done separately for the Main 
Flash A memory and the Main Flash B memory, if available. The settings can be made manually. Because this is 

rather tedious, it can be configured easily using the start.asm file. 
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2.3.1 Start .asm Conf igurat ion  

The configuration block of the Flash Security looks like shown below. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

;==================================================================== 

; 4.12 Flash Security 

;==================================================================== 

; All settings regarding Flash B are ignored on devices that do not 

; have a Flash B. 

 

#set      FLASH_A_SECURITY_ENABLE       OFF ; <<< enable Flash Security for 

Flash A 

#set      FLASH_B_SECURITY_ENABLE       OFF ; <<< enable Flash Security for 

Flash B 

 

; set the Flash Security unlock key (16 bytes) 

; all 0: unlock not possible 

#set      FLASH_A_UNLOCK_0              0x00 

#set      FLASH_A_UNLOCK_1              0x00 

#set      FLASH_A_UNLOCK_2              0x00 

#set      FLASH_A_UNLOCK_3              0x00 

#set      FLASH_A_UNLOCK_4              0x00 

#set      FLASH_A_UNLOCK_5              0x00 

#set      FLASH_A_UNLOCK_6              0x00 

#set      FLASH_A_UNLOCK_7              0x00 

#set      FLASH_A_UNLOCK_8              0x00 

#set      FLASH_A_UNLOCK_9              0x00 

#set      FLASH_A_UNLOCK_10             0x00 

#set      FLASH_A_UNLOCK_11             0x00 

#set      FLASH_A_UNLOCK_12             0x00 

#set      FLASH_A_UNLOCK_13             0x00 

#set      FLASH_A_UNLOCK_14             0x00 

#set      FLASH_A_UNLOCK_15             0x00 

 

#set      FLASH_B_UNLOCK_0              0x00 

#set      FLASH_B_UNLOCK_1              0x00 

#set      FLASH_B_UNLOCK_2              0x00 

#set      FLASH_B_UNLOCK_3              0x00 

#set      FLASH_B_UNLOCK_4              0x00 

#set      FLASH_B_UNLOCK_5              0x00 

#set      FLASH_B_UNLOCK_6              0x00 

#set      FLASH_B_UNLOCK_7              0x00 

#set      FLASH_B_UNLOCK_8              0x00 

#set      FLASH_B_UNLOCK_9              0x00 

#set      FLASH_B_UNLOCK_10             0x00 

#set      FLASH_B_UNLOCK_11             0x00 

#set      FLASH_B_UNLOCK_12             0x00 

#set      FLASH_B_UNLOCK_13             0x00 

#set      FLASH_B_UNLOCK_14             0x00 

#set      FLASH_B_UNLOCK_15             0x00 
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Enabling the Flash Security for the Main Flash A is as easy as setting: 

 

 

 

 

To enable the Flash Security for the Main Flash B requires the following setting: 

 

 

 
 

 

These settings enable the Flash Security. In this case, it is not possible to disable the feature using an Unlock Key. 
To allow this unlocking, the desired Unlock Key needs to be specified. This can be done separately for the Main 
Flash A memory and the Main Flash B memory. An example for the Main Flash A memory and Main Flash B memory 
is shown below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

;==================================================================== 

; 4.12 Flash Security 

;==================================================================== 

 

#set      FLASH_A_SECURITY_ENABLE       ON ; <<< enable Flash Security for Main 

Flash A 

 

 

#set      FLASH_B_SECURITY_ENABLE            ON ; <<< enable Flash Security 

for Flash B 

 

; set the Flash Security unlock key (16 bytes) 

; all 0: unlock not possible 

#set      FLASH_A_UNLOCK_0              0x01 

#set      FLASH_A_UNLOCK_1              0x23 

#set      FLASH_A_UNLOCK_2              0x45 

#set      FLASH_A_UNLOCK_3              0x67 

#set      FLASH_A_UNLOCK_4              0x89 

#set      FLASH_A_UNLOCK_5              0xAB 

#set      FLASH_A_UNLOCK_6              0xCD 

#set      FLASH_A_UNLOCK_7              0xEF 

#set      FLASH_A_UNLOCK_8              0x01 

#set      FLASH_A_UNLOCK_9              0x23 

#set      FLASH_A_UNLOCK_10             0x45 

#set      FLASH_A_UNLOCK_11             0x67 

#set      FLASH_A_UNLOCK_12             0x89 

#set      FLASH_A_UNLOCK_13             0xAB 

#set      FLASH_A_UNLOCK_14             0xCD 

#set      FLASH_A_UNLOCK_15             0xEF 

 

#set      FLASH_B_UNLOCK_0              0x01 

#set      FLASH_B_UNLOCK_1              0x23 

#set      FLASH_B_UNLOCK_2              0x45 

#set      FLASH_B_UNLOCK_3              0x67 

#set      FLASH_B_UNLOCK_4              0x89 

#set      FLASH_B_UNLOCK_5              0xAB 

#set      FLASH_B_UNLOCK_6              0xCD 

#set      FLASH_B_UNLOCK_7              0xEF 

#set      FLASH_B_UNLOCK_8              0x01 

#set      FLASH_B_UNLOCK_9              0x23 

#set      FLASH_B_UNLOCK_10             0x45 

#set      FLASH_B_UNLOCK_11             0x67 

#set      FLASH_B_UNLOCK_12             0x89 

#set      FLASH_B_UNLOCK_13             0xAB 

#set      FLASH_B_UNLOCK_14             0xCD 

#set      FLASH_B_UNLOCK_15             0xEF 
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2.3.2 Manual  Conf igurat ion  

The Flash Security feature can be configured by writing certain patterns at specific Flash memory locations. The table 
below details of these locations. 

 Main Flash A memory Main Flash B memory 

Flash Security Byte MSBA @ 0xDF0000 MSBB @ 0xDE0000 

Enable protection MSBA = 0x99 MSBB = 0x99 

Disable Protection MSBA = 0x66 MSBB = 0x66 

Security Unlock Key  location 0xDF0002 – 0xDF0011 0xDE0002 – 0xDE0011 

 

2.4 Unlocking the Flash Security 

The Flash Security feature can be unlocked temporarily by communicating with the Boot-ROM. For details refer to the 
Application Note AN204773 “MCU Flash Programming and Boot-ROM Protocol”. 

The following flow chart shows the flow of sequence of communication from a PC to the Boot ROM in order to unlock 
the Flash Security. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 
                     1,2,3 

Further information about these command can be found in  

AN204773 “MCU Flash Programming and Boot-ROM Protocol” 
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When the communication is established and Flash memory is secured, the UNLOCK command must be used to 
unlock it. The format of the command is as follows: 

Header Payload 
Check-sum 

Cmd Select Key 0 Key 1 … Key 14 Key 15 

0x0A 0xXX Key0 Key1 … Key14 Key15 0xYY 

PC → MCU 

 
Select: selects the ROM/Flash module. (0x00: Main ROM/Flash A, 0x01: Main Flash B.) 

Key: is the 16-Byte code to be compared against stored key. 

Checksum: is calculated with the following equation. It includes all bytes (n) except the calibration header
4
 (0x00, 

0x55): 
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The last two summands are correction values, if the overall sum crosses each 0x100 boundary and the 0x10000 

boundary. 

For the unlocking Main Flash B with Unlock Key as shown in section 2.3.1 checksum can be calculated as follows: 

 
 
 
 
 
 
 
 
 
 
 
 

The UNLOCK command looks like this: 

Header Payload Key 
Check-

sum 

Cmd Select 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15  

0x0A 0x01 0x01 0x23 0x45 0x67 0x89 0xAB 0xCD 0xEF 0x01 0x23 0x45 0x67 0x89 0xAB 0xCD 0xEF 0x6D 

PC → MCU 

 

  

Sum =  0x0A + 0x01 + 0x01 + 0x23 + 0x45 + 0x67 + 0x89 + 0xAB + 0xCD + 0xEF 
+ 0x01 + 0x23 + 0x45 + 0x67 + 0x89 + 0xAB + 0xCD + 0xEF   
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Checksum = 0xFF – 0x8B – 0x07 = 0x6D 
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Depending on the result, the following response and behavior must be expected: 

 The ROM/Flash memory is unlocked successfully: 

Response 

0x69 

MCU → PC 

After this response, all other commands are allowed. 

 If the ROM/Flash memory cannot be unlocked because the saved Unlock Key is all 0: 

Response 

0x96 

MCU → PC 

After this response, serial commands are still handled. 

 If the ROM/Flash memory cannot be unlocked because the wrong Unlock Key was transmitted: 

Response 

0x96 

MCU → PC 

After this response, no more commands are handled. The MCU must be reset. 

 
4 

Further details about calibration header can be found in application note  

AN204773 “MCU Flash Programming and Boot-ROM Protocol” 
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3 Appendix 

Further Information 

Information about Cypress Microcontrollers can be found on the following Internet page: 

http://www.cypress.com/cypress-microcontrollers 

3.1 Related Documents 

AN204773 - F²MC-16FX, MCU Flash Programming and Boot ROM Protocol 

This application note shows flash programming and boot ROM mechanism. 

  

http://www.cypress.com/cypress-microcontrollers
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