o CYPRESS

~g@” FEMBEDDED IN TOMORROW™

AN204438

How to Set Up Flash Security for FMO+, FM3, and FM4 MCUs

This application note describes how to enable flash security for FMO+, FM3, and FM4 devices.

1 Introduction

You enable flash security to prevent an external tool from reading the code or data stored in flash memory. This
application note describes how to enable flash security for FM0+, FM3, and FM4 devices. Flash security applies to the
entire flash memory, including work flash or dual flash if present on the device.

This document describes two methods for enabling flash security, and provides the required flash sector address and
data pattern to enable flash security on any FM device.

2 How Flash Security Works

Flash security is typically disabled by default on FM devices. Flash security is enabled when a certain data pattern (e.g.
0x0001) is written to a special flash sector address. The Flash Security Sector Overview section on page 7 lists the
data pattern and flash sector address for each FM device.

When flash security is disabled, the user has full access to flash memory using flash programming tools and JTAG
debuggers.

When flash security is enabled, flash contents cannot be accessed by external tools. Any read operation by the external
tool reads meaningless values. However, user code always has access to the flash memory array. It is not protected
by a supervisory mode or a Memory Protection Unit (MPU).

Flash security is not controlled by Boot-ROM or software — it is a part of the hardware macro of the flash memory itself.
The only way to unlock flash security is to perform a flash chip erase sequence using a flash programming tool, which
handles the order of events for you. The sequence is: if the device has work flash, you must erase work flash first
before erasing main flash. For devices with dual flash, erase macro #1 before macro #0.

There are two ways to enable flash security:

®m  Using an assembly file and modifying the linker command file
m  Patching the S-Record or HEX record file

In either case, you use a flash programming tool (serial or USB) to enable flash security by programming the device.
You cannot use the JTAG interface if flash security is already enabled.

The following sections describe each approach in detail:
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3 Enabling Flash Security Using an Assembly File
3.1 Procedure
1. Create a small assembly file with a memory section for the flash security sector. Define the flash security pattern
in this memory section. Precise details vary by IDE.
2. Add this assembly file to the project when you are finished debugging, and just before the final project build.
3. Toinclude this assembly file in your project, modify the linker command file for your IDE.
4. Use a flash programming tool to program flash memory with flash security enabled.
3.1.1 Assembly and Linker File for IAR EWARM

The following assembly code demonstrates how to enable flash security. In this example, the flash security sector

address is 0x0010 0000 and the pattern is 0x0001:

MODULE FLASH SECURITY
SECTION .flashsec: CONST (2)

DCl6 0x0001

END

The filename is irrelevant. It is not necessary to give it the same name as the assembly module name.

Edit the corresponding linker file (*.icf) and add the following lines:

Define region FLASH SECURITY region = mem: [from 0x00100000 to
0x001000037;

Define symbol FLASH SECURITY ADDRESS = 0x00100000;

Place at address mem: FLASH SECURITY ADDRESS {read only
section .flashsec};

Assuming that the filename is flash_security, this section occurs in the linker map file after build:

"A2": 0x4
FLASHSEC const 0x00100000 0x2 flash security.o [1]
- 0x00100002 0x2
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3.1.2 Assembly File for KEIL pVISION

The following assembly code demonstrates how to enable flash security. In this example, the flash security sector

address is 0x0010 0000 and the pattern is 0x0001:

AREA
DCB 0x01
DCB 0x00

| .ARM. _at_0x00100000],

END

DATA, READONLY

The filename is irrelevant.

Assuming that the filename is flash_security, this section occurs in the linker map file after build:

Load Region LRS$S$.ARM. at 0x00100000 (Base: 0x00100000, Size:
0x00000004, Max: 0x00000004, ABSOLUTE)

Execution Region ER$S.ARM. at 0x00100000 (Base: 0x00100000, Size:
0x00000004, Max: 0x00000004, ABSOLUTE, UNINIT)

Base Addr Size Type AttrIdx E Section Name
Object
0x00100000 0x00000002 Data RO
83 .ARM. at 0x00100000flash security.o

3.1.3 Assembly and Linker File for AtollicTrueStudio

The following assembly code demonstrates how to enable flash security. In this example, the flash security sector

address is 0x0010 0000 and the pattern is 0x0001:

.section .flash security, "a"
.global flash security

_flash security: .long 0x00000001

The filename is irrelevant.

Edit the corresponding linker file (*.Id) and add the highlighted line in the MEMORY definition:

/* specify the memory areas */
MEMORY
{
FLASH (rx) ORIGIN = 0x00000000, LENGTH = 512K
RAM (xrw) ORIGIN = Ox1FFF8000, LENGTH = 64K
FLASHSEC (r) ORIGIN = 0x00100000, LENGTH = 4
MEMORY Bl (rx): ORIGIN = 0x60000000, LENGTH = OK
}
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Add the highlighted lines to the SECTION definitions just before the RAM section definitions:

. = ALIGN (4);
_edata=.; /* define a global symbol at data end */
} >RAM AT> FLASH

.flash security:
{
= ALIGN(4) ;
_flash security=.;
KEEP (* (.flash security))
= ALIGN (4);
} >FLASHSEC

/* uninitialized data section */
= ALIGN (4);

Assuming that the filename is flashsec.s, this section occurs in the linker map file after build:

.flash security 0x00100000 0x4
0x00100000 . = ALIGN (0x4)
0x00100000 _flash security=

*(.flash security)

.flash security
0x00100000 0x4 source/flashsec.o
0x00100004 . = ALIGN (0x4)

3.1.4 Assembly and Linker File for GNU Compiler Environment
Refer to Assembly and Linker File for AtollicTrueStudio.
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4.2

Enabling Flash Security by Patching an S-Record or HEX File

S-Record File Format

A line in the S-Record file format consists typically of the character ‘S’, the type of the line, the byte count of the data
payload of this line, an address, the data payload, and a checksum byte.

The type codes of S-Record lines are:

Code Description Number of Address Bytes Data field
SO Block Header 2 Yes

S1 Data Payload 2 Yes

S2 Data Payload 3 Yes

S3 Data Payload 4 Yes

S5 Record Count | 2 No

S7 End of Block 4 No

S8 End of Block 3 No

S9 End of Block 2 No

It is a good idea to put the flash security data before the last S-Record line (S7-9):

Assuming that flash security is enabled by setting the address 0x00100000 to the value 0x0001, then the additional
S-Record line is:

520810000001000000E6

Detailed explanation of this line:

Data Payload with 3 | Byte Count 3 Byte Address Data Payload Check Sum
Byte Address (Big Endian)
S 2 08 100000 01000000 E6

To calculate the checksum: add all bytes after the Sn type and before the checksum byte itself. Bytes with a value of
0x00 are skipped in the calculation. Then, take only the lower byte of the sum and invert the sum:

0x08 + 0x10 + 0x01 = 0x19
0x19 = 0OxE6

HEX File Format

A line in the Intel HEX file format for 32-bit architectures consists typically of a colon, the byte count of the data payload
of this line, an address, the type of the line, the data payload, and a checksum byte.

The type codes of HEX lines are:

Code Description

0x00 Data payload

0x01 End of file

0x02 Extended Segment Address

0x03 Start Segment Address

0x04 Extended Linear Address

0x05 Start Linear Address
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It is a good idea to put the flash security data before the last HEX line, which is usually:

00000001FF

Assuming that flash security is enabled by setting the address 0x00100000 to the value 0x0001, then the additional
HEX lines are:

020000040010EA
0400000001000000FB

Detailed explanation of these lines:

Data Dummy Address Extended Linear Upper 16 Bit of Check Sum
Count Address Security Address
02 0000 04 0010 EA
Data Lower 16 Bit of Security Data Line Security Code Data Check Sum
Count Address (Big Endian)
04 0000 00 01000000 FB

To calculate the checksum, add all bytes after " and before the checksum byte itself. Bytes with a value of 0x00 are
skipped in the calculation. Take only the lower byte of the sum. Invert the sum and add 1.

Example for first line:
0x02 + 0x04 + 0x10 = 0x16
Ox16 = 0OxE9

0xE9 + 0x01 = OxXEA
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5 Flash Security Sector Overview

The following tables give an overview of the flash security sector address and its activation pattern. Refer to the
peripheral manual for cross reference between device type and part number.

51 FMO+ Devices

Series Flash Security Address Activation Pattern
S6E1A 0x0010_0000 0x0001
S6E1B 0x0010_0000 0x0001
S6E1C 0x0010_0000 0x0001

5.2 FM3 Devices

Series Flash Security Address Activation Pattern
CY9AX3x 0x0010_0000 0x0001
CY9AX4AX 0x0010_0000 0x0001
CY9AX5x 0x0010_0000 0x0001
CY9AX10x 0x0010_0000 0x0001
CY9AXAX 0x0010_0000 0x0001
CY9AX10A 0x0010_0000 0x0001
CY9AX10K 0x0010_0000 0x0001
CY9AX20L 0x0010_0000 0x0001
CY9Bx10R 0x0010_0000 0x0001
CY9Bx10T 0x0010_0000 0x0001
CY9Bx20J 0x0010_0000 0x0001
CY9Bx20M 0x0010_0000 0x0001
CY9Bx20T 0x0040_0000 0x0001

53 FM4 Devices

Series Flash Security Address Activation Pattern
CY9BFx6XK/L 0x0040_0000 0x0001
CY9BFx6x M/N/R 0x0040_0000 0x0001
S6E2C 0x0040_0000 0x0001
S6E2D 0x0040_0000 0x0001
S6E2G 0x0040_0000 0x0001
S6E2H 0x0040_0000 0x0001
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office closest to you, visit us at Cypress Locations.
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Cypress Developer Community
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Internet of Things cypress.com/iot .
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for reference purposes. It is the responsibility of the user of this document to properly design, program, and test the functionality and safety of any
application made of this information and any resulting product. Cypress products are not designed, intended, or authorized for use as critical components
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