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FM4 S6E2Cx Series Over The Air Update 32-Bit Microcontroller With Embedded
Dual Flash

Target products: S6E2Cx series

This document explains the use of reference software "Over the Air Update with Embedded Dual Flash Memory"

(OTA-D).
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Introduction
Organization of This Document
Please read this document in conjunction with "SK-FM4-216-ETHERNET Wi-Fi Sample Kit Setup Manual.”

Before reading this document, we recommend reading the following documents.

Reference Documents
Flash memory programming manual

http://www.spansion.com/downloads/s6e2cc_mn709-00007-e.pdf

S6E2Cx series data sheet
http://www.spansion.com/downloads/s6e2cc_ds709-00009-e.pdf

1 Overview

This document explains the use of reference software "Over the Air Update with Embedded Dual Flash Memory"
(OTA-D). This OTA-D updates not only user software but also wireless communication software.

Wireless communication related software and other user software is located in one bank of the embedded flash
memory. The latest update target software is downloaded from the server to the other bank of the embedded flash
memory.

After the completion of the download, the MCU is reset. The target software update is finished by executing the latest
target software from the other bank of embedded flash memory.

Note:

- Do not use the OTA-D reference software for anything other than your reference for developing your
applications.
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This software is subject to change without notice. This reference software shows one of the general uses
with the SK-FM4-216-ETHERNET.

- Cypress may in no way be held responsible for damage occurring as a result of the use of this software.

1.1 Background

Previously, software wasn’t updated after software embedded in products was shipped to the market. If any software
update was required, the application itself was recalled and updated locally using wired connectivity. Because of the
increasing diversity of software used in applications, and the decrease of the development time, updating the
software embedded in products in the field is necessary. Over The Air Update software solves the problem of how to
update software already being used in the field.

2 OTA-D Reference Software

The OTA-D reference software uses the “dual flash mode,” which allows accessing Flash Macro #0 and Flash Macro
#1 independently, and the “re-map” function which switches the used Flash Macro as main Flash. Their functions are
built into the MCU in the S6E2Cx series of MCUs.

- For further information about the MCU future of re-map and the dual flash mode, refer to the Flash Memory
Programming Manual mentioned under References at the beginning of this document.

- This document targets OTA-D Reference Software version 1.0

2.1 Basic Functionality
The OTA-D reference software consists of four sections:
- Bootloader — software that runs initially
- Information data — user software metadata, such as the revision history
-  OTA-D - software library for Over the Air Update.

- User software — software prepared by the users. In this document, the programming of LCD display control
is used as example user software.

The OTA-D reference software, the SK-FM4-216-ETHERNET, the Wi-Fi board, and the prepared server application
for OTA-D demonstrate the Over The Air Update function.

The behavior of the OTA-D reference software is shown in Figure 1. The work flow for writing to the embedded flash
memory and address remapping of flash memory are shown in Figure 2
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Figure 1. OTA-D Reference Software Processing Flow
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Figure 2. OTA-D Reference Software Physical Memory Address Map
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Figure 3 OTA-D Reference Software Physical Memory Address Map
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2.1.1 Bootloader

The bootloader is always located in the Flash#0 bank. It is copied to RAM at MCU startup and runs first in RAM.

It assesses the latest version by using the information data of Flash#0 and Flash#1 and changes Flash#0 to Flash#1
with the re-map function in the S6E2CxAX (if the latest user software is stored in Flash#1).

After the bootloader runs, it jumps to the user software (0x0001_0000) from RAM.
The user software is always run at MCU embedded flash memory (0x0001_0000-0x000f_ffff).

See Figure 3 for a re-map image

2.1.2

Information Region

The information region stores user software information such as the version and level.

In the OTA-D reference software, the bootloader uses this information for managing the version of the user software.

WwWWw.Ccypress.com
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2.1.3 OTA-D
The OTA-D is the library that is linked in user software.

See “Operation Sequence between OTA-D Server and Client”.

2.1.4 User Software
The user software is compiled with the OTA-D library.

In the OTA-D reference software, user software has an OTA-D library, Wi-Fi function, real-time OS, and LCD demo
function.

They are all updated at the same time.

2.2 Operation Sequence between OTA-D Server and Client

Server OTA-D (client)
Acquisition of Version request
- I >
Version information _
e
Write to flash memory required
New version information
t;ansmi_tt_qq
____________ N
ACKINAK .
PR
____ File transfer
____________ N
ACKINAK .
PR
___ File transfer
____________ N
ACK/NAK -
Write to flash memory T
not required
Transfer complete
____________ N
ACKINAK
PR

2.3 Function Details
This section explains the OTA-D reference software functions and interface.
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2.3.1 Bootloader
The bootloader runs after the MCU is reset. It contains the following functions.

®m  Force a write to MCU embedded flash memory via serial communication.
= |ndicate which flash bank stores the latest data by checking information in each flash bank.

m  Select the latest user software, jump to the first memory address (0x0001_0000) of target user software, and
start the software.

®  Download new user software via serial transmission if the user software needs to be updated.

The bootloader itself cannot support wireless connectivity. Serial transmission is required to write user software to
embedded flash memory. See Write User Software to Flash Memory via Serial Transmission.

Figure 4 shows the bootloader operation flow.

Figure 4. Bootloader Operation Flow
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2.3.2 Information Region
User software information is saved in the information region. See Table 1for more information about data type.

Table 1. Detail of Data Type Information in the Information Region

0x0000_4000 / 0x2010_4000 +3 +2 +1 +0

app load count check sum

check sum: Information region check sum
When writing to the user software flash memory is complete, calculate the checksum and write the result.
Check sum calculation method: check sum = ~SUM + 1 + MAGIC_NUM

(SUM s the result of adding information (6 byte) in the information region other than the checksum, in
signed half-word format. MAGIC_NUM is a magic number, defined as 0x1C5A.)

app-load count: Download count of user software

After the completion of writing user software to the flash memory,

in case of writing to 0x0000_4002, write the value of *0x2010_4002+1.
in case of writing to 0x2010_4002, write the value of *0x0000_4002+1.

0x0000_4000 / 0x2010_4000 +3 +2 +1 +0

version_low version_high

version_high: Stores the version (higher 16 bits) of the user software.
version_low: Stores the version (lower 16 bits) of the user software.
Writes the version explained in (2) Sending version information

The concept of “version_high” and “version_low” is used on this reference software as follows.
“version_high” selects the version with the numerically larger value, regardless of the “version_low” value.

When “version_high” are the same, “version_low” selects the version with the numerically larger
version_low value.

When “version_low” and “version_high” are the same, selects the version with the numerically larger app
load count value.

E.g., Control of version number 2.08

version_high=2, version_low=08

WwWWw.Ccypress.com
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2.3.3 OTA-D Library

ota_version_section
“ota_version_section” is the name of the code section. It contains the version data of the OTA-D library.

Specifically, it defines the flash memory address on the embedded MCU for locating the “ota_version_section”. It is
defined in s6e2ccAH.icf, which is in the directory:

“project\spansion_s6e2cx_8189em_with_ota\EWARM-RELEASE\config\” as follows

define symbol __OTA_LIB_version__start__ = 0x00090000;
place at address mem:___ OTA_LIB_version__start__ { section ota_version_section };

0x00090000 is the start address of the memory area.

ota_section
“ota_section” is the name of the code section. It contains the OTA-D library.

Specifically, it defines the flash memory address on the embedded MCU for locating the “ota_section”. It is defined in
s6e2ccAH.icf, which is in the directory:

“project\spansion_s6e2cx_8189em_with_ota\EWARM-RELEASE\config\” as follows

define symbol __ OTA_LIB_start__ = 0x00090010;
place at address mem:__ OTA_LIB_start _ { section ota_section };

0x00090010 is the start address of the memory area.

ota_version
ota_version is an “ota_version_t”" type variable in the OTA-D library. It contains the version data for the OTA-D library.

Table 2. “ota_version_t” Type Structure List

Type Name Definition Data Type Value

version_high uintl6_t OTA-D library version (higher 16 bits)

ota_version_t
version_low uintl6_t OTA-D library level (lower 16 bits)

ota_update_process

m  C programmable language interface
int errorcode = ota_update_process(ota_parameters_t * ota_parameters)

m  Parameters
- Input: ota_parameters server information received from user software
- Output: errorcode processing results returned by OTA update function

WWW.CYpress.com Document No. 002-03980 Rev. *B 9
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Table 3. ota_parameters_t Type Structure List

ota_parameters_t

Type Name Definition Data Type Value
ipaddress unsigned char * OTA server IP address
port unsigned short OTA server port number

Flag to set whether to use SSL
ssl_flg unsigned short 1: Use SSL
0: Do not use SSL

Table 4. OTA Update Function Execution Results List

Macro Name Return Value Value
OTA_UPDATE_SUCESS 0 OTA updated successfully.
OTA_NETWORK_ERROR -1 Network error occurred.
OTA_VERSION_ERROR -2 Already latest version, so update unnecessary.
OTA_OTHER_ERROR -3 Other error

This function updates user software by getting IP addresses and port number of the OTA server through
“ota_parameter”. The return value from this function confirms the results of OTA update operations.

Command Packet

This section explains the command packets used to control the OTA-D.

The meaning of each piece of data is explained below. The () at the end of each code unit indicate set points.

Table 5. Data of Command Packet

Byte .
Name Details
Count
STX 1 (0x02) Used for Header of each command packet
LEN 2 (all byte counts for IDX, CMD, DATA) Express Command packet length
IDX 2 (0~65535) Express Data packet number
Express Command type
-Command line sent from server to client
(0x05) Acquisition command for user software version information running on the client
(0x01)Transmission command for user software version information managed at server.
CMD 1 (0x02)Transmission command for sending the latest user software
(0x04)Transmission complete notification to client
-Command line sent from client to server
(0x05) Return version info : return version information of the user software running on the client.
(0x06) Response acknowledgment to server as no error.
(0x15) Response negative acknowledgment to server as error happened
DATA n Used for express data (specific form is depend on CMD type)
Cs 1 Check sum (Two’s complement of IDX, CMD, DATA: CS = ~(IDX+CMD+DATA) + 1)
ETX 1 (0x03) Indicates the last data of the command packet

WwWWw.Ccypress.com
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Command Types
This section explains the types of commands.

See Table 5 for DATA and IDX in the following explanation.

1. Acquisition of User Software Version (CMD=0x05)
This command is used for the server to get the version information for the software running on the client.

That information is stored in the DATA area at the transmission period as shown below.

Name Byte Count Value

- 1 Unused (0x00)

This information is also used for a response to an acquisition command to return the user software version running on
the client. That information is stored in the DATA area at OTA-D as shown below.

Name Byte Count Value
version_high 2 User software version on client side (higher 16 bits)
version_low 2 User software version on client side (lower 16 bits)

2. Transmission of User Software Version (CMD=0x01)
Transmission command for user software version information managed on the server.

The data is stored in the DATA area at transmission as shown below.

Name Byte Count Value
version_high 2 User software version on server side (higher 16 bits)
version_low 2 User software version on server side (lower 16 bits)

This data is stored in the DATA area if the OTA-D’s response is acknowledged.

Name Byte Count Value

ErrorCode 1 Unused (Don'’t care)

The data is stored in the DATA area if the OTA-D’s response is not acknowledged.

Name Byte Count Value

Error code

ErrorCode 1
-1: Data package error

3. Transmission of the Latest User Software (CMD=0x02)
This transmission command sends the latest user software from the server to the client.

The data is stored in DATA at transmission as shown below. IDX starts at 1, and increments a variable by 1 with
every packet. When it exceeds 65535, the IDX starts again from 0.

Name Byte Count Value
StartAddress 4 Starting address of user software data in MCU embedded flash memory
ProgramData 256 (Max) Data writing to MCU embedded flash memory

WWW.CYpress.com Document No. 002-03980 Rev. *B 11
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2.3.4

3.1

This data is stored in DATA if the OTA-D response is acknowleged

Name Byte Count Value

ErrorCode 1 Unused (Don'’t care)

The data is stored in DATA if the OTA-D response is not acknowledged

Name Byte Count Value
Error code
ErrorCode 1 -1: Data package error
-2: Error writing to flash

4. Transmission Complete (CMD=0x04)
Transmission complete notification to client

The data stored in DATA at transmission as shown below.

Name Byte Count Value

- 1 Unused (0x00)

This data is stored in DATA if the OTA-D response is acknowledged.

Name Byte Count Explanation

Error code
ErrorCode 1 -1: Data package error
-2: Error writing to flash

User Software

Refer to Software Block Diagram in the SK-FM4-216-ETHERNET Wi-Fi Sample Kit Setup Manual for more detalil
about user software.

Preparation of OTA-D Reference Software

This chapter explains how to prepare the OTA-D reference software.

Preparation Procedure Summary

1. Create a bootloader and write it to the MCU embedded flash memory.
See 3.4 Bootloader for details.

2. Create an OTA-D library.

See 3.5 OTA-D library for details.

3. Link the user software with the OTA-D library.

See 3.6 User software for details.

4. Write the user software to the MCU embedded flash memory.

Connect the SK-FM-216-ETHERNET board and the PC with a serial cable. Start the dedicated serial TCPIP OTA
server on the PC. Then write to the flash memory.

See 3.6.2 Write user software to flash memory via serial transmission for details.

*Details on preparing the SK-FM4-216-ETHERNET and PC are listed in 3.2 Set up SK-FM4-216-ETHERNET and 3.3
Set up PC.
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3.2 Set up SK-FM4-216-ETHERNET

To prepare the SK-FM4-216-ETHERNET, see 4.1 Hardware Setup in the SK-FM4-216-ETHERNET Wi-Fi Sample Kit
Setup Manual.

3.3 Set up PC

For information on the recommended PC environment, see 4.1.1 Operating Environment (for reference) in the SK-
FM4-216-ETHERNET Wi-Fi Sample Kit Setup Manual. For a prepared PC, install the dedicated drivers for serial
transmission using a USB cable between the SK-FM4-216-ETHERNET and the PC. OpenSSL installation to PC will
be required for wireless encrypted transmission between the server and the SK-FM4-216-ETHERNET (client).

3.3.1 USB Driver Installation
Install the USB driver from the DVD-ROM provided with the SK-FM4-216-ETHERNET to the PC. For more detail, see
Figure 5.

Figure 5. USB Driver Installation

CD Contents V1.0

IBoard specific documentation

= Evaluation Board User Guide
» Schematics SK-FM4-216-ETHERNET v1.0

IFM4 microcontroller: S6E2CCALOA

» Peripheral Manual - Basic Functionality

» Peripheral Manual - Timer Part

* Peripheral Manual - Analog Macro Part

+ Peripheral Manual - Communication Macro
» Peripheral Manual - Ethernet Part

» S6E2CC Series Datasheet (preliminary)

+» Flash Programming Manual

lPC Driver

» Automatic installer for USB drivers for the on-board debugger and USBDIRECT

| utility Software

+ Flash Programmer USB
 Flash Programmer UART
» Serial Port Viewer and Terminal

After installation, start the device manager of Windows and check that the USB driver has installed correctly. The
assigned port will differ depending on the PC.
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Figure 6. Checking after Installation

= 7 CMSIS-DAP Spansion Virtual Communications Port (COM1)

- Intel(R) Active Management Technology - S0L (COM3

3.3.2 Preparation of Encrypted Transmission
This section explains the procedure for performing encrypted transmissions.
1. Install SSL on the PC as shown in 3.3 Set up PC.
For encrypted transmission, you must install Open SSL from the following link to the PC used as SSL server.

http://slproweb.com/products/Win320penSSL.html

The recommended versions are the 32 bit versions, v.1.01J and V 1.0L. The recommended install directory is
C:\OpenSSL-Win32.

Note:

- Cypress offers no guarantees regarding the quality of OpenSLL.

- Installing versions of OpenSSL other than those recommended or installing them to a directory other than
that recommended here will require a rebuild of the OTA server software.

2. Environmental variable "Path" settings

After the installation has completed, add c:\OpenSSL-Win32\bin to the "Path" environmental variable.

3. Install check

ExecuteI and“openssl version” command on Command Prompt. Display of “OpenSSL version” means the installation
is completed.

Figure 7. OpenSSL Version Check

EX Command Prompt

4. Server program rebuild

Rebuilding the server program will be required if you installed versions of OpenSSL other than those recommended
or installed them to a directory other than that recommended above.

See below for server program preparation

(a)Install "Visual Studio Express 2013 for Desktop"

The recommended environment for rebuilding a server program is "Visual Studio Express 2013 for Desktop."
Operation in the "Visual Studio Community" series has not been verified.

(b) Open the project file
"v02.5a_(SK-FM4-216-ETHERNET)\tools\ota_server_ssl_source\ota_server.sin"
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(c) Change the properties
From the menu, select "DEBUG" --> "ota_server properties."

Figure 8. Debug Menu Properties

w ota_server - Microsoft Visual Studio (Administrator)
FILE EDIT VIEW PROJECT BUILD | DEBUG | TEAM TOOLS TEST ANALYZE WINDOW
o- |{’E-o Hw| - .| Windows >j|

Graphics »
server.cpp + X
P Start Debugging FS —

(Global Scope)

#pragma warning (disable:499¢ P Start Without Debugging Ctrl+F5

Attach to Process...
#pragma comment(lib, "ws2_32

#pragma comment(lib, “winmm.] ExempirenE= Gtz
Performance and Diagnostics Alt+F2

#pragma comment(lib, "libeay]
#pragma comment(lib, "ssleayj G« StepInto F11

G Step Owver F10

—i#include<stdio.h>

#include<stdlib.h> Toggle Breakpaoint Fg
#include<sys/types.h> New Breakpoint v
#include<string.h» - . ..
#include<errno. h> Delete All Breakpoints Ctrl+Shift+F9

#include<time.h>

Options and Settings...
#include<process.h>

K& ota_server Properties...
#include"data.h”

#include <ws2tcpip.h>
#include <openssl/ssl.h>
HANDLE handleMutex;

After the properties page opens, select the VC++ directory.

Include the directory in the folder that installed OpenSSL in “Install Directories” (see (1) of Figure 9).

Set lib directory in the folder which installed OpenSSL in “Library Directories” (see (2) of Figure 9).

Figure 9. Property Changes

ota_server Property Pages &Iﬂ
Configuration: | Active(Release) vl Platform: ’Acti\.re('win32) vl I Configuration Manager... ]
4 Common Properties 4 General
References Executable Directories $(VC_ExecutablePath_x86);$(WindowsSDK_Executa
4 Configuration Properties {1)Include Directories |c:\openssL-wins2\include:s@ncludePath)|
Genc sl Reference Directories $(VC_ReferencesPath_x86);
Debugging {2)Library Directories |c:\OpenssL-Win32\lib;$(LibraryPath) |
Library WinRT Directories $(WindowsSDE_MetadataPath);
b C/CH+ Source Directories $(VC_SourcePath);
b Linker Exclude Directories $(VC_IncludePath);$(WindowsSDK_IncludePath); &(H
I» Manifest Toal
I XML Document Generat
> Browse Information
I Build Events
(d) Rebuild

Perform a rebuild.
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(e) Replace executable files

After rebuilding, the "ota_server.exe" executable file is created in
“02.5a_(SK-FM4-216-ETHERNET)\tools\ota_server_with_ssl_source\Release." Copy "ota_server.exe" to
"02.5a_(SK-FM4-216-ETHERNET)\tools\ota_server_ssl\tcpip."

34 Bootloader

This section explains the procedure for creating a bootloader, and the method to write to MCU embedded flash
memory.

3.4.1 Bootloader Creation Procedure
Launch the bootloader EWARM project file.

(v02.5a_(SK-FM4-216-ETHERNET)\project\spansion_bootloade\EWARM-RELEASE\Project.eww). Click the "make"
button on the tool bar and rebuild the project.

Figure 10. Perform a Bootloader Build

J%& Project - IAR Embedded Workbench IDE
File Edit View Project Tools Window Help

=R =1-1=) | | - wmEe e Ex & 58

Workspace

&2 L

x |h||H'nn.r |

Check the build output information, and check whether the build was successful.

Figure 11. Check the Bootloader Build

e e

Conwverting

Total number of errars: 0
Tatal number of warnings: 0

Ready

3.4.2 Write the Bootloader to MCU Embedded Flash Memory
Connect the PC to the SK-FM4-216-ETHERNET JTAG port by ICE*.

Write it from the PC to the SK-FM4-216-ETHERNET.

In the bootloader EWARM project window, select “Project” --> "Download" --> "Download active application" from the
menu bar.

*Configure ICE type-specific settings by opening the option screen under "Project" --> "Options," and then set the
"Debugger" --> "Setup" --> "Driver" parameters.
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Figure 12. Write the Bootloader to Flash Memory
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Confirm that the flash memory write was successful by checking the debug log information.

Figure 13. Check the Results of Writing the Bootloader to Flash Memory

FriFeb s, 2018 100k [arget reset
My FriFek 27, 2016 10:03:46: Skipping flash loading pass because there is no data in the designated range: 0x100000-0x1 FFFFF.
My FriFekh 27, 2015 10:03:46: Sklpplng flash loading pass because there is no data in the designated range: Ox406000-0x407FFF.
ass because there is no data in the designated range: 0x408000-0x40FFFF.

My Fri Fek 27, 2015 10:03:46: Ski

Debug Log

Build Debug Log |Find in Files | Ambiguous Definitions

WwWWw.Ccypress.com
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3.5 OTA-D Library
This section explains the procedure for creating the OTA-D library.

3.5.1 OTA-D Library Creation Procedure

Open the OTA-D library EWARM project file (v02.5a_(SK-FM4-216-ETHERNET)\project\spansion_ota\EWARM-
RELEASE\Project.eww). Click the "make" button on the tool bar to build the project and generate an OTA-D library
file v02.5a_(SK-FM4-216-ETHERNET)\component\common\ota\lib\iar\otalib.a.

This file is linked to user software.
Figure 14. Perform the OTA-D Library BuildThis file is linked to user software.

& Project - TAR Embedded Workbench IDE
File Edit WView Project Tools Window Help

L— [ otalib.a

= nog
ap—2=1-1=] | | - wnmEe e Er ] S5
Werkspace * ota_update.c |013_ﬂash.c
[sBE2CC_Wi-FI_OTA_LIB T [ D st as s h b htaa bk Rk b d AR AR R AR AR AR AR AR AR AR SRR AR SRR R R RS
Files T * Copyright (C) 2014 Spansion LLC. A11 Rights Reserved.
+ .
B (G Project - SBE2CC_WI-FI_OTA. .. ~ # This software is ovned and published by:
|_E-|D0ﬁ * Spansion LLC, 915 DeGuigne Dr. Sunnyvale, CA 94088-3483 ("Spansic
| ata_flash.c s
a_update.c * BY DOWNLOADING, INSTALLING OR USING THIS SOFTWARE, YOU AGREE TO BE
L@ 03 Output + BY ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT.
*

T S U

3.6 User Software
This section explains the procedure for creating user software and the method for writing to flash memory.

3.6.1 User Software Creation Procedure

Launch the EWARM project (=" Project.eww”) file for user software on v02.5a_(SK-FM4-216-
ETHERNET)\project\spansion_s6e2cx_8189em_with_ota\EWARM-RELEASE.

Set “ANIMATION_TYPE macro” of the app_lcd_demo.c as “ANIMATION_FACTORY” as shown Figure 15
Figure 15. Create the User Software (Create a HEX File as a Factory Default)

/& Project - TAR Embedded Workbench IDE
File Edit View Project I-jet/JTAGjet Tools Window Help

0 & @& | | - BRHSLL
Workspace * Yapp_lcd_demo.c =1
SBEZCC_WI-FI_OTA_EVAL hd * with tne restriction that this Disclaimer and Copyright notice must be
Files oy # included with each copy of this software, whether used in part or whole,
- = * at all times.
B (J Project - SEE2CC_WI-FI_OTA_EVAL 4 T T T T Ty
-8 [ FreeRTOS "
= L LwiF * #include <stdio.h>
Fa Cota #include <string.h>
[ [ otalib.a #include "mcu.h™
= (1 PolarS5L . #include “FreeRT05.h"
H= (1 Realtek_wlan . $include "task.h"
& (1 Spansion_fm4 .
L= 3 User #include "izcled.h”
_lcd_demo.c
dheps.c B .
izcled.c N #define ANTMRTION FACTORY 1
i n.etconfc . #define BRNIMATION ZFFL 2
R : #define RNIMATION AFFZ 3
main.c * -
RInG.C ’ #define BNTMATION_TYEE ANIMATION_FACTORY | // select LCD display animation type
rwlan_hsp.o . = =
I =

Click the "build" button on the tool bar to build the project.
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The result shows that the hex format file (="Project.hex”) is generated on v02.5a_(SK-FM4-216-
ETHERNET)\project\spansion_s6e2cx_8189em_with_ota\EWARM-RELEASE\Spansion\Exe.

Rename it to "Project_factory_reset.hex" as the product factory file. It is used by the serial OTA server
Figure 16. Perform a User Software Build

& Project - IAR Embedded Workbench IDE
File Edit View Project I-jet/ITAGjet Tools Window Help

o nop
0D W@ & | | - ||3.{IL..°;I Ay
Bl
Workspace * | app_lcd_demo.c =
SBE2CC_W/I-FI_OTA_EVAL T * with the restriction that this Disclaimer and Copyright m
Files B2, # included with each copy of this software, whether used in
- = # at all times.
B (G Project - SEE2CC_WI-FI_OTA_EVAL v EE R EER AR R R R R R R R R R R R AR R AR FR AR F R R FF AR FFFRFFF R A
@ [JFreeRTOS .
& LI LwiP N #include <stdic.h>
l—E”:IDta #include <string.h>
| L [ otalib.a #include "mcu.h™
@ (I Palar3sL . #include "FreeRTOS.h"
FE M Realtek Wian . #include "task.h”

Next, set the “ANIMATION_TYPE macro” of the “app_lcd_demo.c” as “ANIMATION_APP1”.
See Figure 17.

Figure 17. Create User Software (Create a HEX File as an Application 1)

& Project - IAR Embeddad Workbench IDE
File Edit View Project I-et/JTAGjet Tools Window Help

L@ S| | = - SEEP 8 BT Y
Warkspace x
[SBEIC—WI'FI—DTA—EVAL b on that this Disclaimer and Copyright notice must be
Files B copy of this software, vhether used in part or whole,
# at all times.
E [(F Project- SEE2CC_WI-FI_OTA_EVAL v B L T T N
HA COFreeRTOS .
& CaLwiP - #include <stdio.h>
=1 Cota #include <string.h>
— D otalib.a #include "mcu.h"
& (1 Paolars5L * #include "FreeRTOS.h"
H# (1 Realtek_\Wlan . #include "task.h”
= C1 Spansion_fm4 .
2 ClUser #include "i2cled.h”
= _lcd_demo.c [ |
hcps.c B -
cled .o ¥ #define ANIMATION_FACTORY 1
lwip_netcanf.c . #define ANIMATION AFPF1 2
mai;.c . #define ANIMATION APP2 3
m':g: bep.c * #derine [ANIMATION TYEE anTMRTION 2PEY| |7/ select IcD display animation type

Build the project and generate the hex format file (="Project.hex”).

This hex format file is generated on
v02.5a_(SK-FM4-216-ETHERNET)\project\spansion_s6e2cx_8189em_with_ota\EWARM-RELEASE\Spansion\Exe.
Rename it to "Project_appl.hex". It is used by the TCPIP OTA server.

Next, set the “ANIMATION_TYPE macro” of the app_lcd_demo.c as “ANIMATION_APP2”.

See Figure 18
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Figure 18. Create User Software (Create a HEX File as Application 2)

/& Project - TAR Embedded Workbench IDE
File Edit View Project I-jet/JTAGjet Tools Window Help
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Build the project and generate the hex format file (="Project.hex”).
This hex file is generated on
“v02.5a_(SK-FM4-216-ETHERNET)\project\spansion_s6e2cx_8189em_with_ota\EWARM-RELEASE\Spansion\Exe”.
Rename it to "Project_app2.hex". It is used by the TCPIP OTA server.
Note:

- The difference between “Project_app1.hex” and “Project_app2.hex” is the LCD display.

3.6.2 Write User Software to Flash Memory via Serial Transmission

Connect a PC to the SK-FM4-216-ETHERNET USB port using a USB cable.
Copy “Project_factory_reset.hex™ as the user software into
“v02.5a_(SK-FM4-216-ETHERNET)\tools\ota_server\serial” where the SERIAL OTA server is resident.

* This file was created in3.6.1 User Software Creation Procedure

Figure 19. Serial OTA Server Directory Structure

L—tools
ota-server
serial
cfg.txt
ota_server.exe
Project_factory_reset.hex
tcpip
readme.txt

Note:

- The serial OTA server enables parsing of only hex format files.
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Set “SERIAL_PORT” in the configuration file (=" cfg.txt”) to the connected COM port number in the user environment.
Refer to “readme.ixt” on “v02.5a_(SK-FM4-216-ETHERNET)\tools\ota_server”.

It explains the setting fields in the configuration file.

Figure 20. Contents of the Serial OTA Server Configuration File

E] cfe. txdd
CONNECT=SERIAL

HEX FILE MNAME=Project factory re
VERSION=1
LEVEL=0

SERIAL PORT=COM1
SERIAL_BAUDRATE=115200
SERIAL_DATABITS=3
SERIAL_PARITY=None
SERIAL_STOPBITS=1

[y

1
2
il
5
6
7
3
9
0
1

S

The serial OTA server is a tool for writing to embedded flash memory with a bootloader via a serial cable.
The tool will be used in one of two situations:

- No user software with bootloader is yet on the embedded flash memory of the SK-FM4-216-ETHERNET
board, or the software is not up to date.

- User software with bootloader is already on the embedded flash memory of the SK-FM4-216-ETHERNET
board and is up to date.

In the first situation, where there is not up-to-date user software with bootloader already on the embedded flash
memory of the SK-FM4-216-ETHERNET.

Step 1: Launch the serial OTA server (See Figure 19)
Step 2: Click the reset button (RST) on the SK-FM4-216-ETHERNET.

In the second situation, where there is user software with bootloader already on the embedded flash memory of the
SK-FM4-216-ETHERNET.

Step 1: Launch the serial OTA server (See Figure 19

Step 2: Keep user button (SW4) pressed.

Step 3: Click the reset button (RST) and reset the SK-FM4-216-ETHERNET.
Step 4: Press and hold the user button (SW4) for at least 5 seconds.

After the above steps, the serial OTA server will start transmit a user software (="Project_factory_reseet.hex”). See
Figure 21.

After the transmission, Wi-Fi information is displayed as shown in Figure 22
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Figure 21. Serial OTA Server Startup Screen

CONMECT = SERIAL

HEX_FILE_MHAME = Project_factory_reset. hex
UERSION = 1

LEVEL = @

SEND_SIZE = 256

SERIAL_PORT = COM1

SERIAL_BAUDRATE 115268

SERIAL_DATABITS g

SERIAL_PARITY = Hone

: SERIAL_STOPBITS =

Figure 22. Seﬂal OTA Server Execution Screen

CONNECT = SERIAL

HEX_FILE_HNAME = Project_factory_reset.hex
UERS 10N 1

LEVEL =

SEND_SIZE = 256

SERIAL_FORT = CGOM1

SERIAL_BAUDRATE 115288

SERIAL_DATABITS &

SERIAL_PARITY = Mone

SERIAL_STOPBITS = 1

ConnectionRequest
Enter serial download mode.
APP download begin:

Finizh rate : 28
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Figure 23. Wi-Fi Information Display after Writing to Flash Memory Completes on Serial OTA Server

4 Running OTA-D Reference Software

This chapter explains how to run the OTA-D reference software.
1. The PC connects to SSID "wlan_ap_ssid_with_ota". Set the IP address to 192.168.1.4 as a reference.
2. See 3.6.1 User software creation procedure and make Project_appl.hex and Project_app2.hex.

Copy the Project_appl.hex and Project_app2.hex to the v02.5a_(SK-FM4-216-ETHERNET)\tools\ota_server\tcpip
folder, where the TCIP-IP OTA server program is stored.

Figure 24. TCPIP OTA Server Directory Structure

L—tools

|—ota-server
I:serial

tcpip
—cfg.txt
—ota_server.exe
—Project_app1.hex

—Project_app2.hex
L —readme.txt

Note:
- The TCPIP OTA server program enables parsing of only hex format files.
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3. See Figure 4 2. Edit the v02.5a_(SK-FM4-216-ETHERNET)\tools\ota_server\tcpip\cfg.txt of the TCPIP server
configuration file.

(refer to v02.5a_(SK-FM4-216-ETHERNET)\tools\ota_server\readme.txt for an explanation of the configuration fields
in the configuration file).

Figure 25. TCPIP OTA Server Configuration File ContentChange SSL_FLG to SSL_FLA=0OFF when if not using SSL

103 cfg.txt
3 F7-TILF) |EE) 1BR(S) ER(P) FR(V) YILT) FALHL
DE-H R XRE A Q q*

CONNECT=TCPIP!

!
HEX_FILE_NAME=Project_appl. hex!
VERSION=1!

LEVEL=1!

!
SEND_SIZE=256!

!
SERVER_ADDR=192.168. 1. 4!
MONITOR_PORT=5555!

!
SSL_FLG=ON[EOF]

4. Launch v02.5a_(SK-FM4-216-ETHERNET)\tools\ota_server\tcpip\ota_server.exe and check that it starts
properly.
Note:

- Configure the Windows firewall to not block this application

5. Any commands interact with user software via a serial interface. Serial OTA server or Teraterm is recommended
for terminal emulators. Enter "help" in the terminal emulator to display a list of commands. Only the
"wifi_start_ota_update" command is an OTA-D function command.
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Figure 27. Wi-Fi Command List

6. Input the "wifi_start_ota_update 192.168.1.4 5555 ssl". This OTA-D command and arguments start user the
software update.

"192.168.1.4" is the IP address of the TCPIP OTA server.
"5555" is the port number of the SK-FM4-216-ETHERNET.

“ssl” enables the Secure Socket Layer (SSL). In situations without SSL, “ss|” is omitted.

Figure 28. TCPIP OTA-D Function Command Screen

#t wifi_start_ota_update 192.168.1.4 5555
wifi_start_ota_update 192_.168.1 .4 5555

ztart ota update process.

[MEM] After do cmd. available heap 35376

# connected to ota server.

current app version iz 1. level iz @
newer app version iz 1. level is 1
app update begin ...

After the user software has successfully updated, "Finish sending!" appears on the terminal emulator.
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Figure 29. TCPIP OTA Server Execution Screen
INECT = TCPIP

7. This section explains how to set new user software written to the flash memory.

Copy the new user software hex file (e.g., Project_app2.hex, see Figure 30) into the v02.5a_(SK-FM4-216-
ETHERNET)\tools\ota_server\tcpip folder, where the OTA server program is stored.

Edit "HEX_FILE_NAME," "VERSION," and "LEVEL," in the OTA server configuration file (="cfg.txt").
Restart the TCPIP OTA server.
Note:

- Restarting the TCPIP OTA server (="ota_server.exe”) is required for activating the new configuration, after
editing the TCPIP OTA server configuration file (="cfg.txt").

Figure 30. Contents of the TCPIP OTA Server Configuration File (When Writing Project_app2.hex to Flash Memory)

19 cfg.bet(E5)
i 77 -I(F) E|E(E) #BF(5) ER(P) FR(V) Y—ILT) FAILA(
DE-BR X RBE & Q at

CONNECT=TCPIP!

1
HEX_FILE_NAME=Project_app?2. hex!
VERSION=1!

LEVEL=2!

1
SEND_S1ZE=256!

1
SERVER_ADDR=192. 168. 1. 4!
MONITOR_PORT=5555!

l
SSL_FLG=0ON[EOF]
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5 Examples of OTA-D Use

An example of actual use of this product is the planned release of the "S6E2Cx series 'Over The Air update with Dual
Bank eFlash Application” (tentative hame).

WWW.CYpress.com Document No. 002-03980 Rev. *B 27



A
s

-

CYPRESS

EMBEDDED IN TOMORROW™

FM4 S6E2Cx Series Over the Air Update 32-Bit Microcontroller with Embedded Dual Flash

Document History
Document Title: AN203980 - FM4 S6E2Cx Series Over the Air Update 32-Bit Microcontroller with Embedded Dual Flash

Document Number: 002-03980

WwWWw.Ccypress.com

Revision ECN Orig. of Change Submission Description of Change
Date
*x — YUIS 06/15/2015 Initial Release
*A 5029280 | YUIS 11/30/2015 Migrated Spansion Application Note S6E2Cx_AN709-00019-1v0-E to
Cypress format.
*B 5872370 | AESATP12 09/06/2017 Updated logo and copyright.
Document No. 002-03980 Rev. *B 28




o CYPRESS

~a»” EMBEDDED IN TOMORROW™ FM4 S6E2Cx Series Over the Air Update 32-Bit Microcontroller with Embedded Dual Flash

Worldwide Sales and Design Support

Cypress maintains a worldwide network of offices, solution centers, manufacturer’s representatives, and distributors. To find
the office closest to you, visit us at Cypress Locations.

Products PSoC® Solutions

ARM® Cortex® Microcontrollers ~ cypress.com/arm PSoC 1| PSoC 3| PSoC 4 | PSoC 5LP | PSoC 6
Automotive cypress.com/automotive Cyp ress Develo per Commun ity
Clocks & Buffers cypress.comiclocks Forums | WICED IOT Forums | Projects | Videos | Blogs |
Interface cypress.com/interface Training | Components

Internet of Things cypress.com/iot Technical Support

Memory cypress.com/memory

Microcontrollers cypress.com/mcu cypress.com/support

PSoC cypress.com/psoc

Power Management ICs cypress.com/pmic

Touch Sensing cypress.com/touch

USB Controllers cypress.com/usb

Wireless Connectivity cypress.com/wireless

All other trademarks or registered trademarks referenced herein are the property of their respective owners.

)

o Cypress Semiconductor
v ol CYP R E S s 198 Champion Court
A San Jose, CA 95134-1709

N 4 EMBEDDED IN TOMORROW™

© Cypress Semiconductor Corporation, 2015-2017. This document is the property of Cypress Semiconductor Corporation and its subsidiaries,
including Spansion LLC (“Cypress”). This document, including any software or firmware included or referenced in this document (“Software”), is owned
by Cypress under the intellectual property laws and treaties of the United States and other countries worldwide. Cypress reserves all rights under such
laws and treaties and does not, except as specifically stated in this paragraph, grant any license under its patents, copyrights, trademarks, or other
intellectual property rights. If the Software is not accompanied by a license agreement and you do not otherwise have a written agreement with
Cypress governing the use of the Software, then Cypress hereby grants you a personal, non-exclusive, nontransferable license (without the right to
sublicense) (1) under its copyright rights in the Software (a) for Software provided in source code form, to modify and reproduce the Software solely for
use with Cypress hardware products, only internally within your organization, and (b) to distribute the Software in binary code form externally to end
users (either directly or indirectly through resellers and distributors), solely for use on Cypress hardware product units, and (2) under those claims of
Cypress’s patents that are infringed by the Software (as provided by Cypress, unmodified) to make, use, distribute, and import the Software solely for
use with Cypress hardware products. Any other use, reproduction, modification, translation, or compilation of the Software is prohibited.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CYPRESS MAKES NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD
TO THIS DOCUMENT OR ANY SOFTWARE OR ACCOMPANYING HARDWARE, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. To the extent permitted by applicable law, Cypress reserves the right to
make changes to this document without further notice. Cypress does not assume any liability arising out of the application or use of any product or
circuit described in this document. Any information provided in this document, including any sample design information or programming code, is
provided only for reference purposes. It is the responsibility of the user of this document to properly design, program, and test the functionality and
safety of any application made of this information and any resulting product. Cypress products are not designed, intended, or authorized for use as
critical components in systems designed or intended for the operation of weapons, weapons systems, nuclear installations, life-support devices or
systems, other medical devices or systems (including resuscitation equipment and surgical implants), pollution control or hazardous substances
management, or other uses where the failure of the device or system could cause personal injury, death, or property damage (“Unintended Uses”). A
critical component is any component of a device or system whose failure to perform can be reasonably expected to cause the failure of the device or
system, or to affect its safety or effectiveness. Cypress is not liable, in whole or in part, and you shall and hereby do release Cypress from any claim,
damage, or other liability arising from or related to all Unintended Uses of Cypress products. You shall indemnify and hold Cypress harmless from and
against all claims, costs, damages, and other liabilities, including claims for personal injury or death, arising from or related to any Unintended Uses of
Cypress products.
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