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AN200379

e.MMC Field Firmware Update (FFU) Feature

AN200379 provides information on how to utilize the Field Firmware Update (FFU) feature available in a Cypress e. MMC

memory device.

1 Infroduction

This application note provides information on how to utilize the Field Firmware Update (FFU) feature available in a
Cypress e MMC memory device. The FFU feature allows users to upload a new copy of the firmware to the
e.MMC through the MMC interface. After a successful upload, the new firmware will be automatically installed
onto the e.MMC device. The firmware file is provided by Cypress and may include updates or enhancements to
the existing firmware on the e. MMC device.

This document applies to the following Cypress devices:
B S4041XXX1B1 €.MMC series

2 Uploading New Firmware using FFU Mode

Cypress e.MMC products contain the Field Firmware Update (FFU) feature, which was introduced in the e MMC
5.0 specification. The Cypress implementation of the FFU feature does not support
MODE_OPERATION_CODES (FFU_FEATURES[492] pit 0 is '0b").

Table 1. Relevant EXT_CSD Registers for Field Firmware Update

Field Name Field ID EXT_CSD Slice
Supported Modes SUPPORTED MODES [493]
FFU Features FFU_FEATURES [492]
Operation Codes Timeout OPERAT!ION _CODE_TIMEOUT [491]
FFU Argument FFU_ARG [490:487]
llslumber of FW Sectors Correctly NUMBER_OF_FW_SECTORS_CORRECTLY PROGR [305:302]
rogrammed AMMED
Firmware Version FIRMWARE_VERSION [261:254]
FW Configuration FW_CONFIG [169]
Mode Configuration MODE_CONFIG [30]
Mode Operation Codes MODE_OPERATION_CODES [29]
FFU Status FFU_STATUS [26]

It is important to note the following when using FFU mode:
B In FFU mode

—  Write Operation: CMD25 argument must be set as '0000FFFFh' to write the binary FW file to the e. MMC
device.

— Read Operation: Device will output undefined data.
—  Other commands: Undefined behavior.
— Auto Background operations will be disabled in FFU mode.

B The firmware file contains a header with the file size information. The controller will use a checksum to
determine if the full firmware file was transferred correctly or not.
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e.MMC Field Firmware Update (FFU) Feature

Atfter finishing the transfer of the firmware, the host must power cycle, hardware reset, or issue a CMDO to
complete the process.

If the Host switches from FFU mode to Normal mode before the FW upload is complete, then the
NUMBER_OF_RECEIVED_SECTORS[305:302] field is set to 0 and the host must restart the firmware

upload.

The Host can check the FFU status in the FFU_STATUS [26] field. If an error occurs, the firmware
upload will need to be restarted.

Table 2. FFU Status Codes

Value Description
0x00 Success
0x10 General error (program error)
0x11 Firmware install error (e.g. host doesn't complete FFU flow, power cycle occurs during FFU flow)
0x12 Errrrgrr)in downloading firmware (e.g. write argument isn't 0XO000FFFF, firmware file header checksum
Others Reserved

WwWWw.Cypress.com
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Figure 1Field Firmware Update Procedure

Read
SUPPORTEDMODES[493]field to
check if FFU is supported

No

Read
FW_CONFIG[169] field to check if
Update Disable bit is ‘0b’

Set MODE CONFIG[30] to ‘01b’
(FFU Mode)

Upload new firmware by sending
multiple write commands
(CMD 25 argument= 0000 FFFFh)

Read N
FFU_STATUS[26] or
NUMBER _OF _RECEIVED _SECTORS [305:302]
field to check if FW upload was successful

¢ Yes

Set MODE _CONFIG [30] to ‘00b"
(Normal Mode)

:

Perform CMD 0, HW Reset , or
Power cycle to enable new FW

Read
FFU_STATUS [26] and
FIRMWARE _VERSION [261:254]

Stage 3 field to verify new FW
New FW
New FW Status = Loaded

4

Successful FW Update —l END
|
Note: For any unsuccessful update, the Host must restart the FFU process from the beginning.
WWW.Cypress.com Document No. 002-00379 Rev. *C 3



AR .
'ﬁ CYPRESS e.MMC Field Firmware Update (FFU) Feature

~g@»” EMBEDDED IN TOMORROW™

3 Conclusion

This application note provides information on how to use the Field Firmware Update feature that is available in a
Cypress e.MMC memory device. This feature provides users with the flexibility to update the e. MMC firmware
without the need to remove it from the system. For any questions regarding this application note, please enter a
support request on the Cypress web site:

Cypress Customer Support Request Form

or contact your Cypress representative.
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Worldwide Sales and Design Support

Cypress maintains a worldwide network of offices, solution centers, manufacturer’s representatives, and distributors. To find the
office closest to you, visit us at Cypress Locations.

Products

Arm® Cortex® Microcontrollers

Automotive
Clocks & Buffers
Interface

Internet of Things

cypress.com/arm
cypress.com/automotive
cypress.com/clocks
ress.com/interface
cypress.com/iot

PSoC® Solutions
PSoC 1 | PSoC 3 | PSoC 4 | PSoC 5LP | PSoC 6 MCU

Cypress Developer Community
Community | Projects | Video | Blogs | Training | Components

Technical Support

cypress.com/support

Memory press.com/memory
Microcontrollers cy| com/mcu
PSoC pre m/psoc
Power Management ICs cypress 1/pmic
Touch Sensing 'pres m/touch
USB Controllers ypress.con

Wireless Connectivity cypress.com/wireless

All other trademarks or registered trademarks referenced herein are the property of their respective owners.
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© Cypress Semiconductor Corporation, 2014-2018. This document is the property of Cypress Semiconductor Corporation and its subsidiaries, including
Spansion LLC (“Cypress”). This document, including any software or firmware included or referenced in this document (“Software”), is owned by Cypress
under the intellectual property laws and treaties of the United States and other countries worldwide. Cypress reserves all rights under such laws and treaties
and does not, except as specifically stated in this paragraph, grant any license under its patents, copyrights, frademarks, or other intellectual property rights.
If the Software is not accompanied by a license agreement and you do not otherwise have a written agreement with Cypress governing the use of the Software,
then Cypress hereby grants you a personal, non-exclusive, nontransferable license (without the right to sublicense) (1) under its copyright rights in the
Software (a) for Software provided in source code form, to modify and reproduce the Software solely for use with Cypress hardware products, only internally
within your organization, and (b) to distribute the Software in binary code form externally to end users (either directly or indirectly through resellers and
distributors), solely for use on Cypress hardware product units, and (2) under those claims of Cypress's patents that are infringed by the Software (as provided
by Cypress, unmodified) to make, use, distribute, and import the Software solely for use with Cypress hardware products. Any other use, reproduction,
modification, translation, or compilation of the Software is prohibited.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CYPRESS MAKES NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD TO
THIS DOCUMENT OR ANY SOFTWARE OR ACCOMPANYING HARDWARE, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. No computing device can be absolutely secure. Therefore, despite security measures
implemented in Cypress hardware or software products, Cypress does not assume any liability arising out of any security breach, such as unauthorized
access to or use of a Cypress product. In addition, the products described in these materials may contain design defects or errors known as errata which
may cause the product to deviate from published specifications. To the extent permitted by applicable law, Cypress reserves the right to make changes to
this document without further notice. Cypress does not assume any liability arising out of the application or use of any product or circuit described in this
document. Any information provided in this document, including any sample design information or programming code, is provided only for reference purposes.
Itis the responsibility of the user of this document to properly design, program, and test the functionality and safety of any application made of this information
and any resulting product. Cypress products are not designed, intended, or authorized for use as critical components in systems designed or intended for
the operation of weapons, weapons systems, nuclear installations, life-support devices or systems, other medical devices or systems (including resuscitation
equipment and surgical implants), pollution control or hazardous substances management, or other uses where the failure of the device or system could
cause personal injury, death, or property damage (“Unintended Uses”). A critical component is any component of a device or system whose failure to perform
can be reasonably expected to cause the failure of the device or system, or to affect its safety or effectiveness. Cypress is not liable, in whole or in part, and
you shall and hereby do release Cypress from any claim, damage, or other liability arising from or related to all Unintended Uses of Cypress products. You
shall indemnify and hold Cypress harmless from and against all claims, costs, damages, and other liabilities, including claims for personal injury or death,
arising from or related to any Unintended Uses of Cypress products.

Cypress, the Cypress logo, Spansion, the Spansion logo, and combinations thereof, WICED, PSoC, CapSense, EZ-USB, F-RAM, and Traveo are trade-
marks or registered trademarks of Cypress in the United States and other countries. For a more complete list of Cypress trademarks, visit cypress.com.
Other names and brands may be claimed as property of their respective owners.

Cypress Semiconductor
198 Champion Court
San Jose, CA 95134-1709
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