Specialist Cyber Security / 3rd Party Risk
Management (f/m/div)*

Job description

Are you passionate about cyber and information security topics and enjoy sharing your
knowledge and expertise with others? Do you want to help maintain and improve the
Cyber & Information Security Management System of a global leader in the
semiconductor industry? Infineon’s CYBER team is looking for new members in Porto
and you can be part of the family! This family spans across seven countries around the
world and covers Cyber Governance, Risk & Compliance, Consulting, Security
Monitoring, Incident Response & Digital Forensics and Threat Intelligence functions
globally. Apply now to join them as a Specialist in Cyber Security / 3rd Party Risk
Management.

As a Specialist in Cyber Security / 3rd Party Risk Management, you will be part of the
Governance, Risk & Compliance (GRC) team and be responsible to operate and improve
our Third-Party Risk Management System as well as our Customer Assurance Processes
to enable the continuous growth of Infineon’s business.

In your new role you will:

® Beresponsible for the operation and improvement of our Third-Party Risk
Management System;

® Support the maintenance and operation of the Infineon Cyber and Information
Security Management System;

® Facilitate the Cyber Security Response as part of our Customer Assurance
Processes;

® Support Cyber Security processes to determine the business impact of our data
assets;

® |ead Cyber and Information Security GRC projects within multinational teams;
® Provide security consultation for teams and projects;

® Support the establishment and maintenance of third-party risk reporting
framework to assure effectiveness and compliance.

Profile

You have a hands-on approach to work and are able to take responsibility for your own
area of expertise. You have a proactive and enthusiastic attitude and are able to
establish a successful collaboration with people across different levels and functions of
the organization. Moreover, you have excellent communication skills and enjoy sharing
your knowledge and providing guidance to others.

You are best equipped for this role if you have:

At a glance

Location:  Porto (Maia) (Portugal)
Job ID: 343793

Start date: as soon as possible
Entry level: 3-5years

Type: Full time

Contract: Permanent

Apply to this position online by following the
URL and entering the Job ID in our job search:

Job1p: 343793

www.infineon.com/jobs

Contact

Claudia Rodrigues
Talent Attraction Manager

infineon


https://www.infineon.com/jobs

® Adegree in Computer Science, Information Technology, Engineering or an
equivalent qualification;

® Experience implementing/integrating cyber security, e.g. risk management,
technical controls into business processes;

® Expertise in the area of technical cyber security best practices and controls, e.g.
authentication, encryption, vulnerability management, hardening;

® Understanding of security audit, compliance and risk management, business
impact assessments, and making complex business/risk trade-off
recommendations;

® Experience leading projects to improve cyber or information security in
companies;

® Knowledge of applicable cyber and information security standards, e.g. NIST,
ISO, as well as certifications, e.g. CRISC, CISSP are a plus;

® Programming skills in Python, Java or C++ is an advantage;

® Fluency in English (mandatory) - German knowledge is a plus.

Please note that this position is available for both full- or part-time employment.
Furthermore, we encourage you to apply independently of your academic or
professional background. If you are passionate about cyber security and convince us
that you are the right fit, we are happy to support your development if you do not fulfill
all requirements.

Benefits

® Porto (Maia): Coaching, mentoring networking possibilities; Wide range of
training offers & planning of career development; International assignments;
Different career paths: Project Management, Technical Ladder, Management &
Individual Contributor; Flexible working conditions; Home office options; Part-
time work possible (also during parental leave); Sabbatical; Medical coverage;
Health promotion programs; Private insurance offers; Access for wheelchairs

Why Us

Part of your life. Part of tomorrow.

We make life easier, safer and greener - with technology that achieves more, consumes
less and is accessible to everyone. Microelectronics from Infineon is the key to a better
future. Efficient use of energy, environmentally-friendly mobility and security in a
connected world - we solve some of the most critical challenges that our society faces
while taking a conscientious approach to the use of natural resources.

- Feel welcome at Infineon Shared Service Center in Porto! -

Our multifunctional business model is focused on high-quality services through
operational excellence with engaged people. We are recognized globally at Infineon as
avaluable business partner.

These are the main business services on our site: Finance, Purchasing, Human
Resources, Robotic Process Automation, IT, Audit, Legal, Compliance, Business
Continuity among other areas that consolidate us as a high-quality partner.

You will find a very open and approachable working culture in Infineon Porto. Our office
space has also been designed to promote our people’s engagement and well-being at
work.

* The term gender in the sense of the General Equal Treatment Act (GETA) or other
national legislation refers to the biological assignment to a gender group. At Infineon
we are proud to embrace (gender) diversity, including female, male and diverse.
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