Step-by-Step guide to enroll Multifactor
Authentication (MFA) for Customers

Infineon Technologies AG (Infl neon )
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The six key infos about the new MFA solution

Enhanced user Seamless integration
in our central authentication
service iAuth2.0 aka
sso.infineon.com

experience and security
when accessing restricted content /
the Infineon environment

Enrollment process

C|O‘L‘Jd.-ba3?d solution What do triggered when you try to access
» "PinglD | _ you need an application/service that requires
> Vendor: “Ping ldentity” to know additional authentication for the
first time
Mobile Integration for best Initial enrollment

Use your computer and
mobile phone for the initial
enroliment

experience
Install “PingID” from App Store/ Google
Play Store ™
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What will change

1st

(nfineon

Who are you?

(infineon

Welcome

sses

2025-01-09

restricted

Until November 30th 2020

First time access of mylCP or sec-iShare

From November 30th onwards

Copyright © Infineon Technologies AG 2025. All rights reserved.

(infineon

Access to
myICP and
sec-iShare
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Motivation &_/
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What factor fits? &—/

| want to use my mmsp | Smart-Phone | Cell-Phone | Wired-Phone |Yubikey Token Hardware FERE!
| take the factor Security Token | Computer (e.g.
D (e.g. FIDO2) Windows OS)

Security Key/
Passkey

D Authenticator

* Provider needs to support this
** |nstallation of Authenticator Software is needed (e.g. 2 Factor Authenticator)
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PingID Multifactor Authentication sollution lets you choose

When you login thew first time to the myInfineon It will help you to choose your 2" factorto login, while the
Collaboration Platform (MyICP) or an Secure-iShare, PinglD-App is the preferred way in terms of security and
you will be redirected to the PingID system usability. However you can also choose an alternative

method* (for options and setup please look here)

Add a New Device

3 PinglD Mobile Application
u the b lence, Install PIngID a e
(5] 1e pairing key manually 1 required.

Welcome to PingID

QR-Code to
enroll with the
PingID-App
(preferred)

Select other authentication method:
SMS, Voice, FIDO2 or Authenticator

App

* You can enroll up to 10 methods/devices
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Initial enroliment PingID App

1. Open the PingID-App on your
mobile device and scan the QR-
Code shown on the screen

Add a New Device

2. Confirm authentication on
your phone with TouchID or
FacelD

4. You will be redirected to
3. ,Success” message will appear your PingID Self-Service —
MyAccount page

H PingID Mobile Application

PingOne Self-Service - MyAccount
Authenticating on
iPhone SE 4.7-Inch 3rd Gen

Success

Pairing Key:

L Ausiche b
' iPhone &iPad »

Add Method

Other Authentication Methods
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Authenticator
Windows Hello

(infineon
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Alternative Factors for MFA &—/

Click on the icon of the alternative factor you have choosen to directly jump to the instructions

Sends an OTP* via SMS, for instructions please click here

Calls you and tells you an OTP?*, for instructions please click here
o Vubikey

: Uses your existing security hardware, for instructions please click here
f SENIVANGY

Passke

D Authenticator For instructions to enroll SMS, for instructions please click here
@ VRl BlNERglEllel  Uses your Windows Hello method, for instructions please click here

*OTP = One-time passcode
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Enroll SMS for MFA

1. Choose
method SMS

Add a New Device

Pairing Key: 1521 52738 7765

P

@& Foesipa | PP

Other Authentication Methods

HDO2 Authenticator

2025-01-09 restricted

2. Enter country code
and your phone number
and click “Next”

[E] SMS Pairing

Enter the phone number that you wan
for authentication.

Cancel

| agree to receive a one-time passcode. Message and
data rates may apply. Reply HELP for help and STOP
to unsubscribe.

3. Enter the verification
code which is sent to your

(infineon

phone and click “Finish”

El SMS Pairing

Enter the passcode you received to complete
SMS pairing

SMS sent to:

Resend passcode

Cancel !
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4. The new authentication
method is now visible on
your MyAccount page

YOUR AUTHENTICATION METHODS

El Default

[:, [F) Mobiet : ‘

Add Method
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Enroll Voice for MFA

1. Choose
method Voice

Add a New Device

—— PinglD Mobile Applicatior

Other Authentication Methods

Authenticator
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2. Enter country code
and your phone number
and click “Next”

Re Voice

the phone number that you want to use
for authentication.

3. Enter the verification
code which is sent to your
phone and click “Finish”

(infineon

Cancel

R, Voice

Enter the passcode you heard to complete voice
pairing.

Calling:

Call again

Cancel

Copyright © Infineon Technologies AG 2025. All rights reserved.

4. The new authentication
method is now visible on
your MyAccount page

YOUR AUTHENTICATION METHODS

=] Default  }
|
i [

u L Phone 1

Add Method
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Enroll FIDO2 hardware token

1. Connect the
security key to
your notebook

e
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2. Choose
FIDO2 as
device type

Add a New Device

PinglD Mobile Application

Other Authentication Methods

for MFA

3. Start the pairing proces by
clicking ,OK*

== Windows Security

Continue setup

Use your device to sign in to pingone.eu?
Sign-in data will be stored on this device after you exit Incognito

made. You'll be able to sign to this website with your device
again later.

4. Create a PIN and choose
where to save the passkey

—l

Please continue on the next slide

Copyright © Infineon Technologies AG 2025. All rights reserved.

W Windows Security #

Making sure it's you

Let’s save a passkey on this device to sign in to “pingone.eu” as
@infineon.com”.

This request comes from the app "chrome.exe” by “Goegle LLC".

PIN
PiN

¥ Windows Security

[Choose where to save this passkey }

iPhane, iPad, or Android device
ex

Infineon

;
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Enroll FIDO2 hardware token for MFA

2025-01-09

5. Click ,,OK" and confirm in
the next pop-up with your
PIN you have created in

step 4

e —

W Wwindows Security X

Security key setup

Set up your security key to sign in to pingone.eu as
@infineon.com.

This request comes from the app "chrome.exe” by “Google LLC".

¥ Windows Security

Continue setup

Security Key PIN
L'ei\l-'ty Key F’Nk

|! !l Cancel

restricted

6. Touch your FIDO2 key
and click ,OK" on the next

POp-up.

W Windows Security P4

Continue setup

8

Touch your security key.
Cancel

W Windows Security X

Passkey saved

You can now use your security key to sign in to “pingone.eu”.

> -
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—l

6. Your new authentication
method should be now
visible on your MyAccount

page

Authentication

YOUR AUTHENTICATION METHODS

(infineon

D iPhone 14 Pro Max Default =

:? FIDO2 1 ‘ :

Add Method
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Enroll Authenticator for MFA

(infineon

Pre-reqisite: existence of an Authanticator App* that supports RFC6238 standard (e.g. Google Authenticator, 2 Factor Authenticator for Windows)

Attention: PinglD Desktop App is not suitable!

1. Choose
method Voice

Add a New Device

 PinglD
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2. Choose your Authenticator
App on your phone, scan the
QR-Code and click “Next”

Authenticator Pairing

Use your authenticator app, such as Google
Authenticator, to scan the QR code to begin pairing, or
use manual pairing. Click Next when done.

Manual pairing

3. If needed choose

“‘Manual pairing” to get a
readable code

Authenticator Pairing
Use your authenticator app, such as Google

Authenticator, to scan the QR code to begin pairing, or
use manual pairing. Click Next when done.

Palring Key

UICN AXTP T6IC YGTE
C4UR LGSR P33P 5RPR

Scan QR code
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4. Use given information to
enroll in your Authenticator
App*

twig v
= Authenticator

b i Tl s, 401
A DS S ORI Do

imgor Teormsopss AD
Agen i S rgaem QO B3 DAL TA

b wiminsr . Pl e ity ALJ
)
ALL WY RO TEITARLOT WYRSTER SR

B B B

g e ]
AP e O AR OO

IPX_PirglD_Cusicmes
A VA >

549 295 G
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Enroll FIDO2 Windows Hello for MFA k/

Important: To use this option for MFA, you need to setup Windows Hello as login option on your notebook !!!

1. Choose FIDO2
as device type

2. Select ,Face”
and look in your

Add a New Device n Ote boo kS : . . -
PingID Mobile Application 3. FO”OW the |nStrUCt|0nS On the 4. The neW aUthentlcatlon
- camera o i ‘i
= — _ screen, to finish the enrolment method is now visible on
click ,OK* your MyAccount page

Authentication
== Windows Security

Pairing Key: PaSSkey saved YOUR AUTHENTICATION METHODS
You can now use Windows Hello to sign in with your face,

fingerprint, or PIN.

D i
[ Pronea Pad '

D iPhone SE 4.7-Inch 3rd Gen Default 3

Other Authentication Methods - .
pingone.eu

Add Method

Important: It is recommended to rename this authentication method to seperate it from other FIDO2 variants
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Daily usage

infineon

(nfineon

Who are you?
N

E-Mail / Username

Don't have an account? Register now

(infineon

Welcome

1 E-Mail / Username

Password

Sie haben eine neue
Authentifizierungsanforde-
rung.
ss0

Ablehnen Bestatigen

Forgot password?
Don't have an account? Register now

—

[E sMS Pairing
Enter the passcode you received to complete
SMS pairing.
SMS sent to:
Resend passcode
Cancel

2025-01-09 restricted

®
[E) SMS Pairing

Enter the passcode you received to complete
SMS pairing.

140049

SMS sent to:

Resend passcode

Cancel

Authenticated
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Change device or factor L/

1. Login to the PingID Self Service Portal to see your

connected authentication methods —

Authentication

YOUR AUTHENTICATION METHODS

D iPhone SE 4.7-Inch 3rd Gen Default E

2. By clicking on ' following changes can be done at any time:
1. Seta method as default N Y
2. Edit the name of the selected method o I
3. Remove the selected method

Add Method
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https://apps.pingone.eu/15ef791b-e734-4297-87e5-b189927a905e/myaccount/
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FAQ’s

Which devices can be Why is one-time-password Who can | contact in case
enrolled? (OTP) via Mail not allowed? of problems?
| | |
PingID App (recommended) » E-Mail is reserved for » Please contact the Infineon
SMS password reset functionality Support Center

Voice call

FIDOZ2 devices/methods
OATH Token to be integrated
in alternate Authenticator Apps
(e.g. Microsoft/Google
Authenticator)

YV V VYV VY
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https://www.infineon.com/cms/en/about-infineon/company/contacts/
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