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Low-power system design with PSOC™ Edge MCU
and AIROC™ Wi-Fi & Bluetooth’ combo chip

About this document
Scope and purpose

This application note describes how to use the PSOC™ Edge MCU and AIROC™ Wi-Fi & Bluetooth” combo chip to
design a low-power connectivity solution for Internet of Things (IoT) applications. The technical description in
this application note applies to other applications based on PSOC™ Edge MCU and AIROC™ Wi-Fi & Bluetooth”
combo chip.

This application note provides an overview of low-power modes and features in the AIROC™ CYW55513 Wi-Fi &
Bluetooth’ combo chip. It also describes various techniques, such as host offload features to optimize power
consumption in the connectivity system, and assist with the Low-Power Assistant (LPA) tool.

Intended audience

This document is intended for anyone using the AIROC™ Wi-Fi & Bluetooth” combo chip and PSOC™ Edge MCU to
design a low-power connectivity solution for loT applications.

Application note Please read the sections "Important notice" and "Warnings" at the end of this document 002-41681 Rev. **
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1 Introduction

The PSOC™ Edge E84 MCU is a programmable embedded system-on-chip (SoC) with dual CPUs, integrating Arm’
Cortex’-M33 and Arm’ Cortex -M55. It features a range of capabilities, including a neural network (NN)
coprocessor, and incorporate functional blocks to support graphics, audio, and digital signal processor (DSP)
capabilities. This MCU is designed for ultra-low-power applications, particularly in wearables and Internet of
Things (loT) products.

The AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip device runs the lower levels of the connectivity stack in
hosted mode while a host processor such as PSOC™ Edge E84 MCU runs the upper levels of the connectivity
stack and the application. This solution supports Bluetooth” and Wi-Fi. The communication between the host
MCU and the AIROC™ device happens via UART in case of Bluetooth’ LE and Secure-Digital-Input-Output (SDIO)
in case of Wi-Fi.

AIROC™ CYW55513 is a low-power, single-chip device that supports single-stream, tri-band Wi-Fi 6/6E, IEEE
802.11ax-compliant Wi-Fi MAC/baseband/radio, and Bluetooth’/Bluetooth’Low Energy 5.3. In 802.11ax mode,
the device supports rates up to 1024 QAM MCS11 in 20 MHz channels. All legacy rates in the 802.11a/b/g/n/ac
are also supported. Included on-chip are 2.4 GHz, 5-7 GHz transmit power amplifiers (PA), and low-noise
amplifiers (LNA). The device can operate with an external power amplifiers and low-noise amplifiers, and
antenna diversity, if improved range is required. An SDIO v3.0 interface or Generic Serial Peripheral Interface
(GSPI) are available for interfacing with the host.

AIROC™ CYW55513 includes a Bluetooth” subsystem that is Bluetooth” 5.3-compliant, supporting Basic Rate,
Enhanced Data Rate (EDR), and Bluetooth® Low Energy. The device supports Bluetooth” Low Energy 2 Mbps,
Bluetooth” Low Energy 1 Mbps, Low Energy Mesh, Low Energy Long Range (LR), and advertising extensions.

The device can support Bluetooth® Low Energy audio, with Low Complexity Communication (LC3) codec
running on the device, enabling typical smart watch audio use cases. A pair of time-division multiplexing (TDM)
interfaces enables a flexible interface for various audio use cases and a pulse-density modulation (PDM)
interface is available for connecting digital microphones. The device includes on-chip power amplifiers
supporting three different output power paths optimized for best efficiency, 0 dBm, +13 dBm, and +19 dBm
path for driving poor antennas in wearable devices. The device also features a flexible Bluetooth® receiver
offering a dedicated Bluetooth” LNA (dLNA) path or a Bluetooth’ receive path that can be shared (sLNA) with the
2.4 GHz WLAN receive path. A 4-wire UART or SDIO (shared with Wi-Fi) interface is available for interfacing with
the host processor.

AIROC™ CYW55513 is designed to address the needs of Internet on Things (loT) devices that require minimal
power consumption and compact size. AIROC™ CYW55513 includes advance coexistence hardware mechanisms
and algorithms which ensure that simultaneous WLAN and Bluetooth’ operation is optimized for maximum
performance.

This application note requires a basic knowledge of the AIROC™ CYW55xxx Wi-Fi & Bluetooth’ combo chip and
PSOC™ Edge MCU architecture, and the ability to develop applications using ModusToolbox™ software.
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2 Low-power overview

2.1 AIROC™ CYW55513 Wi-Fi & Bluetooth’ combo chip power modes

AIROC™ CYW55513 Wi-Fi & Bluetooth’ combo chip has been designed with the stringent power consumption
requirements of battery-powered loT devices in mind. Table 1 lists the power mode supported in AIROC™
CYW55513 device.

Table1 Power modes in AIROC™ CYW555513 Wi-Fi & Bluetooth® combo chip
Power mode Description
Active «  AllWLAN blocks in the AIROC™ CYW55513 Wi-Fi & Bluetooth” combo

chip are powered up and fully functional with active carrier sensing
and frame transmission and reception

+ Allrequired regulators are enabled and put in the most efficient
mode based on the load current

+  Clock speeds are dynamically adjusted by the PMU sequencer

Sleep (station doze state) + Theradio, analog domains, and most of the linear regulators are
powered down. The rest of the AIROC™ CYW55513 Wi-Fi & Bluetooth’
combo chip remains powered up in an idle/retained state

« All main clocks (PLL, crystal oscillator, or TCXO) are shut down to
reduce active power to the minimum level. The 32.768 kHz LPO clock
is available only for the PMU sequencer. This is necessary to allow the
PMU sequencer to wake up the chip and transition to Active mode

+ Logic states in the digital core are saved and preserved into a
retention memory in the always-ON domain before the digital core
is powered off. Upon a wakeup event triggered by PMU timers or an
external interrupt, logic states in the digital core are restored to their
pre-Deep-Sleep settings to avoid lengthy hardware reinitialization. In
Sleep mode, the primary source of power consumption is leakage
current

power Down (Off) «  AIROC™CYW55513 Wi-Fi & Bluetooth” combo chip is effectively
powered OFF by shutting down all internal regulators. The chip is
brought out of this mode by external logic reenabling the internal
regulators

AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip includes an advanced WLAN power management unit (PMU)
sequencer, which provides significant power savings. It puts the AIROC™ CYW55513 Wi-Fi & Bluetooth” combo
chip device into various power management states appropriate to the current environment and activities
performed.

The PMU enables and disables internal regulators, switches, and other blocks based on the computation of the
required resources and a power management state transition table that describes the relationship between
resources and the time needed to enable and disable them. Configurable, free-running counters (running at
32.768 kHz LPO clock) in the PMU sequencer are used to turn ON/turn OFF individual regulators and power
switches. Clock speeds are dynamically changed (or gated altogether) for the current mode. Slower clock
speeds are used wherever possible. See the AIROC™ Wi-Fi & Bluetooth” combo chip for details on the PMU.
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2.2 PSOC™ Edge E84 MCU power modes

The PSOC™ Edge MCU can operate in three CPU power modes and five system modes as described in PSOC™
Edge E84 MCU power modes. These modes are intended to minimize the average power consumption in an
application. See the AN237976 - PSOC™ Edge MCU low-power modes and power reduction techniques
application note [4]. Table 2 summarizes PSOC™ Edge MCU power modes and provides a simplified version for
representing power mode transitions in a design with PSOC™ Edge MCU and AIROC™ Wi-Fi & Bluetooth” combo
chip.

Table 2 PSOC™ Edge MCU power modes

Power mode Description

CPU Active Power modes

System High Performance (HP) + Corelogicrunsat0.9V

« AllCPU power modes supported

+ All peripherals and CPU power modes are available at maximum
clock speed

System Low Power (LP) + Corelogicrunsat0.8V
« AllCPU power modes supported

«  All peripherals and CPU power modes are available at reduced clock
speed

System Ultra-Low Power (ULP) + Corelogicrunsat0.7V
+ AllCPU power modes supported

« All peripherals and CPU power modes are available at minimum
clock speed

System Power Modes

CPU Active «  Normal CPU code execution
« Available in system HP, LP, or ULP mode

CPU Sleep «  CPU halts code execution
« Available in system HP, LP, or ULP mode

CPU Deep Sleep «  CPU halts code execution
+  Requests system deep sleep entry
« Available in system HP, LP, or ULP mode

(table continues...)
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Table 2 (continued) PSOC™ Edge MCU power modes
Power mode Description
System Deep Sleep?/ «  Occurs when all CPUs are in CPU Deep Sleep and Power Policy Units

(PPUs?) are set to the correct states as mentioned in Table 2
+  Allthe high-speed clock sources are off
«  SRAM and System SRAM (SoCMEM) are retained
+  Low-speed clock sources (PILO and WCO) are ON

+ Low-power analog and some digital peripherals are available for
operation and as wake-up sources

«  This mode has two sub-modes:

- Thekey difference lies in the amount of retained logic and
memory, influencing software choices for current versus wake
time trade-offs:

- Deep Sleep RAM: Does not retain Active mode logic,
requiring a processor reset upon wake-up. However, it
retains a configurable amount of SRAM and SoCMEM,
allowing software to store key information for a faster
"warm" reboot compared to a full "cold" reboot

- Deep Sleep Off: Retains neither Active mode logic nor
memories, necessitating a complete "cold" reboot to
restore the application to its previous state

System Hibernate +  CPUs, SRAM, System SRAM, and clocks are OFF
«  GPIO output states are frozen

+  Low-power comparator, RTC alarm, and dedicated WAKEUP pins are
available to wake up the system

1) The device will not enter System Deep Sleep mode until all related Power Policy Units (PPUs) are set to the correct states, as
specified in Table 2
2) See the PSOC™ Edge E84 MCU architecture reference manual for more information on Power Policy Unit (PPU)

2.3 AIROC™ CYW55513 Wi-Fi & Bluetooth®’ combo chip power-related
hardware signals

AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip has six hardware signals that provide the power control
interface to the host (PSOC™ Edge MCU)

Table 3 Hardware signals in AIROC™ CYW55513 Wi-Fi & Bluetooth® combo chip
Signal Description
WL_REG_ON This signal is used by the PMU (with BT_REG_ON) to power up the WLAN section.

It is OR-gated with the BT_REG_ON input to control internal AIROC™ CYW55513
Wi-Fi & Bluetooth” combo chip regulators. When this pin is HIGH, the regulators
are enabled, and the WLAN section is out of reset. When this pin is LOW, the WLAN
section isin reset. If BT_REG_ON and WL_REG_ON are both LOW, the regulators
are disabled

(table continues...)
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Table 3 (continued) Hardware signals in AIROC™ CYW55513 Wi-Fi & Bluetooth’ combo chip
Signal Description
BT_REG_ON This signal is used by the PMU (with WL_REG_ON) to decide whether to power

down internal AIROC™ CYW55513 Wi-Fi & Bluetooth’ combo chip regulators. When
this pin is HIGH, the regulators are enabled, and the Bluetooth” section is out of
reset. When this pin is LOW, the Bluetooth® section is in reset. If BT_REG_ON and
WL_REG_ON are LOW, the regulators will be disabled

BT_DEV_WAKE Bluetooth® device wake-up: Signal from the host (PSOC™ Edge MCU) to AIROC™
CYWS55513 Wi-Fi & Bluetooth” combo chip indicating that the host requires
attention like sending data to the Bluetooth” controller

«  Asserted: The Bluetooth® device must wake up or remain awake

.« Deasserted: The Bluetooth® device may sleep when all other sleep criteria are
met

The polarity of this signal is software-configurable and can be asserted as HIGH or

LOW. Default is asserted HIGH

BT_HOST_WAKE Host wake-up signal from the AIROC™ CYW55513 Wi-Fi & Bluetooth® combo chip.
Bluetooth® controller to the host indicating that the AIROC™ CYW55513 Wi-Fi &
Bluetooth® combo chip Bluetooth® controller has data for the host

+  Asserted: Host device must wake up or remain awake

+ Deasserted: Host device may sleep when all other sleep criteria are met

The polarity of this signal is software-configurable and can be asserted as HIGH or
LOW. Default is asserted HIGH

WL_HOST_WAKE Host wake-up signal from the AIROC™ CYW55513 Wi-Fi & Bluetooth® combo chip
WLAN device to the host indicating that the AIROC™ CYW55513 Wi-Fi & Bluetooth’
combo chip WLAN device has data for the host to process. This signal is an active
HIGH signal

«  HIGH: Host device must wake up or remain awake

+  LOW: Host device may sleep when sleep criteria are met

WL_DEV_WAKE WLAN device wake-up signal. This signal is not used in current designs and SDIO-
based wake-up is used to wake up the WLAN device

Application note 8 002-41681 Rev. **
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2.4 Power mode transition of host MCU PSOC™ Edge and AIROC™
CYW55513
PSOC™ Edge MCU AIROC™ CYWS55513 Wi-Fi & Bluetooth™ combo chip
WL_REG_ON > @
BT_REG_ON > cecet
- : WL_HOST_WAKE ACtiVe / ,
> @
< — Deep Sleep
-
LEGEND:
—P Power down events Reset events
— — % Firmwareaction === ::i(;nvl'\l’::ael;c:réupts/
@ Power mode transitions
Figure 1 Simplified power mode transitions in PSOC™ Edge MCU + AIROC™ CYW55513 Wi-Fi &
Bluetooth’ combo chip design
Table 4 Power mode transitions
Transition Description Trigger
la PSOC™ OFF to reset transition Power supply applied to PSOC™ Edge MCU
1b AIROC™ CYW55513 Wi-Fi & Bluetooth® | Power supply applied to AIROC™ CYW55513 Wi-Fi
combo chip OFF to reset transition & Bluetooth’ combo chip
2 PSOC™ reset to Active transition Firmware (boot/startup) transitions from reset
to Active mode
3 PSOC™ Active to Sleep or Deep Sleep | Firmware (OS idle task) transitions from active
transition to Sleep or Deep Sleep mode
4 PSOC™ Sleep or Deep Sleep to active | Wake-up (interrupt) from Sleep/Deep Sleep;
transition typical sources in an AIROC™ CYW55513 Wi-Fi &
Bluetooth” combo chip design:
«  WL_HOST_WAKE (Deep Sleep or Sleep)
+  BT_HOST_WAKE (Deep Sleep or Sleep)
«  SDIO and UART interrupt (Sleep)
+  Low-power timer interrupts
5 PSOC™ active to Hibernate transition | Firmware (enter hibernate) transitions from

active to Hibernate mode

(table continues...)
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Table 4 (continued) Power mode transitions

Transition Description Trigger

6 PSOC™ transitions to reset state Any reset event including hibernate wake-up,
external reset, and so on.

7 AIROC™ CYW55513 Wi-Fi & Bluetooth® | External events transition AIROC™ CYW55513 Wi-

combo chip reset to active transition | Fi & Bluetooth’ combo chip out of reset; either
BT_REG_ON or WL_REG_ON pulled HIGH by

PSOC™ Edge MCU.

8 AIROC™ CYW55513 Wi-Fi & Bluetooth™ | AIROC™ CYW55513 Wi-Fi & Bluetooth® combo
combo chip active to Deep Sleep chip enters DSO mode; managed by on-chip PMU
transition and requires enabling power save in the device

9 AIROC™ CYW55513 Wi-Fi & Bluetooth® | External events or PMU transitions AIROC™
combo chip Deep Sleep to active CYWS55513 Wi-Fi & Bluetooth” combo chip to
transition active mode; possible PSOC™ Edge MCU actions:

. BT_DEV_WAKE
« SDIO interrupt
10 AIROC™ CYW55513 Wi-Fi & Bluetooth® | External events transition AIROC™ CYW55513 Wi-

combo chip transitions to reset state | Fi & Bluetooth” combo chip to reset state; both
WL_REG_ON and BT_REG_ON are pulled LOW by

PSOC™ Edge MCU

lla PSOC™ transitions to OFF state Power supply removed from PSOC™ Edge MCU
(Power Down)

11b AIROC™ CYW55513 Wi-Fi & Bluetooth® | Power supply removed from AIROC™ CYW55513

combo chip transitions to OFF state | Wi-Fi & Bluetooth® combo chip (Power Down)

Application note 10 002-41681 Rev. **
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3 WLAN power optimization techniques

3.1 IEEE 802.11 (Wi-Fi) power saving

Topics in this section are partly based on information contained in the IEEE 802.11 specification document. The
802.11 standard includes several parameters that allow stations to save power, although power saving is
accomplished at the expense of throughput or latency to the station.

This section only provides an overview of power-saving methods and associated terms from the IEEE
specification. If you are already familiar with the topic and interested in the implementation, see Wi-Fi power
save implementation.

3.1.1 Beacon interval

Beacon frames are periodic frames broadcast by the Wi-Fi access points (APs) to communicate throughout the
serviced area the characteristics of the connection offered to the Wi-Fi stations (STAs). This information is used
by STAs trying to connect to the network as well as STAs already associated with the Basic Service Set (BSS).
The period at which beacon frames are transmitted is called “Target Beacon Transmission Time” (TBTT) or
simply “Beacon Interval”. Even though the beacon interval is configurable for a given AP, it is typically set to
102.4 ms (100-time units, where the 1-time unit is 1024 ps as per 802.11 specifications). The beacon interval
information is available as part of the beacon frame itself. See the 802.11 specification for details. In addition,
each beacon includes a Traffic Indication Map (TIM) that contains information regarding packets buffered for
STAs. It is the responsibility of the STAs to read the TIM and retrieve the packets destined for them.

3.1.2 Listen interval

To save power, STAs sleep by powering down most of the Wi-Fi subsystem. While the STAs are asleep, APs buffer
frames for them and indicate the availability through beacon TIMs. The sleeping STAs periodically wake up to
listen to traffic announcements (TIMs) and determine whether the AP has any buffered frames. When STAs
associate with an AP, part of the data in the Association Request frame is the listen interval. The listen interval
indicates to the AP the frequency at which a power save station will wake up to listen to beacon frames. An AP
may use the listen interval as a guide to determine the duration it should retain buffered frames for a power
save station. Larger listen intervals require more AP memory for frame buffering.

APs generally do not consider the listen interval requested by an STA. If an STA sets the listen interval to a value,
there is no guarantee that the AP buffers all the packets received for the station while the station is asleep. In
addition, if the AP supports Delivery Traffic Indication Map (DTIM), that setting may override the listen interval
requested by STAs.

Most APs enforce an association timeout on stations, that is, if the AP has not received a frame from a station
within the association timeout (usually 60 seconds) or the station has not returned an ACK to a keep-alive
frame, the station is disassociated. The association timeout cannot be negotiated by the station.

3.1.3 DTIM period

The DTIM period is a parameter associated with an infrastructure network and is advertised in the AP Beacon
frame. The polled approach using standard TIMs is not suitable for multicast and broadcast frames, because it
takes too much capacity to transmit multicast and broadcast frames multiple times. Instead of the polled
approach, broadcast and multicast frames are delivered after every DTIM interval.

Increasing the DTIM allows stations to conserve power more effectively at the cost of buffer space in the AP. It
also delays the reception of multicast and broadcast frames by all stations, including stations in active mode.

Note that the listen interval is recommended to be equal to (or less than) the DTIM period for the STA to receive
all unicast, multicast, and broadcast packets. This ensures an optimal power and latency tradeoff.

Application note 11 002-41681 Rev. **
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Usually, the DTIM period is set as the number of beacon intervals in the AP. The default DTIM period for most
APs are either DTIM=1 (DTIM every beacon), DTIM=3 (DTIM every third beacon), or DTIM=10. In the case of
DTIM=3, the station needs to only wake from low-power mode to receive every third beacon and any ensuing
queued broadcast or multicast traffic.

Figure 2 explains the beacon interval, listen interval, and DTIM period in an infrastructure network.

<«4——DTIM period= 3beaconinterval——————————
€—Beaconinterval—p

AP Benc;;l:d with \H H H H

DTIM

STA1 ———Listen Interval (STA1) =3 beacon interval———)»

(Wakes up every DTIM)
£ L
TAs listening
to beacon
STA2
o »

(Notinterestedinbroadcast/ < Listen Interval (STA2) =4 beacon intervak >
multicast traffic) /7T /_‘

Figure 2 802.11 infrastructure network operation

\

\

3.14 Power-saving methods

Although the 802.11 transmitted power consumption is at least five times higher than the received power
consumption, even for medium transmit-duty-cycle applications, much of the energy in a battery-powered Wi-
Fi station is consumed by the receiver. Unless power save techniques are used, the 802.11 receiver may be
powered ON for significant periods of time while the station waits for network clients to respond to requests. It
does not take very long for a 130-mW receiver power consumption to discharge a battery.

Wi-Fi STAs use different mechanisms to save power. STAs with low duty cycle and long battery life
requirements, Wi-Fi sensors, for example, may use the standard 802.11 Power Save Poll (PS-Poll) mechanism.
STAs requiring higher throughput, wireless speakers, for example, consider using a non-standard 802.11 power
save mechanism. These methods are described in this section.

Note: STAs requiring a more fine-grained power save mechanism to differentiate power save for various
traffic priorities may consider using unscheduled automatic power save delivery (U-APSD) or Wi-Fi
multimedia (WMM) power save. AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip currently does not
support WMM power save.

3.14.1 Power Save-Poll (PS-Poll)

Power Save-Poll suits for STAs that primarily transmit data to the Wi-Fi network at low-duty cycles. The PS-poll
mechanism works as follows:
1. STA sends a frame to the AP with the Power Management bit set and then goes to Sleep mode
2, AP notes that the STA has gone to Sleep mode and buffers frames for the STA
3. STA wakes up periodically to check the AP beacon frame for an indication of buffered frames. The
wake period depends on the configured listen interval and whether the STA is configured to receive
group-addressed frames from a beacon containing a DTIM

Application note 12 002-41681 Rev. **
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4, If the AP indicates that it has buffered frames addressed to the STA, the STA sends a PS-Poll frame to the
AP

5. The AP sends a frame to the STA and sets the ‘More Data’ bit if additional frames are buffered

6. The STA might send another PS-Poll frame to retrieve additional buffered frames (if the More Data bit is
set) or return to Sleep mode

7. When the STA needs to transmit data, it can wake up and transmit data anytime without waiting for the
beacon interval as the AP is active all the time

P - TIM with data for
< DTIM =3 > STAI
AP BeazToll;dwith \H |_| H H H
TA >
DTIM . ]
Slavelistening to Beacon @ DTIM interval
STAl
(With Ps-Poll) N
PS-Poll from STAI Data for STA1
Figure 3 Power Save-Poll
3.1.4.2 802.11 Power Save without Poll (PS-non-Poll)

A non-standard mechanism known broadly as 802.11 power save without poll (PS-non-poll) enables STAs to

use 802.11 power saving based on a ‘trigger’ frame as follows:

1. STA sends a frame to the AP with the ‘Power Management’ bit set and then goes to Sleep mode

2, AP notes that the STA has gone to Sleep and buffers frames for the STA

3. STA wakes up periodically. The STA may (or may not) first check the AP beacon frame for an indication of
buffered frames before sending any frames to the AP

4, The STA sends a Null Function data frame, or a data frame if available, to the AP with the Power
Management bit is cleared

5. The AP notes that the STA is awake and sends buffered frames

6. STA receives the frames, waits for a timeout period to receive additional frames (if available), and then
returns to sleep as described in Step 1.

TIM with datafor
STAL

AP Bem;_olr;dwith \H H H
L

DTIM

A

DTIM=3

\4

STA1l Slavelistening to Beacon @ DTIM interval
(With PS without
Poll)

Nullframe from STA1 Data for STA1
with PM bitcleared

Figure 4 Power Save without Poll
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3.1.4.3 Association timeout limit

If an STA does not expect to receive directed frames from the AP asynchronously, and it is not interested in
receiving broadcast or multicast traffic, then further power savings may be achieved.

Because APs generally have an association timeout limit with a default value of 60 seconds, an STA that uses
power save must wake up before the association timeout expires and send or receive a directly addressed
frame to inform the AP that the STA is still associated. Failure to comply results in the AP de-authenticating the
STA. Some APs allow the association timeout limit to be set to a value higher than 60 seconds, but the higher
limit is not signaled to the station and must be manually configured.

3.15 802.11ac-friendly features

AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip provides 802.11ac friendliness by supporting 1024-QAM (for
20-MHz channels in the 5-GHz band) enabling data rates of up to 78 Mbps with 802.11ac APs. This enables
superior throughput and reduced power consumption in the device by sending/receiving data and then going
back to sleep faster. In addition, it supports 802.11ac's ‘explicit beamforming’ feature to offer significantly
higher throughputs than 802.11n chipsets at any given range.

3.2 Wi-Fi power save implementation

3.2.1 Wi-Fi Host Driver (WHD) power save interface
The power save implementation is provided as part of the WHD library. In addition, platforms such as FreeRTOS
implement their power save mechanisms on top of the WHD to provide seamless low-power integration.

Table 5 describes the low-level functions available as part of WHD providing various power-save features. See
the WHD API reference guide for details.

Table 5 WHD power save APIs

WHD API Description

whd_wifi_enable_powersave() Enables PS-poll mode in the device (Power Save-Poll
(PS-Poll))

whd_wifi_enable_powersave_with_throughput () Enables 802.11 PS-non-poll mode in the device (see
802.11 Power Save without Poll (PS-non-Poll)). Use
this mode when itis important to maintain
throughput

whd_wifi_disable_powersave() Disables power save mode in the device; by default,

power save is enabled in the WLAN device.

whd_wifi_set_listen_interval() WHD Power save APIs | Sets the number of beacons to be skipped while the
Wi-Fi chip is sleeping. Only works when Wi-Fi power
save is enabled and the DTIM interval broadcasted by
the AP is zero (that is, no DTIM in the network)

whd_wifi_get_listen_interval() Gets the current value of all beacon listen interval
variables

Note that power save with throughput is enabled in the WLAN device by default. The enable/disable power save
APIs can be called to change or disable the power save option in the WLAN. The WLAN automatically manages
the entry and exit of DSO after the power save is enabled. The PSOC™ Edge MCU: WLAN low power code example
[8] demonstrates the use of WHD power save APIs. To achieve good Wi-Fi throughput, refer to the Wi-Fi
Bluetooth” tester application, which provides a technical framework for optimizing Wi-Fi performance.
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3.2.2 Cyclic timers in network stack

Platforms that implement network stacks, such as lightweight TCP/IP stack (lwIP), run periodic timers for
various network-related activities. These timers are used as ticks for network activity such as Address
Resolution Protocol (ARP) cache table expiry and Dynamic Host Configuration Protocol (DHCP) lease renewal
timeouts. The period of these timers can vary from 100 ms to 60 s. The host waking up periodically to service
these timers is required for proper functioning. However, if the application wants to suspend these timers when
it does not anticipate any network timeout activity and for a longer stay in low-power modes, there is an option
to suspend and resume the network stack.

This feature is provided as part of the low-power assistant middleware helper files. The wait_net_suspend() API,
available in the 1pa/helpers/net_activity/network_activity_handler.h file, lets you suspend the network stack
for a predefined duration or until an activity is detected, if the network remains inactive within a given time
window. This API function lets you safely suspend the network and resume it whenever any network activity
gets detected. Figure 5 shows the suspend the network stack. operation in different scenarios with network
suspend duration of 5000 ms, network inactivity monitor window of 150 ms, and network inactivity duration of
100 ms.

Scenario 1: wait_net_suspend() detects no network activity for more than 100 ms within the 150 ms window
and suspends the network. No network activity is detected for the network suspend duration of 5000 ms.
Therefore, wait_net_suspend() resumes the network stack after 5000 ms.

Scenario 2: wait_net_suspend() detects network activity in the 150 ms window and inactivity is less than 100
ms. wait_net_suspend() does not suspend the network stack.

Scenario 3: wait_net_suspend() detects no network activity for more than 100 ms within the 150 ms window

and suspends the network. Network activity is detected before the expiry of 5000 ms duration. Therefore,
wait_net_suspend() resumes the network stack immediately.
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Figure 5 wait_net_suspend() operation

3.3 Host offloads to WLAN device

The AIROC™ CYW55513 Wi-Fi & Bluetooth® combo chip has an Arm” Cortex’-M33 core that performs all the WLAN
device activities. It supports various offloads that execute certain functionalities on behalf of the host without

interrupting the host state.

Host offloads play a key role in determining host power consumption because offloads let the host go into Deep
Sleep for extended periods of time while the WLAN device handles tasks such as 802.11 roaming, ARP, IPv6
neighbor resolution, key rotation, DHCP Lease time renewal, NAT keepalives, NULL keepalives, Wake on
wireless LAN, MQTT keepalives, and TCP keepalives on behalf of the host. In addition, these offloads free the
host CPU for other, more powerful tasks such as audio or sensor data processing. This in turn improves the

overall system efficiency and power.

The following sections describe offloads supported by AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip. The
offloads can be enabled using the Infineon low-power assistant middleware. Using the LPA middleware in

ModusToolbox™ is explained in Low-Power Assistant (LPA) section.

3.3.1 ARP offload

ARP is a data link layer protocol for mapping an IP address to a physical MAC address of a device. Such mapping
is necessary for any WLAN device to keep updated on [IP:MAC] details of all nearby devices in its network. Using
the ARP protocol, a device can detect duplicate IP addresses in a network. This is also useful in notifying peer

devices of an IP address change.
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Because ARP request and response packets are a common activity in any WLAN network, the host device
usually gets flooded by many requests; the host needs to remain active to respond to such requests, especially
in a crowded network. ARP requests packets from a peer and usually wakes the host if it is sleeping. The ARP
offloading feature in the AIROC™ Wi-Fi & Bluetooth” combo chip handles responding to ARP requests from a
peer so that these requests will not disturb the host. The AIROC™ Wi-Fi & Bluetooth” combo chip device holds a
cache (of eight entries); the host is woken up only if there is a cache miss as shown in Figure 6.

In addition to auto-replying to peers, AIROC™ Wi-Fi & Bluetooth” combo chip can use the cache to reply to the
host (PSOC™ Edge MCU) as well when the host sends an ARP request to the network. The Host Auto Reply
feature works similarly to Peer Auto Reply, where it responds to host ARP requests directly if a cache hit occurs,
and if a cache miss occurs, the request is forwarded to the network, thereby reducing unnecessary broadcast
traffic and conserving power. This feature is complemented by the ability of the AIROC™ Wi-Fi & Bluetooth’
combo chip device to snoop ARP info from host-network communication, that is, whenever a host sends an ARP
response packet over to the network, the [IP:MAC] information is cached into the AIROC™ Wi-Fi & Bluetooth®
combo chip ARP cache table. ARP offload reduces the power consumption of your connected systems by
reducing the time that the host needs to stay awake due to ARP broadcast traffic.

ARP Offload Disabled ARP Offload Enabled : Peer Auto Reply
Host WLAN Device Network Host. WLAN Device Network
Host in
Deep Sleep Host in
Deep Sleep ARP Request
Host IP
WakeUp Wake Up Signal ARP Request Table HIT ARP Response
Time i b
Operating ARP Request
Time I ARP Response
Idle ARP Response
Time
Deep Sleep
Figure 6 ARP offload feature
3.3.2 Packet filter offload

Packet filters are a crucial feature that enables the host processor to selectively allow or block specific types of
packets from the WLAN subsystem, thereby conserving power and reducing unnecessary wake-ups. By
configuring packet filters, the host processor can limit the types of packets that are passed up to it, preventing
unrequired packets from waking it up from a power-saving System Deep Sleep mode or preventing it from
entering this mode.

Packet filters are particularly useful when trying to keep the host processor in a low-power state for as long as
possible or when trying to get it into this state as soon as possible. By filtering out unnecessary packets, the
host processor can conserve power and reduce latency.

Supported packet filters are as follows:
«  Network layer/EtherType filters, which are based on the 16-bit EtherType field present in Ethernet packets
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« Internet Protocol (IP) filters, which are based on the 8-bit IP protocol number
«  Portfilters, which are based on the 16-bit port numbers used by TCP and UDP applications
« Transport layer/IP protocol filters, which filter based on the IP protocol number

«  Applications layer/TCP and UDP port numbers filters, which filter based on the port numbers used by TCP
and UDP applications

«  Source port filters, which filter based on the source port numbers used by TCP and UDP applications

« Destination port filters, which filter based on the destination port numbers used by TCP and UDP
applications

+  Port range filters, which filter based on a range of port numbers used by TCP and UDP applications
«  ARP filters, which filter based on ARP packets

+ Internet Control Message Protocol (ICMP) filters, which filter based on ICMP packets

«  Transfer Control Protocol (TCP) filters, which filter based on TCP packets

+  User Datagram Protocol (UDP) filters, which filter based on UDP packets

« IPfilters, which filter based on IP packets

+  Action filters, which can be configured to either keep (send to host) or toss (drop/discard) packets

Each filter type has its own set of configuration options and considerations. For example, EtherType filters can
be used to match specific protocols, such as ARP or IP, while IP protocol filters can be used to match specific
protocols, such as TCP or UDP. Port filters can be used to match specific applications, such as SSH or FTP.

When configuring packet filters, it is essential to consider the specific requirements of the application and the
network environment. For example, if the application needs to perform ping operations, then an IP protocol
filter for ICMP must be enabled, along with an EtherType filter for ARP.

Packet filters can be used to enable or disable an approach to packet filtering, where only specific types of
packets are allowed or blocked, respectively.

Packet Filter Disabled

Host WLAN Device Network Host WLAN Device Network

Host in
Deep Sleep Hostin
Deep Sleep

Ping Request

Ping

s Packet discarded
Wa.keUp Wake Up Signal Ping Request by the WLAN and Response
Time not forwarded to Timeout
Operating Ping Request the HOST
Time Ping Response
Idle Ping Response
Time l
Deep Sleep
Figure 7 Packet filter showing ICMP packet filter: Disabled vs. enabled
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3.3.3 TCP keepalive offload

A TCP keepalive packet is a message sent by one device to another to check whether the link between the two is
operational or to prevent the link from being disconnected. When two devices connect over a network via
TCP/IP, TCP keepalive packets can be used to determine whether the connection is still valid and terminate if
needed. If a connection has been terminated because of a TCP keepalive timeout and the other device
eventually sends a packet for the old connection, the device that terminated the connection sends a packet
with the RST flag set to signal the other device that the old connection is no longer active. This forces the other
device to terminate its end of the connection, therefore, a new connection can be established. Therefore, TCP
keepalive packets can be used in checking for dead peers or for preventing disconnection because of network
inactivity.

TCP keepalive offload: Typically, TCP keepalive packets are sent every 45 or 60 seconds on an idle TCP
connection; the connection drops after three sequential ACKs miss. This means that the host MCU must wake
up periodically to send TCP keepalive packets to maintain the TCP connection during the idle state. The TCP
keepalive offloads part of the LPA help you improve the power consumption of your connected system by
reducing the time the host needs to stay awake to support TCP keepalive requests. This is achieved by
offloading the TCP keepalive functionality to the WLAN device so that the host MCU can be dedicated to your
application. Figure 8 shows that the host wakes up for incoming TCP traffic when offload is not enabled. On the
other hand, the host can save more power by entering and staying in deep sleep for a longer time when the TCP
keepalive activity is offloaded to the WLAN device.

TCP Keepalive Offload Disabled

Wake state Host WLAN Device Network Host WLAN Device Network

TCP Keepalive Request TCP Keepalive Request
TCP Keepalive Response TCP Keepalive Response
T 1dle dl Configure TKO info to
Time ae WLAN
Time TCP Keepali
*.Deep Sleep TCP Keepalive Response
3 ¢
TCP Keepalive Request Deep Sleep
Wake up for TCP Keepalive Response TCP Keepalive Request

Keepalive interval

TCP Keepalive Response
—_—

Wake Signal ing TCP Traffic or Wake Signal ing TCP Traffic o
TKO Timeout or invalid TKO Timeout or invalid
response response
Figure 8 TCPKA offload: Disabled vs. enabled
3.3.4 DHCP Lease Time Renew offload

Dynamic Host Configuration Protocol (DHCP) is a network management protocol that dynamically assigns IP
addresses to devices on a network, enabling them to communicate using IP. DHCP streamlines the process of
assigning IP addresses to all network devices, eliminating the need for manual configuration. When a DHCP-
enabled client joins a network, it broadcasts a DHCP Discover message, prompting the DHCP server to respond
with a DHCP Offer containing essential IP configuration information, such as the default gateway, IP address,
DNS server IP address, and lease time period. The client then sends a DHCP Request message to accept the
offered IP address, which the server confirms with a DHCP Acknowledgment (ACK) message. The assigned IP
address remains valid for the specified lease time interval, after which the client must renew the IP address by
sending a DHCP Request message before the lease expires.
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With DHCP Lease Time Renew offload, the WLAN firmware intercepts the DHCP Offer and records the DHCP
lease time. When the MCU is in a sleep state, the firmware proactively sends a DHCP Request to the DHCP server
before the lease time expires, reducing the need for the MCU to wake up periodically to renew the IP address.
When the MCU is in a wake state, the DHCP renew packet is sent by the network stack running on the host.

By offloading DHCP Lease Time Renew to the WLAN firmware, the host device can conserve power and reduce
the overhead associated with frequent wake-ups to renew IP addresses. DHCP Lease Time Renew offload can
also help improve network reliability and reduce the risk of IP address conflicts, as the WLAN firmware can
ensure timely renewal of IP addresses even when the host is in a sleep state.
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Host desice Network Host device Network
DHCP discover [ i DHCP di = .i.
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Host Host in <
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o) u . WL |
When IPno & i S i i R
longer needed DHCP release When IP no DHCP release
> DHCP release longer needed > DHCP release

Figure 9 DLTRO offload: Disabled vs. enabled

3.3.5 ICMP offload

The Internet Control Message Protocol (ICMP) is a network layer protocol that enables network devices to
troubleshoot communication issues by sending and receiving diagnostic messages. ICMP's primary function is
to verify whether data packets are successfully reaching their intended destination by sending ICMP requests to
a specific IP address and receiving timely responses. With ICMP offload, the WLAN firmware takes charge of
responding to ICMP ECHO requests by sending PING ECHO response packets to the peer device without
interrupting the host processor, allowing the host to remain in a low-power sleep state for an extended period.
ICMP offload is active during both host wake and sleep states, ensuring seamless network communication.

By offloading ICMP processing to the WLAN firmware, the host device can conserve power and reduce latency,
asitis no longer required to wake up and process ICMP requests. ICMP offload can also help improve network
responsiveness and reliability, as the WLAN firmware can respond to ICMP requests in real-time, even when the
host isin a sleep state.
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Figure 10 ICMP offload: Disabled vs. enabled
3.3.6 Neighbor Discovery (ND) offload

Neighbor Discovery (ND) is a network protocol used in conjunction with Internet Protocol Version 6 (IPv6) to
enable nodes on the same link to discover and advertise their presence to neighboring devices. This protocol
facilitates the exchange of link-layer addresses between nodes, similar to the Address Resolution Protocol (ARP)
in IPv4,

Neighbor Solicitation (NS) messages are sent by a node to determine the link-layer address of a neighboring
device or to verify the reachability of a cached link-layer address. These messages are also used for Duplicate
Address Detection (DAD) to prevent IP address conflicts. In response to a Neighbor Solicitation, a node sends a
Neighbor Advertisement (NA) message, which provides the MAC address associated with a specific IPv6 link-
local address. Unsolicited Neighbor Advertisements are also sent to announce changes to a node's IPv6 link-
local address. When a device is in a wake state, the network stack receives Neighbor Solicitation messages and
responds with Neighbor Advertisement messages.

With Neighbor Discovery offload, the WLAN firmware assumes responsibility for responding to Neighbor
Solicitation requests by sending Neighbor Advertisement packets to the peer device without waking up the
host processor, allowing the host to remain in a low-power sleep state for an extended period.

By offloading Neighbor Discovery to the WLAN firmware, the host device can conserve power and reduce the

overhead associated with processing Neighbor Solicitation messages, resulting in improved battery life and
reduced latency.
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Figure 11 Network discovery offload: Disabled vs. enabled
3.3.7 NULL keepalive offload

NULL keepalive is a mechanism designed to prevent wireless connections from being dropped due to inactivity.
NULL keepalive packets are 802.11/L2 packets that are transmitted at regular intervals to maintain the wireless
association/connection. With NULL keepalive offload, the WLAN firmware assumes responsibility for sending
NULL keepalive packets at intervals specified by you. The default interval for NULL keepalive is 110 seconds,
which is pre-configured in the WLAN firmware. You have the flexibility to adjust these intervals using the Device
Configurator, with the constraint that the interval value must fall within the range of 1 second to 4200 seconds.

The power consumption of the device can be further optimized by adjusting the interval value for NULL
keepalive packets, as a longer interval can result in lower power consumption, but may also increase the risk of
connection drops.
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3.3.8

Flow of null keepalive transmit

NAT keepalive offload

NAT keepalive periodically sends small UDP packets between the client and server to maintain the NAT tables in
routers, ensuring smooth packet forwarding and preventing packet drops due to idle timeouts. With NAT keep-
alive offload, the WLAN firmware (FW) takes over the responsibility of sending keepalive packets at regular
intervals, even when the host is in a sleep state. This feature is active in both host sleep and wake states.

NAT keepalive offload can help reduce the host's power consumption by offloading the keepalive packet
transmission to the WLAN firmware, allowing the host to remain in a low-power state for longer periods. The
configured interval for sending keep-alive packets can be adjusted to balance between maintaining NAT table

entries and minimizing network traffic.
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Figure 13 NATKA offload: Disabled vs. enabled
3.3.9 Wake on Wireless LAN

Wake on Wireless LAN (WOWL) allows a host to be turned on or awakened when a WLAN firmware receives a
specific network message from the Access Point (AP). This feature is enabled when the host is in a low-power
state, enabling the device to conserve energy. The intention of WOWL is to allow the host to enter a sleep mode
and wake up only when a specific packet is received, reducing power consumption.

Wake on Magic Pattern: When a magic packet is received, the WLAN firmware wakes up the host. The magic
packet is a broadcast packet containing a payload of 6 bytes of all 255 (FF FF FF FF FF FF in hexadecimal),
followed by sixteen repetitions of the target 48-bit MAC address. This feature is particularly useful for remote
management and maintenance.

Wake on Net Pattern: This feature wakes up the host when the packet received in the WLAN matches the
configured net pattern, mask, and offset. This allows for more flexibility and customization in determining
which packets can wake up the host.

Wake on Pattern Configuration: By configuring wake on patterns, the host can remain in a sleep state for
longer periods without waking up for incoming packets, resulting in significant power savings.

Wake on Unicast: This feature allows the host to wake up when a unicast packet is received, providing an
additional option for waking up the host.

WOWL Timeout: A configurable timeout can be set to determine how long the host remains in a sleep state
before waking up, providing more control over power management.
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Figure 14 Basic flow exchange in wake-on-WLAN
3.3.10 MQTT keepalive offload

MQTT keepalive offload is a feature of the Low-Power Assistant (LPA) tool that reduces power consumption by
minimizing the time the host needs to stay awake to support MQTT keepalive requests, which is achieved by
offloading the keepalive functionality to the WLAN firmware, allowing the host MCU to remain in Sleep mode
and only wake up when an MQTT message containing a pre-configured pattern is received.
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Figure 15 MQTT offload: Disabled vs. enabled
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4 Bluetooth’ power optimization techniques

AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip supports a Bluetooth® 5.3 + BR/EDR-compliant/Bluetooth” LE
radio.

Common operations related to power consumption in a Bluetooth® LE application include advertisement and
connection events. It is discussed how to optimize various parameters related to both advertisement and
connection events to reduce power consumption. This section assumes that you are familiar with Bluetooth® LE
fundamentals. See Vol 6: “Core System package [Low Energy Controller]” of the latest Bluetooth® Core
specification for Bluetooth® LE fundamentals.

Bluetooth’ Configurator

The Bluetooth® Peripheral/Central has an additional configurator called the “Bluetooth” Configurator”; used to
generate the AIROC™ Bluetooth® LE GATT database and various Bluetooth’ settings for the application. These
settings are stored in the file named design.cybt. Note that, unlike the Device Configurator, the Bluetooth”
Configurator settings, and files are local to each respective application.

For detailed information on how to use the Bluetooth® Configurator, see the Bluetooth® Configurator guide.

4.1 Advertisement events

Advertisement events broadcast the capabilities of a Bluetooth® LE Peripheral device to Bluetooth® LE Central
devices listening to the events. These events can constitute the major portion of a Bluetooth® device’s battery
consumption, if not carefully chosen. The interval between two successive advertisement events from the
Peripheral forms the advertising interval; it can be fixed or a random value between a min and maximum
interval.

To achieve the lowest possible power during advertisement events, you should maximize the advertising
interval. However, a larger advertising interval leads to a longer detection time at the Central device and a
subsequently longer time for getting connected to the Central. The advertising interval should be between 20
ms and 10.24 seconds. In addition, the advertisement interval between a min and maximum not only improves
the tradeoff between power and latency, but also improves the detection probability in noisy environments by
randomizing the time at which an advertisement packet is sent out.

Using Bluetooth’ Configurator, the advertisement packet duration or interval can be set.

Table 6 Advertising interval selection
Application requirement Suggested advertisement interval
The application requires shorter detection and 20 to 100 ms

connection establishment periods such as audio
devices or devices that send real-time data

The application does not have aggressive connection | 100 to 1000 ms
requirements but still prefers low latency such as
fitness trackers or smart watches

The application does not care about latency; power 1000 to 10000 ms
consumption is of more importance, such as in the
case of beacons

In addition to the advertisement interval, the amount of data transmitted during advertisement impacts the
power consumption during advertisement events. The smaller the advertisement payload, the lower the power
consumption.
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4,2 Connection events

4.2.1 Connection interval

The connection interval for a Bluetooth® LE link is set by the Central device when a connection is created with
the Peripheral device. The Peripheral should have a connection interval that matches the rate at which the
sensor data from the Peripheral is sent to the Central device. If the initial connection interval set by the Central
is lower than necessary, the Peripheral should request the Central to increase the connection interval to reduce
current consumption. This can be done after a connection is established by sending a “connection parameter
update request” to the Central.

4.2.2 Use Peripheral latency

Peripheral latency is a Bluetooth® LE feature that allows a Peripheral to listen to the Central device on
connection events at a reduced rate. This is useful if the Peripheral device is inactive for some time and has to
wait for some activity to occur to send data to the Central device. If no activity is detected for some time, the
Peripheral can enter Peripheral latency by sending a connection update request to the Central device. The
Peripheral can extend the interval between connection events at which it listens to the Central. This allows the
Bluetooth® LE device and the host to be put into Deep Sleep mode for longer durations.

The key advantage of using Peripheral latency is that when the peripheral application detects activity, it can
switch the Bluetooth” LE device back ON to listen to the Central at the original connection interval until the data
transfer is completed. This avoids the latency in sending the data upon the first activity.

4.2.3 Bluetooth’ LE parameters in Bluetooth® Configurator

Figure 16, Figure 17, and Figure 18 show the configurations of connection parameters, advertisement settings,
and scan settings respectively.

Adjusting these parameters can minimize power consumption by keeping the device in low power mode for
longer periods, only waking up when required. Refer PSOC™ Edge MCU: Bluetooth” LE CTS Server code example
and PSOC™ Edge MCU: Bluetooth’ LE CTS Client code example for more information on power consumption
across various modes.
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C:/b0_PROD/cts-ser/mtb-example-psoc-edge-btstack-cts-server/proj_cm33_ns/design.cybt* - Bluetooth... - Oa X
| File Edit View Help
He@ -0 |

General General LE GATT Settings GAP Settings L2CAP Settings

ui‘? - X 9 Enter filter text... ‘ j [+
General Name Value
v Central configuration v~ (Connection Properties
5can settings Connection interval minimum (ms) 1000

Connection parameters
Security configuration

Connection interval maximum (ms) | 1000

Connection peripheral latency 0

Connection supervision timeout (ms) 2500

| Notice List g x|
Fix Description Location
| Ready Device: AIROC BTSDK [BTSTACK 3.x] (CYW5557x, CYWS5551x, CYW5591x, CYW43022)
Figure 16 Connection parameters in Bluetooth® Configurator
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. . . . ® .
Figure 17 Advertisement settings in Bluetooth Configurator
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| File Edit View Help
Hoe@ -0
General General LE GATT Settings GAP Settings L2CAP Settings
F X 9 Enter filter 4| 1= H
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~ Central configuration v General
Scan settings Scanning state Active v
Connection parameters v e
Security configuration High duty scan window (ms) 48
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Low duty scan interval (ms) 2560
Enable low duty scan timeout
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High duty connection scan duration (s) 30
Low duty connection scan window (ms) 18
Low duty connection scan interval {ms) 2048
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Ready Device: AIROC BTSDK [BTSTACK 3.x] (CYW5557x, CYW5551x, CYW5591x, CYW43022)
. . . ® .
Figure 18 Scan settings in Bluetooth Configurator
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5 Low-Power Assistant (LPA)

The Infineon Low-Power Assistant (LPA) tool allows configuring PSOC™ Edge MCU host and WLAN (Wi-Fi/
Bluetooth’ radio) devices to provide low-power features. Key highlights of the LPA include the following:

+  Self-aware firmware that detects configurations automatically and enables appropriate low-power
features without any additional API calls

+  Supports embedded operating systems, such as FreeRTOS
+  GUI-based configuration for ease of use
«  Supports low-power configuration for PSOC™ Edge MCU, Wi-Fi, and Bluetooth’

LPA lets you optimize various parts of your design to be energy-efficient. The LPA configuration is split into
three main parts:

+ PSOC™Edge MCU (host) low-power configuration: Includes PSOC™ Edge MCU-specific low-power
configurations, such as core voltage, regulator selection, and RTOS idle power mode

+  Wi-Fi low-power configuration: Includes Wi-Fi-specific low-power configurations, such as Wi-Fi host wake
signal selection and host offload configurations

. Bluetooth’ low-power configuration: Includes Bluetooth® low-power configurations, such as host wake
interrupt signal (device to host) and related device integration

Some of these configurations are already part of the firmware and some can be generated through the Device
Configurator in ModusToolbox™ software or added manually through code. Given the simplicity of the
configurations, adding them through a code is not difficult. However, using the configurator lets you take
advantage of a GUI-based configurator in addition to making the generated configuration easily upgradable in
the future; it is the recommended way to create low-power configurations.

See the LPA documentation for details on the middleware, configurators, and quick start.

The following sections provide a brief on the Wi-Fi, and Bluetooth” low-power configurations available and their
usage in different platforms.

5.1 LPA configuration

To configure Low-Power Assistant (LPA) settings, some configurations are included in the firmware by default,
while others require explicit enablement through the Device Configurator tool, which is part of the
ModusToolbox™.

1. To access the Device Configurator, you can launch it from within ModusToolbox™. Once you have made
the necessary configurations, the settings are saved to a file named design.modus. This file contains the
configuration details for the LPA settings, as well as other device configurations, and can be used to
generate the firmware for your device

2, To check the LPA settings, open design.modus > PSOC™ Edge MCU device in target > System > PSOC™
Edge MCU-related power settings and design.modus > AIROC™ CYW55513 Wi-Fi & Bluetooth® >
Power > Wi-Fi and Bluetooth® settings

3. Figure 19 shows the PSOC™ Edge MCU and Wi-Fi LPA (power) settings for the TARGET_KIT_PSE84_EVAL_EPC2
target. You need to enable the Power setting to enable LPA configuration generation. For a detailed
description of all the configurations, see the LPA documentation
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Figure 19 PSOC™ Edge MCU LPA configurations in design.modus
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Figure 20 Wi-Fi/Bluetooth’ LPA configuration in design.modus
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6 Power measurement using KIT_PSE84_EVAL_EPC2

6.1 Hardware setup

For power measurement, use a DC power analyzer such as N6705B from Keysight because it gives insights on
power transitions and a better estimate of power saving achieved. If you do not have access to a power
analyzer, use a simple 6 2-digit multimeter to monitor the PSOC™ Edge MCU and WLAN average power
individually.

Do the following for power measurement in KIT_PSE84_EVAL_EPC2:

PSOC™ Edge E84 Evaluation Kit is a generic kit to evaluate the PSOC™ Edge MCU features. To particularly

measure the current consumption for this code example, the following changes are required on the hardware.

1. Remove resistor R188 (680 ohm) on the PSOC™ Edge E84 SOM to disable the connectivity to power LED
(D3) on the SOM

2. Remove resistor R90 (10k ohm) and populate resistor R93 (4.7k ohm) on the PSOC™ Edge E84 SOM to
disable the JTAG connected to AIROC™ CYW55513 module

3. Remove resistor R415 (0 ohm) on the KIT_PSOCE84_EVK to measure the AIROC™ CYW55513 VBAT current
across it

4, Connect wires across J25 (VBAT) and J26 (VDDIO) on PSOC™ Edge E84 Evaluation Kit's baseboard to a
power analyzer to measure the power consumed by the PSOC™ Edge E84 MCU

5. Similarly, connect wires across R415 on PSOC™ Edge E84 Evaluation Kit's baseboard to a power analyzer
to measure the current consumed by the AIROC™ CYW55513 connectivity module

6.2 PSOC™ Edge MCU: WLAN low-power code example

This section describes power measurement in KIT_PSE84_EVAL_EPC2 with the PSOC™ Edge MCU: WLAN low

power code example [8]. This example can be used to measure AIROC™ CYW55513 Wi-Fi & Bluetooth” combo

chip power consumption as documented in the datasheet.

By default, the example configures the AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip in Power Save Without

Poll (PS-non-Poll) mode for better throughput and suspends the network stack so that PSOC™ Edge MCU

remains in Deep Sleep for as long as no activity is detected in the network.

1. Set up the KIT_PSE84_EVAL_EPC2 kit as explained in the Hardware setup section. Note that this section
uses a Keysight N6705B as the reference setup to measure power

2, Turn on the channels to power the PSOC™ Edge MCU and AIROC™ CYW55513 Wi-Fi & Bluetooth” combo
chip from the N6705B power analyzer from Keysight

3. Follow the README instructions provided in the PSOC™ Edge MCU: WLAN low power code example [8].
Build and program the code example. After programming, the application starts automatically. Figure 21
and Figure 22 show the outputs respectively. You can connect the onboard KitProg for viewing logs in
terminal software through the COM port

4, Ensure that the configured Wi-Fi AP is in range and the device connects to it
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File Edit Setup Control Window Help

[435] chip ID: 55588, chip rev: 1, Support Chipld Read from SDIO Core
[1432] WLAN MAC Address : BA:AB:50:8D:E4:4F
[ég35] WLAN Firmuare wlB: Mar 29 2024 01:93:03 version 28.10.190 (aS5f78d3> FWID B1-6376a

[1439]1 WLAN CLM : API: 28.0 Data: IFX.BRANCH_18_53 Compiler: 1.49.5 ClmImport: 1.48.8
Customization: vl 23/39/11 Creation: 2024-83-28 23:29:23

[1447] WHD UERSION : 4.0.8.23791
: EAP v4.8.8
: GCC 11.3
: 2024-05-27 22:57:37 -6500
0f f loads not configured
scm_init passe
Info: Connecting to AP
Info: Successfullu connected to Wi—Fi network °*MY_WIFI_SSID* .
Info: Assigned IP address = 172.20.160.2

etwork Stack Suspended, MCU will enter DeepSleep power mode

Figure 21 Connected to AP and suspended the network stack

not configure
scm_init passed
Info: Connecting to AP
Info: Successfully connected to Wi-Fi network *MY_WIFI_SSID’.
Info: Assigned IP address = 172.20.168.2

etunrk Stack Snsnended._ MCI _will enter NDeenSleen nnuer mode
Resuming Network Stack, MHetwork stack was suspended for 19288ms

[278861 WHD Stats..
tx_total:57. px_total:68, tx_no_mem:8, rx_no_mem:0
tx_fail:0, no_credit:8, flow_control:E

[27895]1 Bus Stats..

cmd52:3513, cmd53_read:1137, cmd53_write:651

cmd52_fail:@, cmd53_read _fail:@, cmd53_write_fail:0
pob_intrs:225, sdio_intrs:459, error_intrs:d, read_aborts:@

Metwork is active. Resuming network stack

etwork Stack Suspended, MCU will enter DeepSleep power mode
Resuming MNetwork Stack, MNetwork stack was suspended for 19581ims

Figure 22 Resuming the network stack

Turn on the Power Analyzer to see the current consumption across the AIROC™ CYW55513 connectivity module
and the PSOC™ Edge E84 MCU as shown in Figure 23.

The spikes in the current across the AIROC™ CYW55513 connectivity module is due to the beacons sent by the
AP. The interval and amplitude of this beacon will vary based on the DTIM value, beacon interval, and frequency
set in the router's configuration.
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Figure 23 Sample Power Analyzer output

Note that in Figure 23, the yellow pulse represents the current consumed by the AIROC™ CYW55513 connectivity
module and the green pulse represents the current consumed by the PSOC™ Edge E84 MCU.

Measure the sleep current (with default router settings) between any two DTIM intervals in the AIROC™
CYW55513 module's current as shown in Figure 24.

&~ Scope Datatogeer | —~ ccoF A\l ARB

Figure 24 Measuring the Deep Sleep current

Enter the router's configuration page and set DTIM = 1, beacon interval = 100, and 2.4 GHz frequency and
measure the average current over 3 DTIM intervals as shown in Figure 25.
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Figure 25 Average current over 3 DTIM periods for AP (2.4 GHz) beacon interval of 100 and AP
DTIM of 1

Similarly, vary the DTIM to 3 and the frequency of the Wi-Fi router to 5 GHz and measure the current
consumptions across AIROC™ CYW55513 connectivity module and PSOC™ Edge E84 MCU.

The power measurement of the PSOC™ Edge MCU in Deep Sleep state is 920.49 uW, measured across VBAT (3.3
V) and VDDD (1.8 V). This represents the total power consumption in the Deep Sleep state.

Note: These power values are not optimized for low power. See the PSOC™ Edge MCU: Power
measurements code example for MCU power optimization.

Table 7 Typical current measurement values

State Device Current
Sleep AIROC™ CYW55513 (VBAT) 54.45 A
Average current for this AP configuration (2.4 AIROC™ CYW55513 (VBAT) 715.46 uA
GHz) beacon interval of 100 and AP DTIM of 1

Average current for this AP configuration (2.4 AIROC™ CYW55513 (VBAT) 253.57 nA
GHz) beacon interval of 100 and AP DTIM of 3

Average current for this AP configuration (5 GHz) |AIROC™ CYW55513 (VBAT) 540.26 pA
beacon interval of 100 and AP DTIM of 1

Average current for this AP configuration (5 GHz) | AIROC™ CYW55513 (VBAT) 220.24 pA
beacon interval of 100 and AP DTIM of 3

6.3 PSOC™ Edge MCU: WLAN offloads code example

This section describes power measurement in KIT_PSE84_EVAL_EPC2 with the PSOC™ Edge MCU: WLAN
offloads code example [9]. This code example demonstrates various WLAN offloads as mentioned in Host
offloads to WLAN device of Section 3, which are offered by Infineon AIROC™ Wi-Fi devices using PSOC™ Edge
MCU.

This code example focuses on Wi-Fi WLAN offloads. These features offloads to the WLAN device, allowing the
host MCU to enter Sleep and Deep Sleep states. Therefore, reducing the overall system power consumption.
By default, all WLAN offloads are enabled.

1. Set up the KIT_PSE84_EVAL_EPC2 kit as explained in the Hardware setup section. Note that this section
uses the N6705B power analyzer from Keysight as a reference setup to measure power
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2, Turn on the channels to power PSOC™ Edge MCU andAIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip
from N6705B. You can connect the onboard KitProg to view logs in terminal software through the COM
port

3. Ensure that the configured Wi-Fi AP is in range and that the device connects to it

4, To realize the capability of WLAN offloads and their impact on the host MCU in terms of power savings,
the current measurement has been done by considering the following cases

5. To simulate a congested network environment, another Wi-Fi client device has associated to the same
network to which the target kit has associated. In all these current measurement cases, the role of the
client device is to send ping and ARP request packets periodically in its configured interval to the IP
address of the target kit. Based on whether the LPA offloads are enabled, the host MCU stays in Deep
Sleep power mode or wake up due to the ping and arp-ping requests from the client device

6. WLAN offloads can be enabled or disabled in the Wi-Fi parameters using the Device Configurator

7. Follow the README instructions provides in the code example [9]. Build and program the code example.
After programming, the application starts automatically. Figure 26 shows the output respectively

AP configuration:

« DTIM:3

+  Beacon Interval: 100 ms

+ Band:2.4GHz

Wireshark setup for monitoring air logs

1. In this test setup, air sniffer (NUC) is used to monitor the Wireshark logs, which allows to monitor and
inspect wireless network traffic, including Wi-Fi packets in real-time
2. Connect the air sniffer to a monitor or a display device to view the logs

3. Open Wireshark on the air sniffer, either by launching the application or downloading and installing it
from the official website if you have not already

4, Filter the captured packets using the IP address, MAC address, or offload to focus on the specific traffic of
interest
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Figure 26 WLAN offloads terminal output

Case 1: ARP offload
ARP offload is enabled in the firmware by default.
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Figure 27 Verify ARP offload

Verify the functioning of ARP offload by sending an ARP request packet from the command prompt of your PC.
Observe that the responses are received from the WLAN device without interrupting the host MCU from Deep

Sleep.

$ arp-ping 192.168.1.7
Reply that E8:E8:B7:A0:29:1C is
Reply that E8:E8:B7:A0:29:1C is
Reply that E8:E8:B7:A0:29:1C is
Reply that E8:E8:B7:A0:29:1C is

Application note
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Figure 28 Monitoring ping activity

Case 2: Packet Filter offload
Figure 29 shows the configurations to enable Packet filter offload from the Device Configurator.

PSEBAGGPSIDEZCA  CYWSSSI3IUBG

g

Name(s) Personality

(0 BT Coex

true

o00008e 0

) Ether Type
& Keep

= Always
=) 0x806

Ether Type
Keep
) Always
0806

Port Filter
Keep

) Always

uop
Destination Port

50007
Filter Configuration 3

?) Filter Type Port Filter
Keep

5 Aways
use

® Direction Source Part
(@ Port Number 50007

Figure 29 Packet Filter Configuration 1
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Figure 30 Packet Filter Configuration 2

Normally, without packet filters, the WLAN subsystem passes all packets destined for the host up to the host
network stack for processing. If the host is in System Deep Sleep, the WLAN subsystem will first wake the host,
and then pass the packet up to the stack. From there, the network stack will pass the packet on to the
application that is listening for that type of packet. If no applications are listening for that type of packet, the
network stack drops the packet.

$ ping 192.168.1.7

Pinging 192.168.1.7 with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 192.168.1.7:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

Case 3: TCP keepalive offload

TCP keepalive offload is enabled in the firmware by default. Verify the logs of the TCP connection in Figure 31.
Verify if the TCP connection is established as shown in Figure 31.

Use the Wireshark Sniffer tool for capturing TCP keepalive packets on Windows, Ubuntu, and macOS. The DUT
receives the TCP keepalive packets as configured as shown in Figure 31.

M wi-Fi
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN 2@ =DREB QAeEFET]= aaaf
[N [ip.addr == 172.20.104
No. Time Source Destination Protocol Length Info
940 62.353980 172.20.10.4 163.160.105.13 DTLSv1.. 125 Application Data
941 62.416268 172.20.10.4 163.160.105.13 DTLSv1.. 125 Application Data
942 62.586189 183.160.185.13 172.20.10.4 DTLSv1.. 136 Application Data
943 62.593392 183.160.185.13 172.20.10.4 DTLSv1.. 136 Application Data
944 62.788425 172.20.10.4 3.121.187.176 TLSv1.2 398 Application Data
945 62.996639 3.121.187.176 172.20.10.4 TCP 54 443 » 58199 [ACK] Seq=946 Ack=7191 Win=8955 Len=0@
946 63.063896 3.121.187.176 172.20.10.4 TLSv1.2 99 Application Data
L 947 63.116491 172.20.16.4 3.121.187.176 TCP 54 58199 -+ 443 [ACK] Seq=7191 Ack=991 Win=512 Len=0
948 64.486953 172.20.10.4 172.20.10.2 TCP 55 [TCP Keep-Alive] 5e0@7 + 52432 [ACK] Seq=1 Ack=1 Win=65392 Len=1
949 65.843989 172.20.10.2 172.20.10.4 TCP 54 [TCP Keep-Alive] 52432 » 50007 [ACK] Seq=0 Ack=2 Win=60@@ Len=8
958 65.044139 172.20.160.4 172.20.10.2 ILP. 54 [TCP Keep-Alive ACK] 56007 + 52432 [ACK] Seq=2 Ack=1 Win=65392 len=0
. o
Figure 31 TCP keepalive packet logs

Case 4: DHCP Lease Time Renew offload

This offload is enabled by default in the firmware. You can edit the DHCP lease time in the router settings. In
this case, the DHCP lease time is set to 60 seconds in the router settings. Check the Wireshark if the packets are
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being transmitted in the respective time. Figure 32 shows the DHCP renewal packets sent every 60 seconds as
configured.

M ~wianOmon@localhost.localdomain = a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm @0 mORE Qes=ZFes=Eaqarm
[N ]dhcp [X] ~| +
Interface | wlanOmon ~ Channel |6 - 2.437 v ||20MHz ~ 802.11 Preferences

No. Time Source Destination Protocol Length Frame PWR MGT Info
2337 12281375184 192.168.1.190 192.168.1.1 DHCP 438 , STA will stay up DHCP Release - Transaction ID 0x3477d43f
2338 12.281379943 0.0.0.0 255.255.255. 255 DHCP 438 , STA will stay up DHCP Discover - Transaction ID ©x76a3a52b
2340 12.284698793 0.0.0.0 255.255.255.255 DHCP 428 , STA will stay up DHCP Discover - Transaction ID ©x76a3a52b
2983 15.381519819 192.168.1.196 192.168.1.1 DHCP 430 , STA will stay up DHCP Request - Transaction ID ©x3477d43f
3037 15.631333773 192.168.1.1 192.168.1.191 DHCP 430 , STA will stay up DHCP Offer - Transaction ID ©x7@a3a52b
3045 15.676932178 0.0.6.0 255.255.255.255 DHCP 438 , STA will stay up DHCP Request - Transaction ID ©x76a3a52b
3047 15.680205276 0.0.0.0 255.255.255. 255 DHCP 428 , STA will stay up DHCP Request - Transaction ID ©x76a3a52b
3051 15.683970736 192.168.1.1 192.168.1.191 DHCP 430 , STA will stay up DHCP ACK - Transaction ID ©x70a3a52b
14663 73.848631351 192.168.1.1 192.168.1.191 DHCP 430 + STA will stay up DHCP ACK - Transaction ID ©x7@a3a52b
28222 143.574222785 192.168.1.191 192.168.1.1 DHCP 438 , STA will stay up DHCP Release - Transaction ID ©x76a3a52b
28223 143.574227494 0.0.0.0 255.255.255. 255 DHCP 438 , STA will stay up DHCP Discover - Transaction ID ©x28e4bafi
28225 143.577566601 0.0.0.0 255, 255,255,255 DHCP 428 4 STA will stay up DHCP Discover - Transaction ID ©x28e4bafl
28947 147.010846805 192.168.1.1 192.168.1.192 DHCP 430 , STA will stay up DHCP Offer - Transaction ID ©x28edbafi
28960 147.060464437 0.0.6.8 255, 255. 255, 255 DHCP 438 , STA will stay up DHCP Request - Transaction ID ©x28e4bafl
28965 147.067698451 192,168.1.1 192.168.1.192 DHCP 430 , STA will stay up DHCP ACK - Transaction ID ©x28edbafl
40018 201.329155054 192.168.1.192 192.168.1.1 DHCP 438 , STA will stay up DHCP Request - Transaction ID ©x28e4bafi
40036 201.336908406 192.168.1.1 192.168.1.192 DHCP 430 » STA will stay up DHCP ACK - Transaction ID ©x28edbafl

Figure 32 DHCP Lease Time Renewal logs

Case 5: ICMP offload

ICMP offload is enabled in the firmware by default. It allows the AIROC™ CYW55513 device to serve ICMP ping
requests directly from the chip, instead of waking the host.

$ ping 192.168.1.7

Pinging 192.168.1.7 with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 192.168.1.7:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

Case 6: Neighbor Discovery offload

Neighbor Discovery offload is enabled by default in the WLAN firmware. Therefore, it is not required to do any
configuration settings in ModusToolbox™ Device Configurator. Use the ifconfig command to verify whether the
IPv6 address is up. Alternatively, you can manually assign a static IP address using the following command:

ip -6 addr add fe80::0290:4cff:fec5:1239/64 dev wlan®

Connect the STA1 device to the same AP.
On STAL, initiate IPv6 neighbor discovery using the following command from a neighbor device:

ndisc6 <dut_ipv6> wlan®
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= = —_ o = i
Am @ mDORE Fe=Eeqaarm
(W [wlan.sa == 00:A0:50:F1:92:D0 [X]
Interface | wlanOmon ~ Channel |6 - 2.437 v ||20MHz ~ 802.11 Prefere
No. Time Source Destination Protocol Length Frame PWR MGT Info
6795 30.799094471 :: Tre2::1:7111:92d0 ICHPVE 174 . STA will stay up Multicast Listener Report
6797 30.79910253: (Fff1:92do ICHPVE 164 , STA will stay up Multicast Listener Report
6847 31.004391989 CypressS_f1:92:d0 Netgear_72:91:66 802.11 84, STA will go to sleep Null function (No data), SN=93, FN=0, Flag
7019 31.802677292 CypressS_f1:92:d0 Netgear_72:91:66 802.11 84 , STA will stay up Null function (No data), SN=94, FN=0, Flag
7023 31.803166713 fe80: :2a0:50T: fef1:92d0 102::1: FFF1:92d0 ICMPVE 174 STA will stay up Multicast Listener Report
7025 31,808661363 fe80: :2a0:507f: fef1:92d0 ££02::1: FFf1:9200 ICHPVE 164 STA will stay up Multicast Listener Report
7072 32.007568902 CypressS_f1:92:d0 Netgear_72:91:66 802.11 84, STA will go to sleep Null function (No data), SN=95, FN=0, Flags=
7114 32.210720016 CypressS_f1:92:d0 Netgear_72:91:66 802.11 84, STA will stay up Null function (No data), SN=96, FN=0, Flags=
7119 32.212457617 0.0.0.0 255.255.255.255 DHCP 438 » STA will stay up DHCP Discover - Transaction ID 0x4bb5f646
7121 32.215771999 0.6.0.0 255.255, 255,255 DHCP 428 . STA will stay up DHCP Discover - Transaction ID ©x4bb5f646
7125 32.232786143 feB80::2a0:507f: fef1:92d0 ICHPVE 158 ~ STA will stay up Router Solicitation from ©0:a0:50:71:92:d0
7126 32.232789508 fe80::2a0:507f:fer1:92de 1fr72:9164 ICMPVE 174 STA will stay up Neighbor Solicitation for fe80::ce40:deff:fe72:9164 from 00:a0:50:71:92
7128 32.233800792 fe80::2a0:50ff:fef1:92d0 ICMPVE 148 STA will stay up Router Solicitation from 80:al :f1:92:d0
32.234994261 fe80::2a0:501T:fef1:92d0 (fr72:9164 ICMPVE 164 STA will stay up Neighbor Solicitation for fe80::ce40:d0ff:fe72:9164 from 00:a0:50:71:92
240023850 CypressS f1:92:d0 Netgear_72:91:66 802.11 93 . STA will stay up Action, SN=07, FN=0, Flags= A5
7177 32.446989156 CypressS_f1:92:d@ Netgear_72:91:66 802.11 84 , STA will go to sleep Null function (No data), SN=98, , Flag
7491 34.102834057 CypressS_f1:92:d0 Netgear_72:91:66 802.11 84 , STA will stay up Null function (No data), SN=99, FN=©, Flag
7495 34.193292558 0.6.0.0 255.255.255.255 DHCP 438 » STA will stay up DHCP Discover - Transaction ID 8x4bb5f646
7497 34.106548481 0.0.0.0 255.255.255.255 DHCP 428 , STA will stay up DHCP Discover - Transaction ID ©x4bb5f646
7535 34.308321730 CypressS_f1:92:d0 Netgear_72:91:66 802.11 84 STA will go to sleep Null function (No data), SN=166, FN=0, Flags=.
7789 35.620157308 CypressS_f1:92:d@ Netgear_72:91:66 802.11 84 , STA will stay up Null function (No data), SN=101, FN=, Flags=.
7797 35.622252358 CypressS_f1:92:d0 Netgear_72:91:66 802.11 93 . STA will stay up Action, SN=182, FN=0, Flags: ..C
7803 35.624612343 0.6.0.0 255.255.255.255 DHCP 438 STA will stay up DHCP Request - Transaction II bb5T646
7805 35.627988898 0.0.0.0 255.255,255.255 DHCP 428 , STA will stay up DHCP Request - Transaction ID 0x4bb5f646

Figure 33 Neighbor Discovery offload logs

Case 7: NULL keepalive offload

Enable this offload in the Device Configurator. Figure 34 shows the configurations to enable NULL keepalive
offload.

[ Ces100/offload_R b-example-psoc-edge-wl ps/TARGET_APP_KIT_PSE84_EVAL_EPC2/config/design.modus - Device Configurator 5.50 = a X
Fle  Edit  Settings  View  Help
PSEB46GPS2DBZCAA | CYWSS513IUBG Wi-Fi - Parameters 8 x
Connectivity  System O VYEME
Enter filt YERE & & Name Value
Resource Name(s) Personality ¥ Overview
(O BT Coex coex
Configuration Help Open Low Power Assistant Documentation
~ Power
el EILTONNL ~ Host Wake Configuration
| WiFi-10 v (2) Enable
Host Device Interrupt Pin & P11[4] (CYBSP_WIFI_LHOST_WAKE) >
(?) WiFi Device Interrupt Pin () GPIO_O (WL_HOST_WAKE)
v MQTT Offload Configuration
() Enable (@)
¥ AWS MQTT Filters
Enable MQTT TLS Filter (@)
(?) Enable MQTT Filter O

v Packet Filters

() Add Minimal Set of Keep Filters ()
) Enable Filter Configuration 0
Enable Filter Configuration 1

Enable Filter Configuration 2
Enable Filter Configuration 3
Enable Filter Configuration 4
Enable Filter Configuration 5
Enable Filter Configuration 6
Enable Filter Configuration 7
~ WakeOnWireless LAN (WOWL)

() Enable
NULL Keep Alive Offload
Configure Interval

0 00000000

= @

~ NAT Keep Alive Offload
(2) Enable

@]

Wi-Fi - Parameters Code Preview

Ready @ File saved, source code generated

Figure 34 Null keepalive offload configurations

Figure 34 highlights NULL keepalive packets sent every 20 seconds that is configured in the Device Configurator.
These packets are sent as null data frames containing no payload. The AIROC™ CYW55513 combo chip sends
null keepalive packets at a periodic interval to the AP without exiting Deep Sleep.
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Activities Wireshark + Aug4 05:44 &S0 O~
*wlanOmon x
file Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
e @mMERRE Q &= ¢ = Q&=
[W]wianzs: 00:A0:50:F1:92:D0 [X]
Interface |wlanomon ~ Channel |6+ 2.437 ~ |[20mHz ~ 80211 Preferences
No. Time Destination Protocol Length  Frame  PWR MGT Info =
T Notgear 802.11 84, STA y up NULL function (No data), S
910 4.63/808980 presss 1:92 Netgear 72:91:60 802.11 84, STA WIll go to 5leep NULL function (No Gata), SN=101, FN=8, Flags=...P...1G
a0 Netgear_72:91:66 802.11 86, STA will o to sleep QoS Null function (No data), SN=182, FN=0, Flags=...P...TC
6583 32. 308100681 Netgear 72:91:66 802.141 8, STA will stay up Nl function (No data), SN=183, FN=0, Flags=.......TC
6587 32.308734790 CypressS_1:92:d0 Broadcast ARP 130 STA will stay up Who has 192.168.1.17 Tell 192.168.1.209
6580 32.310837454 Cypresss_f1:92:d0 Broadcast ARP 120 STA will stay up Who has 192.168.1.17 Tell 192.168.1.209
6507 32.314987673 192.168.1.269 102.168.1.1 DHCP 438, STA will stay up DHCP Request - Transaction ID Gx4bb5F646
6659 32536746391 Cypresss_1:92:d0 Netgear 72:91:66 802.11 8 STA will go to sleep NULL function (No data), SN=104, FN=0, Flags=
5 37.487254644 Cypresss_1:92:d0 Netgear 72:91:66 802.11 84, STA will stay up NULL function (No data), SN=185, FN=G, Flag:
7666 37.488681710 CypressS_1:82:d0 Netgear 72:91:64 ARP 130 , STA will stay up 192.168.1.269 is at 0:a0:50:71:92:d0
7668 37.500418615 Cypresss_f1:92:d0 Netgear 72:91:68 802.11 84, STA will go to sleep NULL function (No data), SN=186, FN=0, Flag:
7669 37.501126205 Cypresss_1:92:d0 Netgear 72:91:66 802.11 84, STA will go to sleep NULL function (No data), SN=186, FN=0, Flag:
7670 37.501936003 CypressS_1:92:d0 Netgear 72:91:66 802.11 8, STA will go to sleep NuLl function (No data), SN=186, FN=G, Flag:
7671 37.502083684 Cypresss_f1:92:d0 Netgear 72:91:66 802.11 84, STA will go to sleep NULL function (No data), SN=186, FN=0, Flag:
7672 37506278317 Cypresss_f1 Netgear 72:91:66 802.11 84, STA will go to sleep NULL function (No data), SN=186, FN=0, Flag:
CypressS_1:92:d0 Netgear 72:91:66 802.11 8, STA will go to sleep QoS Null function (No data), SN=107, . E p.TC
{547 59. 626955406 Cypresss_f1:92:d0 Netgear 72:91:66 802.11 86, STA will go to sleep QoS Null function (No data), SN=168, FN=8, FL p...TC
12768 65.135097525 Cypresss_1:92:d0 Netgear 72:91:66 802.11 84, STA will stay up NULL function (No data), SN=189, FN=0, Fla
12713 65. 146061968 Cypresss_f1:92:d0 Netgear 72:91:66 802.11 8, STA will go to Sleep NULL function (No data), SN=110, FN=G, Flag
15457 79.632179404 Cypresss_r1:92:de Netgear_72:91:66 802.11 86, STA will go to sleep QoS NUTL function (No data), SN=111, FN=9, EL: T
17760 91.258944941 192.168.1.209 192.168.1.1 DHCP 438 STA will stay up DHCP Release - Transaction ID Gx4DDST646
47761 91.258052104 0.0.0.0 255.255.255. 255 DHCP 428, STA will stay up DHCP Discover - Transaction ID Gx4BbSf646
17764 91.260963814 192.168.1.209 192.168.1.1 DHCP 438 , STA will stay up DHCP Release - Transaction ID Gx4bbST646
17765 91.260967988 0.0.0.0 255.255.255. 255 DHCP 438, STA will stay up DHCP Discover - Transaction ID @x4bbSF646
47767 91.264320880 0.0.0.0 255.255.255. 255 DHCP 428, STA will stay up DHCP Discover - Transaction ID Gx4bbSf646
17759 91.475620314 Cypresss_1:92:d0 Netgear 72:91:66 802.11 84, STA will go to sleep NULL function (No data), S
17915 92.327767828 Cypresss_1:92:d0 Netgear 72:91:66 802.11 84, STA will stay up NULL function (No data), S
17919 92.333632748 192.168.1.209 102.168.1.1 DHCP 40 , STA will stay up DHCP Request - Transaction ID Gx4BDSF646
17921 92.345561360 CypressS_1:92:d0 Netgear 72:91:66 802.11 84, STA will go to sleep NULL function (No data), SN=115, FN=0, Flag:
17963 92.633318455 Cypresss_1:92:d0 Netgear 72:91:66 802.11 84, STA will stay up NULL function (No data), SN=116, FN=G, Flag:
17971 92.634747417 192.168.1.209 102.168.1.1 DHCP 40 , STA will stay up DHCP Request - Transaction ID Gx4BDST646
17973 92.643996769 CypressS_1:92:d0 Netgear 72:91:66 802.11 84, STA will go to sleep NULL function (No data), SN=117, FN=0, Flag:
18018 92.935151928 Cypresss_1:92:d0 Netgear 72:91:66 802.11 84, STA will stay up NULL function (No data), SN=118, FN=G, Flag:
18022 92.936069531 192.168.1.209 102.168.1.1 DHCP 40 , STA will stay up DHCP Request - Transaction ID Gx4BbST646
18032 92.048072316 CypressS_1:92:d0 Netgear 72:91:66 802.141 8, STA will go to sleep Nl function (No data), SN=119, FN=0, Flag:
18076 93.240751733 Cypresss_1:92:d0 Netgear 72:91:66 802.11 8, STA il stay up NuLL function (No data), SN=120, FN=G, Flag
18089 93.243762009 192.168.1.269 102.168.1.1 DHCP 420 STA will stay up DHCP Request - Transaction ID @x4bbSF646
18083 93.243097513 192.168.1.269 102.168.1.1 DHCP 430 , STA will stay up DHCP Request - Transaction ID Gx4bb5f646
18092 93,250055652 Cypresss_1:92:d0 Netgear 72:91:66 802.11 8 STA will go to sleep NULL function (No data), S
18134 93.544040114 Cypresss_f1:92:d0 Netgear 72:91:66 802.11 84, STA will stay up NULL function (No data), SN=122,
18138 93.544552202 192.168.1.269 102.168.1.1 DHCP 430, STA will stay up DHCP Request - Transaction ID Gx4bbSf646
18146 93.556730631 Cypresss_f1:92:d0 Netgear_72:91:66 802.11 84, STA will go to sleep NULL function (No data), S
18203 93.846411280 Cypresss_1:92:d0 Netgear 72:91:66 802.11 84, STA will stay up NULL function (No data), SN=124,
18267 93.846884415 192.168.1.209 102.168.1.1 DHCP 430 , STA will stay up DHCP Request - Transaction ID Gx4bbSF646
18213 93.855932645 Cypresss_f1:92:d0 Netgear_72:91:66 802.11 84, STA will go to sleep NULL function (No data), SN=125, FN=0, Flag:
18214 93.860032632 Cypresss_1:92:d0 Netgear 72:91:66 802.11 84, STA will go to sleep NULL function (No data), S , Flag
18276 94.148528279 CypressS_1:92:d0 Netgear 72:91:66 802.11 8, STA will stay up NULl function (No data), SN=126, FN=0, Flags=.......TC
18283 94.1601926A9 Cunresss £1:92:d0 Netaear 72:91:66 802.11 Ra STA will no to sleen Ml function (o data). SN=127. FN=A. Flans=...P.._TC =
) Frame 906: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface wlandmon, id ©
» Radiotap Header vo, Length 56
» 802.11 radio information
» IEEE 802.11 Null function (No data), Flags: .......TC
0 00 38 00 2f 40 40 a0 20 08 00 a0 20 08 00 00 8-/00
O 7 wireshark_wlanOmon_20250804054250_oBEgim.pcapng Packets: 18556 - Displayed: 60 (0.3%) Profile: Default

Figure 35 Null keepalive offload logs

Case 8: NAT keepalive Offload

Enable offload is to be enabled in the Device Configurator. Figure 36 shows the configurations to enable NAT
Keepalive offload.

[ Ci/es100/offload_RSG/mtb-example-psoc-edge-wlan-offloads/bsps/ TARGET_APP_KIT_PSE84_EVAL_EPC2/config/design.modus - Device Configurator 5.50 = o X
File  Edit  Settings  View  Help
PSEB46GPS2DBZCAA | CYWSSS13IUBG Wi-Fi - Parameters 5 x
Connectivity ~ System B Ol YEE
Enter f YEER A Name Value
Resource Name(s) Personality v Host Wake Configuration
O 7 Coex (?) Enable
O e— (?) Host Device Interrupt & P1114] (CYBSP_WIFILHOST_WAKE)
BT 2 () WiFi Device Interrupt Pin (™) GPIO_O (WL_HOST_WAKE)
| 0 wis - * MQITT Offiosd Configuration
(@) Enable (@)
~ AWS MQTT Filters
(?) Enable MQTT TLS Filter O
(?) Enable MQTT Filter O
~ Packet Filters
(?) Add Minimal Set of Keep Filters (_)
(?) Enable Filter Configuration 0 (©)
(?) Enable Filter Configuration 1 (0)
(?) Enable Filter Configuration2  (0)
(?) Enable Filter Configuration3  (0)
(?) Enable Filter Configuration4  (0)
(?) Enable Filter Configuration 5 (O)
(?) Enable Filter Configuration 6 ()
(2) Enable Filter Configuration 7 ()
~ WakeOnWireless LAN (WOWL)
(@) Enable
v NULL Keep Alive Offload
() Configure Interval (@]
v NAT Keep Alive Offload
(@) Enable
Interval (s) 20
(@) Source Port 49152
(%) Destination Port 50007
(?) Destination Address
(?) Keep Alive Payload Hello
Wi-Fi - Parameters  Code Preview
Ready @ File saved, source code generated

Figure 36 NAT keepalive configurations
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Figure 37 highlights NAT keepalive packets sent every 20 seconds with the payload that is configured in the
Device Configurator. NAT keepalive packets are used to maintain the NAT mapping between a private IP address
and the public IP address of a device. The AIROC™ CYW55513 combo chip sends NAT keepalive packets at a
periodic interval to the AP without waking up the host.

M ~wianOmon@Iocalhost.localdomain = a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
= = — g — —_—
AWM @ mMERPE QesEF S Q| QQFF
[W]wlan.sa == 00:A0:50:F1:92:00 B -] +
Interface | wlanOmon ~ Channel |6 - 2.437 v ||20MHz ~ 802.11 Preferences
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Figure 37 NAT keepalive offload logs

Case 9: Wake On Wireless LAN
Enable this offload in the Device Configurator. Figure 38 shows the configurations to enable WOWL.
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Figure 38 WOWL configurations
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The magic pattern should be as follows:

f"0x{dut_mac_pattern}{peer_mac_pattern}"

To verify, send the Ethernet packet from the peer containing the pattern and monitor that MCU wakes-up for
only the configured pattern.

Case 10: MQTT keepalive offload
Enable MQTT offload from the Device Configurator. Figure 39 shows the configurations to enable MQTT offload.

File Edit Settings View Help
PSE846GPS2DBZC4A  CYW55513IUBG Wi-Fi - Parameters
TYTERE & = Enter filter text...
Resource Name(s) Personality Name Value
I\j BT Coex ~ Overview
~ Power
BT bt_0_power_0 BT-1.0 e (2) Configuration Help Open Low Power Assistant Documentation
| @ WirFi wifi 0 power 0 Wikl ~ Host Wake Configuration
(?) Enable
(?) Host Device Interrupt Pin & P11[4] (CYBSP_WIFI_HOST WAKE, CYBSP_ETH_TX_CTL)
(?) WiFi Device Interrupt Pin [ GPIO_O (WL_HOST_WAKE)
~ MQTT Offload Configuration
(?) Enable
‘:Z’:’ MQTT wake pattern MQTT_Brokerwake
~ AWS MQTT Filters
(2) Enable MQTT TLS Filter O
(2) Enable MQTT Filter O
. . .
Figure 39 MQTT offload configurations

The MQTT wake pattern should be as follows:

"{topic}{wake word}"

To verify the MQTT wake pattern, send the message "wake" from the subscriber of the MQTT broker(topic); if
the device wakes up, the verification is successful. Conversely, if other messages are sent, the device should
remain in Sleep mode and not wake up.

Note: Build the application and program if any changes are made in the Device Configurator.

6.4 PSOC™ Edge MCU: Bluetooth’ LE CTS Client code example

This section describes power measurement in KIT_PSE84_EVAL_EPC2 with the PSOC™ Edge MCU: Bluetooth’ LE
CTS client code example [10]. This example allows you to measure the current in different states such as no RF
activity, high-duty advertisement, low-duty advertisement, and in the connected state.

1. Set up the KIT_PSE84_EVAL_EPC2 kit as explained in the Hardware setup section. Note that this section
uses the N6705B power analyzer from Keysight as a reference setup to measure power

2, Turn on the channels to power the PSOC™ Edge MCU and AIROC™ CYW55513 Wi-Fi & Bluetooth” combo
chip from the power analyzer. You can connect the onboard KitProg to view logs in terminal software
through the COM port

3. Follow the README instructions provides in the code example [10]. Build and program the code example.
After programming, the application starts automatically. Figure 40 shows the output

4, On bootup, the AIROC™ CYW55513 Wi-Fi & Bluetooth’ combo chip will not start any RF activity. You can
note the PSOC™ Edge MCU and AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip current in this state.
Press the USER_BTN1 (SW2) to start a high-duty advertisement as shown in Figure 41. In Figure 42, the
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green pulse represents the AIROC™ CYW55513 Wi-Fi & Bluetooth” combo chip current, when a high-duty
advertisement is going on

*¥F 4]
DO D
o

Figure 40 Terminal output when the device is programmed
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DO D
o

D =

=
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Figure 41 Terminal output showing connection
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Keysight BenchVue Advanced Power Control and Analysis

UP Scope % Data Logger N, CCDF I\l ARB
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Figure 42 Current consumption during high-duty advertisement

After 60 seconds, the device will switch to the low-duty advertisement with an interval of 1.28 seconds.

Keysight BenchVue Advanced Power Control and Analysis
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Figure 43 Current consumption during low-duty advertisement

From the graph, observe that the current in the low-duty advertisement period has a higher peak. This is
because the device is in Sleep mode and required to wake up for every advertisement event. However, the
average current is much lower compared to the high-duty advertisement period.
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Keysight BenchVue Advanced Power Control and Analysis
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Figure 44 Current consumption with connection interval of 10 ms

Keysight BenchVue Advanced Power Control and Analysis
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Figure 45 Current consumption with connection interval of 50 ms

Application note 002-41681 Rev. **
2025-09-17




o~ _.
Low-power system design with PSOC™ Edge MCU and AIROC™ Wi-Fi & |n f| neon
Bluetooth’ combo chip
6 Power measurement using KIT_PSE84_EVAL_EPC2

Keysight BenchVue Advanced Power Control and Analysis
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Figure 46 Current consumption with connection interval of 500 ms

Keysight BenchVue Advanced Power Control and Analysis
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Figure 47 Current consumption with connection interval of 1000 ms
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Table 8 Typical current values for PSOC™ Edge MCU: Bluetooth® LE CTS client code example
Bluetooth’ state Setting Device AIROC™ CYW55513
High-duty advertisement | ADV interval: 30 ms AIROC™ CYW55513 (VBAT) |1.927 mA

Low-duty advertisement | ADV interval: 1.28 s AIROC™ CYW55513 (VBAT) |90.55 1A

Connected Conninterval: 8.75 ms AIROC™ CYW55513 (VBAT) |2.772 mA

Connected Conninterval: 10 ms AIROC™ CYW55513 (VBAT) |1.087 mA

Connected Conn interval: 50 ms AIROC™ CYW55513 (VBAT) |676.955 1A

Connected Conn interval: 500 ms AIROC™ CYW55513 (VBAT) |96.995 uA

Connected Conninterval:1s AIROC™ CYW55513 (VBAT) |74.116 uA

6.5 PSOC™ Edge MCU: Bluetooth’ LE CTS Server code example

This section describes power measurement in KIT_PSE84_EVAL_EPC2 with the PSOC™ Edge MCU: Bluetooth®
Server code example [11]. This example allows you to measure the current while the device is scanning in high-

duty and in low-duty.

By default, the example implements the CTS service as a GATT server.

1. Set up the KIT_PSE84_EVAL_EPC22 kit as explained in the Hardware setup section. Note that this section
uses the N6705B power analyzer from Keysight as a reference setup to measure power

2, Turn ON the channels to power the PSOC™ Edge MCU and AIROC™CYW55513 Wi-Fi & Bluetooth® combo
chip from the power analyzer. You can connect the onboard KitProg to view logs in terminal software
through the COM port

3. Follow the README instructions provides in the code example [11]. Build and program the code example.
After programming, the application starts automatically. Figure 48 and Figure 49 show the outputs

respectively

4, On bootup, the AIROC™CYW55513 Wi-Fi & Bluetooth’ combo chip will not have any RF activity

. COMS - Tera Term VT

File Edit Setup Control

Window Help

ATT event Handler registration status
ATT database initialization status: WICED_BT_GATT_SUCCESS
ress lUser button to start scannin

PSOC Edge MCU : Current Time Service (CIS) — Seruver s

luetooth Stack Initialization Successful

nhandled Bluetooth Management Event: Ox16 BTM_LOCAL_IDENTITY_KEYS_REQUEST_EUT

WICED_BT_GATT_SUCCESS

Figure 48

Application note

Terminal output for standby mode
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T COMS - Tera Term VT — O x

File Edit Setup Control Window Help
PSOC Edge MCU : Current Time Service (CIS) — Server s

luetooth Stack Initialization Successful

nhandled Bluetooth Management Event: Ox16 BTM_LOCAL_IDENTITY_KEYS_REQUEST_EUT
Local Bluetooth Address: 55:50:0A:1A:=76:93

ATT event Handler registration status: WICED_BT_GATT_SUCCESS

ATT database initialization status: WICED BT_GATT_SUCCESS
Press User button to start scannin
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Scanning
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nhandled Bluetooth Management Event: Bx14 BITM_PAIRED_DEUICE_LINK_KEYS_REQUEST_E
T

onnected : BD Addr: 58:15:A8:88:25:C7

onnection ID *32768°

Figure 49 Terminal output for high duty scan

6.5.1 Power measurement

This example enables you to measure power in three different AIROC™ Bluetooth’ LE states; standby, scanning,

and connected states. Follow these steps to enter each state and measure power for different kits.

To enter different states:

. Standby state: After programming the device, AIROC™ Bluetooth’ LE is initialized and stays in the standby
state. On the terminal, check for the message 'Bluetooth” stack initialization successful' and now you can
measure power for the standby state

+  Scanning state: Press the User button (SW2) on your kit to start scanning. Note that the kit with CTS
client CE must be advertising when it starts scanning. When it discovers the peer device, it sends a
connection request. A high-duty scan will be performed initially for 30 seconds. Then the device switches
to low-duty scanning without a timeout. High-duty scanning of 30 seconds is chosen for faster discovery.
This configuration can be changed if required using the Bluetooth’ Configurator tool that comes with
ModusToolbox™ installation

« Connected state: After the scanner finds the advertiser, the connection is established. The terminal
displays the message 'Connected : BDA XX:XX:XX:XX:XX:XX'
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Keysight BenchVue Advanced Power Control and Analysis
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Figure 50 Current consumption during standby mode

Keysight BenchVue Advanced Power Control and Analysis
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Figure 51 Current consumption during high-duty scanning
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Figure 52 Current consumption during low-duty scanning

Table 9 Typical current values for PSOC™ Edge MCU: Bluetooth’ LE CTS Server code example
Bluetooth’ state CYW555131UBG

Standby mode 19.388 uA

High duty scanning 5.721 mA

Low duty scanning 171.608 nA
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7 Summary

The PSOC™ Edge MCU and AIROC™ CYW55513 Wi-Fi & Bluetooth® combo chip provide an industry-leading low-
power loT platform that provides many power management options. The Infineon low-power assistant
middleware enables adding the low-power operation to your loT design with ease. By following proper
methods and design techniques, you can optimize your system for the lowest possible power consumption
without degrading performance.
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Glossary

Glossary

ARP
Address Resolution Protocol

BSS
Basic Service Set

CE
code example

DAD
Duplicate Address Detection

DHCP
Dynamic Host Configuration Protocol

DLTRO
DHCP Lease Time Renew offload

DNS
Domain Name System

DSP
digital signal processor

DTIM
Delivery Traffic Indication Map

DUT
Device Under Test

EDR
Enhanced Data Rate

FTP
File Transfer Protocol

FW
firmware

GPIO
general-purpose input/output

GSPI
Generic Serial Peripheral Interface

HP
High Performance

ICMP
Internet Control Message Protocol
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Glossary

loT
Internet of Things

JTAG
Joint Test Action Group

LAN
Local Area Network

LNA
low-noise amplifier

LP
Low Power

LPA
low-power assistant

LPO
low-power oscillator

LR
Long Range

NA
Neighbor Advertisement

ND
Neighbor Discovery

NN
neural network

NS
Neighbor Solicitation

PA
power amplifier

PC
personal computer

PDM
pulse-density modulation

PILO
precision internal low-speed oscillator

PLL
phase-locked loop

PMU
power management unit
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Glossary

PPU
Power Policy Unit

RST
reset

RTC
real-time clock

Sbio
Secure-Digital Input-Output

SOM
system-on module

STA
station

TBTT
Target Beacon Transmission Time

TCP
Transfer Control Protocol

TCPKA
TCP keepalive offload

TDM

time-division multiplexing
TIM

Traffic Indication Map

U-APSD
unscheduled automatic power save delivery

UDP
User Datagram Protocol

ULP
ultra-low-power

WHD
Wi-Fi Host Driver

WOWL
Wake on Wireless LAN
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Trademarks

The Bluetooth” word mark and logos are registered trademarks owned by Bluetooth SIG, Inc., and any use of
such marks by Infineon is under license.

PSOC™, formerly known as PSoC™, is a trademark of Infineon Technologies. Any references to PSoC™ in this
document or others shall be deemed to refer to PSOC™.
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intended for technically trained staff. It is the
responsibility of customer’s technical departments to
evaluate the suitability of the product for the intended
application and the completeness of the product
information given in this document with respect to such
application.

Warnings

Due to technical requirements products may contain
dangerous substances. For information on the types
in question please contact your nearest Infineon
Technologies office.

Except as otherwise explicitly approved by Infineon
Technologies in a written document signed by
authorized representatives of Infineon Technologies,
Infineon Technologies’ products may not be used in
any applications where a failure of the product or
any consequences of the use thereof can reasonably
be expected to result in personal injury.
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