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+ High efficient power management integrated circuit (PMIC)

+  Serial step up and step down pre-regulator for wide input voltage range
from 3.0V to 40 V with full performance and low overall power loss

+  Low drop post regulator 3.3 V/600 mA for microcontroller main supply
(QUC)
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+  Safe State Control with two safe state signals with programmable delay

«  16-bit SPI, interrupt and reset function

+ High junction temperature operation up to 175°C

+  PRO-SIL™ Features:
- 1S0 26262 Safety Element out of Context for requirements up to ASIL D
- Safety documentation for ISO 26262 compliant system integration

«  Green Product (RoHS compliant)
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Product validation
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AEC-Q100, Grade 0.
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Description

Description

The OPTIREG™ PMIC TLF35585QUS02 is a highly efficient Functional Safety PMIC (Power management
integrated circuit) for safety-relevant applications.

The power supply includes a boost-buck pre-regulator supplying post regulator rails for microcontroller supply,
communication supply and a precise voltage reference. In addition, two trackers following the voltage
reference are available to supply off-board sensors.

The OPTIREG™ PMIC TLF35585QUS02 comes with a configurable window watchdog (time based trigger) and
functional watchdog (question and answer based trigger), error pin monitoring and voltage monitoring
functions as major supervision functions. For microcontroller interaction a 16-bit SPI, interrupt and reset
function are provided.

The device has been developed according to ISO 26262 targeting systems up to ASIL D and supports an
extended junction temperature range of up to 175°C.

Type Package Marking (Linel / Line2)
TLF35585QUS02 PG-TQFP-48-10 TLF35585 / S02
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2 Pin configuration
2.1 Pin assignment
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Figure 2 Pin assignment
2.2 Pin definitions and functions
Pin Symbol Function
1 VST Standby and internal supply input:
Connect this input directly to pin VS1. It is recommended to place a local
capacitor between pin and ground.
2 ENA Enable input:
Arising edge signal at this pin generates a wake-up event for the device.
In case of not used, connect to ground.
Datasheet 10 Rev. 2.01
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Pin Symbol Function

3 WAK Wake input:
A "high" signal at this pin generates a wake-up event for the device.

In case of not used, connect to ground.

4 QST Standby supply output:
Connect a capacitor as close as possible to pin.

5 AG1 Analog ground, pin 1:
Connect this pin directly (low ohmic and low inductive) to ground.

6 AG2 Analog ground, pin 2:
Connect this pin directly (low ohmic and low inductive) to ground.

7 AGS1 Analog ground safety, pin 1:
Connect this pin directly (low ohmic and low inductive) to ground.
In case a safety switch is used, connect directly to the source of the NMOS used.

8 AGS2 Analog ground safety, pin 2:
Connect this pin directly (low ohmic and low inductive) to ground.
In case a safety switch is used, connect directly to the source of the NMOS used.

9 SS2 Safe state signal 2:

Safe state output signal 2, sets the application into a safe state. Signal is delayed
against SS1, delay can be adjusted via SPI command.

In case of not used, leave open.

10 SS1 Safe state signal 1:
Safe state output signal 1, sets the application into a safe state.

11 N.C. Internally not connected:

This pin is electrically not connected internally and can be kept open/floating,
connected to GND or any other signal. Consider neighboring signals for
potential failures.

12 SDI Serial peripheral interface, signal data input (MOSI):

SPIsignaling port, connect to SPI port "data output" (MOSI) of microcontroller
to receive commands during SPI communication.

13 SDO Serial peripheral interface, signal data output (MISO):

SPIsignaling port, connect to SPI port "data input" (MISO) of microcontroller to
send status information during SPI communication.

14 SCL Serial peripheral interface, signal clock input (SCLK):

SPI signaling port, connect to SPI port "clock" (SCLK) of microcontroller to clock
the device for SPI communication.

15 SCS Serial peripheral interface, signal chip select input:

SPI signaling port, connect to SPI port "chip select" of microcontroller to
address the device for SPI communication.

16 WDI Watchdog pin-trigger input:

Input for trigger signal, connect the "trigger signal output" of the
microcontroller to this pin.

In case of not used, leave open (internal pull-down).

Datasheet 11 Rev. 2.01
2024-09-23



o _.
OPTIREG™ PMIC TLF35585QUS02 Infineon
Functional safety PMIC

2 Pin configuration

Pin Symbol Function

17 ROT Reset signal output:

Open drain structure with internal pull-up current source. A low signal at this pin
indicates a reset event.

18 INT Interrupt signal output:

Push-pull-stage. A low pulse at this pin indicates an interrupt, the
microcontroller shall read out the SPI status registers. Connect to a non
maskable interrupt port (NMI) of the microcontroller.

19 SYN Synchronization signal output:

Connect this output to the optional external switch mode post regulator
synchronization input. The signal delivers the step down regulator switching
frequency either in phase or shifted by 180° (selectable via SPI command). The
switch mode post regulator shall synchronize to the rising edge.

If not used, then leave open.

20 ERR Error signal input:

Input for error signal from microcontroller safety managing unit (SMU, internal
failure detection of the microcontroller). Connect the "error signal output"” (FSP)
of the microcontroller to this pin.

If the function is not used, then connect this pin to ground.

21 EVC Enable signal output for external post regulator for core supply:
Connect this pin to the enable input of the external post regulator.
If not used, then leave open.

22 MPS Microcontroller programming support input:

Input to enable microcontroller programming support (MPS). For details please
refer to Chapter 10.7.

If the function is not used, then connect this pin to ground.

23 SEC Hardware configuration pin for external post regulator for core supply:

If the option external post regulator is not used, then connect this pin to ground.
If the option external post regulator is used, then leave open.

24 FRE Hardware configuration pin for step down pre-regulator base frequency:

Connect this pin to ground for low frequency range or leave open for high
frequency range.

25 STU Hardware configuration pin for step up converter:

If the option step up pre-regulator is not used, then connect this pin to ground .
If the option step up pre regulator is used, then leave open.

26 VCl Input for optional external post regulator output voltage monitoring (core
supply):

Connect an external resistor divider to adjust the residual overvoltage and
undervoltage thresholds of the voltage monitoring input to the applications
need.

If the option external post regulator is not used, then leave open.

Datasheet 12 Rev. 2.01
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2 Pin configuration

Pin Symbol Function

27 N.C. Internally not connected:

This pin is electrically not connected internally and can be kept open/floating,
connected to GND or any other signal. Consider neighboring signals for
potential failures.

28 AG3 Analog ground, pin 3:
Connect this pin directly (low ohmic and low inductive) to ground.
29 QVR Voltage reference supply output:
Connect a capacitor as close as possible to pin.
30 QuC MCU supply output (microcontroller main supply):
Connect a capacitor as close as possible to pin.
31 QCO Communication supply output:
Connect a capacitor as close as possible to pin.
32 QT2 Tracker 2 output:
Connect a capacitor as close as possible to pin.
33 QT1 Tracker 1 output:

Connect a capacitor as close as possible to pin.

34 N.C. Internally not connected:

This pin is electrically not connected internally and can be kept open/floating,
connected to GND or any other signal. Consider neighboring signals for
potential failures.

35 FB1 Step down pre-regulator feedback input and input for linear post regulators and
trackers, pin 1:

Connect the capacitor of the step down pre-regulator output filter with low
ohmic and low inductive connection straight to this pin. Always connect in
parallel with pin FB1 - FB2.

36 FB2 Step down pre-regulator feedback input and input for linear post regulators and
trackers, pin 2:

Connect the capacitor of the step down pre-regulator output filter with low
ohmic and low inductive connection straight to this pin. Always connect in
parallel with pin FB1 - FB2.

37 N.C. Internally not connected:

This pin is electrically not connected internally and can be kept open/floating,
connected to GND or any other signal. Consider neighboring signals for
potential failures.

38 SwW1 Step down pre-regulator power stage output, pin 1:

Connect this pin straight (low ohmic and low inductive) to the pre-regulator
output filter.

39 PG2 Step down pre-regulator power ground, pin 2:

Connect this pin straight (low ohmic and low inductive) to the step down pre-
regulator input capacitances (attached to VS1) ground connection, to

its output capacitances ground connection and to ground. Always connect in
parallel with pin PG1.
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2 Pin configuration

Pin Symbol Function

40 PG1 Step down pre-regulator power ground, pin 1:

Connect this pin straight (low ohmic and low inductive) to the step down pre-
regulator input capacitances (attached to VS1) ground connection, to

its output capacitances ground connection and to ground. Always connect in
parallel with pin PG2.

41 N.C. Internally not connected:

This pin is electrically not connected internally and can be kept open/floating,
connected to GND or any other signal. Consider neighboring signals for
potential failures.

42 N.C. Internally not connected:

This pin is electrically not connected internally and can be kept open/floating,
connected to GND or any other signal. Consider neighboring signals for
potential failures.

43 VS1 Supply voltage step down pre-regulator, pin 1, input:

Connect this input directly to pin VST. Connect this input to the input pi-filter of
the step down pre-regulator with reverse protection diode in front. If step up
pre-regulator is used the filter may be shared with the output filter of the step-
up pre regulator. A capacitor between VS1 and PGx very close to the pins is
recommended as EMC filter.

44 N.C. Internally not connected:

This pin is electrically not connected internally and can be kept open/floating,
connected to GND or any other signal. Consider neighboring signals for
potential failures.

45 DRG Driver output for external step up regulator power stage:

Gate of low side switch of step up pre-regulator: Connect to the gate of an
external N-channel MOSFET, line to be straight and as short as possible.

If step up pre-regulator option is not used, then leave open.

46 RSH Sense resistor input for external step up regulator power stage, high side:

Connect this pin to the high side of an external current sense resistor to
determine the maximum current threshold through the external N-channel
MOSFET.

If step up pre-regulator option is not used, then connect to ground.

47 RSL Sense resistor input for external step up regulator power stage, low side:

Connect this pin to the low side of an external current sense resistor to
determine the maximum current threshold through the external N-channel
MOSFET.

If step up pre-regulator option is not used, then connect to ground.

48 BSG Boost driver ground:

Connect this pin to ground at the low side of an external current sense resistor
to decouple the driver noise from the sensitive ground.

If step up pre-regulator option is not used, connect to then ground.

Exposed |GND Exposed diepad.
diepad Connect externally to GND and heat sink area.
Datasheet 14 Rev. 2.01
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3 General product characteristics
3.1 Absolute maximum ratings
Table1 Absolute maximum ratings?

T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless otherwise
specified)

Parameter Symbol Values Unit |Noteor Number
Min. Typ. | Max. condition
Voltages
Boost driver ground Vasc -0.3 - 0.3 v - P_4.1.1
Input standby supply Vyst -0.3 - 40 Vv 2)3) P_4.1.2
Input voltage pin 1 (pre- Ws1 -0.3 - 40 Vv 2)3) P_4.13
regulator)
External step up power stage, | Vpgrg -0.3 - 40 Vv 2) P_4.1.4
gate
External power stage, sense VRrsH -0.3 - 40 V 2) P_4.15
resistor high
External power stage, sense VrstL -0.3 - 2.5 v - P_4.1.6
resistor low
Enable input Vena -0.3 - 40 Vv 2) P_4.1.7
Enable input lena -5 - - mA |4 P_4.1.8
Wake input Vivak -0.3 - 40 Vv 2) P_4.19
Wake input hunk -5 - - mA | P_4.1.10
Reset output VroT -0.3 - 40.0 V - P_4.1.11
SPI chip select input Vscs -0.3 - 40.0 v - P_4.1.12
SPI clock input VscL -0.3 - 40.0 v - P_4.1.13
SPl datain (MOSI) input Vspi -0.3 - 40.0 v - P_4.1.14
SPI data out (MISO output) Vspo -0.3 - 40.0 v - P_4.1.15
Interrupt output VinT -0.3 - 40.0 \" - P_4.1.16
Window watchdog trigger Vbl -0.3 - 40.0 v - P_4.1.17
input
Error pin input Verr -0.3 - 40.0 v - P_4.1.18
Safe state 1 output Vss1 -0.3 - 40.0 \ - P_4.1.19
Safe state 2 output Vsso -0.3 - 40.0 v - P_4.1.20
Output voltage reference Vovr -0.3 - 6.0 \Y - P_4121
supply
Output tracker 2 Vot -1.0 - 40 Vv - P_4.1.22

(table continues...)
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Table1 (continued) Absolute maximum ratings?/

T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless otherwise
specified)

Parameter Symbol Values Unit |Noteor Number
Min. Typ. | Max. condition

Output tracker 1 Vot -1.0 - 40 Vv - P_4.1.23

Output communication supply | Voco -0.3 - 6.0 \Y - P_4.1.24

Output microcontroller main | Vqyc -0.3 - 6.0 \% - P_4.1.25

supply

External core voltage monitor | Wy -0.3 - 6.0 v - P_4.1.26

input

HW config: ext. core voltage Vsec -0.3 - 6.0 v - P_4.1.27

monitor

Synchronization output Vsyn -0.3 - 40.0 \ - P_4.1.28

Enable output for ext. core Veve -0.3 - 40.0 v - P_4.1.29

supply

Step down feedback input 2 Vego -0.3 - 8.0 v - P_4.1.30

Step down feedback input 1 Veg1 -0.3 - 8.0 v - P_4.131

Step down power ground 2 Vpgo -0.3 - 0.3 v - P_4.1.32

Step down power ground 1 Veg1 -0.3 - 0.3 v - P_4.1.33

Step down switching node Vswi -0.3 - 40 Vv 3) P_4.1.34

HW config: step up pre- Vstu -0.3 - 6.0 v - P_4.1.35

regulator

HW config: step down VeRE -0.3 - 6.0 v - P_4.1.36

frequency

Output standby supply Vst -0.3 - 6.0 v - P_4.1.37

Input MPS Vups 03 |- 20 Vv - P_4.1.38

Temperatures

Junction temperature T -40 - 175 °C - P_4.1.39

Storage temperature Tstg -55 - 175 °C - P_4.1.40

ESD susceptibility

ESD robustness to GND Vesp -2 - 2 kv HBM 3/ P_4.1.41

ESD robustness to GND VEsp -500 - 500 Vv CDM ¢ P_4.1.42

ESD robustness (corner pins) | Vesp corner | -750 - 750 v CDM ¢ P_4.1.43

to GND

1) Not subject to production test, specified by design.

2) Maximum rating is 60V, if rising slewrate of voltage at the pin is lower than 6 V/ms, for an overall time of 1 hour during the lifetime
of the product

3) Maximum rating is 43.5 V, for an overall time of 10 s (in the range of 40 V to 43.5 V) during the lifetime of the product independent
from the rise time.

4) Consider external series resistor for negative voltages <-0.3 V to ensure maximum rating of current
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5) Human body model (HBM) robustness according to ANSI/ESDA/JEDEC JS-001 (1.5 kQ, 100 pF).
6) Charged device model (CDM) robustness according to ESDA STM5.3.1 or ANSI/ESD S.5.3.1.

Note: This thermal data was generated in accordance with JEDEC JESD51 standards. For more information
visit www.jedec.org.
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3 General product characteristics

3.2 Functional range
Table 2 Functional range
Parameter Symbol Values Unit | Note or condition | Number
Min. Typ. Max.
Supply voltage range for Vgat 3 - 40 v with stepup pre- |P_4.2.1
normal operation at input regulator active in
of the step up pre-regulator front of step down
pre-regulator
Supply voltage range for Ws 6 - 40 v without step up P_4.22
normal operation at pin VSx pre-regulator
active in front of
step down pre
regulator
Start-up voltage threshold | Vps stare 4.9 5.0 5.1 \Y Ws increasing P_4.23
for power sequencing
Internal start-up time from |ty owrg |- 1 2 ms from first VS P_4.2.4
POWERDOWN connection to start
of power sequence
POWERDOWN shutdown | Vppjo |22 3.0 35 v 2 P 425
threshold Vs decreasing;
Except STANDBY-
state
POWERDOWN shutdown Veplo | 1.25 3.0 4.5 Vv 2) P_4.2.6
threshold Vs decreasing;
STANDBY-state
Junction temperature T; -40 - 175 °C - P_4.27

J

1) The initial start-up of the device requires a minimum input voltage of Vps a1 at the pin VSx for the time ty, pyra-

2) Specified by design, not subject to production test

Note:

Within the functional range, the IC operates as described in the circuit description. The electrical

characteristics are specified within the conditions given in the electrical characteristics table.

Datasheet
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3.3 Thermal resistance

Table 3 Thermal resistance?

Parameter Symbol Values Unit | Note or condition Number
Min. | Typ. | Max.

Junction to case (exposed Rinic - - 8 K/W |- P_43.1

diepad)

Junction to ambient Riha - 29 - KW |2 P_4.3.6

1) Not subject to production test, specified by design.

2) Specified Ry, 4 value is according to JEDEC JESD51-2,-5,-7 at natural convection on FR4 2s2p board; the product (chip and
package) was simulated on a 76.2 x 114.3 x 1.5 mm?3 board with two inner copper layers (2 x 70 ym Cu, 2 x 35 um Cu). Where
applicable, a thermal via array next to the package contacted the first inner copper layer.

Note: This thermal data was generated in accordance with JEDEC JESD51 standards. For more information
visit www.jedec.org.
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3.4 Current consumption

Table 4 Current consumption ¥

Ws=10Vto 28V, T;=-40°C to 85°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition Number

Min. Typ. | Max.

INIT-NORMAL-WAKE-state |Iq - - 45 mA | high switching PA44.1
frequency range (pin
FRE open);

UT,=85°C;
10V=sVWg=<28V
INIT-NORMAL-WAKE-state |/qr - - 30 mA low switching P_4.4.2
frequency range (pin
FRE to GND);
JT,=85°C;
10V=sWg=<28V
STANDBY-state Iq - 7.5 10 MA QST is disabled; P_4.4.3
JT,=40°C;
10VsWys<14V;
wake-up timer
disabled
STANDBY-state lq - 7.5 15 pA QST is disabled; P_4.4.4
UT,=85°C;
10V<Vys<28YV,
wake-up timer
disabled
STANDBY-state Iq - - 50 MA QST is disabled; P_4.45
I T,=85°C;
10V<Vys<28V;
wake-up timer enabled
STANDBY-state Iq - 40 56 HA QST is enabled; P_4.4.6
JT,=40°C;
10V<sWss<28V
STANDBY-state Iq - 40 70 MA QST is enabled; P_4.4.7
IT,=85°C;
10V<sWss<28V
SLEEP-state Iq - 240 320 bA |V Tj=40°C; P_4.4.8
12VsWs<28V
SLEEP-state / - 240 350 pA 1) T;=85°C; P_4.4.9
12VslWg<28V

(table continues...)
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Table 4 (continued) Current consumption %/

Ws=10Vto 28V, T;=-40°C to 85°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition Number

Min. Typ. | Max.

SLEEP-state Iq - 240|400 |[pA  |VT;585°C; P_4.4.10
10V<lyg<28V
FAILSAFE-state Iy - 90 150 |pA V7540 P_4.4.11

10V=Wg=<18YV;

trAILSAFE > LFAILSAFE,min
FAILSAFE-state / - 90 200 pA ) Tj< 85°C; P_44.12
10V < Vyg <28 V;

tFAILSAFE > FAILSAFE,min

1) All quiescent current consumption parameters are measured with zero load and all selectable options (outputs, monitors,
watchdog, timers, step up pre-regulator) switched off unless otherwise specified.
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3.4.1 Typical performance characteristics current consumption
INIT, NORMAL and WAKE current consumption lq INIT, NORMAL and WAKE current consumption lq
versus supply voltage Vs (Pin FRE:open) versus supply voltage Vs (Pin FRE:GND)
30 T T T T T T 20 T T T T T T T
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STANDBY current consumption /4 versus STANDBY current consumption /, versus
supply voltage Vs (QST off WK timer off) supply voltage Ws (QST on; WK timer off)
20 T T T T T T 70
Standby regulator QST disabled Standb.y regu!ator QST enabled
18 Wake timer disabled Wake timer disabled
60
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14 50
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1] o e —— 40
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4 Wake and Enable function

4.1 Introduction Wake and Enable function

The device is automatically turned on when connected to a battery (Power-On-Reset POR to move the device
out of POWERDOWN) and moves into INIT-state, where the device is available for configuration. After successful
configuration and initial service of supervision functions, the device allows for transition to NORMAL-state via
SPI command. From NORMAL or WAKE-state, the device can be sent to a low power state (SLEEP or STANDBY)
via SPI commands. The WAK and ENA signal are external triggers to leave the low power states (or the
FAILSAFE-state).

Wake (pin WAK - level triggered) [ Enable (pin ENA - edge triggered)

The WAK and ENA input pins are battery voltage level capable. A signal, with a voltage higher than Viyax i
applied at pin WAK for tyak min represents a valid Wake-Signal. A positive going edge at pin ENA represents a
valid Wake-Signal as well. A valid Wake-Signal triggers a wake-up event and transitions the device from
STANDBY to INIT-state, from SLEEP to WAKE-state or from FAILSAFE to INIT-state.

A low signal Viyak 1o at pin WAK as well as a negative going edge at pin ENA does not have a direct influence to
the state machine and does not initiate a transition between states.

If the device detects a valid Wake-Signal during the transition phase from NORMAL to SLEEP-state, then the
device initiates a transition to WAKE-state and generates an interrupt.

If the device detects a valid Wake-Signal during the transition phase from NORMAL to STANDBY-state, then the
device initiates a transition to INIT-state and a Reset (ROT) event is generated.

Before sending a SPI transition command, pin ENA does not have to be brought below Vgya thrio- Even if pin ENA
is "high" (above Vgya thrhi), the SPI transition command instructs the device to move into SLEEP or STANDBY-
state.

The interpretation of the present signal level at the pins ENA and WAK can be read via SPI from the register
WKSF.ENAST (signal level at pin ENA) and WKSF.WAKST (signal level at pin WAK).

For further details refer to Chapter 10 State machine.

ENA/WAK o Sampling ENA/WAK State
[ * ﬂ_ Deglitching — ~100kHz ) N .
interpretation Machine
14
Threshold. & Deglitching of Minimum high-time ENA: ri.sing edge after 2
Hysteresis approx. 1us tenamin tO ensure capture high samples
of high signal WAK: high signal with
|ENA/WAK minimum 2 samples
Register WKSF
bitfield ENAST/WAKST
AGND — /
Figure 3 Principle of the enable and wake function
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4.2 Electrical characteristics Enable signal
v TENA,min
VENA thrhi 4|-
|
VENA thrlo T > t
A T ensured wake-signal g
' ! event detection by ENA
V A

VENA thrhi

VENA thrlo

A
|
1
1

—

> t

ensured wake-signal
event detection by ENA

Figure 4 Valid enable signal

Table 5 Electrical characteristics Enable signal

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.

Enable EN

Enable upper threshold VENA thrhi - - 1.95 Vena increasing P_5.2.1

Enable lower threshold VENA thrlo 1.0 - - Vena decreasing P_5.2.2

Enable threshold hysteresis | Veya hyst 200 330 500 mV - P_5.23

Enable minimum signal time | tena min 20 - - ys - P_52.4

Enable "high" input current | lgna i - 8 11 WA Vena=16V P_5.2.5

Enable "low" input current | /gna o - 0.1 2 WA Vena=0.5V P_5.2.6
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4.3 Electrical characteristics Wake signal
Vv .
: WAK,min :
Vwakhi F-——=———#—-—————— 4: ________
Vwaklo F——————f——————— L

1= == >
! ensured wake-signal

event detection by WAK
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| .
Vwakhi [F-————-—t-—-—---- e Rt b
| |
| |
Vwaklo F=====—ft-—----~ t-A4------- -
— > t
i____ : ensured wake-signal
event detection by WAK
Figure 5 Valid wake signal
Table 6 Electrical characteristics Wake signal

Ws=6Vto 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.

Wake/Inhibit

Wake upper threshold VIWAK hi - - 1.95 Vwak increasing P_5.3.1

Wake lower threshold Vivak lo 1.0 - - Vwak decreasing P_5.3.2

Wake signal hysteresis Vivak,hyst 200 330 500 mV - P_5.3.3

Wake signal minimum length | tyak min 40 - - us - P_53.4

Wake "high" input current Iwak i - 8 11 WA Viwak=5.0V P_5.3.5

Wake "low" input current IwaK,lo - 0.1 2 pA Vwak=0.5V P_5.3.6

Datasheet 26 Rev.2.01

2024-09-23



o _.
OPTIREG™ PMIC TLF35585QUS02 Infineon
Functional safety PMIC

4 Wake and Enable function

4.4 Typical performance characteristics Wake and Enable signals
Enable input threshold voltage Veya th versus Wake input threshold voltage Viya th versus
junction temperature T; junction temperature T;
2 2
18 1 18— 1

16 1 161 i
s =
£ =]

= i > 1.4 F .
-2 £
] =
> >

1.2 . 12r T

1 . 1F ) . .

VENA increasing (upper threshold) VWAK increasing (upper threshold)

VWAK decreasing (lower threshold)

Vena decreasing (lower threshold)

0.8 “ : “ “ 0.8
-50 0 50 100 150 -50 0 50 100 150
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5 Pre-regulators

5.1 Introduction pre-regulators

The pre-regulator is mandatory to maintain a stabilized and constant intermediate circuit voltage to supply the
post regulators. It consists of two independent regulators: a step-up converter with an external power stage to
maintain a minimum input voltage to the subsequent step-down converter.

The step-up converter can be deactivated (if not needed) by connecting pin STU to ground. Leaving pin STU
open activates the step-up regulator.

The step-down regulator frequency can be preset by leaving pin FRE open for the high switching frequency
range or connecting to GND for the low switching frequency range.

The step-down converter operates continuously, providing a stabilized intermediate circuit voltage Vprereg to
supply the subsequent post regulators. The step-up converter is connected directly to the input voltage Vg,t. It
only operates during low input voltage condition (i.e. cranking) when the input voltage drops below the
threshold Vpreres,boost,uv, t0 Maintain an input voltage high enough for the subsequent step-down regulator.
Low input voltage condition means that the input voltage at pin VSx is too low to provide an intermediate
circuit voltage Vprereg Within the specified limits. An internal comparator connected to the input voltage path
detects the threshold for turning on the step-up converter. In case the input voltage is above the step-up
converter output voltage (threshold for switching on the step-up converter), this regulator is deactivated by the
internal comparator. An internal logic switches the step-up converter on (and off again) whenever it is needed.

Vvs vsi
v
L
Current sensor
s,
STU FRE
ZS [} > <
. Feedback
-1 Logic
Stepup | .| Step down
VBat O - < >
. pre regulator pre regulator VPREREG
<—‘ ’_' Feedback
- Clock for regulators
. DRG g
n-type

RSH
™

|,
Current sense
Shunt
resistor

00eg

Parts in grey box are inside the chi
_I_ BSG e P

Figure 6 Principle pre-regulator stage
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5.2 Step up pre-regulator

5.2.1 Functional description step up pre-regulator

The asynchronous step up pre-regulator provides a higher output voltage than the input voltage when
operating. This is the case whenever the supply voltage should be too low to allow nominal values at the post
regulator outputs. The boost pre regulator output voltage is well below the nominal supply (battery) voltage to
make sure, that it only operates during low input voltage conditions.

Protection functions are implemented to prevent the regulator and the application from damage:

« To protect the external components of the step up pre-regulator from overstress, a shunt resistor based
peak current limitation (specified by Vgsy.rsy) limits the duty cycle of the DRG pin to avoid excessive current
flows, so the output voltage decreases. In case the step up pre-regulator operates in peak current limitation
for more than tsig poost, the device moves into FAILSAFE-state. This event is stored in the SPI status register
bitfield MONSF3.STUSG.

+  Anovercurrent pre-warning is implemented to provide an interrupt based warning, if the current through
the shunt resistor is generating a voltage of more than 0.8xVgsh.rs, Switching cycle by switching cycle for
more than 500 ps. The diagnosis of overcurrent pre-warning is indicated to CEFUMON.STUOC.

If the step up feature should not be necessary for the application, the external power elements (MOSFET, diode,
shunt-resistor) could be skipped, the filter elements might be adjusted to the application requirements.

Vat
Oon/off
Oscillator
m Clock
manager Clock Internal
Slope supply
compensation from VSx
nterna
comp.
u O Vvs
Control DRV DRG
logic D p
by = N-type
.@ .t
GND
s T
Carrent ]
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Figure 7 Step up regulator
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5.2.2 Electrical characteristics step up pre-regulator

Table 7 Electrical characteristics step up pre-regulator

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition | Number
Min. Typ. | Max.

Step up pre-regulator

Pre-regulator boost output | Vprereg boost | 7-00 7.5 8.00 Y - P_6.2.2.1

voltage

Threshold external sense VRsH-rsL 190 210 230 mV - P_6.2.2.2

resistor for OC

Low side sense input current | /rg -45 -30 -15 HA Vs =0V P_6.2.2.3

High side sense input IrsH -45 -30 -15 PA | Y Vpey=0V P_6.2.2.4

current

Input undervoltage VPREREG boost | 8 8.3 8.6 v - P_6.2.2.5

threshold o

Input undervoltage VPREREG,boost | 60 - 200 mV - P_6.2.2.6

threshold hysteresis UV,hyst

Gate driver sourcing current | Ipge src 60 130 195 mA | measured at P_6.2.2.7
VDRG =25V

Gate driver sinking current | Iprg snk 55 100 160 mA measured at P_6.2.2.8
VDRG =25V

Gate driver sinking current | Ipgg snkoff | 12 35 65 mA measured at P_6.2.2.9

(boost off) Vorg=1.0V

Gate driver output voltage Vore 4.5 5 5.5 v - P_6.2.2.11

Maximum duty cycle Duax 75 80 - % - P_6.2.2.12

Blanking time tBlank 240 ns - P_6.2.2.13

Input inductor LBoost 154 |22 286 |puH |V P_6.2.2.14

Output main capacitor Choost 56 100 220 pufF oY P_6.2.2.15

Output main capacitor ESR | ESRc goost | 10 - 300 mQ Y2 P_6.2.2.16

Output support capacitor Cioost2 0.7 - - uF 1) P_6.2.2.17
ceramic capacitor

Output support capacitor  |ESRc goost2 |~ 15 30 mQ Y2 P_6.2.2.18

ESR

1) Specified by design, not subject to production test
2) Relevant ESR at capacitor's self-resonant frequency.
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5.2.3 Typical performance characteristics step up pre-regulator
Pre-regulator boost output voltage Vprereg boost VErsus Pre-regulator boost output voltage Vprereg boost VErsus
battery voltage Vgt load current /i aq
7.6 T T T 7.6
7.58 | 1 7.58 1
A
7.56 . 7.56 >
/j/
-7 S e — e e 7.54 7 4///
=
2 752} . ; 752 ,// .
g § /,A
s | [—— ® 75 |~ |
g e g =
i 8
W i " |
E748f . & 748F .
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Tj =25°C; VBat =3.0V
ra4r ILoad =300 mA raar T] =25°C; Vg =45V i
- T.=85°C;V,_ =30V
e lLoad_750mA i 742k TJ:85 oC-\/Bat:‘tsv |
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7'43 4 5 6 7 0 500 1000 1500
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5.3 Step down pre-regulator

5.3.1 Functional description step down pre-regulator

The synchronous step down pre-regulator is continuously in operation providing a stable intermediate circuit
voltage to supply the post regulators. The internal power stage consists of synchronous P-channel (high side)
and N-channel (low side) MOSFETSs. For start-up a softstart function is implemented.

The regulation loop operates in current mode.

In the operative states the step down pre-regulator operates in Continuous Conduction Mode(CCM) using Pulse
Width Modulation (PWM). In SLEEP state under light load conditions the device operates in asynchronous mode
using Pulse Frequency Modulation (PFM) whenever applicable to minimize the internal current consumption.
Further details about the operating mode transitions in SLEEP state based on supply voltage W5 and load
current Iprepeg are referenced in the typical performance graphs of the step down pre-regulator.

The output filter of the step down regulator has to be sized to ensure an output voltage ripple of less than
100 mV in order to be in line with the PSRR specified for the post regulators.

The regulator features an active pull-down at the FBx pins that discharges the output upon disablement of the
regulator.

Protection circuitry is installed to prevent the regulator and the application from damage:

« To protect the integrated power switches of the step down pre regulator and external filter components
from overstress, a peak current limitation /pggrec,max in the low side switch and the high side switch limits
the output current. In case the maximum current condition /pggrec,max iS reached for the detection time of
the current sense, the corresponding power stage is disabled for the remaining time of the switching cycle.
The regulator is protected against short circuit to ground at its output FBx.

+  The output voltage is monitored by the voltage monitoring.

In case of overvoltage at pin FBx, the step down pre-regulator is switched off and the device moves into
FAILSAFE-state. The event is stored in the SPI status register (MONSF1).

In case of undervoltage at pin FBx, the event is indicated by an interrupt and stored in an SPI status register
(MONSF2). The regulator is not switched off in case of output undervoltage, which is shorter than the short
to ground detection time tsig 1 OF tsig L r(depending on the configuration of pin FRE).

In case the output voltage cannot be increased above the undervoltage threshold within tsig wr Or tsic,Lr
(depending on the configuration of pin FRE) during the start-up of the step down pre-regulator (power
sequencing) and the voltage at pin VSx is above Vstart st buck, the device moves into FAILSAFE-state. This
event is stored in an SPI status register as well (MONSFO0). The transition to FAILSAFE is disabled once the
output FBx reaches the undervoltage threshold.

+ Thereis a dedicated temperature sensor for this regulator. In case the power stage temperature exceeds
the pre-warning threshold, an interrupt indicates this event and it is stored in an SPI status register
(OTWRNSEF). If the power stage temperature exceeds the temperature shutdown threshold, the device
moves into FAILSAFE-state, the regulator is switched off and the event is stored in an SPI status register
(OTFAIL). The minimum off-time due to temperature shutdown is tga sare min Of 1 second. In very light load
conditions and in PFM operation the thermal sensor is automatically disabled to support reduced current
consumption.

Datasheet 32 Rev. 2.01
2024-09-23



o _.
OPTIREG™ PMIC TLF35585QUS02 Infineon
Functional safety PMIC

5 Pre-regulators

Vs1
Current
ense HS|
Control
Registers
EojEi () overcurrent
Internal d} p-type
comp. Lo
DRVp
~—l
Control [} VPREREG
; o
Soft- Voltage —— ()  overload
3 GND_ | start reference 1
Slope
‘ i ‘ | n-type
Oscillator T Clock
m Clock
manager DRVn
[] FB1
L] rB2 —
47
Active Monitoring
Thermal pull-down function
el & N —— shutdown
arts in grey box are inside the chip 1
PG1 PG2

Figure 8 Step down regulator
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5.3.2

Table 8

Electrical characteristics step down pre-regulator

Electrical characteristics step down pre-regulator

infineon

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or condition | Number
Min. | Typ. | Max.
Step down pre-regulator
Output VOltage VPREREG,BUCK 5.65 5.8 5.95 Vv PWM-mode; P_6.3.2.1
VVS >5.75V+
(Ron,Hs[Max] +
DCRext) *
IpREREG,BUCK;
IprereG,BUCK = 1.5 A;
T;=150°C
Output voltage VeRrerEG, 5.65 |[5.8 6.10 v PWM-mode; P_6.3.2.2
BUCK,hot Ws=5.75V +
(Ron s, hot[Max] +
DCRext) *
IpREREG,BUCKS
IprereG,BUCK = 1.2 A
Output voltage VPREREG, BUCK 5.6 5.8 6.00 Vv PFM-mode; P_6.3.2.3
Ws=5.7V+
(Ron ps[Max] +
DCRext) *
IpREREG,BUCKS
T;=150°C
Output voltage VpReREG, 5.6 5.8 6.20 v PFM-mode; P_6.3.2.4
BUCK,hot Ws=5.7V+
(Row,Hs,hot[Max] +
DCRext) *
IpREREG,BUCKS
Power stage high side switch | Roy s 150 350 580 mQ |[Ws=6V; P_6.3.2.5
on resistance T,<150°C
Power stage high side switch | Ron ns hot 150 350 720 mQ |Ws=6V P_6.3.2.6
on resistance
Power stage low side switch | Ry (s 50 200 300 mQ |[Ws=6V; P_6.3.2.7
on resistance T,<150°C
Power stage low side switch | Ron (s hot 50 200 345 mQ |Ws=26V P_6.3.2.8
on resistance
Buck peak overcurrent IpREREG,max 195 |24 2.8 A - P_6.3.2.9
limitation
(table continues...)
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Table 8 (continued) Electrical characteristics step down pre-regulator

Ws=6Vto 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition | Number

Min. | Typ. | Max.

SW rise time tR Buck 1 6 14 ns | P_6.3.2.10
Not applicablein
SLEEP state since in
SLEEP state Weak
driving stage is
always activated
6.5V=l\g=<18YV;
Iprerec 2 0.5 A

SW fall time tF Buck 1 9 18 ns | P_6.3.2.11
6.5V < VVS <18 V,
Iprerec 2 0.5 A

Maximum duty cycle Dgyck max - - 100 % |- P_6.3.2.12

Minimum switch on time tON,min,HF 55 70 85 ns | high switching P_6.3.2.13
frequency range (pin
FRE open);

Iprerec 2 0.5 A

Minimum switch on time toN,min,LF 250 |310 370 ns | low switching P_6.3.2.28
frequency range (pin
FRE to GND);

Iprerec 2 0.5 A

Softstart ramp (HF) tss,BUCK HF 400 |640 705 us | P_6.3.2.14

VpReREG,BUCK MiSING
from 5 % to 95 % of

typ. Vpreres,BUCKS
high switching
frequency range (pin
FRE open), no load

Softstart ramp (LF) tss BUCK LF 3.2 5.12 5.65 ms | P_6.3.2.15

VpREREG,BUCK riSINg
from 5 % to 95 % of

typ. Vpreres,BUCKS
low switching
frequency range (pin
FRE to GND), no load
Overtemperature warning T, 0TWRN 135 145 158 °c |¥ P_6.3.2.18
threshold Tjincreasing
(table continues...)
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Table 8 (continued) Electrical characteristics step down pre-regulator

Ws=6Vto 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition | Number

Min. | Typ. | Max.

Overtemperature shutdown | Tj o1 shutdown |176 | 190 200 °c |¥ P_6.3.2.19
threshold Tjincreasing

Overtemperature sensor T} 0T hyst - 10 - °c |¥ P_6.3.2.20
hysteresis

Output inductor (HF) LBUCK HF 26 |47 8.2 uH |22 P_6.3.2.21

high switching
frequency range (pin
FRE open);

Output capacitor (HF) CBUCK HF 8.0 22 82 uF | Y high switching P_6.3.2.22
frequency range (pin
FRE open);
Additional

constraint defined
in?

Output capacitor ESR (HF) | ESRc wr 1 - 150 mQ Y3 P_6.3.2.23
high switching
frequency range (pin
FRE open);

Output inductor (LF) LBuck LF 12 22 56.4 |pH |V P_6.3.2.24

low switching
frequency range (pin
FRE to GND);

Output capacitor (LF) CBucK LF 54 100 264 uF | Ylow switching P_6.3.2.25
frequency range (pin
FRE to GND);
Additional

constraint defined
in4

Output capacitor ESR (LF) | ESRc r 5 - 150 mQ 439 P_6.3.2.26

low switching
frequency range (pin
FRE to GND);

Active discharge pull-down | /gyck pd 20 80 120 mA | P_6.3.2.27
current when disabled

2.5V = VpRrereG,BUCK <
Vv

1) Specified by design, not subject to production test

2) The output filter consisting of inductance Lgyck nr and capacitance Cpyck nr is to be selected coherently. As a second constraint
in addition to the defined minimum of Cgyck nr in P_6.3.2.22, the following normalized equation is to be considered for the
minimum output capacitance based on a selected inductance in order to grant stability: Cgyck ne = 1.5 * Lgyck nr [HF/UH] + 4 [uF].

3) Relevant ESR at capacitor's self-resonant frequency.
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4) The output filter consisting of inductance Lgyck Lr and capacitance Cgyck 1 r is to be selected coherently. As a second constraint in
addition to the defined minimum of Cgyck ¢ in P_6.3.2.25, the following normalized equation is to be considered for the minimum
output capacitance based on a selected inductance in order to grant stability: Cgyck,.r = 1.5 * Lgyck,Lr [MF/UH] + 20 [pF].

5) For the main capacitors ESRc | a maximum of 300 mQ is allowed, if a second supportive capacitance of = 33 pF is placed in
addition.
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5.3.3 Typical performance characteristics step down pre-regulator

Pre-regulator output voltage Vpregeg Versus
junction temperature T; (Pin FRE: open)

Pre-regulator output voltage Vp epeg Versus
junction temperature T; (Pin FRE: GND)
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Pre-regulator output voltage Vpyegeg Versus

load current Ipyegeg (Pin FRE: open)
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load current Ipyegeg (Pin FRE: GND)

5.9 . . 5.9 . .
TJ. =-40°C Tj =40 °C
T =25°C T,=25°C
T.=85°C T.=85°C
5.85 | i . 5.85 | j i
T, =150 °C T, =150 °C
T =175 T,=175°C
—_— —— — 5.8 -
s 5.8 s
(o2} [o)]
& & I _
© o
I a —
>+ I s > | —
5.75 — . 5.75F —_—
‘ ﬁ\—\
—_—
— —
57} o 571 ]
Vyg = 135V Vyg =135V
Pin FRE:open Pin FRE:GND
fosc step-down = 2:2 MH2 fosc step-down = 440 kHZ
5 65 1 i 565 1 1
o 500 1000 1500 0 500 1000 1500
IPreReg [mA] IPreReg [mA]
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Pre-regulator output voltage Vpyepeg Versus
supply voltage Ws (Pin FRE: open)
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PreReg dynamic load response (2 mA to 500 mA)
(FRE-Pin: open; Vprereg,nom = 5.8 V)
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PreReg dynamic load response (2 mA to 500 mA)
(FRE-Pin: GND; Vpreregnom = 5.8 V)

600

Iprereg 20 500mA
500

=
B
3

Load Step [mA]
1=
S

™
S
S

0 % 50 75 100 125 150 175 200
Time / [ps]
150
Chrereg = 122 pF
1 vPveReg nom =98V
00 FRE: GND (440 kHz)
s
E %
3
S
] (T
'
8 L
£ 50
>
4100
-150
0 % 50 75 100 125 150 175 200
Time (us)

Operating modes in SLEEP state (Pin FRE: GND) as
function of supply voltage Vys and load current lpepeg

25.0
Leuckr= 22 WH
fosc step-down = 440 kHz
ton,mintr= 330 NS
200
15.0
=
2
=
10.0
5.0
—PWM-DCM <--> PWM-CCM
—PFM-DCM <--> PWM-DCM
00
0.00 0.05 0.10 0.15 0.20 0.25

Toraneg [A]

Rev.2.01
2024-09-23



o _.
OPTIREG™ PMIC TLF35585QUS02 Infineon
Functional safety PMIC

5 Pre-regulators

5.4 Frequency setting

5.4.1 Introduction frequency setting

The frequency source supplies the step up pre-regulator and the step down pre-regulator with a constant
frequency. The synchronous power switches of the step down pre-regulator are switching with the frequency
fosc.

The frequency range of the step down pre-regulator can be set to the high switching frequency range by leaving
pin FRE open or to the low switching frequency range by connecting the pin FRE to GND. The switching
frequency is set to the default value of the chosen frequency range. Optionally it can be fine tuned by SPI
command (BCK_FREQ_CHANGE) or the spread-spectrum option can be activated (BCK_FRE_SPREAD).

The switching frequency range of the step up pre-regulator is synchronized to the switching frequency range of
the step down pre-regulator. For the low frequency range of the step down pre-regulator the ratio of the
synchronization is 1:1. For the high frequency range of the step down pre-regulator the ratio of the
synchronization is 1:5. The synchronization aligns the step down pre-regulator high-side switch activation
(rising edge of buck switching node) with the step up pre regulators low side NMOS activation (falling edge of
boost switching node) with a delay of approximately 10 ns.

The switching frequency signal of the step down pre-regulator can be made available by SPI configuration at
pin SYN for the optional external switch mode post regulator for the MCU core supply.

In SLEEP-state an active synchronization function is preventing the step down pre-regulator to enter into PFM
mode operation. Accordingly the SLEEP state does not reach its lowest quiescent current performance. Any of
the following functions prevent the step down pre-regulator to enter PFM mode operation:

+  active step up pre pregulator (if configured by STU pin open) and Vs < Vprerea,boost,uv + VPREREG,boost,uv;hyst

« active synchronization output (pin SYN) of the external post regulator support (configurable by register
bitfield DEVCFG2.ESYNEN)

The device cannot be synchronized to an external frequency source.

5.4.2 Electrical characteristics frequency setting

Table 9 Electrical characteristics frequency setting

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit |Note or condition | Number

Min. | Typ. | Max.

Frequency setting FREQ

Step up frequency range fosc,step-up 395 |440 485 kHz |- P_6.4.2.1
Step down low frequency fosc,step-down | 395|440 485 kHz | low switching P_6.4.2.2
range frequency range

(pin FRE to GND)
Step down high frequency fosc,step-down | 2000 {2200 |2400 | kHz | high switching P_6.4.2.3
range frequency range

(pin FRE open)
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5.4.3 Typical performance characteristics frequency setting

Step down switching frequency fosc step-downVersus
junction temperature T; (Pin FRE: GND)

Step up switching frequency fosc step-upversus
junction temperature T; (Pin FRE: open)
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2.3
228}
226
224
N /
S 222
iy \\\ //
2
S 22 \ /
g \‘ ,/
G218 \‘v—/
H_O
2.16
2.14
212 F Pin FRE:open
fOSC,step-down =2.2MHz
21 “ “ “ “
-50 0 50 100 150
TJ. [°C]
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6 Post regulators

6.1 Introduction post regulators

The device includes linear low drop post regulators and trackers. Further it offers the possibility to connect an
external post regulator for the MCU core supply if needed.

The linear post regulators and trackers are supplied from pins FBx. The bandgap 1 for regulator block provides
the reference voltage for the error amplifiers of microcontroller main supply (pin QUC), the communication
supply (pin QCO) and the reference voltage supply (pin QVR). The trackers get their reference value from the
reference voltage supply (pin QVR). The output voltages of trackers 1 and 2 (present at pins QT1 and QT2) follow
the reference voltage supply QVR with the small difference AV(yry.

An additional external post regulator can be added to deliver the core supply for the microcontroller. If this
option is used, the configuration pin SEC must be left open. If the option is not used, pin SEC must be
connected to ground.

The post regulator is to be connected external and uses its own reference voltage, the input is fed from the pre-
regulator output voltage Vprereg (Which is similar to the values at pins FBx). The post regulator is enabled by a
high signal at pin EVC and switched off with a low signal at pin EVC. A synchronization signal (in phase or shifted
by 180 degree with the step down pre-regulator signal) is offered at pin SYN for usage of a switch mode post
regulator.

All output voltages of the post regulators are connected to the voltage monitoring function (please refer to
chapter Monitoring function).

In case of a detected overvoltage or short to ground condition the related post regulator is switched off, the
shutdown signal is generated by the voltage monitoring function.
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Figure 9 Principle post regulators
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6.2 Microcontroller main supply QUC

6.2.1 Functional description microcontroller main supply

The linear low drop regulator QUC offers a precise 3.3 V output voltage for microcontroller main supply.

The regulator is supplied from the intermediate circuit voltage Vprereg Which provides a stabilized voltage. The
output voltage Vqyc (at pin QUC) is controlled by the error amplifier. The actual value is compared to a
reference voltage derived from bandgap 1 for regulators. The stability of the control loop depends on the load
current, the characteristics of the output capacitor and the chip temperature. To ensure stable operation, the
output capacitance needs to meet the requirements (capacitance value and electrical series resistance ESR) in
Table 10. The input capacitor in the figure below is the output filter capacitor of the step down pre-regulator.

The regulator features an active pull-down at the output that discharges the output upon disablement of the
regulator.

Protection circuitry is implemented to prevent the regulator and the application from damage:

« To protect the pass element of the QUC from overstress, the current limitation limits the output current to
the maximum specified limit. Current sensing is done via a current mirror, no sense resistor is used. In case
the maximum current condition is reached, the current is limited, so the output voltage decreases. The
regulator is protected against short circuit to ground.

+  The output voltage is monitored by the voltage monitoring. In case of overvoltage at pin QUC, the QUC
is switched off and the device moves into FAILSAFE-state. The event is stored in the SPI status register
(MONSF1). In case of undervoltage at pin QUC, the device moves into INIT-state, pin ROT is pulled "low"
and the event is stored in an SPI status register (MONSF2). The regulator is not switched off in case of
output undervoltage, which is shorter than the short to ground detection time tg;c. If the undervoltage is
present for longer than ts;c, the device moves into FAILSAFE-state. This event is stored in an SPI status
register as well (MONSFO).

+ Thereis a dedicated temperature sensor for this regulator. In case the power stage temperature exceeds
the pre-warning threshold, an interrupt indicates this event and it is stored in an SPI status register
(OTWRNSEF). If the power stage temperature exceeds the temperature shutdown threshold, the device
moves into FAILSAFE-state, the regulator is switched off and the event is stored in an SPI status register
(OTFAIL). The minimum off time due to temperature shut down is tea sare,min Of 1 second. In very light load
conditions the thermal sensor is automatically disabled to support reduced current consumption.

If the device enters FAILSAFE-state the ROT is pulled "low" and all supplies are switched off.

If the device enters STANDBY-state the QUC is switched off.

For further details refer to Chapter 10 State machine.

Monitoring
function
I I q I Quc
FB1
Verereg O B T D O Vauc
Overvoltage
shutdown
T Thermal Current Active
shutdown limitation pull-down
- on/off l l I: -
) VRef_auc
Gate Driver Error Amplifier
Bandgap 1 for
regulators
Figure 10 Low drop linear regulator for microcontroller main supply QUC
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6.2.2 Electrical characteristics microcontroller main supply

Table 10 Electrical characteristics: microcontroller main supply

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.
Microcontroller main supply QUC
Output voltage Vauc 3.23 3.3 3.37 v O0mA=</gyc=600m P_7.2.2.2
A
Output current limitation lquc,max 650 - 1100 mA |- P_7.223
Drop voltage Var.ouc = = 500 mv |Y P_7.2.2.5
Load regulation AVquc - 39 60 mV lquc =50 mA to P_7.2.2.7
600 mA
Power supply ripple PSRRquc 26 - - dB 2 Vorereg=5.8V; |P_7.2.2.8
rejection ESRc quc =30 mQ
CQUC >4.4 pF
Output capacitor Couc 2.2 - 47 ufF |2 P_7.2.2.9
Output capacitor, ESR ESRcouc |0 - 200 mQ |23 P_7.2.2.10
Overtemperature warning T OTWRN 135 145 158 °C Tjincreasing P_7.2.2.11
threshold 2)
Overtemperature shutdown | Tj o, 176 190 200 °C T;increasing P_7.2.2.12
threshold shutdown 2)
Overtemperature sensor Tj 0T hyst - 10 - °C 2) P_7.2.2.13
hysteresis
Softstart time tss,quc 130 200 270 ys 2) Cquc =15 pF; P_7.2.2.14
Vquc rising from
10 % to 90 % of
typ. Vquc
Active discharge pull-down | /qyc,pd 8 30 65 mA [21.8Vs Voucs6V |P_7.2.2.15
current when disabled

1) Dropout voltage is defined as the difference between input and output voltage when the output voltage decreases 100 mV from
output voltage measured at Vprereg = VouclMax] + Vyr quc[Max] + 100 mV.

2) Specified by design, not subject to production test

3) Relevant ESR at capacitor's self-resonant frequency.
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6.2.3 Typical performance characteristics microcontroller main supply
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QUC dynamic load response (1 mA to 400 mA)
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6.3 Communication supply QCO

6.3.1 Functional description communication supply

The linear low drop regulator QCO offers a precise 5.0 V output voltage for communication supply.

The regulator is supplied from the intermediate circuit voltage Vprereg, Which provides a stabilized voltage. The
output voltage Vqco (at pin QCO) is controlled by the error amplifier. The actual value is compared to a
reference voltage derived from bandgap 1 for regulators. The stability of the control loop depends on the load
current, the characteristics of the output capacitor and the chip temperature. To ensure stable operation, the
output capacitance needs to meet the requirements (capacitance value and electrical series resistance ESR) in
Table 11. The input capacitor shown in figure below is the output filter capacitor of the step down pre-regulator.

The regulator features an active pull-down at the output that discharges the output upon disablement of the
regulator.

Protection circuitry is implemented to prevent the regulator and the application from damage:

«  To protect the pass element of the QCO from overstress, the current limitation limits the output current.
Current sensing is done via a current mirror, no sense resistor is used. In case the maximum current
condition is reached, the current is limited, so the output voltage decreases. The regulator is protected
against short circuit to ground.

+  The output voltage is monitored by the voltage monitoring. In case of overvoltage at pin QCO, the QCO
is switched off, the event is indicated by an interrupt and stored in an SPI status register (MONSF1). In
case of undervoltage at pin QCO, the event is indicated by an interrupt and stored in an SPI status register
(MONSF2). The regulator is not switched off in case of output undervoltage, which is shorter than the short
to ground detection time tgc. If the undervoltage is present for longer than ts;c, the regulator is switched
off. This event is stored in the SPI status register (MONSFO0) and an interrupt is generated. After events that
lead to switch off QCO, the QCO can be re enabled via SPI command in order to recover its output, but a
fault-handling strategy to avoid significant power exposure is recommended.

+ Thereis a dedicated temperature sensor for this regulator. In case the power stage temperature exceeds
the pre-warning threshold, an interrupt indicates this event and it is stored in an SPI status register
(OTWRNSEF). If the power stage temperature exceeds the temperature shutdown threshold, this event is
stored in an SPI status register (OTFAIL), the regulator is switched off and an interrupt is generated. After
a temperature related shut down of QCO, the QCO can be re enabled via SPI command in order to recover
its output, but a fault-handling strategy to avoid significant power exposure is recommended. In very light
load conditions the thermal sensor is automatically disabled to support reduced current consumption.

The regulator QCO is switched off in STANDBY and FAILSAFE-state. In INIT, SLEEP, NORMAL and WAKE-state QCO
is ON or OFF depending on the SPI configuration.

For further details refer to Chapter 10 State machine.

Monitoring
function
[] B2 —
Verereg O |_, — { T O Vaco
Overvoltage
shutdown
T Thermal Current Active
shutdown limitation pull-down
o SPI: | | o
On/Off
) VRef_aco
Gate Driver Error Amplifier
Bandgap 1 for
regulator
Figure 11 Low drop linear regulator for communications supply QCO
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6.3.2 Electrical characteristics communication supply

Table 11 Electrical characteristics communication supply

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.
Communication supply QCO
Output voltage Vaco 4.90 5.00 5.10 v 0mA=</gc0<200m P_7.3.2.1
A
Output current limitation loco,max 250 - 400 mA |- P_7.3.2.2
Drop voltage Vdr.aco = = 400 mv |Y P_7.3.23
Load regulation AVco - 40 70 mV lgco =100y to P_7.3.24
200 mA
Power supply ripple PSRRqco 26 - - dB 2 Vorereg=5.8V; |P_7.3.2.5
rejection ESR¢ gco =100mQ
Output capacitor Caco 1 - 47 ufF |2 P_7.3.2.6
Output capacitor, ESR ESRcoco |0 - 200 mQ |23 P_7.3.2.7
Overtemperature warning T OTWRN 135 145 158 °C Tjincreasing P_7.3.2.8
threshold 2)
Overtemperature shutdown | Tj o7, 176 190 200 °C Tjincreasing P_7.3.29
threshold shutdown 2)
Overtemperature sensor Tj 0T hyst - 10 - °C 2) P_7.3.2.10
hysteresis
Softstart time tss,qco 130 200 500 Hs 2) P_7.3.2.11
Cqco = 15 pF;
Vico rising from
10 % to 90 % of
typ. Voco
Active discharge pull-down | /qco,pd 8 30 65 mA [21.8Vs Vocos6V |P_7.3.2.12
current when disabled

1) Dropout voltage is defined as the difference between input and output voltage when the output voltage decreases 100 mV from
output voltage measured at V; =V nom *+ Var,max + 100 mV.

2) Specified by design, not subject to production test

3) Relevant ESR at capacitor's self-resonant frequency.
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6.3.3 Typical performance characteristics communication supply
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6.4 Voltage reference supply QVR

6.4.1 Functional description voltage reference supply

The linear low drop regulator QVR offers a highly precise 5.0 V output voltage as a voltage reference.

The regulator is supplied from the intermediate circuit voltage Vprereg, Which provides a stabilized voltage. The
output voltage Vqyr at pin QVR is controlled by the error amplifier. The actual value is compared to a reference
voltage derived from bandgap 1 for regulators. The stability of the control loop depends on the load current,
the characteristics of the output capacitor and the chip temperature. To ensure a stable operation, the output
capacitance needs to meet the requirements (capacitance value and electrical series resistance ESR) in Table
12. The input capacitor shown in figure below is the output filter capacitor of the step down pre-regulator.

The regulator features an active pull-down at the output that discharges the output upon disablement of the
regulator.

Protection circuitry is implemented to prevent the regulator and the application from damage:

«  To protect the pass element of the QVR from overstress, the current limitation limits the output current.
Current sensing is done via a current mirror, no sense resistor is used. In case the maximum current
condition is reached the current is limited, so the output voltage decreases. The regulator is protected
against short circuit to ground.

+  The output voltage is monitored by the voltage monitoring.

In case of overvoltage at pin QVR, the QVR is switched off and the device moves into FAILSAFE-state. The
event is stored in an SPI status register (MONSF1).

In case of undervoltage at pin QVR, the event is indicated by an interrupt and stored in an SPI status
register (MONSF2). The regulator is not switched off in case of output undervoltage, which is shorter than
the short to ground detection time tgg. If the undervoltage is present for longer than tsg, the regulator is
switched off. This event is stored in an SPI status register (MONSFO0) and an interrupt is generated. After
events that lead to switch off of QVR, the QVR can be re enabled via SPI command in order to recover its
output, but a fault-handling strategy to avoid significant power exposure is recommended.

+ Thereis no dedicated temperature sensor for this regulator. The temperature is sensed on the chip by other
temperature sensors located at QUC and step down pre-regulator. If the chip temperature exceeds the
pre-warning threshold, an interrupt indicates this event and it is stored in a SPI status register (OTWRNSF).
If the chip temperature exceeds the temperature shutdown threshold, the regulator is switched off. The
temperature switch off time is at least one second.

« Anoverload at QVR (overcurrent detected for more than 1 ms) is indicated by an interrupt and it is stored in
a SPI status register (OTWRNSF).

If the device enters FAILSAFE-state the ROT is pulled low and all supplies are switched off.

The regulator QVR is switched off in STANDBY and FAILSAFE-state. In INIT, SLEEP, NORMAL and WAKE-state QVR
is ON or OFF depending on the SPI configuration.

For further details refer to Chapter 10 State machine.
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Figure 12 Precise low drop linear regulator as a voltage reference supply QVR
6.4.2 Electrical characteristics voltage reference supply
Table 12 Electrical characteristics voltage reference supply

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.
Voltage reference supply QVR
Output voltage Vavr 4,95 5.00 5.05 Vv OmA=s/gpr=150m P_7.4.2.1
A
Output current limitation lqur max 170 - 345 mA - P_ 7422
Drop voltage Ver.ovR - - 400 mv |Y P_7.4.2.3
Load regulation AVoyr - 4.5 9 mV lqur =100y to P 7424
150 mA
Power supply ripple PSRRqvr 26 - - dB 2 Vorereg=5.8V; |P_7.4.2.5
rejection ESRc qur =100 mQ
Output capacitor Covr 1 - 10 ufF |2 P_7.4.2.6
Output capacitor, ESR ESRcowr |0 - 200 mQ |23 P_7.4.2.7
Softstart time tss,Qur 130 200 350 ps 2) P_7.4.2.8
Cqur = 10 pF;
Vaur rising from
10 % to 90 % of
typ. Vour
Active discharge pull-down | Iqyr pd 8 30 65 mA |?1.8Vs< Vour=6V |P_7.4.2.9
current when disabled

1) Dropout voltage is defined as the difference between input and output voltage when the output voltage decreases 100 mV from

output voltage measured at V; =V nom *+ Vdr,max + 100 mV.

2) Specified by design, not subject to production test
3) Relevant ESR at capacitor's self-resonant frequency.
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6.4.3 Typical performance characteristics voltage reference supply
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6.5 Tracker 1 QT1 and tracker 2 QT2

6.5.1 Functional description tracker 1 and tracker 2

The linear trackers 1 and 2 offer a sensor supply voltage with a very high accuracy related to voltage reference
output (pin QVR).

Both trackers are supplied by the intermediate circuit voltage Vprereg, Which provides a stabilized voltage. The
output voltage Vqry at pin QTx is controlled by the error amplifier. The actual value is compared to a reference
voltage provided by the reference voltage Vqyr at pin QVR. The tracker output voltages follow the reference
voltage supply QVR with the small difference AVqry. The stability of the control loop depends on the load
current, the characteristics of the output capacitor and the chip temperature. To ensure a stable operation, the
output capacitance needs to meet the requirements (capacitance value and electrical series resistance ESR) in
Table 13. The input capacitor shown in figure below is the output filter capacitor of the step down pre-regulator.

The regulator features an active pull-down at the output that discharges the output upon disablement of the
regulator.

Protection circuitry is implemented to prevent damage to both trackers and the application:

« To protect the pass element of a tracker from overstress, the current limitation limits the output current.
Current sensing is done via a current mirror, no sense resistor is used. In case the maximum current
condition is reached, the current is limited and in consequence the output voltage decreases. A tracker is
protected against short circuit to ground and short circuit to battery voltage.

+  The output voltage is monitored by the voltage monitoring.

In case of overvoltage at pin QTx, the corresponding tracker is switched off, the event is stored in an SPI
status register (MONSF1) and an interrupt is generated.

In case of undervoltage at pin QTx, the event is stored in an SPI status register (MONSF2) and an interrupt is
generated. The tracker is not switched off in case of output undervoltage, which is shorter than the short to
ground detection time tg;c. If the undervoltage is present for longer than ts;g, the regulator is switched off.
This event is stored in an SPI status register (MONSFO) and an interrupt is generated. After events that lead
to switch off of QTx, the QTx can be re enabled via SPI command in order to recover its output, but a fault-
handling strategy to avoid significant power exposure is recommended.

+ Thetrackers can withstand a short circuit either to ground or to battery voltage without damage.

In case of a short circuit to battery voltage and if the battery voltage is above the tracker overvoltage
threshold, the tracker is switched off, the event is stored in the SPI status register (MONSF1).

+ Thereis no dedicated temperature sensor for this regulator. The temperature is sensed on the chip by
other temperature sensors located at QUC and step down pre-regulator. If the chip temperature exceeds
the pre-warning threshold, then the event is stored in an SPI status register (OTWRNSF) and an interrupt
is generated. If the chip temperature exceeds the temperature shutdown threshold, the tracker is switched
off. The temperature switch off time is at least one second.

Both trackers are switched off in STANDBY and FAILSAFE. In INIT, NORMAL, SLEEP and WAKE-state each tracker
is ON or OFF depending on the SPI configuration.
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Figure 13 Tracker 1 QT1 and tracker 2 QT2 for sensor supply
6.5.2 Electrical characteristics tracker 1 and tracker 2
Table 13 Electrical characteristics tracker 1 and tracker 2

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.
Tracker 1 QT1 and tracker 2 QT2
Output voltage tracking AVigry -10 - 10 mV 0mA < /g7y < P_7.5.2.1
accuracy to voltage 150 mA;
reference ¥
Output current limitation lqTx,max 160 - 320 mA |- P_7.5.2.2
Drop voltage Var.omx - - 400 mv |2 P_7.5.2.3
Power supply ripple PSRRq1x 26 - - dB 3 Vprereg=5.8V; | P_7.5.2.4
rejection ESRc qrx < 100 mQ
Output capacitor Cotx 1 - 10 uF 3) P_7.5.2.5
Output capacitor, ESR ESRc ot 0 - 200 mQ |34 P_7.5.2.6
Softstart time tss.oTx 130 200 270 us 3) P_7.5.2.7
lorx = 75 MA;
Corx=6 HF;
Varx rising from
10 % to 90 % of
typ. Varx
Active discharge pull-down | Rqry pd - 10 15 ko |¥ P_7.5.2.8
resistor

1) The output voltage of the tracker (pin QTx) is derived from the output voltage of the voltage reference (pin QVR). If the voltage
reference supply is switched off (voltage at pin QVR drops to 0 V), then the output voltage at pin QTx decreases to 0V as well, if
the tracker should be switched on as the tracker output voltage is derived from pin QVR. Still if the tracker is switched on and its
output voltage drops to 0V (because voltage at pin QVR drops), an undervoltage at pin QTx is detected and an interrupt is issued.
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2) Dropout voltage is defined as the difference between input and output voltage when the output voltage decreases 100 mV from
output voltage measured at V; =V nom * Vdrmax + 100 mV.

3) Specified by design, not subject to production test

4) Relevant ESR at capacitor's self-resonant frequency.
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6.5.3 Typical performance characteristics tracker 1 and tracker 2
QTx tracking accuracy AVqry versus QTx tracking accuracy AVqry versus
junction temperature T; load current /g7y
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6.6 External post regulator for core supply (optional)

6.6.1 Functional description external post regulator support

An additional external post regulator may be added to the device to provide the core supply voltage Vcore supply
for the MCU if needed. In this case the configuration pin SEC has to be left open to indicate that the external
core voltage supply option is active. The configuration of the SEC pin is only read during the power sequencing
at the point the core supply would be started (Movements to INIT, please refer to Figure 15 and Figure 16).

The regulator is fed from the intermediate circuit voltage Vpgrereg. The post regulator is enabled by a "high"
signal at pin EVC and switched off by a "low" signal at pin EVC. The EVC signal is controlled by the state
machine. For example a detection of overvoltage at pin VCI creates a "low" signal at pin EVC and shuts down
the post regulator to protect the MCU core. In case the external post regulator uses a softstart function, the
start-up time has to be aligned with the short to ground detection time tsc (.

The device offers a synchronization signal of 50% duty cycle at pin SYN equal in phase (only with a very small
delay) and frequency or shifted by 180 degrees to the internal step down pre-regulator (the selection is done via
SPI command). It is highly recommended to synchronize the external switch mode post regulator to this signal
to avoid interferences. The external post regulator is enabled as soon as the pre-regulator output voltage
Vprereg is present and the QUC output voltage Vqyc is above the lower monitoring threshold.

The output voltage of the post regulator Veore_supply is monitored by the reset function of the device. To obtain a
proper monitoring, the output voltage of the post regulator has to be connected to the voltage monitoring
input at pin VCl via a resistor divider. The resistor divider needs to be dimensioned to adjust the post regulator
output voltage Veore_supply to the internal reset reference voltage Vy.

The synchronization signal at pin SYN can be switched on via SPI command, default configuration is off.
Protection circuitry should be implemented to prevent the external regulator and the application from damage:

«  To protect the pass device(s) of the external post regulator from overstress, a current limitation function
should limit the output current to the maximum specified limit. The regulator should be protected against
short circuit to ground.

+  The output voltage is monitored by the voltage monitoring of the device, no further reset function is
required on the external post regulator. In case such a reset function should be present, it is not used or
supported by the reset function of the device.

In case of overvoltage at pin VCI, the external post regulator is switched off by pulling pin EVC to "low" and
the device enters FAILSAFE-state. The event is stored in an SPI status register (MONSF1).

In case of undervoltage at pin VCI, the device moves into INIT-state, pin ROT goes "low" and the event is
stored in an SPI status register (MONSF2). The external post regulator is not switched off in case of output
undervoltage, which is shorter than the short to ground detection time ts . If the undervoltage is
present for more than ts ), the device enters FAILSAFE-state. This event is stored in an SPI status register
as well (MONSFO).

+  There should be a temperature shutdown function at the external post regulator. If the power stage
temperature should exceed the temperature shutdown threshold, the post regulator should be switched
off by its own temperature shutdown. The device recognizes the undervoltage condition and reacts as
described above.
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Figure 14 External switch mode post regulator for core supply
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6.6.2 Electrical characteristics external post regulator support

Table 14 Electrical characteristics external post regulator

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number

Min. Typ. | Max.

Enable output signal, pin EVC

Enable output high level Veve, high 2.3 - - v Vouc=3.3V; P_7.6.0.4
leve =-7 mA

Enable output high level Veve, high 3.0 - - v Voucz 3.1V, P_7.6.0.5
leye =-0.5mA

Enable output low level Veve, low - - 0.7 v Vouc=3.3V, P_7.6.0.6
leye = 5.5 mA

Enable output rise time tevc, rise - - 25 ns Cevc, load = 50 pF P_7.6.0.7
1)

Enable output fall time tevc, fall - - 25 ns Cevc, load = 50 pF P_7.6.0.8

1)

Synchronization output signal, pin SYN

Synchronization output high | Vsy, high 2.3 - - v Vouc=3.3V; P_7.6.0.12
level Isyy = -7 mA

Synchronization output high | Vsy, high 3.0 - - v Voucz3.1V, P_7.6.0.13
level ISYN =-0.5mA

Synchronization output low | Vsyn, 10w - - 0.7 v Vouc=3.3V; P_7.6.0.14
level ISYN =5.5mA

Synchronization output Dgyn - 50 - % - P_7.6.0.15
signal duty cycle

Synchronization output tsyN, rise - - 25 ns CsyN load = 50 pF P_7.6.0.16
signal rise time 1)

Synchronization output tsyN, fall - - 25 ns CsyN, load = 50 pF P_7.6.0.17
signal fall time 1)

Core voltage supply monitoring input, pin VCI

Core voltage monitoring v - 100 130 nA W =0.8V P_7.6.0.18
input pull-up current

1) specified by design, not subject to production test.
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6.7 Power sequencing

The device includes a power sequencing function to ensure a proper ramp-up of all output voltages. After the
internal Power-On-Reset (POR) is released to move out of POWERDOWN and the voltage at pin VSx Vg
increased above Vps ctart, the standby regulator and the pre-regulator(s) start to operate.

If one of the non microcontroller related voltages (QVR, QCO, QT1 or QT2) cannot be ramped up (e.g. short to
GND), the power sequence is stopped, but the reset output is still released after the power-on reset delay time
t.q- The microcontroller should check the status of the outputs by reading the SPI status register (VMONSTAT).

If the microcontroller sends a SPI request to enable or disable any non microcontroller related supply (QVR,
QCO, QT1 or QT2) during the power sequencing, the sequence is stopped and the requested configuration is
executed.
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6.7.1 Power sequencing from POWERDOWN to INIT-state
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Figure 15 Power sequencing POWERDOWN to INIT-state

Description:

1. After POR is released (representing the exit from POWERDOWN) and Vys is above Vps start, the standby
supply (QST) and the pre-regulator start to operate.

2. As soon as Veg is above the lower monitoring threshold Virrg 1ow*VrT,FB,Uv hyst> the QUC starts to operate.

3. As soon as Vqyc is above the lower monitoring threshold Vit quc low*VrT,Quc,uv hyst, the external core
supply is enabled via EVC pin, if selected. If the external core supply is not selected, the QVR starts to
operate.
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4, If the external core supply is selected and Wy is above the lower monitoring threshold Vgryci low*VrTvCi,uv
hyst» the QVR starts to operate.
5. As soon as Vo is above the lower monitoring threshold Vit qur low*VRT,Qur,uv hysts the QCO starts to

operate.

6. As soon as Vo is above the lower monitoring threshold Vit gco,lowtVRT,Qco,uv hyst the QT1 starts to
operate.

7. As soon as Vg, is above the lower monitoring threshold Vgr g1, lowtVRT,QT1,Uv hyst> the QT2 starts to
operate.

8. This is the time from the enabling of the standby supply until its output Vgsr is above the lower
monitoring threshold Vgr ost 10w

9. The reset delay time tgp starts after QST, QUC and VCI (if external core supply selected by pin SEC) have
reached their lower monitoring threshold Vgruy low*VRTxm,Uv hyst- The reset delay time is programmable
via SPI. After the reset delay time is expired, the reset signal at pin ROT pin is released. The figure shows
the possible range of the tgp starting time.

Once the ROT is high, the microcontroller can change the configuration of the selectable supplies, which might
change the power sequencing accordingly.
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6.7.2 Power sequencing STANDBY to INIT-state
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Figure 16 Power sequencing STANDBY to INIT-state

Description: Input voltage is present, device is in STANDBY-state, QST is active.

1. After a valid Wake-Signal or an expired wake-up timer the pre-regulator starts to operate as soon as Vs is
above Vps start-

2. As soon as Vg is above the lower reset threshold Vgrrg jowtVrT,FB,uv hyst, the QUC starts to operate.

3. As soon as Vqyc is above the lower reset threshold Vit quc lowtVRrT,Quc,uv hyst the external core supply is
enabled via EVC pin, if selected. If the external core supply is not selected, the QVR starts to operate.

4, If the external core supply is selected and W is above the lower monitoring threshold Vgrycy low*VrTvei,uv
hyst» the QVR starts to operate.

5. As soon as Vqyr is above the lower reset threshold Vir gur low*VRT,QuR UV hysts the QCO starts to operate.
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6. As soon as Vqco is above the lower reset threshold Vi gco,lowtVRT,Qco,uv hyst the QT1 starts to operate.
7. As soon as Vo1 is above the lower reset threshold Vgr gty lowtVRT,QT1,Uv hysts the QT2 starts to operate.

8. The reset delay time tgp starts after QUC and VClI (if external core supply selected by pin SEC) have
reached their lower monitoring threshold Vgru low* VRTxm,uv hyst- The reset delay time is programmable
via SPI. After the rest delay time is expired, the reset signal at pin ROT pin is released. The figure shows
the possible range of the typ starting time.

6.7.3 Power sequencing SLEEP to WAKE-state
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Figure 17 Power sequencing SLEEP to WAKE-state

Description: Input voltage is present, device is in SLEEP-state, all selectable supplies switched off in SLEEP-

state, all selectable supplies were switched on in previous NORMAL-state:

1. After a valid Wake-Signal or an expired wake-up timer the voltage reference starts to operate.

2. As soon as Vg is above the lower monitoring threshold Vgr qur low*VrT,QuR,uv hyst> the QCO starts to
operate.
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3. As soon as Vqco is above the lower monitoring threshold Vit gco,lowtVRT,Qco,uv hyst, the QT1 starts to
operate.

4, As soon as Vqry is above the lower monitoring threshold Vgr g1 1owtVRT,QT1,Uv hyst> the QT2 starts to
operate.

The reset output ROT is high in SLEEP-state and is kept high for WAKE-state.

In case a selectable LDO was switched off in the previous NORMAL-state, it is not enabled during the transition

from SLEEP to WAKE, the power sequencing follows up with the next LDO. In case a LDO was enabled during
SLEEP-state and was enabled in the previous NORMAL-state, it remains enabled.
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7 Monitoring function

7.1 Introduction monitoring function

The device includes an independent voltage monitoring function of all output voltages, including the external
post regulator for MCU core supply, if in use.

The monitoring function consists of two comparators for each output voltage. One is for detecting overvoltage,
the other is for detecting undervoltage. Both comparators get their reference voltage from an independent
bandgap 2 only used for the voltage monitoring block. This bandgap is independent from the voltage regulator
bandgap 1. The bandgap 2 provides the reference voltage for overvoltage detection (high voltage monitoring
threshold Viyyxx high) @nd for undervoltage detection (low voltage monitoring threshold Vg low)- Under
normal operation conditions the output voltage of the related regulator must remain within the voltage
window defined by the upper limit Vgryy high and the lower limit Vir o low-

There is a dedicated temperature sensor for the monitoring block. If the power stage temperature exceeds the
temperature shutdown threshold, the device moves into FAILSAFE-state, the regulators are switched off and the
event is stored in an SPI status register (OTFAIL). The off time due to temperature shut down is at least one
second.

Characteristics

Behavior of the overvoltage and undervoltage comparators is as following:
+  The upper limits Vgru high and the lower limits Vgy 10w are unmodifiable.

« Anovervoltage is detected if the regulator output voltage is above the related overvoltage monitoring
threshold Viyxxx high for more than the monitoring reaction time tzg. An overvoltage higher than the related
overvoltage monitoring threshold Vgr . high Which is present for shorter than the monitoring reaction time
trris regarded as a spike and is not detected.

An undervoltage is detected if the regulator output voltage is below the related undervoltage monitoring
threshold Vgr xxx low lONger than the monitoring reaction time tgg. An undervoltage lower than the related
undervoltage monitoring threshold Vg xux low Which is present for shorter than the monitoring reaction
time tgris regarded as a spike and is not detected.

«  The monitoring reaction time tgg is not valid for the internal voltage supplies in case of undervoltage and
overvoltage.

+  The detection of an overvoltage shuts down the related regulator immediately to protect the loads from
harm or destruction.

This shut down may lead (depending on the affected regulator) to further action, please refer to chapter
State machine for details.

+  The detection of an undervoltage does not shut down the related regulator.

« The post regulators (including the optional external post regulator for MCU core supply) and the step down
pre-regulator have a short to ground detection.

If the detected undervoltage is present for more than the short to ground detection time tgg, the related
regulator is shut down to protect it and the chip from overheating. This shutdown can lead (depending on
the affected regulator) to further action, please refer to chapter State machine for details. (It is mandatory
that the external post regulator for MCU core supply has an enable or inhibit function).

« Theover and undervoltage detection is active only if the related regulator is in use (including the external
post regulator for MCU core supply) and switched on.
Indication of over and undervoltage

Depending on the related regulator the indication of over and undervoltage is different, either by reset signal or
by interrupt indication:
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+  Everyover and undervoltage detection is stored in the SPI status register (MONSFO, MONSF1, MONSF2).

«  For MCU related output voltages (Vost , Vquc » Vi), over and undervoltage are indicated by the hardware
reset pin ROT. In case of an over or undervoltage, pin ROT is pulled to "low".

+ Incase of overvoltage or a detection of a short to ground at the external post regulator for MCU core
supply, the pin EVC is pulled to "low" to shut down the regulator.

«  Forthe pre-regulator output (V¢g) and the voltage reference output (Vqyr) only overvoltage is indicated by
the hardware reset pin ROT. In case of an overvoltage, pin ROT is pulled to low.

+  Forthe pre-regulator output and the voltage reference output, only undervoltage is indicated by an
interrupt.

«  Forall not MCU related output voltages (Voco , Vor1 » Vor2), over and undervoltage are indicated by an
interrupt.

+ Fortheinternal supply voltages, over and undervoltage are indicated by the hardware reset pin ROT. In
case of an over or undervoltage, pin ROT is pulled to "low".

This introduction is an overview, for details please refer to the following sub chapters.

7.2 Shutdown function

A short to ground detection time tg;c at the pre regulator output is only active during the power sequencing in
INIT-state. If the output voltage of the pre-regulator is not within the specified limits within a certain time
frame, the device moves into FAILSAFE-state. There is no reaction on a detected short to ground once the
Vpreres,Buck IS in a valid range after crossing its undervoltage threshold for the first time(step 1 completed
according to the power sequencing described in Chapter 6.7). If the output voltage of the pre-regulator is too
low in other cases, the behavior of the device depends on the voltage monitoring of the post regulators.

On detection of an overvoltage at one of the output voltages Vquc, Wi, Vost, Vour OF Veg the device shuts down
all regulators to protect the loads from harm or destruction and moves the device to FAILSAFE.

On detection of an overvoltage at one of the output voltages Vyco, Vor1 and Vgr, the device shuts down the
related regulator to protect the loads from harm or destruction and generates an interrupt event.

If the detected undervoltage at output voltages Vqyc, Ve or Vst should be present for more than the short to
ground detection time tg;, all regulators are shut down to protect themselves and the chip from over heating
and the device moves to FAILSAFE.

If the detected undervoltage at output voltages Vqyr, Voco, Vari or Vgr, should be present for more than the
short to ground detection time ts;g, the related regulator shuts down to protect himself and the chip from over
heating and generates an interrupt event.

If the step up pre-regulator operates in current limitation (based on Vgsy.rs ) switching cycle by switching cycle
for longer than the short to ground detection time tsg poost, all regulators are shut down to protect the external
boost components and the chip from over heating and the device moves to FAILSAFE.

7.3 Reset function

The reset generator starts to operate as soon as the device moves out of POWERDOWN.

"Soft Reset" versus "Hard Reset"

With a "Soft Reset" the pin ROT goes below Vgor 0w, but the pre and post regulator output voltages are not
switched off.

With a "Hard Reset" the pin ROT goes below Vot 0w and the post regulator output voltages are switched off.
The power sequencing is restarted after a delay of t5pt. A "Hard Reset" applies to the second initialization
timeout in a row.
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Safe State Control trigger event

The Safe State Control function is connected to the monitoring block. If a Safe State Control trigger event is
detected, pins Safe State Control outputs (SS1 and SS2) and ROT are pulled to ground. The Safe State Control
trigger event is stored in an SPI register (respective bits in SYSFAIL, INITERR, MONSF1, MONSF2, MONSF3 or
OTFAIL). For trigger conditions of safe state signal SS1 please refer to chapter Safe State Control function.

Reset output pin

The reset output pin ROT is an open drain structure. As soon as a reset condition occurs, the ROT pin is pulled
below Vgor ow- An small internal pull up current pulls the output towards Vyc. An external pull up resistor
according to the application needs is recommended.

ROT pull-down will be released only in the move to POWERDOWN cases due to Vs < Vpp |. If Vs < Vpp 1o, then ROT
will be raised up to the residual QUC voltage value.

Supply Voltage
Monitoring at VSx
Internal Supply
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— Verasihigh =~ €———)
ov
Move to FAILSAFE . ]740 Amca:.lsflue
uv
—— Varastiow «—
— Vrauchish ~—€——f
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[~ Vrisslow «
SPI Status Register fDrB:a"fgfvazlzm
Figure 18 Principle reset function
Detailed description of the reset function (Figure 18):
The following regulators contribute to the reset function:
+ Internal supply monitoring (not visible externally)
«  Thestandby supply (QST): Vst
«  The microcontroller main supply (QUC): Vquc
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«  The external post regulator for MCU core supply (VCI): Vi

«  Thevoltage reference supply (QVR): Vqug = only overvoltage, not undervoltage, not short to ground

«  The pre-regulator (FB): Vgg > only overvoltage, not undervoltage

+  The step up pre-regulator short to ground (overpower) detection

The actual values of these outputs are taken directly at the output pins and are monitored by two comparators

for each regulator, one for overvoltage, one for undervoltage (OV, UV). The reference values Vgruhigh and
VRT xxx low are provided by an independent bandgap 2 only related to the monitoring functions.

The internal supply's voltage monitoring and IBIAS monitoring contribute to trigger a reset. If one or both of the
internal supply voltages should be out of their specified windows, the reliable function of the device is not
ensured any more. The IBIAS monitor fault is stored in a status bit (BIASHI or BIASLOW of register MONSF3).
These faults of the internal supplies trigger either a "Move to FAILSAFE" event or a "Move to POWERDOWN"
event (please refer to chapter State machine for details).

Vixxx
VRT XX high == ——————————— 7
VRTXXXJow [F—#——————————+
> i _f)<tStG§<_ = > {5t t
- < tre <trr - _»
trRR tRr trr ¢ i
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Figure 19 Timing diagram hardware reset signal ROT for output voltages

Description:

« Vi =Output voltage monitored by reset generator: Vqyc, Wi, Vast, Vour OF Ves

* Vrruhigh™ Overvoltage monitoring threshold: Vi quc highs VRTvChighs VRT,QsThighs VRT,QUR high O VRTFB high
* Vrrxxlow= Undervoltage monitoring threshold: Vrryci lows VrT,Quc,low ©F VT osT low

+ tgp=Reset delay time, adjustable by SPI command

+  tpr=Monitoring reaction time, time between detecting overvoltage and pulling ROT to low

+  <tgrr= Not detectable, because shorter than monitoring reaction time

+ >t = Short to ground detection time, after which an undervoltage is considered a short to ground

«  traiLsare,min = System shutdown time (FAILSAFE), time between pulling ROT to low and restart of the device,
for details please refer to chapter State machine

+  Vgor = Hardware reset signal, ROT
«  Vrothigh = Hardware reset signal, high level
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«  Vrorlow= Hardware reset signal, low level

«  Vixov = Overvoltage detected for V,y and stored in SPI register MONSF1

«  Viuv = Undervoltage detected for V4 and stored in SPI register MONSF2

« Vixste = Short to ground detected for V,,, and stored in SPI register MONSFO

+  Applies as well to bias current violations, supply overvoltage (MONSF3), temperature shutdown (OTFAIL)
contributing to the reset function. Please refer to Figure 42 and Figure 49
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7.4 Interrupt function
The interrupt generator starts to operate as soon as the internal POR is released, still the interrupt signal (pin
INT) is only indicated when reset is released (pin ROT high).

The voltage monitoring function supervises the values of the non MCU related post regulator output voltages
Vaco, Vor1 and Vg, the pre regulator output voltage Veg (undervoltage only) and the voltage reference output
Vovr (undervoltage and short to ground only). The result is written in a SPI status register (IF and MONSFO,
MONSF1 or MONSF2) and indicated via interrupt (pin INT). The connection of all these monitoring signals is a
logical OR.

The interrupt pin INT indicates interrupts due to other events in the device as well.

Interrupt output pin

The interrupt output pin INT is a push-pull structure. An interrupt is indicated by pulling the INT pin to ground.

ov

Actual value
—— 0o
Bandgap 1

Y

ov

Actual value
Shutdown QVR 47-—‘ °  aw

w

ov

Actual value
—O PreRegat FB
uv
[ Ve «
[ Ve «
ov
Actual value
Shutdown QCO . :)740 aco
uv
| e
[~ Ve D
ov
Actual value
Shutdown QT1 . :)740 an
uv
[~ Var «—
[~ Var D
ov
Shucownar2 . ] ’740 S -
uv
— V&, «—
SPI Status Register hf;’;:f;‘;éck
Figure 20 Principle indication of voltage monitoring via interrupt

Detailed description of the voltage monitoring via interrupt function (Figure 20)

The following regulators contribute to the voltage monitoring via interrupt function:
+  The pre-regulator (FB): Vgg > only undervoltage

«  Thevoltage reference supply (QVR): Vqug > only undervoltage and short to GND
«  The communication supply (QCO): Voo
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«  Thetracker 1 for supplying sensors (QT1): Vory
«  Thetracker 2 for supplying sensors (QT2): Vg1,

The actual values of these outputs are taken directly at the output pins and monitored by two comparators for
each regulator, one for overvoltage, one for undervoltage (OV, UV). The reference values Vgt high aNd VRT o low
are provided by an independent bandgap 2 only related to the monitoring functions.

Vxxx

VRoxXxhigh F————————————ff————— -l m—— ——m - ————

VRT,XXX, low

—) <ty <« >ty > enabled t
via SPI
e T by MCU

A

Interrupt

Vxxx, OV -
Status -
Register i Vi, UV -
Vxxx, StG -t
Figure 21 Timing diagram interrupt indication for output voltages

Description:

« Vi =Output voltage monitored by interrupt indication: Veg, Vqur, Voco, Vari of Varz

* Vrrxuhigh= Overvoltage interrupt indication: Vgr qco,highs VRT,QT1,high OF VRT,QT2,high

*  Vrrxxx,low™= Undervoltage interrupt indication: Vgrrs lows VRT,QUR lows VRT,Qc0,lows> VRT,QT1,low OF VRT,QT2,l0w
+  tpr=Monitoring reaction time, time between detecting overvoltage and an interrupt is generated

+  <tgrr= Not detectable, because shorter than monitoring reaction time

+ >t = Short to ground detection time, after which an undervoltage is considered a short to ground
« Vi ov =Overvoltage detected for V,, and stored in SPI register (MONSF1)

«  Viuv = Undervoltage detected for V4 and stored in SPI register (MONSF2)

«  Viste = Short to ground detected for V,,, and stored in SPI register (MONSFO)

+  Applies as well to the detection of variations in the voltage of bandgap 1 to 2 (MONSF3), over-load and
temperature events (OTWRNSF, OTFAIL) contributing to the interrupt function. Please refer to Figure 41.
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7.5 Electrical characteristics voltage monitoring and reset function

Table 15 Electrical characteristics voltage monitoring and reset function

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.

Timing
Reset cycle time tevele 9.4 10 10.65 |us - P_8.5.1
Reset delay time, default trp - 1000 |- tevele |- P_8.5.2
value
Reset delay time, adjustable | tzp 20 - 1500 | tcyce | Y Configurablein | P_8.5.3
range by SPI command DEVCFG1.RESDEL
Monitoring reaction time trr 8 - 20 ys - P_8.5.4
Monitoring reaction time, tRR, STBY 8 - 40 ys - P_8.5.5
standby regulator
Short to ground detection tsig 2.7 3 3.3 ms - P_8.5.6
time
Step down regulator short to | tsg pr 2.7 3 3.3 ms step down P_8.5.7
ground detection time pre-regulator

high switching

frequency range

(pin FRE open)
Step down regulator short to | tsig ¢ 5.4 6 6.6 ms step down P_8.5.8
ground detection time pre-regulator

low switching

frequency range

(pin FRE to GND)
Step down regulator short to | Vsiart st buck | 5-5 5.6 5.7 v Ws increasing P_8.5.67
ground activation threshold
atpinVs
V/Cl short to ground tstevc 5.4 6 6.6 ms - P_8.5.9
detection time
Boost short to ground tstG,boost 5.4 6 6.6 ms - P_8.5.10
detection time
System shutdown time tspT 9 - 20 ms - P_8.5.11
Monitoring thresholds standby regulator, pin QST
Overvoltage monitoring VRTQsThigh | 3-46 3.53 3.6 \Y Vst increasing P_8.5.16
threshold
Overvoltage monitoring VrT.QsT.0v 20 - 55 mV - P_8.5.17
hysteresis hyst

(table continues...)
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Table 15

(continued) Electrical characteristics voltage monitoring and reset function

infineon

Ws=6Vto 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.

Undervoltage monitoring VrrosTlow | 2.97 3.04 3.1 v Vst decreasing P_8.5.18

threshold

Undervoltage monitoring VrT.QsT,UV 15 - 50 mV - P_8.5.19

hysteresis hyst

Monitoring thresholds microcontroller supply, pin QUC

Overvoltage monitoring VrT,Quc,high | 3-46 3.53 3.6 v Vquc increasing P_8.5.24

threshold

Overvoltage monitoring VrrQucov |20 - 55 mV - P_8.5.25

hysteresis hyst

Undervoltage monitoring VrtQuclow | 2.97 3.04 3.1 Y Vquc decreasing P_8.5.26

threshold

Undervoltage monitoring Vrroucuv |15 - 50 mv |- P_8.5.27

hysteresis hyst

Monitoring thresholds external core supply, pin VCI

Overvoltage monitoring VrTvcihigh | 848 864 880 mV W increasing P_8.5.28

threshold

Overvoltage monitoring VRrTvCi,ov hyst | 5 - 15 mV 2) P_8.5.29

hysteresis

Undervoltage monitoring VRTvCI,low 720 736 752 mV W  decreasing P_8.5.30

threshold

Undervoltage monitoring VRTvei,uv hyst | 5 - 15 mv |2 P_8.5.31

hysteresis

Monitoring thresholds pre-regulator, pins FBx

Overvoltage monitoring VRT FB,high 6.46 6.58 6.7 \Y Vegincreasing P_8.5.32

threshold

Overvoltage monitoring VRTFB,0V hyst |40 - 120 mV - P_8.5.33

hysteresis

Undervoltage monitoring VRT FB low 5.0 5.1 5.2 v Veg decreasing P_8.5.34

threshold

Undervoltage monitoring VRT,FB,UV hyst | 30 - 90 mV - P_8.5.35

hysteresis

Monitoring thresholds communication supply, pin QCO

Overvoltage monitoring VrTQcohigh | 5-15 5.25 5.35 \Y Vqco increasing P_8.5.36

threshold

(table continues...)
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Table 15

(continued) Electrical characteristics voltage monitoring and reset function

infineon

Ws=6Vto 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.

Overvoltage monitoring VrrQcoov |20 - 60 mV - P_8.5.37

hysteresis hyst

Undervoltage monitoring VrT.Qco,low |4.65 4.75 4.85 v Vqco decreasing P_8.5.38

threshold

Undervoltage monitoring Vrrocouv |20 - 60 mV - P_8.5.39

hysteresis hyst

Monitoring thresholds voltage reference supply, pin QVR

Overvoltage monitoring VRT,QuR,high | 5-10 5.20 5.30 v Vqur increasing P_8.5.40

threshold

Overvoltage monitoring Vrrourov |20 - 60 mV - P_8.5.41

hysteresis hyst

Undervoltage monitoring VrT.Qvrlow | 4-70 4.80 4.90 v Vqur decreasing P_8.5.42

threshold

Undervoltage monitoring Vrrowruv |20 - 60 mV - P_8.5.43

hysteresis hyst

Monitoring thresholds tracker 1, pin QT1

Overvoltage monitoring VrT,QT1,high | 5-30 5.40 5.50 v Vgt increasing P_8.5.44

threshold

Overvoltage monitoring VrTQT1,0V 20 - 60 mV - P_8.5.45

hysteresis hyst

Undervoltage monitoring VrroTilow | 4.50 4.60 4.70 v Vqr1 decreasing P_8.5.46

threshold

Undervoltage monitoring VrT.QT1,0v 20 - 60 mV - P_8.5.47

hysteresis hyst

Monitoring thresholds tracker 2, pin QT2

Overvoltage monitoring VrTQT2,high | 5-30 5.40 5.50 v Vora increasing P_8.5.48

threshold

Overvoltage monitoring VrT,QT2,0V 20 - 60 mV - P_8.5.49

hysteresis hyst

Undervoltage monitoring VrraT2,low | 4.50 4.60 4.70 v Vqr, decreasing P_8.5.50

threshold

Undervoltage monitoring VrTQT2,0v 20 - 60 mV - P_8.5.51

hysteresis hyst

(table continues...)
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Table 15 (continued) Electrical characteristics voltage monitoring and reset function

Ws=6Vto 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number

Min. Typ. | Max.

Input voltage VSx monitoring, pin VSx

Input overvoltage Ws,ov 40.5 42 43.5 v - P_8.5.52
monitoring threshold

Overtemperature protection of monitoring

Overtemperature shutdown | Tj o, 176 190 200 °C Tjincreasing P_8.5.53

threshold shutdown 2)

Overtemperature shutdown | Tj o7, hyst - 10 - °C 2) P_8.5.54

hysteresis

Reset output ROT

Reset output, pull-up current | Irot, pu -175 -110 -12 WA Vror<2.0V P_8.5.55

Reset output, low level VROT, low - - 0.7 v 1V=Vqyc=3.37V; |P_85.58
3 Igor =5.5 MA

Reset output, low level VROT, low - - 0.4 v 1V=Vouc=3.37V; |P_85.59
3 Ipor=3 MA

Reset output fall time tROT fall - - 25 ns 2 CroTload =50 PF | P_8.5.60

Interrupt output INT

Interrupt output, high level | ViyT high 2.3 - - v Vouc=3.3V; P_8.5.63
InT=-7TmMA

Interrupt output, low level VINT, low - - 0.7 v Vouc=3.3V; P_8.5.64
Iyt = 5.5 MA

Interrupt output rise time tINT, rise - - 25 ns 2) CiNTload = 50 pF P_8.5.65

Interrupt output fall time tiNT, fall - - 25 ns 2) CiNTJload =50 pF | P_8.5.66

1) Due to internal delays the reset delay time can be enlarged by max 50 ps. Please consider the transition time into INIT-state iyt
specified in Table 25 prior to the power sequencing started by entering INIT-state.

2) Specified by design, not subject to production test.

3) Pin ROT output low level is not forced on entering POWERDOWN state.
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8 Standby supply and internal supplies
8.1 Standby supply QST
8.1.1 Functional description standby supply

The standby supply QST is independent from the pre-regulator stage and the other post regulators. It can be
switched ON or OFF in all states (for details please refer to chapter State machine). The linear low drop
regulator QST offers a precise 3.3V output voltage for standby supply.

The QST keeps its configuration by leaving the STANDBY-state according to its previous configuration. For
STANDBY-state, the status of QST (ON or OFF) has to be defined in previous states.

The regulator is supplied from pin VST and the pin VST is to be connected to the pin VS1. The output voltage
Vosr (at pin QST) is controlled by the error amplifier. The stability of the control loop depends on the load
current, the characteristics of the output capacitor and the chip temperature. To ensure stable operation, the
output capacitance needs to meet the specified requirements (capacitance value and electrical series
resistance ESR) in Table 16.

The regulator features an active pull-down at the output that discharges the output upon disablement of the
regulator.

The QST regulator supports two operating modes based on the configuration RSYSPCFGO0.DISOFFSET.

«  Standalone regulation: the actual value of Vqsr is regulated based on a reference voltage derived from
bandgap 1 for regulators (DISOFFSET is set to 1g). This configuration represents an usual dedicated
regulator topology and is applicable for most applications. Please make sure to configure this option
during the initial protected configuration as it is not the default after start-up.

«  QUCdependent offset regulation: the actual value of Vqsr is regulated to the voltage at pin QUC with an
offset AVqstquc (DISOFFSET is set to Og). Please mind that this configuration is the default setting after
POWERDOWN state, as it represents a functional boundary condition for an optimized power topology
using an external bypass switch between QUC and QST during operation when high loads to the standby
voltage domain are expected. If no external bypass is equipped in the application, then this offset
regulation is recommended to be disabled during initial protected configuration.

Protection circuitry is implemented to prevent the regulator and the application from damage:

« To protect the pass element from overstress, the current limitation limits the output current. Current
sensing is done via a current mirror, no sense resistor is used. In case the maximum current should occur, it
is limited, so the output voltage decreases. The regulator is protected against short circuit to ground. 2/

+  The output voltage is monitored by the voltage monitoring.

In case of overvoltage at pin QST, the QST is switched off and the device moves into FAILSAFE-state. The
event is stored in an SPI status register (MONSF1).

In case of undervoltage at pin QST, the device moves into INIT-state, pin ROT is pulled low and the event is
stored in an SPI status register (MONSF2). The regulator is not switched off in case of output undervoltage,
which is shorter than the short to ground detection time tg;s. If the undervoltage should be present for
more than ts;g, the device moves into FAILSAFE-state. This event is stored in an SPI status register as well
(MONSFO).

+ Thereis no dedicated temperature sensor for this regulator. The temperature is sensed on the chip by other
temperature sensors located at QUC and step down pre-regulator. If the chip temperature exceeds the
pre-warning threshold, an interrupt indicates this event and it is stored in a SPI status register (OTWRNSF).

In the particular case of an enabled offset regulation of QST (DISOFFSET is set to Og) and an applied fast short circuit to GND or fast
significant overload, the failure condition may lead to a coupling influence to the regulators reference bandgap in a transient way.
This may lead to a temporary influence to the other regulators output voltage (e.g. Vqco at pin QCO or Vgyc at pin QUC if not
bypassed to QST by external switch).
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If the chip temperature exceeds the temperature shutdown threshold, the regulator is switched off. The
temperature switch off time is at least one second.

The regulator QST may be configured to be ON or OFF in every state, except FAILSAFE. The selection for
STANDBY-state needs to be done by SPI command before entering this state.

For further details please refer to Chapter 10 State machine.

Monitoring
function
VST < < Qst
Vvs O D D O Vast
Overvoltage
shutdown
= =
Current Active
limitation pull-down
T spl:on/off l l: -
Error Amplifier
Gate Driver
Bandgap 1 for VRef_asT
Regulator block Reference
selector
Vauc+ AVastauc —
SPI:
DISOFFSET
Figure 22 Low drop linear regulator for standby supply QST
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8.1.2 Electrical characteristics standby supply

Table 16 Electrical characteristics standby supply

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number

Min. Typ. | Max.

Standby supply QST

Output voltage Vst 3.23 3.30 3.37 v when QUCis offor [P_9.1.3
when DISOFFSET is
set to 1g;

0OmA=< /QST <10 mA
Output voltage offset QST to | AVgstque | -180 -135 -90 mV when QST and QUC |P_9.1.4

QuC are active with
DISOFFSET set to
Og;
OmA=< IQST <10 mA
Output voltage QST VasT - 60 - - mV when QST and QUC | P_9.1.15
headroom to undervoltage | VrrosTlow are active with
monitoring threshold DISOFFSET set to
Og;
OmA=< IQST <10mA
Output current limitation losT max 25 - 40 mA |- P_9.15
Drop voltage Vdr.ost - - 400 mV | YLimited to Vpp), |P_9.1.6
at pin VST
Load regulation AVostioad |~ 25 40 mV lgst =100 pA to P_9.1.7
10 mA
Line regulation AVsTline - 0.1 0.5 mV/V |10V <Wsr<40V P_9.1.8
Power supply ripple PSRRqst 40 - - dB 2) fripple =100 kHz | P_9.1.9
rejection ESRc st =100 mQ
Output capacitor CosT 047 |- 10 ufF o |2 P_9.1.10
Output capacitor, ESR ESRcost |0 - 200 mQ |23 P_9.1.11
Softstart time tss,qsT 130 200 700 ps 2) P_9.1.12
CQST <3 IJF,
IQST <8 mA;
Vqs rising from
10 % to 90 % of
VQST,nominal
Active discharge pull-down | /gs7pd 8 30 65 mA [21.8Vs Vost=6V |P_9.1.13

current when disabled

1) Dropout voltage is defined as the difference between input and output voltage when the output voltage decreases 100 mV from
output voltage measured at Vst = Vost[Max] + Vg, gst[Max] + 100 mV.
2) Specified by design, not subject to production test.
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3) Relevant ESR at capacitor's self-resonant frequency.
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8.1.3 Typical performance characteristics standby supply
QST output voltage Vg7 Versus QST output voltage Vst versus
QsT QST
junction temperature T; (DISOFFSET = 1) supply voltage Ws (DISOFFSET = 13)
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QST output voltage Vst versus
junction temperature T; (DISOFFSET = 0g)
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8.2 Internal supplies

The device includes internal voltage supplies and bias currents to operate all regulators, monitoring and logic
functions. These internal supplies are monitored internally to ensure proper functionality of the functional
blocks the device provides. The device reacts on internal failure conditions as described in the State machine,
Monitoring function, Interrupt generation and Safe State Control function. The internal regulators do not
require external components (i.e. capacitors). The internal voltages are not visible at any pin.
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9 Wake-up timer

9.1 Description of wake-up timer

The wake-up timer is a function to wake up the device.

The wake-up timer value may be set by SPIin INIT, NORMAL and WAKE-state. The value is stored in the 24 bit
wide wake-up timer register (WKTIMCFGO, WKTIMCFG1, WKTIMCFG2).The wake-up timer is implemented as a 24
bit counter which is clocked by a 100 kHz or 100 Hz clock (time-base). The time-base may be selected via SPI
(WKTIMCYC). For the chosen time-base of 100 kHz the timer resolution is 10 ps and a wake-up time from 10 ps
to 168 s can be configured via SP1.2/ For the chosen time-base of 100 Hz the timer resolution is 10 ms and a
wake-up time from 10 ms to 1.9 days can be configured via SPI. An additional pre-scaler of 100 can be activated
via SPI (WKTIMPRESC) to further increase the time-base allowing to increase the wake-up time up to 190 days.

When entering STANDBY or SLEEP state, the counter is loaded with the value of the wake-up timer register and
starts decrementing. At underflow, the timer wakes-up the device from either SLEEP or STANDBY-state and
reports the event via WKSF.WKTIM. When leaving SLEEP-state, the wake-up timer register (WKTIMCFGO,
WKTIMCFG1, WKTIMCFG2) is reset to '0' in case of WKSF.WKTIM="1".

In case of a wake-up trigger event independent from the wake-up timer, the wake-up timer is stopped and the
remaining timer value can be read-back via SPI from the wake-up timer register (WKTIMCFGO, WKTIMCFG1,
WKTIMCFG2) in order to evaluate the theoretical time left until expiry and based on that the corresponding time
elapsed. This read-back function is only applicable with the wake-up timer enabled by WKTIMEN.

- Interrupt >
= —> ; —>
100 kHz S 24 bit counter
1 /1000 System
wake up
[ /100 B>
Time-base & Run Counter value
PreScaler
SPI
Figure 23 Wake-up timer principle
2 An additional activation delay time for the start of the wake-up timer of max. 50 ps has to be considered after entering SLEEP or
STANDBY-state.
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9.2 Electrical characteristics wake-up timer

Table 17 Electrical characteristics wake-up timer

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition | Number
Min. Typ. | Max.

Wake-up timer

Time base, resolution twakeUpTimer | 9.4 10 10.65 |ps 1) P_10.2.1
WKTIMCYC = 0
and WKTIM
PRESC = 0g

Time base, resolution twakeUpTimer | 9-4 10 10.65 |ms WKTIMCYC = 15 P_10.2.2
and WKTIM
PRESC =0g

Time base, resolution twakeupTimer | 0.94 1 1.065 |s WKTIMCYC = 15 P_10.2.3
and WKTIM
PRESC=1p

1) An additional activation delay time for the start of the wake-up timer of max. 50 ps has to be considered after entering SLEEP or

STANDBY-state.
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10 State machine

10.1 Introduction state machine

The state machine describes the different states of operation, the device may get into. The following figure
shows the state machine flow diagram, for detailed information please refer to following pages.

WAKE
— No ENA I' & WAK = 0 & SPI: Go to SLEEP
QasT Error Monitoring PreReg
SELECTABLE SELECTABLE ON
e aco va ENAT or WAK =1 or
ON SELECTABLE ADJUSTED -t :;7_";:’?;:;/":;: :':"ed or
SPI: Go to STANDBY QwR Qriaaqrz Wake-up timer - (MCU current from QUC
SELECTABLE SELECTABLE oFf [l }::ICAUI or Wl:lf( Llor increased above configured
Watchdogs Reset SSC: 518552 f:urren rom threshold) or
SELECTABLE HIGH Low QuC did not fall Buck peak overcurrent
below configured achieving approx. 50% of
threshold)) Ipreres,max With step up pre
. regulator not activated and
SPI: SPI: Start ABIST -K;ZPI. Go :0 ISI;EEP " synchronization output (pin
NoENA I & Go to NORMAL -> Generate Interrupt enerate Interrup SYN) disabled
WAK =0 & -> Generate Interrupt v
SPI: Go to NOENAT &
STANDBY STANDBY NORMAL WAK=0& SLEEP
ast Error Monitoring rreneg [l ast Error Monitoring PreReg SPI: Go to ast Error Monitoring PreReg
SELECTED OFF OFF SELECTABLE SELECTABLE ON SLEEP SELECTED SELECTED ON
auc aco va (ENA Ior WAK = 1 Quc aco val Quc aco val
OFF OFF OFF or (MCU current ON SELECTABLE ADJUSTED ON SELECTED ADJUSTED
Qwr Qr1&Qr2 Wake-up timer from QUC did not QurR Qri&Qr2 Wake-up timer Qvr Qr1&Qr2 Wake-up timer
OFF OFF seLecTep  [fall below threshold SELECTABLE | SELECTABLE OFF SELECTED SELECTED SELECTED
Watchdogs Reset S5C: 5518552 if configured)) Watchdogs Reset SSC: SS1&552 Watchdogs Reset SSC: S51&552
OFF Low Low & SELECTABLE HIGH HIGH SELECTED HIGH Low
. . SPI: Go to STANDBY
Wake-up timer expired -> Generate Reset
or ENAT or WAK =1 pelidng $PI: Go to
NORMAL
(config)
POWERDOWN
Power-On-Reset ast Error Monitoring PreReg
ast Error Monitoring PreReg _ ast Error Monitoring PreReg
OFF OFF OFF (;':.A I or V\.’A';‘ 1 SELECTABLE** ON* ON ((i:?R) 'e'easidk') OFF OFF OFF
Quc aco val fmer expire auc aco va Co quc qco va
OFF OFF OFf | —- ON ON* ADiUsTED | — O OFF OFF
QR ari&arnz Wake-up timer QR ari&an2 Wake-up timer QR Qri&ar2 Wake-up timer
OFF OFF OFF ON* ON* OFF OFF OFF OFF
Watchdogs Reset SSC: SS1&552 Watchdogs Reset SSC: SS1&S52 Watchdogs Reset SSC: 518552
OFF Low Low ON* ACTIVE Low OFF Low Low
o Internal Supplies uv, ov
© Supply VSx uv
Move to INIT *QVR: LV, StG, OC,
) *QT1&QT2: 0V, UV, stG
OGN OV, StoISD o@cs w +Qco: OV,UV, StG, TSD, OTWRN
e VCl: 0oV, StG e VCl: uv .quc: OTWRN
B :' gz’ - . %ST :hd w  PreReg Buck FB: UV, OTWRN
*QVR: SWatchogiEtron * PreReg Boost : 0OC pre warning
o PreReg BuckFB: OV, TSD, StG Counter (WWD/FWD) Overflow o Watchdog Error Counter (WWD/FWD)
* PreReg Boost : StG * Error Monitoring triggered increasged
 Three initialization failures consecutively  INIT timer expired « Error Monitoring Recovery delay time active
* BIAS-current Monitor o TSD pre warning
© TSD of Monitoring block « Comp BG1 <-> BG2 > 4%
* Monitor of OTP selection ) o Internal Supplies latent failure
* Supply voltage (VSx) above functional range « SPI failures
(except for STANDBY) R EACTI o N 0 N D ETECTE D FAU LTS « Protected configuration double bit error
* : Switched ON by entering the INIT state, then selectable via SPI
** . Switched ON by default after POWERDOWN, then selectable via SPI

Figure 24 Flow diagram state machine

Description

+  ON /OFF:=Switched ON or OFF, not configurable by SPI command
+  ON*:=Switched ON by movement into INIT-state, then selectable via SPI
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«  SELECTED:= May be configured (switched ON or OFF) by SPI command in previous state or is selected by
the state transition request (DEVCTRL) in case of supply configuration for SLEEP-state.

+  SELECTABLE:= May be switched ON or OFF by SPI command in this state

«  SELECTABLE**:= Switched ON by default after POWERDOWN, then selectable via SPI

+  ADJUSTED:= Defined present or not present by configuration pin, not configurable by SPI command
+  ACTIVE:= as described in INIT-state

+  SSC, SS1 and SS2:= Safe State Control output signals 1 and 2

+ LOW:=Signalis low

« HIGH:=Signalis high

+  OV:=Overvoltage

+ UV:=Undervoltage

+  StG:=Short to ground

+  TSD:=Thermal shut down

« OC:=Overcurrent

+  ABIST:= Analog built in self test

+  Comparator of BG1 versus BG2 > 4%: The difference between bandgap 1 and bandgap 2 is more than 4%
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10.2 Description of states
10.2.1 POWERDOWN-state
The device is in POWERDOWN-state as long the Power-on-Reset (POR) is not released.
POWERDOWN
QsT Error Monitoring PreReg
OFF OFF OFF
quc Qco vcl
OFF OFF OFF
QVR QT1 & QT2 Wake-up timer
OFF OFF OFF
Watchdogs Reset SSC: SS1&SS2
OFF LOw LOw
Figure 25 POWERDOWN-state
Table 18 POWERDOWN-state settings
Part/Function Value Description
QST OFF + The standby supply QST is off
PreReg OFF +  The preregulators are off
QuC OFF «  The microcontroller main supply QUC is off
QcCo OFF +  The communication supply QCO is off
VClI OFF +  Thefunction external output voltage monitoring VCl is off
QVR OFF «  Thevoltage reference supply QVR is off
QT1 and QT2 OFF « Both trackers QT1 and QT2 are off
Wake-up timer OFF +  The wake-up timer is off
Watchdogs OFF +  The watchdogs are off
Error monitoring | OFF +  The Error monitoring is off
Reset LOW + Theresetoutputis low
SSC:SSland SS2  |LOW +  Both safe state signals are "low" and the application is in safe state
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10.2.2 INIT-state

During INIT-state the device expects valid communication with the MCU within the INIT timer. Otherwise an
initialization timeout occurs. The initialization timer starts with the rising edge of ROT.

The initialization timer is stopped as soon as three boundary conditions are fulfilled:
+  Valid SPI communication received from MCU
+  Watchdog(s) serviced once according to default configuration or according to reconfiguration

«  ERR monitoring serviced properly (minimum 3 valid periods with appropriate timing according to fggg yalid
provided) or configured to be OFF

Alternatively the initialization is stopped by activation of microcontroller programming support (MPS). For
details please refer to Chapter 10.7

QST Error Monitoring PreReg
SELECTABLE** ON* ON
Quc Qco vc
ON ON* ADJUSTED
QVR QTl & QT2 Wake-up timer
ON* ON* OFF
Watchdogs Reset SSC: SS1&SS2
ON* ACTIVE Low
Figure 26 INIT-state
Table 19 INIT-state settings
Part/Function Value Description
QST SELECTABLE* |«  The standby supply QST is switched on when entering from
* POWERDOWN-state
« Itcan be switched on or off by SPI command. This configuration is
kept through all states, except POWERDOWN-state
PreReg ON +  The step down pre-regulatoris on
+  Step up pre-regulator is active depending on the input voltage and
this option is selected by pin STU.
QuC ON «  The microcontroller main supply QUC is on
QCo ON* «  The communication supply QCO is switched on per default
+  The QCO can be switched off and on by SPI
VCl ADJUSTED +  The external output voltage monitoring VCl is switched ON or OFF
depending on pin SEC
(SEC pin considered only during power-sequencing)
QVR ON* «  Thevoltage reference supply QVR is switched on per default
«  The QVR can be switched off and on by SPI
QT1and QT2 ON* «  Both trackers QT1 and QT2 are switched on per default
«  Both trackers QT1 and QT2 can be switched off and on by SPI
independently
(table continues...)
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Table 19 (continued) INIT-state settings

Part/Function Value Description

Wake-up timer OFF «  The wake-up timer is off

Watchdogs ON* +  The window watchdog is switched on per default in SPI triggered
mode

«  The functional watchdog is switched off per default
«  The watchdogs can be configured and switched ON or OFF by SPI

Error monitoring | ON «  The Error monitoring is switched on per default
«  The Error monitoring can be configured and switched ON or OFF by
SPI
Reset ACTIVE «  Thereset output goes HIGH as soon as all MCU related output

voltages Vist, Vouc and V) are above their undervoltage monitoring
threshold, Virxx low delayed by the reset delay time tgp .

SSC:SSlandSS2 | LOW «  Both safe state signals are "low" and the application is in safe state.
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10.2.3 NORMAL-state

In NORMAL-state the device supplies the MCU and the applications. Safety and monitoring functions (like reset-
block and Safe State Control) are active. The MCU can configure several post regulators of the device and the
wake-up timer via SPI command for this state.

NORMAL
QST Error Monitoring PreReg
SELECTABLE SELECTABLE ON
Quc Qco val
ON SELECTABLE ADJUSTED
QVR QT1 & QT2 Wake-up timer
SELECTABLE SELECTABLE OFF
Watchdogs Reset SSC: SS1&SS2
SELECTABLE HIGH HIGH
Figure 27 NORMAL-state
Table 20 NORMAL-state settings
Part/Function Value Description
QST SELECTABLE «  The standby supply QST can be switched on or off by SPI command.
PreReg ON +  The step down pre-regulatoris on
+  Step up pre-regulator is active depending on the input voltage and
this option is selected by pin STU.
QuC ON «  The microcontroller main supply QUC is on
QCo SELECTABLE «  The communication supply QCO can be switched on or off by SPI
command
VCl ADJUSTED «  The external output voltage monitoring VCl is switched ON or OFF
depending on pin SEC
(SEC pin considered only during power-sequencing)
QVR SELECTABLE + Thevoltage reference supply QVR can be switched on of off by SPI
command
QT1and QT2 SELECTABLE +  Both trackers QT1 and QT2 can be switched off and on by SPI
independently
Wake-up timer OFF «  The wake-up timer is switched off
Watchdogs SELECTABLE |« The watchdogs can be configured and switched ON or OFF by SPI
Error monitoring |SELECTABLE |«  The Error monitoring can be configured and switched ON or OFF by
SPI
Reset HIGH + Thereset outputis "high"
SSC:SS1and SS2 | HIGH «  Both safe state signals are HIGH
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10.2.4

STANDBY-state

The STANDBY-state is a low-power state which the device can enter upon SPI request to reduce the current
consumption to a minimum when the application is not used for a long time. The application is in a safe state.

afineon

STANDBY
QST Error Monitoring PreReg
SELECTED OFF OFF
Quc Qco val
OFF OFF OFF
QVR QT1 & QT2 Wake-up timer
OFF OFF SELECTED
Watchdogs Reset SSC: SS1&SS2
OFF Low Low
Figure 28 STANDBY-state
Table 21 STANDBY-state settings
Part/Function Value Description
QST SELECTED |« The standby supply QST is ON or OFF depending on its configuration
PreReg OFF +  The pre-regulator are off
QuC OFF +  The microcontroller main supply QUC is off
QCo OFF +  The communication supply QCO is off
VCl OFF +  The function external output voltage monitoring VCl is off
QVR OFF +  Thevoltage reference supply QVR is off
QT1and QT2 OFF «  Both trackers QT1 and QT2 are off
Wake-up timer SELECTED |« The wake-up timeris ON or OFF depending on its configuration
Watchdogs OFF +  The watchdogs are off
Error monitoring | OFF +  The Error monitoring is off
Reset LOwW + Thereset outputis low
SSC:SSlandSS2 | LOW +  Safestate signals 1 and 2 are low
« Theapplicationisin a safe state
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10.2.5 SLEEP-state

The SLEEP-state is a low power state which the MCU may enter to reduce the current consumption when the
application is not used (e.g. microcontroller is in STOP mode). The MCU may configure the status of regulators
and the safety functions via SPI command in the previous state. The application is in a safe state.

In order to reach lowest quiescent current consumption in SLEEP state, the device operates its modules in a low
power mode where applicable. For example SPI operates at a lower clock frequency, regulators can go into
lower power mode at light loads (lower bandwidth and disabled temperature sensor), interface pins can go into
a higher impedance mode and reactions times can be higher.

SLEEP
QsT Error Monitoring PreReg
SELECTED SELECTED ON
Quc Qco vcl
ON SELECTED ADJUSTED
QVR QT1 & QT2 Wake-up timer
SELECTED SELECTED SELECTED
Watchdogs Reset SSC: SS1&SS2
SELECTED HIGH LOW
Figure 29 SLEEP-state
Table 22 SLEEP-state settings
Part/Function Value Description
QST SELECTED |+ The standby supply QST is switched ON or OFF according to its previous
configuration.
PreReg ON + The step down pre-regulatoris on

+  Step up pre-regulator is active depending on the input voltage and on
whether this option is selected by pin STU

+  In SLEEP-state the device monitors the pre-regulator peak current:
if step up pre regulator is not activated and synchronization output
(pin SYN) is disabled, when the PreReg peak current exceeds
approximatively 50% of /prerec,max» @n interrupt is generated and the
device moves to WAKE-state

QuC ON «  The microcontroller main supply QUC is switched on

« In SLEEP-state the device monitors the output current of QUC: If the
QUC current exceeds the threshold /gy atr+Alquc,att hyst> @n interruptis
generated and the device moves to WAKE-state

QCo SELECTED |+ The communication supply QCO is switched ON or OFF depending on
the configuration by the state transition request to enter SLEEP and
cannot be changed in SLEEP-state.

VCl ADJUSTED | The external output voltage monitoring VCl is switched ON or OFF

depending on pin SEC
(SEC pin considered only during power-sequencing)

(table continues...)
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Table 22 (continued) SLEEP-state settings
Part/Function Value Description
QVR SELECTED |+ The voltage reference supply QVR is switched ON or OFF depending on

the configuration by the state transition request to enter SLEEP and
cannot be changed in SLEEP-state.

QT1and QT2 SELECTED |+ Thetrackers QT1 and QT2 are switched ON or OFF depending on the
configuration by the state transition request to enter SLEEP and cannot
be changed in SLEEP-state

Wake-up timer SELECTED |« The wake-up timeris ON or OFF depending on its configuration

Watchdogs SELECTED |« The watchdogs are ON or OFF depending on their configuration for
SLEEP

Error monitoring SELECTED |+ The Error monitoring is ON or OFF depending on its configuration for
SLEEP

Reset HIGH + Thereset outputis "high"

SSC:SS1andSS2 | LOW +  Both safe state signals are "low" and the application is in safe state
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10.2.6 WAKE-state

The WAKE-state is an intermediate state between NORMAL and the low power states SLEEP and STANDBY.
WAKE-state provides the same functionality as the NORMAL-state, but ensures the application being in safe
state by keeping the safe state outputs "low". It serves to prepare the system for a correct and safe reentry to
the NORMAL-state by servicing the watchdogs and the error monitoring (minimum one valid period with
appropriate timing according to fggr vaiig) according to the selected configuration. Furthermore it provides the
possibility to move the device into the low power states SLEEP and STANDBY.

The device moves from SLEEP or from the transition to SLEEP into WAKE-state, if the output current from QUC
exceeds a certain threshold Igyc att +4lquc,att,hyst OF (in the case of step up pre regulator not activated and
synchronization output disabled) Buck peak overcurrent achieves approximatively 50% of IPREREG,max value
(WKSF.CMON flagged), a valid ENA or WAK signal is recognized, wake-up timer expiration or the SPI command
"Go to WAKE" is sent. Another transition into WAKE-state is initiated by the usage of the ABIST in NORMAL-state.

By entering WAKE-state an interrupt is generated and the supervision functions (watchdogs and ERR
monitoring) become active according to their previous configuration in NORMAL-state. Upon entering the
WAKE-state the configuration of the supplies resumes the one of the previous NORMAL-state. The application is
in a safe state.

WAKE
QST Error Monitoring PreReg
SELECTABLE SELECTABLE ON
Quc Qco val
ON SELECTABLE ADJUSTED
QVR QT1 & QT2 Wake-up timer
SELECTABLE SELECTABLE OFF
Watchdogs Reset SSC: SS1&SS2
SELECTABLE HIGH LOW
Figure 30 WAKE-state
Table 23 WAKE-states settings
Part/Function Value Description
QST SELECTABL |+ The standby supply QST may be switched ON or OFF by SPI command.
E
PreReg ON + The step down pre-regulatoris on
+  Step up pre-regulator is active depending on the input voltage and this
option is selected by pin STU.
QuC ON «  The microcontroller main supply QUC is on
QCo SELECTABL |+  The communication supply QCO is switched ON or OFF depending on its
E configuration in the NORMAL-state prior to SLEEP-state when entering
WAKE-state
+ It may be switched on of off by SPI command
VClI ADJUSTED |« The external output voltage monitoring VCl is switched ON or OFF
depending on pin SEC
(SEC pin considered only during power-sequencing)

(table continues...)
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Table 23 (continued) WAKE-states settings
Part/Function Value Description
QVR SELECTABL |+«  The voltage reference supply QVR is switched ON or OFF depending on
E its configuration in NORMAL-state prior to SLEEP-state when entering
WAKE-state
+ It may be switched on of off by SPI command
QT1and QT2 SELECTABL |+  Both trackers QT1 and QT2 is switched ON or OFF depending on
E their configuration in NORMAL-state prior to SLEEP-state when entering
WAKE-state
+ It may be switched on of off by SPI command
Wake-up timer OFF «  The wake-up timer is switched off
Watchdogs SELECTABL |« The watchdogs is switched ON or OFF depending on their configuration
E in NORMAL-State prior to SLEEP-state when entering WAKE-State

+  The watchdogs may be configured and switched ON or OFF by SPI

Error monitoring | SELECTABL |«  The Error monitoring is switched ON or OFF depending on the
E configuration in NORMAL-state prior to SLEEP-state when entering
WAKE-state

«  The Error monitoring may be configured and switched ON or OFF by SPI

Reset HIGH + Thereset outputis "high"
SSC:SS1andSS2 | LOW +  Both safe state signals are "low" and the application is in safe state
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10.2.7 FAILSAFE-state

On detection of a severe failure event the device enters FAILSAFE-state. In FAILSAFE-state all regulators are
switched off. The application is in a safe state.

QST Error Monitoring PreReg
OFF OFF OFF
Quc Qco val
OFF OFF OFF
QVR QT1 & QT2 Wake-up timer
OFF OFF OFF
Watchdogs Reset SSC: SS1&SS2
OFF LOW LOW
Figure 31 FAILSAFE-state
Table 24 FAILSAFE-state settings
Part/Function Value Description
QST OFF «  The standby supply QST is off
PreReg OFF +  The pre regulators are off
QuC OFF +  The microcontroller main supply QUC is off
QCo OFF +  The communication supply QCO is off
VCl OFF +  The function external output voltage monitoring VCl is off
QVR OFF «  Thevoltage reference supply QVR is off
QT1and QT2 OFF «  Both trackers QT1 and QT2 are off
Wakeup-Timer OFF +  The wake-up timer is off
Watchdogs OFF +  The watchdogs are off
Error monitoring | OFF «  The Error monitoring is off
Reset LOwW + Thereset outputis low
SSC:SS1and SS2 | LOW +  Both safe state signals are "low" and the application is in safe state
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10.3 Transition between states

State transitions requested via SPI command are initiated with a valid positive going edge of the chip select
(SCS).

10.3.1 POWERDOWN - INIT-state

If all of the following conditions are met, then the device performs the transition from POWERDOWN to INIT-
state (representing the Power-on-Reset (POR) released) and starts the power-sequencing:

«  Wsabove Vps ctart When increasing

+ noundervoltage or overvoltage on internal supplies
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10.3.2 INIT > NORMAL-state

Prerequisites

+  Watchdog(s) need to be serviced once according to default configuration or according to reconfiguration
within the INIT timer

+  ERR monitor needs to be serviced with a valid signal (minimum 3 valid periods with appropriate timing
according to fggp valig) OF disabled within the INIT timer.

« Ifthe functional watchdog is activated, valid FWD triggering is necessary.

« Adelay of 60 s after the provided services has to be considered to ensure proper release of internal
validation signals.

Triggering events

«  State transition is only initiated by the SPI command "Go to NORMAL",

Exceptions

o none

Timing diagram

»
4 & &
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| 1
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t
Figure 32 Transition from INIT to NORMAL-state

+ Avalid SPI command "Go to NORMAL" (valid with chip select high at pin SCS) moves the device from
INIT-state to NORMAL-state.
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+  Reset pin ROT remains "high" as the post regulators are already active in INIT-state.

+  With the positive edge of chip select high (at pin SCS) the safe state signals SS1 and SS2 are pulled to "high"
at same time. (Internal reaction time for the safe state outputs according to Table 28 has to be considered)
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10.3.3 Movements between NORMAL and SLEEP-state

10.3.3.1 NORMAL -» SLEEP-state

Prerequisites
«  Selection of QUC current monitor or absolute transition timer.

«  Configured transition delay timer t, 4o or default is used.
«  Optional: configured QUC current threshold or default is used.

Triggering events

«  State transition is only initiated by the SPI command "Go to SLEEP".

Exceptions

« Ifavalid ENA (edge) or WAK (level) signal is detected in the transition to SLEEP-state, the devices enters
WAKE-state and sends an interrupt (at pin INT).

« Ifthe QUC current monitor is activated and the current consumption of the microcontroller is not below
the selected QUC current threshold before the transition delay timer t, 4o has expired, the device enters
WAKE-state and sends an interrupt (at pin INT).
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Timing diagram
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Figure 33 Transition from NORMAL to SLEEP-state

+  Before the SPI command "Go to SLEEP" is applied, the watchdog(s), if in use, should be serviced, so
that the positive edge of SCS signal occurs within the "closed window" of the window watchdog. This is
recommended to avoid interference between a missing watchdog trigger and the transition command "Go
to SLEEP"

+ The positive edge of chip select (pin SCS) after the SPI command "Go to SLEEP" initiates the transition.
With chip select high the safe state signal SS1 is pulled to "low" and the device exits NORMAL-state and
enters the transition state (to SLEEP-state). (Internal reaction time for the safe state outputs according to
Table 28 has to be considered)

+  With chip select (pin SCS) high the error monitoring (pin ERR) is stopped, if disabled for SLEEP state and the
toggling may be stopped with the positive edge at pin SCS. If the error monitoring should be selected to be
active in SLEEP-state continuous toggling is mandatory.
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+  The monitoring of window watchdog and functional watchdog is stopped with the positive edge at pin SCS.
If at least one watchdog is selected active in SLEEP-state continuous watchdog service is mandatory.

+  Reset pin ROT remains "high" as the post regulators are not switched off.

« Incase the absolute transition timer is selected, the device moves from transition state to SLEEP-state
after the transition delay time t, 4¢(. The transition time t;; 4¢| can be determined by SPI command from
100 ps to 1.6 ms, the default setting is 900 ps. Ensure that the MCU current consumption has fallen below
the QUC monitoring threshold Iqyc,att before this transition time expires to allow successful transition to
SLEEP-state.

« Ifthe QUC current monitor is enabled, then the MCU current out of pin QUC must fall below the QUC
monitoring threshold /oy att Within the configured maximum transition time t, 4 in DEVCFGO.TRDEL. The
transition is completed as soon as the MCU current falls below the configured QUC monitoring threshold
lqucatt-

+  After delay time Atgg, the safe state signal SS2 goes "low". The adjusted delay time Atgg, is independent
from the transition delay time t;; ge.
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10.3.3.2 SLEEP » WAKE-state

Prerequisites

o none

Triggering events

Any of the following events triggers the transition from SLEEP to WAKE state:

+  SPIcommand "Go to WAKE".

+  Valid Wake-signal (ENA or WAK).

+  Output current of QUC Igyc exceeds the configured threshold lgyc att + Alguc,att,hyst-

«  Buck peak overcurrent achieving approx. 50% of Ipggreg max Value when step up pre regulator is not
activated and synchronization output (pin SYN) is disabled (WKSF.CMON flagged)

«  Wake-up timer expired, if enabled

Exceptions

o none
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Timing diagram

SLEEP WAKE
lauc,att+lquc,att, hyst T |
lauc !
I
I
I
INT |
I
I
I
: FWD Service
FWD t T
I I
|
First Open Window | Closed Window
WWD , :
I | I
I | I
I
. |
Error | NnEEEEEEEEEENEE
monitoring | ' |
| I
: | :
I I
| | |
ROT . T L
I | I
I | I
I | I
I | I
I | I
SS1 ' i '
I | I
I | I
I | I
I | I
I | I
$52 | - :
| : | N
t | } e
| g
ERR Pin Timeout ~10ms
Flrst
Watchdog
Service
Figure 34 Transition from SLEEP to WAKE-state

+  The state transition is indicated by an interrupt at pin INT and is completed after t;.. The triggering event for
the transition from SLEEP can be read from the status register WKSF.

+  All three monitoring functions (window watchdog, functional watchdog and error monitoring) recover
to the condition active or inactive (switched off) as they were in the NORMAL-state previous to the
SLEEP-state.

«  The configuration of the supplies recover to the condition active or inactive (switched off) as they were in
the NORMAL-state previous to the SLEEP-state.

+ Incase the window watchdog was active in the previous NORMAL-state, with the negative edge of interrupt
signal (at pin INT) the window watchdog opens the first Open Window, the time of this first Open Window
depends on the configured cycle time and is 600 ms (WDCYC = 1) or 60 ms (WDCYC = 0) (if the window
watchdog was disabled in SLEEP-state) and requires service. If the window watchdog was active in
SLEEP-state, then continuous service is mandatory.

+ Incase the functional watchdog was active in the previous NORMAL-state, with the negative edge of
interrupt signal (at pin INT) the functional watchdog starts the heartbeat timer (if the functional watchdog

Datasheet 107 Rev. 2.01
2024-09-23



o _.
OPTIREG™ PMIC TLF35585QUS02 Infineon
Functional safety PMIC

10 State machine

was disabled in SLEEP-state) and requires service. If the functional watchdog was active in SLEEP-state,
then continuous service is mandatory.

+ Incase the ERR pin monitoring was active in the previous NORMAL-state, with the negative edge of
interrupt signal (at pin INT) the error monitoring becomes active again (if the ERR pin monitoring was
disabled in SLEEP-state). Latest 10 ms after the activation a toggling signal (with at least three periods
past) at pin ERR is required. If the error monitoring was active in SLEEP-state, then continuous toggling is
mandatory.

+  Reset pin ROT remains "high" as the post regulators are active in SLEEP-state and in WAKE-state.
+  The safe state signals SS1 and SS2 stay "low" in SLEEP and in WAKE-state.

« Ifallactive monitoring functions (window watchdog, functional watchdog and error monitoring) are
serviced properly in WAKE-state, the device can remain in WAKE-state as long as necessary according to the
applications need.

+ Ifall three monitoring functions (window watchdog, functional watchdog and error monitoring) are
inactive (switched off) in WAKE-state, the device can remain in WAKE-state as long as necessary according
to the applications need.
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10.3.3.3 WAKE - SLEEP-state

Prerequisites

«  Selection of QUC current monitor or absolute transition timer.
«  Configured transition delay timer t 4o Or default is used.
+  Optional: configured QUC current threshold or default is used.

Triggering events

«  State transition is only initiated by the SPI command "Go to SLEEP".

Exceptions

« Ifavalid ENA (edge) or WAK (level) signal is detected in the transition state to SLEEP-state, the device
moves back to the WAKE-state and sends an interrupt (at pin INT)

« Ifthe QUC current monitor is activated and the current consumption of the microcontroller is not below
the selected QUC current threshold before the transition delay timer t, 4o has expired, the device enters
WAKE-state and sends an interrupt (at pin INT)
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Timing diagram
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Figure 35 Transition from WAKE to SLEEP-state

+  Before the SPI command "Go to SLEEP" is applied, the watchdog(s), if in use, should be serviced, so that
the positive edge of SCS signal is well in between the "closed window" of the window watchdog. This is
recommended to avoid interference between a missing watchdog trigger and the transition command "Go
to SLEEP"

+  The positive edge of chip select (pin SCS) after the SPI command "Go to SLEEP" initiates the transition.
With chip select high the device leaves WAKE-state and enters the transition state (to SLEEP-state).

«  With chip select (pin SCS) high the error monitoring (pin ERR) is stopped, if disabled for SLEEP state and the
toggling may be stopped with the positive edge at pin SCS. If the error monitoring should be selected to be
active in SLEEP-state continuous toggling is mandatory.

+  The monitoring of window watchdog and functional watchdog is stopped with the positive edge at pin SCS.
If one or both watchdogs should be selected to be active in SLEEP-state continuous watchdog service is
mandatory.
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+  Reset pin ROT remains "high" as the post regulators are not switched off.

+ Ifthe QUC current monitor is enabled the MCU current out of pin QUC must fall below the QUC monitoring
threshold Iqyc att Within the configured maximum transition delay time t, 4. The time for the transition is
depending how long it takes that the MCU current falls below the QUC monitoring threshold /qyc at, if it is
below the transition is done.

+  Safe state signals SS1 and SS2 remain "low" all the time.
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10.3.4 Movements between NORMAL and STANDBY-state

10.3.4.1 NORMAL -» STANDBY-state

Prerequisites

«  Selection of QUC current monitor or absolute transition timer.
«  Configured transition delay timer t, 4o or default is used.
«  Optional: configured QUC current threshold or default is used.

Triggering events
«  State transition is only initiated by the SPI command "Go to STANDBY".

Exceptions

« Ifavalid ENA (edge) or WAK (level) signal is detected in the transition state to STANDBY-state, the device
moves to the INIT-state and a reset (ROT) is generated.

« Ifthe QUC current monitor is activated and the current consumption of the microcontroller is not below
the selected QUC current threshold before the transition delay timer t, 4o has expired, the device moves to
the INIT-state and a reset (ROT) is generated.
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Timing diagram

NORMAL Transition STANDBY
I
A I
I I
FWD Service ! |
FWD T t :
I I
Open : : :
WWD Window : : :
I I
ey |
| & : |
) I :
(odl : |
SCS | ,
I I
I I
| |
I I
Error AEEEEREEEEEEEEN :
monitoring | |
I I
VRT,xxx,Iow | i ;
Vauc, Vast alLd Vvai I :
| |
I I
| |
I
I
ROT : |
I I
I I
I I I
I I :
ss1 l ' |
I I
I I
i |
I I I
I [ I
SS2 } | |
I I I
1 1 | »
I I I t
: : ttr,del :
Last , >
Watchdog '
Service
Figure 36 Transition from NORMAL to STANDBY-state

«  Before the SPI command "Go to STANDBY" is applied, the watchdog(s), if in use, should be serviced, so that
the positive edge of SCS signal is well in between the "closed window" of the window watchdog. This is
recommended to avoid interference between a missing watchdog trigger and the transition command "Go
to STANDBY"

«  The positive edge of chip select (pin SCS) after the SPI command "Go to STANDBY" initiates the transition.
With chip select high the safe state signals SS1 and SS2 are pulled to "low" at the same time (without
Atss,). The device exits NORMAL-state and enters the transition state (to STANDBY-state).

(Internal reaction time for the safe state outputs according to Table 28 has to be considered)

«  With chip select (pin SCS) high the error monitoring (pin ERR) is stopped, if disabled for SLEEP state and the
toggling may be stopped with the positive edge at pin SCS.

«  The monitoring of window watchdog and functional watchdog is stopped with the positive edge at pin SCS.
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«  Duringthe transition from NORMAL to STANDBY-state the reset (ROT) is pulled to "low" after chip select
(pin SCS) goes "high" and the transition time t;, 4o elapses.

+ All preregulators and all post regulators (with the exception of the standby supply, which can be ON or OFF
in STANDBY-state) are switched off at the point when the transition is completed after the reset (ROT) is
pulled low.

+ Incase the absolute transition timer is selected, the device moves from transition state to STANDBY-state
after the transition delay time t;, 4¢|. The transition time t;, 4¢| Can be determined by SPI command from
100 ps to 1.6 ms, the default setting is 900 ps.

« Incase the QUC current monitor is selected for the transition, the device enters STANDBY-state at the point
the current consumption measured at the QUC drops below the selected threshold before the transition
delay timer t;, 4o €XPpires.
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10.3.4.2 STANDBY - INIT-state

Prerequisites

o none

Triggering events

Any of the following events triggers the transition from STANDBY to INIT state:

« Valid ENA (edge) or WAK (level) signal.
+  Wake-up timer expired, if enabled

Exceptions

o none

Timing diagram
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Figure 37 Transition from STANDBY to INIT-state

+ All preregulators and all post regulators are switched on according to the power sequencing, except QST,

which remains ON or OFF according to its configuration (simplified in figure above).

«  The power-on reset delay time starts as soon as the last of the MCU related regulators Vgyc or Wy (if

enabled) exceeds the related undervoltage monitoring threshold Vg xux low-
+  After the power-on reset delay time has expired the reset (ROT) is set to "high".
+ Thesafe signals SS1 and SS2 stay "low" in STANDBY-state and in INIT-state.
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10.3.4.3 INIT > NORMAL-state

For this state transition please refer to the Chapter 10.3.2.
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10.3.5 NORMAL -» WAKE-state
For this state transition please refer to the description of ABIST in Chapter 10.6.1.

10.3.6 WAKE > NORMAL-state

Prerequisites

« The activated supervision functions (e.g. window watchdog, functional watchdog, ERR pin monitoring)
need to be serviced at least once (minimum 1 valid period with appropriate timing according to fggg vaiig for
ERR monitoring) in the active WAKE-state, if they are restarted/reinitialized in WAKE-state (e.g. watchdog
disabled in previous SLEEP-state)

Triggering events

«  State transition is only initiated by the SPI command "Go to NORMAL",

Exceptions

o none

Timing diagram

WAKE NORMAL

(o)
SCS e
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Figure 38 Transition from WAKE to NORMAL-state
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«  The window watchdog (if active in WAKE-state) requires continuous service - not synchronized to the
transition from WAKE-state to NORMAL-state.

+  The functional watchdog (if active in WAKE-state) requires continuous service - not synchronized to the
transition from WAKE-state to NORMAL-state.

«  The error monitoring of pin ERR (if active in WAKE-state) requires a continuous toggling signal - not
synchronized to the transition from WAKE-state to NORMAL-state, but minimum 2 valid edges with
appropriate timing according to minimum 1 valid period with appropriate timing according to fggg yalid
are required for the device to enter NORMAL-state.

+  Reset pin ROT remains "high" as the post regulators are active in WAKE-state and in NORMAL-state.

«  With the positive edge of chip select high (at pin SCS) the safe state signals SS1 and SS2 are pulled to "high"
at same time. (Internal reaction time for the safe state outputs according to Table 28 has to be considered)
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10.3.7 INIT/WAKE » STANDBY-state

Prerequisites

«  Selection of QUC current monitor or absolute transition timer.
+  Configured transition delay timer t 4o Or default is used.
+  Optional: configured QUC current threshold or default is used.

Triggering events
«  State transition is only initiated by the SPI command "Go to STANDBY".

Exceptions

+ Ifavalid ENA (edge) or WAK (level) signal is detected in the transition state to STANDBY-state, the device
moves to the INIT-state and a reset (ROT) is generated.

« Ifthe QUC current monitor is activated and the current consumption of the microcontroller is not below
the selected current threshold before the transition timer has expired, the device moves to the INIT-state
and a reset (ROT) event is generated.
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Timing diagram
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Figure 39 Transition from INIT or WAKE to STANDBY-state

+  Before the SPI command "Go to STANDBY" is applied, the watchdog(s) - if in use should be serviced, so that
the positive edge of SCS signal is well in between the "closed window" of the window watchdog. This is
recommended to avoid interference between a missing watchdog trigger and the transition command "Go
to STANDBY"

«  The positive edge of chip select (pin SCS) after the SPI command "Go to STANDBY" initiates the transition.
In the INIT or WAKE-state the safe state signals SS1 and SS2 are "low" and is kept LOW for the transition to
STANDBY. The device leaves INIT or WAKE-state and enters the transition state (to STANDBY-state).

«  With chip select (pin SCS) high the error monitoring (pin ERR) is stopped - the toggling may end with the
positive edge at pin SCS.

+  The monitoring of window watchdog and functional watchdog is stopped with the positive edge at pin SCS.
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«  During the transition from INIT or WAKE to STANDBY-state the reset (ROT) is pulled to "low" after chip select
(pin SCS) goes "high" and the transition time t;, 4o elapses.

+  All preregulators and all post regulators (with the exception of the standby supply - it may be ON or OFF in
STANDBY-state) are switched off at the point when the transition is completed after the reset (ROT) is pulled
low.

+ Incase the absolute transition timer is selected, the device moves from transition state to STANDBY-state
after the transition time ty, 4. The transition time t, 4| can be determined by SPI command between 100
ps to 1.6 ms, the default setting is 900 ps.

« Incase the QUC current monitor is selected for the transition, the device moves from transition state
to STANDBY-state at the point the current consumption measured at the QUC drops below the selected
threshold before the transition delay timer t;, 4¢| has expired.

Datasheet 121 Rev. 2.01
2024-09-23



o _.
OPTIREG™ PMIC TLF35585QUS02 Infineon
Functional safety PMIC

10 State machine

10.3.8 FAILSAFE - INIT-state

Prerequisites
«  FAILSAFE timer expired.

* Ws>Vpsstart

Triggering events

Any of the following events triggers the transition from FAILSAFE to INIT state:
+  Self triggered transition after the prerequisites are fulfilled.

« Valid ENA (edge) or WAK (level) signal (only needed if exception applies)

Exceptions

+ Incase the FAILSAFE is entered three times in a row with the same failure the self-triggered transition is
blocked.

Timing diagram
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Figure 40 Transition from FAILSAFE to INIT-state
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+  The device transition from FAILSAFE-state to INIT-state occurs earliest after the minimum FAILSAFE time
traiLsArE,min, Which is 20 ms for all failures except a thermal shutdown. In case of a thermal shutdown the
minimum FAILSAFE time tgaj sare,min iS 1 S. A transition before the minimum FAILSAFE time tgaj sarg,min has
expired, is not possible.

+  After entering INIT-state the voltage regulators ramps up according to the power-sequencing.

«  The power-on reset delay time is started as soon as the last of the MCU related regulators Vqyc, Ve of Vst
(according to the previous configuration) exceeds the related undervoltage monitoring threshold Vry xux low
on the way up.

+  After the power-on reset delay time has expired the reset (ROT) is set to "high".

+ The device needs to be configured and initialized. All settings done in configuration registers before
entering FAILSAFE-state are reset to their default, except the configuration of the QST (RSYSPCFGO) and the
reset delay time (DEVCFG1).

+  The safe state signal SS1 and SS2 are "low" in FAILSAFE-state and is "low" in INIT-state
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10.4 Reaction on detected faults

Errors are classified into the following error classes according to their severity:

«  Stayin Current state - Failures affecting peripherals without direct risk for the microcontroller, that are
indicated by an interrupt to allow analysis by the microcontroller without changing the state.

+  Move to INIT - Medium severity errors that bring the device back to INIT-state and generate a reset for the
microcontroller.

+  Move to FAILSAFE - Critical error with high risk of damaging the microcontroller.

+  Move to POWERDOWN - Most critical error with high risk of damaging the device itself and the
microcontroller

The error classes are overruled according to their severity, e.g. movement to POWERDOWN takes precedence

over movement to FAILSAFE which takes precedence over movement to INIT.

The move to INIT, FAILSAFE and POWERDOWN errors are named "error triggered state transitions" in this
document.

10.4.1 Stay in current state (Interrupt event)
e QVR: uV, StG, OC,
e QT1&QT2: oV, UV, stG
¢ QCO: 0OV,UV, StG, TSD
¢ PreReg Buck FB: uv
o PreReg Boost : OC pre warning
e Watchdog Error Counter (WWD/FWD)
increased

¢ Error Monitoring Recovery delay time active
e Overtemperature pre warning

e Comp BG1 <-> BG2 > 4%

o Internal Supplies latent failure

o SPI failures

o Protected configuration double bit error

Figure 41 Stay in current state (Interrupt event)

Any of the following failures does not trigger state transition, but indicates the failure by an interrupt event:

+  Detection of undervoltage or a short to ground or overload detection at voltage reference, if in use

+  Detection of overvoltage, undervoltage or a short to ground at trackers 1 or 2, if in use

«  Detection of overvoltage, undervoltage, a short to ground or thermal shutdown at QCO, if in use

+  Detection of undervoltage at step down pre-regulator, if in use

+  Detection of overcurrent pre-warning of step up pre-regulator, if in use

+ Increase of a watchdog error counter (WWD or FWD) that results in a value below the configured threshold
+ ERRsignal stopped toggling and error monitoring recovery delay time runs, if configured active

+  Thermal shutdown pre-warning (Step down pre-regulator or/and QUC or/and QCO), if in use (except for
STANDBY and SLEEP state)

«  Bandgap monitoring: If the deviation between both bandgaps is greater than 4% (except for STANDBY and
SLEEP state)

«  Detection of internal supplies latent failure
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+  SPIfailures according to SPISF
«  Protected configuration double bit error (CFGE)

The interrupt is not visible on the INT pin in STANDBY and FAILSAFE-state due to the disabled microcontroller
supplies. The event is stored in the status flags (IF, SYSSF, MONSFO, MONSF1, MONSF2, OTWRNSF, OTFAIL,
CEFUMON).
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10.4.2 Transition to INIT-state

Move to INIT

e QUC: uv
o VCl: uv
e QST: uv
e Watchdog Error

Counter (WWD/FWD) Overflow
o Error Monitoring triggered
o INIT timer expired

Figure 42 Move to INIT

On any of the following failures the device enters INIT-state:

+  Detection of undervoltage at QUC, VCl or QST, if in use

+  Detection of watchdog error counter overflow (WWD or FWD)

+ ERRsignal stopped toggling (immediate reaction mode) or ERR signal was out of valid range for longer
than the recovery delay time (recovery mode)

« Initialization timer expires once or twice (configuration in INIT-state failed). The initialization timer can be
stopped by the MPS function described in Chapter 10.7.
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10.4.2.1 INIT - INIT-state due to detected fault

10.4.2.1.1 INIT > INIT-state due to INIT timer expired for the first time
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Figure 43 Transition from INIT to INIT-state - first movement

Description:

«  The state transition from INIT back to INIT-state (device remains in INIT-state) due to expiry of the
initialization timer for the first time issues a "soft reset". Pin ROT is pulled to "low" for the reset delay
time tgp in case all MCU related voltages are in valid range. The power sequence is started after entering the
INIT-state: the disabled outputs are re-activated, the other ones remain enabled, except the QST keeps its
configuration, ON or OFF.
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10.4.2.1.2 INIT > INIT-state due to INIT timer expired for the second time
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Figure 44 Transition from INIT to INIT-state - second movement

Description:

«  The state transition from INIT back to INIT-state (device remains in INIT-state) due to expiry of the
initialization timer for the second time issues a "hard reset" - pin ROT is pulled to "low" and all outputs
are disabled for the time tspt and are restarted according to the power sequencing (Please refer to Chapter
7.3), except the QST restores its configuration, ON or OFF.

+ TheROT pinis released according to the power sequencing using the reset delay time ¢4.

Note: See also to the transition INIT to FAILSAFE
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10.4.2.2 NORMAL - INIT-state due to detected fault

Timing diagram

VRT,xxx,Iow

Vauc, Vast arLd Vvai

ROT

Ss1

SS2

\

< tste

Y
v

Atss2

V.

Figure 45 Transition from NORMAL to INIT-state

Description:

+  Thedevice transitions from NORMAL into INIT-state issuing a "soft reset" - pin ROT is pulled to "low" and all
the outputs are enabled, except the QST keeps its configuration, ON or OFF. Outputs that were disabled in
NORMAL-state are switched on again.

« Anundervoltage of the MCU related voltages Vqyc, Vst or Wy can trigger the transition as shown in the
figure. The undervoltage is shorter than the short to ground detection time t;g. The reset delay time
trp Starts as soon as all MCU related voltages Vqyc, Vost of V¢ return to the valid range. The ROT pin
is released accordingly. An undervoltage longer than the short to ground detection time tg;g would first
lead to a transition from NORMAL to INIT-state and then, after the short to ground detection time ts;g has
expired, to a transition from INIT to FAILSAFE-state.

+  The "soft reset" can also be initiated by a window watchdog error counter overflow (> ZWWO), a functional
watchdog error counter overflow (> ZFWO), an error indication (immediate or recovery delay time mode),
if these monitoring functions are in use. In this case the reset delay time typ is started at the falling edge of
the ROT pin. Please consider the state transition time to INIT-state in Table 25.

« SSlispulled to "low" immediately with pin ROT, SS2 is pulled to "low" after the selected Atss;.

«  Please mind that in case of an undervoltage event on QUC, a delayed SS2 signal follows Vgyc as it is
supplied from QUC.

Note: In case the device enters NORMAL-state again before the configured Atss, has expired, the SS2
remains "high" without being set to "low".
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10.4.2.3 STANDBY - INIT-state due to detected fault

Timing diagram

|
|
VRT,xxx,Iow : i
Vast | :
|
: |
| |
| |
ROT ' —
| | |
| | |
, | |
| | |
, | |
SS1 i : :
: | |
| | |
, | |
| | |
552 ; -
| ! L -
[ | | t
: < tstg I tro |
Figure 46 Transition from STANDBY to INIT-state
Description:

+  Thedevice performs a transition from STANDBY to INIT due to detected undervoltage of the MCU related
voltage Vqsr as shown in the figure. The undervoltage is shorter than the short to ground detection time
tsig- An undervoltage longer than the short to ground detection time t5;g would first lead to a transition
from STANDBY to INIT-state and then, after the short to ground detection time ts;g has expired, to a
transition from INIT to FAILSAFE-state.

+  The power sequence is started after entering the INIT-state: the disabled outputs are re-activated. The QST
keeps its configuration being ON.

«  The power-on reset delay time is started according to the power sequencing and releases the ROT
accordingly.

+  The safe state signals SS1 and SS2 are "low" in STANDBY-state and remain "low" in INIT-state.
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10.4.2.4 SLEEP » INIT-state due to detected fault

Timing diagram

V RT,xxx,low

Vauc, Vast arLd Vvai

ROT

SS1

SS2

\

< tste

v

Figure 47 Transition from SLEEP to INIT-state

Description:

+  Thedevice transitions from SLEEP into INIT-state issuing a "soft reset" - pin ROT is pulled to "low" for
a certain time tgp and all the outputs are kept enabled. Outputs previously disabled in SLEEP-state get
switched on again, except the QST keeps its configuration, ON or OFF.

«  This might be issued by an undervoltage of the MCU related voltages Vqyc, Vst of V¢ as shown in the
figure. The undervoltage is shorter than the short to ground detection time ts;g. The reset delay time tgp
is started as soon as all MCU related voltages Vqyc, Vst or V) are back in the valid range. The ROT pin is
released accordingly. An undervoltage longer than the short to ground detection time ts;g would first lead
to a transition from SLEEP to INIT-state and then, after the short to ground detection time ts;g has expired,
to a transition from INIT to FAILSAFE-state.

«  The "soft reset" can also be initiated by a window watchdog error counter overflow (> ZWWO), a functional
watchdog error counter overflow (> ZFWO), an error indication (immediate or recovery delay time mode),
if these monitoring functions are in use. In this case the reset delay time tgp is started at the falling edge of
the ROT pin. Please consider the state transition time to INIT-state in Table 25.

+  The safe state signals SS1 and SS2 are "low" in SLEEP-state and remain "low" in INIT-state.
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10.4.2.5 WAKE - INIT-state due to detected fault

Timing diagram

V RT,xxx,low

Vauc, Vast arLd Vvai

ROT

SS1

SS2

\

< tste

v

Figure 48 Transition from WAKE to INIT-state

Description:

+  Thedevice transitions from WAKE into INIT-state issuing a "soft reset" - pin ROT is pulled to "low" for
a certain time tgp and all the outputs are kept enabled. Outputs that were disabled in WAKE-state get
switched on again, except the QST keeps its configuration, ON or OFF.

«  This might be issued by an undervoltage of the MCU related voltages Vqyc, Vst of V¢ as shown in the
figure. The undervoltage is shorter than the short to ground detection time ts;g. The reset delay time tgp
is started as soon as all MCU related voltages Vqyc, Vst or V) are back in the valid range. The ROT pin is
released accordingly. An undervoltage longer than the short to ground detection time ts;g would first lead
to a transition from WAKE to INIT-state and then, after the short to ground detection time ts;g has expired,
to a transition from INIT to FAILSAFE-state.

«  The "soft reset" can also be initiated by a window watchdog error counter overflow (> ZWWO), a functional
watchdog error counter overflow (> ZFWO), an error indication (immediate or recovery delay time mode),
if these monitoring functions are in use. In this case the reset delay time tgp is started at the falling edge of
the ROT pin. Please consider the state transition time to INIT-state in Table 25.

+  The safe state signals SS1 and SS2 are "low" in WAKE-state and remain "low" in INIT-state.
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10.4.3 Transition to FAILSAFE-state

e QUC: 0oV, StG, TSD

o VCl: oV, StG

e QST : oV, StG

e QVR: ov

o PreReg Buck FB : 0V, TSD, StG

¢ PreReg Boost : StG

¢ Three initialization failures consecutively

e BIAS-current Monitor

o TSD of Monitoring block

® Monitor of OTP selection

e Supply voltage (VSx) above functional range
(except for STANDBY)

Figure 49 Move to FAILSAFE

On any of the following failures the device enters FAILSAFE-state:

+  Detection of overvoltage, a short to ground at QUC, if in use

+  Detection of thermal shutdown of QUC (except for STANDBY and SLEEP state)

+  Detection of overvoltage or a short to ground at VCl or QST, if in use

+  Detection of overvoltage at voltage reference, if in use

+  Detection of overvoltage or short to ground (during start-up) at the step down pre-regulator, if in use.
Short to ground detection is only active during start-up phase (power-sequencing) in INIT-state until
the output voltage of the step-down pre regulator exceeds the undervoltage threshold and hysteresis
(Vrr,rs,low* VRT,FB,UV hyst)- FOT increasing voltage Vys at pin VS below functional range, the short to ground
detection of pin FB gets only activated if the voltage at pin VS increases above Vstart st buck to prevent
movement to FAILSAFE in case of slow increasing input supply voltage (e.g. without step up pre-regulator).

+  Detection of thermal shutdown of the step down pre-regulator (except for STANDBY and SLEEP state)

+  Detection of short to ground (long term operation in current limit) of the step up pre-regulator, if in use

«  Three consecutive initialization failures (e.g. configuration in INIT-state failed)

«  ABIAS current monitor failure (except for STANDBY and SLEEP state)

+  Aovertemperature shutdown due to exceeded temperature in the monitoring block (except for STANDBY
and SLEEP state)

+  An OTP selection monitor failure due to a not correctable read error of internal one-time-programmed
(OTP) information for trimming and output voltage configurations.

+ Anovervoltage at the supply pins (VSx) triggers the overvoltage protection and moves the device into
FAILSAFE-state (except for STANDBY-state)
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10.4.3.1 INIT > FAILSAFE-state due to detected fault

Timing diagram

VRT,xxx,Iow 4
Verereg, Vauc, Vasr, |
Vv and Mavr

ROT

SS1

SS2

\

Figure 50 Transition from INIT to FAILSAFE-state

Description:

«  Thetransition from INIT-state into FAILSAFE-state is initiated by any failure (external or internal) case
mentioned in Chapter 10.4.3.

+ PinROT is pulled to "low" as soon as one of the "Move to FAILSAFE" failures is detected, if is not already
LOW due to an undervoltage on a MCU related regulator.

+  Allregulators are switched off, when the device turns from INIT into FAILSAFE-state, regardless of
overvoltage condition.

+  The safe state signals SS1 and SS2 are "low" in INIT-state and remain "low" in FAILSAFE-state.
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10.4.3.2 XXXX > INIT > FAILSAFE-state due to detected fault

Timing diagram

XXXX
VRT,xxx,Iow
Vauc, Vast or Vval

: |
! |
|
ROT : :
| |
I |
|
|
ss1 , |
| |
| |
T |
| |
| [

SS2 : —

| ' | -
| ! | t

: tste J :

| 4 |

: Atss2 :

>

Figure 51 Transition from XXXX to INIT to FAILSAFE-state after detection of short to ground

Description:

«  Thedetection of an undervoltage of the MCU related voltages Vqyc, Vost or V| as shown in the figure
initiates the transition into INIT-state. (please refer to previous chapter Transition into INIT-state)

+ PinROT is pulled to "low" as soon as the undervoltage is detected (at one or more of the regulators
mentioned above)

+  The safe state signal SS1 is pulled to "low" together with pin ROT going to low

« Ifthe undervoltage condition of the MCU related voltages Vqyc, Vost or V¢ remains for longer than the
short to ground detection time tg a short to ground event is detected.

« Allregulators are switched off upon detection of short to GND event of the MCU related voltages Vqyc, Vost
or Wy, regardless if they are in undervoltage condition or not.

«  The device moves from INIT-state to FAILSAFE-state

+  The safe state signal SS2 is pulled to "low" together with the transition from INIT to FAILSAFE-state, even if
the delay time Atss; has not expired yet, because QUC is switched off (QUC is switched on in INIT-state, but
switched off in FAILSAFE-state).
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10.4.3.3 NORMAL - FAILSAFE-state due to detected fault

Timing diagram

NORMAL

—T

VRT,xxx,high

Vrrereg, Vauc,
Vast, Vva or Vavr

ROT

Ss1 I

SS2

Figure 52 Transition from NORMAL to FAILSAFE-state

Description:

«  Thedetection of an overvoltage of the pre-regulator voltage Vprereg Or the MCU related voltages Viyc, Vs,
W) or Vur @s shown in the figure initiates the transition from NORMAL-state to FAILSAFE-state.

+ PinROT is pulled to "low" as soon as the overvoltage event is detected (at one or more of the regulators
mentioned above).

+ Allregulators are switched off, if the device enters FAILSAFE-state, regardless if they are in overvoltage
condition or not.

+  The safe state signals are pulled to "low" immediately with pin ROT pulled to "low", because the QUC is
switched off.

«  Thetransition from NORMAL-state into FAILSAFE-state is initiated by any failure (external or internal) case
mentioned in Chapter 10.4.3.
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10.4.3.4 STANDBY - FAILSAFE-state due to detected fault

VRT,xxx,high + -

Timing diagram

Vast

ROT

SS1

SS2

Figure 53 Transition from STANDBY to FAILSAFE-state

Description:

«  Thedetection of an overvoltage of the MCU related voltage Vst as shown in the figure initiates the
transition from STANDBY-state to FAILSAFE-state.

+ PinROT is "low" in STANDBY-state and remains "low" in FAILSAFE-state.
+  The safe state signals SS1 and SS2 are "low" in STANDBY-state and remain "low" in FAILSAFE-state.
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10.4.3.5 SLEEP > FAILSAFE-state due to detected fault

Timing diagram

VRT,xxx,high +

Vereres, Vauc,
Vast, Vvar or Vavr

ROT

SS1

SS2 |

Figure 54 Transition from SLEEP to FAILSAFE-state

Description:

« Thedetection of an overvoltage of the pre-regulator voltage Vprereg Or the MCU related voltages Voyc, Vs,
V) or Vour @s shown in the figure initiates the transition from SLEEP-state to FAILSAFE-state.

+ PinROT is pulled to "low" as soon as the overvoltage event is detected (at one or more of the regulators
mentioned above).

+ Allregulators are switched off, if the device transitions from SLEEP into FAILSAFE-state, regardless of
overvoltage condition.

+  The safe state signals remain at "low" as in the SLEEP-state.

«  Thetransition from SLEEP-state into FAILSAFE-state is initiated by any failure (external or internal) case
mentioned in Chapter 10.4.3.
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10.4.3.6 WAKE - FAILSAFE-state due to detected fault

Timing diagram

WAKE

VRT,xxx,high *

Verere, Vauc,
Vast, Vvar or Vavr

ROT

Ss1

SS2 |

Figure 55 Transition from WAKE to FAILSAFE-state

Description:

«  Thedetection of an overvoltage of the pre-regulator voltage Vprereg Or the MCU related voltages Viyc, Vs,
W) or Vour @s shown in the figure initiates the transition from WAKE-state to FAILSAFE-state.

+ PinROT is pulled to "low" as soon as the overvoltage event is detected (at one or more of the regulators
mentioned above).

+ Allregulators are switched off, if the device transitions from WAKE into FAILSAFE-state, regardless of
overvoltage condition.

+  The safe state signals remain "low" as in the WAKE-state.

«  Thetransition from WAKE-state into FAILSAFE-state is initiated by any failure (external or internal) case
mentioned in Chapter 10.4.3.
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10.4.3.7 Transition to FAILSAFE-state due to thermal shutdown

VRT,xxx,Iow ‘

Vereres, Vaue, Vast, |
Vva and Vawr

Timing diagram

ROT :
|
|
Ss1 i
|
|
SS2 .
I -
-
Figure 56 Transition to to FAILSAFE-state due to thermal shutdown
Description:

«  Thetransition from any state into FAILSAFE-state is initiated by a thermal shutdown (TSD).
«  PinROT is pulled to "low" as soon as the thermal shutdown is detected.

+ Allregulators are switched off, if the device transitions from XXXX into FAILSAFE-state, regardless of
overtemperature condition.

+  Out of NORMAL-state the safe state signals SS1 and SS2 are pulled to "low" immediately with pin ROT going
to "low", because the QUC is switched off. Out of any other state the safe state signals SS1 and SS2 are
"low" and remain "low".

«  Thedevice remains in FAILSAFE-state after a thermal shutdown (TSD) at least for tgai sare,min Of 1 second.
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10.4.4 Transition to POWERDOWN
e Internal Supplies uyv, ov
o Supply VSx uv
Figure 57 Move to POWERDOWN

On any of the following failures the device enters POWERDOWN always with highest priority:
« Ws<Vpp,lomin When decreasing
+  Detection of overvoltage or undervoltage on internal supplies
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10.5

Table 25

Electrical characteristics state machine

Electrical characteristics state machine

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or condition | Number
Min. Typ. Max.
INIT timer / Initialization tineT 550 600 650 ms |- P_115.1
time-out
FAILSAFE time tFAlLSAFE, 18 20 22 ms - P_1152
min
FAILSAFE time TSD tFAlLSAFE, 0.9 1 1.1 S for thermal P_1153
min shutdown TSD
Transition delay timer Aty gel | -20 - +20 % |YConfigurablein |P_11.5.4
accuracy DEVCFGO.TRDEL
QUC current monitoring for | Algyc att | -40 - +40 % | Configurable value |P_11.5.5
entering low power states DEVCFG2.CTHR;;
lquc decreasing ;
Verere > Vque *
Var,quc
QUC current monitoring A +12 +33 +55 % 2) Hysteresis is P_11.59
hysteresis for leaving low lquc,att, relative to the
power states hyst configurable value
DEVCFG2.CTHR of
lqucatt 5
lquc increasing ;
Vereres > Vuce *
Var,quc
State transition time tir - - 100 Ms | except transitions |P_11.5.6
to SLEEP,
to STANDBY ¥ or
from STANDBY
State transition time to INIT |ty T - - 200 pus | valid for P_11.5.7
"Move to INIT"
events excluding
transitions from
STANDBY, FAILSAFE
and POWERDOWN
State transition time to INIT |ty 7 - - 800 ps | valid for P_11.5.8
transitions from
STANDBY, FAILSAFE
and interrupted
transition to
STANDBY
1) Due to internal delays the transition delay time can increase by max 30 ps.
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2) Specified by design, not subject to production test.
3) For transition times to SLEEP or STANDBY please refer to the transition delay timer configurable value DEVCFGO.TRDEL and its

accuracy specified in Table 25.
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10.6 Built in self test (BIST) features

The microcontroller can perform certain observation functions in the device via built in self-test features.

10.6.1 Analog Built In Self Test (ABIST)

TLF35585QUS02 provides the option to test the comparator and evaluation logic related to the monitoring
functions contributing to the activation of the secondary safety shutdown path and the generation of an
interrupt. Furthermore additional comparators and evaluation logic related to the Safe State Control itself can
be tested (SSC overvoltage watchdog and toggling monitor). This is accomplished via an internal ABIST
controller which performs tests on each comparator generating artificial undervoltage and overvoltage (or
current) conditions, checks the result and generates the information which needs to be evaluated by the MCU
to check, whether the ABIST operation was successful.

The following status information on ABIST operation is generated by the system:

«  An ABIST operation requested by the MCU delivers the status as a result inABIST_CTRLO.STATUS. This
status needs to be evaluated by the MCU. The provided status is just a GO-NOGO information, which means
information about a particularly tested path is provided. The basic comparator function is tested, but not
the respective threshold values.

The test of the monitoring and safety relevant output functions can run on three different areas in the system:

+ The functionality of a comparator and its corresponding deglitching logic can be tested by a "comparator
only" test. This test is performed by generating the failure condition for a time shorter than the deglitching
time, so neither the secondary safety shutdown path nor an interrupt is triggered due to the injected
failure. During this test only the selected comparator(s) are tested. In case more than one comparator is
selected, the test is performed with a fixed sequence of comparators to be tested. The completion of the
test is indicated by an interrupt.

+  The functionality of a comparator including its corresponding deglitching logic and the contribution to the
respective safety measure can be tested. The safety measure is either the activation of the secondary safety
shutdown path or the generation of an interrupt. This test is performed in a time longer than the
deglitching time.

«  While the device provides information about the status for the first and the second ABIST, further
microcontroller cooperation is required for the third area. The MCU needs to check for either successful
activation of the secondary safety shutdown path (SS1/SS2 are set "low") or an interrupt event.

Note: After the first undervoltage (UV) comparator test in the ABIST full-path sequence related to QST and/or
QUC, the DISOFFSET feature is disabled following the deglitching time and re-enabled before the
ABIST sequence ends.
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10.6.1.1 How to run the ABIST

During ABIST, servicing of the watchdog(s) and error monitoring is necessary according to the configuration by
the microcontroller. Otherwise the failure events in these functions lead to the assertion of interrupt, reset or
safe state output, which distorts the ABIST results. Optionally watchdog functionality and/or error monitoring
can be disabled during ABIST operation via a protected register access. In this case, no servicing is required.

During ABIST including the deglitching logic the status flag registers (SYSFAIL, INITERR, IF) as well as the status
information (MONSF1, MONSF2, MONSF3) are triggered and updated by out of range conditions caused by the
ABIST functionality, which has to be considered beside the results provided in the ABIST related registers
(ABIST_CTRLO to ABIST_SELECT2).

During ABIST the assertion of ROT due to the occurrence of any event which is supposed to trigger the
respective action and is part of the logic which is affected by the ABIST control is blocked. In addition, the state
machine does not change its state according to the reaction on detected faults described in Chapter 10.4. In
case an ABIST contributing to the secondary safety shutdown path is started and the device is in NORMAL-state,
the state machine moves from NORMAL to WAKE-state. All voltages remain enabled regardless of any out of
range detection caused by ABIST itself.

The test of a single functionality is performed in the following way:

+  All comparators are assumed to be enabled in case they are selected to be tested. Accordingly, configurable
supplies have to be enabled before they can be tested. On the other hand the ABIST test on a comparator
which is not used by the system is not required to be performed.

+  The comparators to be tested shall be selected by setting the individual bit(s) in the respective register(s)
(ABIST_SELECTO, ABIST_SELECT1 and ABIST_SELECT2). For this selection it is necessary to differentiate by
the contribution to the different safety measures, see Table 26.

+  The microcontroller shall configure the register ABIST_CTRLO according to the functionality to be tested.
The configuration consists of the tested safety measure (ABIST_CTRLO.INT), the tested area/coverage by
the ABIST (ABIST_CTRLO.PATH) and the configuration whether one single or more comparators in sequence
shall be tested (ABIST_CTRLO.SINGLE).

«  The microcontroller shall set the global ABIST start bit (ABIST_CTRLO.START) to start the ABIST. The
global ABIST start bit shall be read by the MCU. If this bit is still set, ABIST is ongoing. Upon completion
of the selected ABIST operation(s) the start bit is cleared and an interrupt event is generated. Each
bit which has been set to select the test of a dedicated comparator (ABIST_SELECTO, ABIST_SELECT1
and ABIST_SELECT?2) is cleared once a successful ABIST operation has been performed on the particular
comparator. Each bit which has been set to select the test of a dedicated comparator is kept unchanged if
the ABIST operation on this particular comparator has not been performed successfully.

In this way the MCU can determine which comparator failed in case the ABIST status information shows a failing
ABIST operation.

Table 26 Contribution of comparators to safety measures

Comparator Secondary safety |Interrupt |ABIST_Select register bit
shutdown path

QUC Overvoltage X ABIST_SELECT0.UCOV

Core_Sup Overvoltage X ABIST_SELECT0.VCOREQV

QST Overvoltage X ABIST_SELECTO0.STBYOV

QVR Overvoltage X ABIST_SELECTO0.VREFOV

PreReg Overvoltage X ABIST_SELECTO0.PREGOV

QUC Undervoltage X ABIST_SELECT1.UCUV

(table continues...)
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Table 26 (continued) Contribution of comparators to safety measures
Comparator Secondary safety |Interrupt |ABIST_Select register bit
shutdown path
Core_Sup Undervoltage X ABIST_SELECT1.VCOREUV
QST Undervoltage X ABIST_SELECT1.STBYUV
BIAS current low X ABIST_SELECT2.BIASLOW
BIAS current high X ABIST_SELECT2.BIASHI
Supply VS Overvoltage X ABIST_SELECT2.VBATOV
Tracker 1 Overvoltage X ABIST_SELECT0.TRK10V
Tracker 2 Overvoltage X ABIST_SELECT0.TRK20V
QCO Overvoltage X ABIST_SELECT0.COMOV
QVR Undervoltage X ABIST_SELECT1.VREFUV
Tracker 1 Undervoltage X ABIST_SELECT1.TRK1UV
Tracker 2 Undervoltage X ABIST_SELECT1.TRK2UV
QCO Undervoltage X ABIST_SELECT1.COMUV
Pre_Reg Undervoltage X ABIST_SELECT1.PREGUV
Vagr - 4% < Vpgy X ABIST_SELECT2.BG12UV
Vag1 + 4% = Vg, X ABIST_SELECT2.BG120V
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10.6.1.2 Testing the comparator logic only

During the ABIST operation the comparators are triggered by the ABIST controller for a time shorter than the
internal deglitching time t,, (monitoring reaction time). A properly working comparator signals an out of range
condition to its output for the time the failure condition is applied.

The provided information of each comparator is checked against the expected value. If the comparator output
value matches the expected value this is considered a passed test by the ABIST controller. If any of the provided
output values does not match the expected value, this is considered a failed test. The general result of the
ABIST is provided by the STATUS in the register ABIST_CTRLO. The detailed result for each selected comparator
can be checked by the registers ABIST_SELECTO, ABIST_SELECT1 and ABIST_SELECT?2. In case the previously
selected bits are reset after the test is finished, it can be considered passed. A bit which remains set, indicates
the failing comparator(s), leading to the overall STATUS failed.

The maximum selection? for the comparator test is:
Secondary safety shutdown path (5S51/2) related:

o ABIST_SELECTO0:00101111g (2Fy)

« ABIST_SELECT1:00001110g (OEy)

o ABIST_SELECT2: 110000015 (C1y)

«  Startof the test by ABIST_CTRLO: 000000015 (01)
Interrupt (INT) related:

« ABIST_SELECTO0:11010000g (DOy)

«  ABIST_SELECT1:11110001g (F1;)

«  ABIST_SELECT2: 001100005 (304)

«  Start of the test by ABIST_CTRL0: 00001001g (094)

This type of ABIST can be performed in the following states: INIT, NORMAL, WAKE. In case of a successful ABIST,
there shall be no reaction of secondary safety shutdown path SS1, SS2 and only an interrupt generated due to
the finished ABIST (IF.ABIST set and IF.MON not set, considering cleared interrupt flags prior to the ABIST and
no real failure events during the ABIST).

3 Please mind that for a test of a comparator the corresponding output has to be enabled.
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10.6.1.3 Testing the comparator logic and the corresponding deglitching
logic

During the ABIST operation the comparators are triggered by the ABIST controller for a time longer than the

internal deglitching time t,, (monitoring reaction time). A properly working comparator signals an out of range

condition to its output for the time the failure condition is applied. The deglitching logic forwards the failure

trigger after t,, and makes the device react on the recognized failure event. This reaction consists of the storage

of the respective monitoring failure flags and of the triggering of the respective output function, which is either

the interrupt INT or the secondary safety shutdown path SS1/2. The reaction of the safe state outputs SS1/2 can

only be observed in case the test is started in NORMAL-state.

Furthermore the provided information of each deglitching logic output is checked against the expected value. If

the deglitching logic output value matches the expected value this is considered as a passing test by the ABIST

controller. If any of the provided output values do not match the expected value, this is considered as a failing

test. The general result of the ABIST is provided by the STATUS in the register ABIST_CTRLO. The detailed result

for each selected comparator can be checked by the registers ABIST_SELECTO, ABIST_SELECT1 and

ABIST_SELECT2. In case the previously selected bits are reset after the test is finished, it can be considered as

pass recognized by the ABIST controller. A bit which is still set, would indicated the failing comparator(s), that

makes the overall STATUS to be failed.

Beside the results read from the ABIST controller related registers, the result provided in the failure/interrupt

flags (SYSFAIL, INITERR and IF) and monitoring status flags (MONSF1, MONSF2 or MONSF3) have to be read and

checked by the microcontroller against the expected result considering the configuration set before the start of

the ABIST.

The maximum selection? for the comparator and deglitching logic test would be the following:

Secondary safety shutdown path (SS1/2) related:

« ABIST_SELECTO0: 00101111y (2Fy)

o ABIST_SELECT1: 000011105 (OEy)

« ABIST_SELECT2:11000001g (C1ly)

«  Start of the test by ABIST_CTRL0: 00000011 (034)

Interrupt (INT) related:

«  ABIST_SELECTO: 110100005 (DOy)

« ABIST_SELECT1:11110001g (F1y)

«  ABIST_SELECT2: 00110000 (30y)

«  Start of the test by ABIST_CTRL0: 000010115 (0By)

4 Please mind that for a test of a comparator the corresponding output has to be enabled.
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The analysis based on the maximum possible selection consist of the following:
Secondary safety shutdown path (551/2) related:
+  IF:01000000g (40y)

« INITERR: 000001005 (044)

«  SYSFAIL: 000001005 (044)

«  MONSF1:00101111g (2F})

«  MONSF2: 000011105 (OEy)

«  MONSF3: 11000001 (C1;)

Interrupt (INT) related:

«  IF:01001000g (484,

« INITERR: 000000005 (00y)

«  SYSFAIL: 000000005 (00y)

«  MONSF1:110100005 (DOy)

«  MONSF2:11110001g (F1;)

«  MONSF3:00110000g (304)

This type of ABIST can be performed in the following states of the State machine: INIT, WAKE, NORMAL. If this
test is run in NORMAL-state on comparators contributing to the secondary safety shutdown path the device
switches the safe state outputs SS1, SS2 to "low"and the State machine moves to WAKE-state, without
triggering a reset ROT.

It has to be considered, that testing the complete monitoring chain to the respective output (§S1/2 or INT) in

this way covers only the first comparator in the sequence, as this one triggers the output reaction. For further
details, please refer to Chapter 10.6.1.4.

If this test is run in INIT or WAKE-state, contribution to activation of the secondary safety shutdown path cannot
be tested. The system is in a safe state already and the secondary safety shutdown path is already activated.

The proper behavior of the secondary shutdown path as well as the interrupt signal needs to be checked by the
microcontroller.
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10.6.1.4 Testing the complete monitoring chain (comparators, deglitching
and output)

The testing of the complete monitoring chain from the comparator till the respective output function has to be
divided into the two functions available in the device. First the secondary safety shutdown path called SS1/2 for
severe microcontroller related failure events and secondly the interrupt function INT for peripheral related
failure events in terms of voltage and current monitoring.

10.6.1.4.1 Testing the activation of the secondary safety shutdown path

Testing the activation of the secondary safety shutdown path, the device must be in NORMAL-state. The MCU
shall check if the secondary safety shutdown path has been de-activated successfully (SS1/2 high).

Once in NORMAL-state a single comparator contributing to the secondary safety shutdown path shall be
selected. A single bit (‘x’) has to be set for a corresponding comparator in registers ABIST_SELECTO (00x0xxxxg),
ABIST_SELECT1 (0000xxx0g) or ABIST_SELECT2 (xx00000xg). A random selection by the microcontroller ensures
maximum coverage of the contributions to the secondary safety shutdown path. Then a single comparator
ABIST operation on the full path of the secondary safety shutdown path needs to be started (register
ABIST_CTRLO: 00000111 (074)). Upon completion of the requested ABIST operation the device enters WAKE-
state and an interrupt event is generated. An interrupt event indicates the completion of the ABIST (IF.ABIST).
Furthermore the respective monitoring failure flag for the selected comparator is set (either INITERR.VMONF for
"Figure 42" failures or SYSFAIL.VMONF for "Figure 49" failures) which has to be checked and cleared by the
microcontroller.

The secondary safety shutdown path shall be activated (SS1/2 "low"). It is the responsibility of the MCU to
check the activation of the secondary safety shutdown path. If SS2 delay is enabled, this delay is applied when
the ABIST operation is performed, i.e. the activation of the shutdown path connected to SS2 is delayed
according to the programmed value for failure cases not leading to FAILSAFE. The MCU needs to read and check
the status of the requested ABIST operation (ABIST_CTRLO0.STATUS), the respective monitoring status flag
(MONSF1, MONSF2 or MONSF3) to be set according to the previous selection and ABIST_SELECTO,
ABIST_SELECT1 and ABIST_SELECT2 bits to be cleared.

Furthermore, the microcontroller has to proceed with the following steps to check the Safe State Control and
the safe state outputs:

«  Check that the secondary safety shutdown path has been activated successfully (S51/2 "low")

+ Enable the overvoltage trigger and the generation of valid local toggling signal of the Safe State Control
(set ABIST_CTRL1.0V_TRIG and ABIST_CTRL1.ABIST_CLK_EN)

«  Wait for 50 ys and check that the secondary safety shutdown path is still activated (551/2 "low")

+  De-select the generation of local toggling signal and the overvoltage trigger for the Safe State Control (reset
ABIST_CTRL1.ABIST_CLK_EN and ABIST_CTRL1.0V_TRIG)

«  Wait for 50 ys and check that the secondary safety shutdown path is still activated (551/2 "low")

Afterwards a test of all comparators which contribute to the activation of the secondary safety shutdown path
shall be configured and started according to Chapter 10.6.1.3.
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10.6.1.4.2 Testing the generation of an interrupt event

The test of the generation of an interrupt event can be done in the states INIT, NORMAL and WAKE-state. Even
though it is recommended to have the application in safe state (INIT or WAKE-state).

For this test first a single comparator contributing to the interrupt function shall be selected. A single bit (‘x’)
has to be set for a corresponding comparator in registers ABIST_SELECTO (xx0x0000g), ABIST_SELECT1
(xxxx000xg) or ABIST_SELECT2 (00xx0000g). A randomized selection by the microcontroller ensures maximum
coverage of the contributions to the interrupt function. Then a single comparator ABIST operation on the full
path of the interrupt needs to be started (register ABIST_CTRL0: 00001111 (OFy)). The artificial failure,
triggered by the ABIST controller, on the selected comparator generates an interrupt (INT) event. It is the
responsibility of the MCU to check the generation of this interrupt event on the triggered failure. As this is a test
of the generation of an interrupt based on a failure event, there is no dedicated ABIST completion event via
interrupt function, but only the ABIST bit in the interrupt flags is set. After the interrupt related to the injected
fault has been generated, the interrupt flag register shall be checked for the monitoring bit (IF.MON) set and the
ABIST completion bit (IF.ABIST) set.

The MCU needs to read and check the status of the requested ABIST operation (ABIST_CTRL0.STATUS), the
respective monitoring status flag (MONSF1, MONSF2 or MONSF3) to be set according to the previous selection
and ABIST_SELECTO, ABIST_SELECT1 and ABIST_SELECT2 bits to be cleared.

Afterwards a test of all comparators which contribute to the interrupt generation shall be configured and
started according to Chapter 10.6.1.3.

10.6.1.5 Abort conditions for ABIST operation

In case of a severe monitoring failure event (contribution to the secondary safety shutdown path) detected on a
not selected comparator® or a severe failure event not related to the voltage or bias current monitoring
function during the proceeding of an ABIST operation on the comparators only (ABIST_CTRL0.PATH not set), the
device reacts like outside ABIST. Accordingly the monitoring, reset and Safe State Control react. Bringing the
device into safe state and trigger the State machine to move into FAILSAFE or INIT-state. The ABIST is aborted in
this case.

In case of an ABIST operation on the full path (ABIST_CTRLO.PATH set) the comparators for voltage and bias
current monitoring are not operational during ABIST operation on the particular comparator. Therefore it is
recommended to do the test in safe state unless it is needed to start the test in NORMAL-state (e.g. test of
activation of secondary safety shutdown path described in Chapter 10.6.1.4.1). Severe failure events not related
to the voltage and bias current monitoring trigger the same device reaction as outside ABIST: the device enters
safe state and triggers a transition to FAILSAFE or INIT-state. The ABIST is aborted in this case.

This ABIST abort is shown by the device in the register SYSFAIL.ABISTERR. The artificial failure events, that have
been generated until the abort of the ABIST due to the detected real failure, is stored as well in the monitoring
registers. In such case the ABIST should be repeated.

s Please mind that selected comparators are not operational during ABIST operation on the particular comparator. Therefore it is
recommended to do the test in safe state unless it is necessary to start the test in NORMAL-state (e.g. test of activation of
secondary safety shutdown path described in Chapter 10.6.1.4.1).
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10.6.2 Logic supervision self test

No dedicated Built In Self Test for the digital monitoring functions exists in the device. It is assumed that any
test which is related to the digital monitoring functions is performed by the MCU in a functional way.

The following blocks inside the digital supervision functions can be tested by the MCU:
« FWD/WWD
«  Error monitoring

In order to verify correct functionality of these blocks and to check their contribution to ROT/INT and finally
SS1/2 the MCU shall generate an error condition on the particular block and check the expected system
behavior.

+  Forthe watchdog functionality this means either stop triggering the WD(s) and/or generate false trigger
events. This generates either an interrupt or even asserts the reset. Finally the secondary safety shutdown
path is activated (SS1/2 set to "low"), the MCU is reset and the device moves into INIT-state. In order to
verify the activation of the secondary shutdown path, this kind of test shall only be executed after the
device entered NORMAL-state.

+  Forthe error monitoring block, this means that the toggling at the ERR pin needs to be stopped in order to
observe the required system behavior. It is up to the MCU to make use of the error recovery mechanism.

The microcontroller programming support function can suppress the reset (ROT) event for the supervision
functions mentioned above keeping the interrupt and safe state contribution unchanged. This may be used to
optimize the logic supervision self test focusing on the safety relevant output functions (INT and SSx). For
details please refer to Chapter 10.7.
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10.7 Microcontroller programming support

The device offers a microcontroller programming support feature, that can be used to avoid periodic reset

triggering due to missing triggering of the window watchdog and error monitoring within the INIT timer.

The activation of the microcontroller programming support feature is supported by (OR combined):

+ pulling the MPS pin to a voltage Vyps hi. The voltage shall be provided earliest with the enabling of the
microcontroller supply QUC. Therefore during microcontroller programming or debugging, it is an option
to connect the MPS pin to the output of QVR or QUC.

+ sending a SPl command to MCSMON.MPS

The status bit field MCSMON.MPSPIN represents the actual activation status controlled by the MPS pin.

The active microcontroller programming support (MPS) feature includes the following changes to the normal
operation of the device:

« Theinitialization timer is stopped.

+  The contribution of the window watchdog error counter overflow to the reset ROT output is blocked.

«  The contribution of the functional watchdog error counter overflow to the reset output ROT is blocked.
+  The contribution of the error monitoring to the reset output ROT is blocked.

The state machine, interrupt function and Safe State Control (SSC) function are not affected. An invalid
watchdog service warning or an ERR monitoring warning (if recovery delay configured) still issues an interrupt
event. An overflow of a watchdog error counter and a detected ERR monitoring failure triggers a "Move to INIT"
event and the corresponding SSC reaction to set SS1/SS2 to low, but without issuing a reset (ROT) of the
microcontroller. This feature may be used for time-optimized fault-injection tests of the digital supervision
functions (WWD, FWD, ERR) as well as for application boundary conditions where no reset of the
microcontroller is desired for watchdog or error monitoring failures, but maintaining active the safety related
supervision and output functions. The chapter below describes exceptions and special treatments to MPS
function.

For example, if the MPS pin is "high" or bitfield MPSPIN is set in NORMAL and there is a watchdog error counter
overflow, then the device enters INIT without issuing a reset at pin ROT, but still sets SS1 and SS2 "low".

Table 27 Electrical characteristics: microcontroller programming support

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.

MPS valid high level VMps,hi 2.0 - - v - P_11.7.1

MPS valid low level VMps,lo - - 0.8 v - P_11.7.2

MPS pin pull-down current | /yps - 150 330 pA - P_11.74
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11 Safe State Control function

11.1 Introduction Safe State Control function

The Safe State Control monitors safety related signals and controls the safe state signals SS1 and SS2.

The following description summarizes the contributors to the Safe State Control function and the possibilities
to adjust them.

Principle of operation

The Safe State Control function monitors the following inputs:

«  Result of the Error Monitoring. Signal at pin ERR is expected to be a toggling signal. A permanent "low" or
"high" signal is detected as an error.

«  Overand undervoltage of the microcontroller related regulators (for details please refer to chapter
Monitoring function)

+  Result of Window Watchdog error counter threshold comparator. Whether threshold ZWWO for "Invalid
window watchdog triggering" has been reached or exceeded.

+  Result of Functional Watchdog error counter threshold comparator: Whether threshold ZFWO for "Invalid
functional watchdog triggering" has been reached or exceeded.

+  Thermal shutdown signal (TSD) for relevant events moving the device into FAILSAFE-state.
+ Internal clock

+  SPIstate transition request. A "Go to NORMAL" command triggers the signals SS1/2 to switch "high" in
case the other boundary conditions are fulfilled. Moving the device out of NORMAL-state by SPI command
switches the signals SS1 and SS2 (optionally delayed by A4tss,) to low.

The following parameters of the Safe State Control function are programmable via SPI. These settings can be
done during INIT, NORMAL and WAKE-state, WWD and FWD configuration and error pin configuration including
disabling of individual functionality via protected register (for description of states please refer to chapter State
machine):

«  Number of invalid watchdog triggers, that lead to activating SS1 and SS2: there are two watchdog
trigger error counters implemented, one for the window watchdog the other for the functional watchdog.
Every counter increments by two at every invalid watchdog triggering and decrements by one at every
valid watchdog triggering, see chapter Functional watchdog. An incrementing change is indicated by an
interrupt. A decrementing change is not indicated by an interrupt. The thresholds can be programmed by
SPI command for each counter individually. This function might be used to test the watchdog function.

« Immediate reaction or recovery delay reaction, only related to input signal ERR: this parameter determines
whether the Safe State Control reacts immediately to an error indicated by SMU or reacts after a certain
delay, if the error indication is still present. In recovery delay reaction the Safe State Control generates an
interrupt and starts the programmed recovery delay time. If the error disappears within this time because
the error signal toggles again, the Safe State Control keeps the safe state output SS1/2 high. If within this
time the error should not disappear and maintain the error indication (means the error signal should not
toggle again, before the recovery delay time has ended), the Safe State Control activates the safe state
signals SS1 and SS2 after the recovery delay time has ended. Immediate reaction means reaction after
signal detection delay time.

+  Recovery delay time Atggc, only related to input signal ERR: only errors (violation of valid ERR signal) which
persist longer than this delay time activate the safe state signals SS1 and SS2. This delay time is only active
if recovery delay time mode was selected.

+ Delay time Atgg, between safe state signal 1 and safe state signal 2

The safe state function offers two output signals, both of them as output stages to drive external switches
(additional driver stage is necessary):

«  Safe state signal 1 (present at pin SS1)

«  Safe state signal 2 (present at pin SS2) can be delayed compared to safe state signal 1 by an adjustable
delay time Atgg, (via SPI)
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Error signal from microcontroller safety management unit (SMU) at pin ERR

The error monitoring function requires a toggling signal at pin ERR with a determined timing in case of fault-
free operation of the microcontroller by its SMU. This toggling signal is considered a "being alive" indication. An
error should be indicated by a constant low signal. A constant high signal is regarded as a failure indication as
well, probably caused by a short circuit. The result is given to the Safe State Control.

Internal

clock
State transition request —_——
Monitoring of central functions
ensuring device integrity
Thermal shutdown of MCU related
. B
outputs and central functions
Monitoring functions of
e ———.
MCU related outputs
ERR D | Toggling Signal -
Detection Protectex
|
S 21 onitorng
IMMEDIATE/ v
igna Conditioni utput
RECOVERY | genarator stage . sst
DELAY TIME
Error Monitoring ACTIVE o
Conditioning utput
FWO FWD Error
Counter
Configurable
via SPI
command
Functional Watchdog
WWD E —>
N Counter
Window Watchdog Safe State Control
vV Configurable
via SPI
Interrupt -
Figure 58 Principle Safe State Control function
Description:

«  State transition request = Microcontroller can request a deactivation of the secondary safety shutdown
path (SS1/2 high) via SPI. In NORMAL-state the microcontroller can activate the Secondary Safety
Shutdown path (SS1/2 "low") by moving the device out of NORMAL-state via SPI.

+  Monitoring of central functions ensuring device integrity

+  TSD =Thermal shutdown

+  Monitoring functions of MCU related outputs

«  ERR monitoring = Error pin connected to safety management unit (SMU) of microcontroller

«  XWWO = Number of "Invalid WWD triggering", after Safe State Control shall activate the safe state signal
SS1 and SS2, located in window watchdog block

+  XFWO = Number of "Invalid FWD triggering", after Safe State Control shall activate the safe state signal SS1
and SS2, locked in functional watchdog block
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+ IMMEDIATE/RECOVERY = Distinguish between immediate reaction to SMU signal or recovery delay time,
located in error monitoring block

+  Atgec = Recovery delay time for SMU signal at pin ERR, located in error monitoring block
+  Atss, = Delay time between safe state signal 1 and safe state signal 2

+  SS1=Safestatesignal 1

+  SS2=Safe state signal 2
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11.2

Table 28

Electrical characteristics Safe State Control

Electrical characteristics Safe State Control

infineon

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number
Min. Typ. | Max.

ERR pin

ERR valid high level VERR hi 2.0 - - v Vegrg increasing; P_12.2.4
Vouc=3.3V

ERR valid low level VERR,lo - - 0.8 v Verg decreasing; P_12.2.5
Vouc=3.3V

ERR hysteresis VERR,hyst 100 300 600 mV Vouc=3.3V P_12.2.6

ERR pull-down current lERR - 150 330 WA Verr = Vouc P_12.2.7

ERR input capacitance Cerr - 4 15 pF 1) P_12.2.8

Valid ERR input signal ferRvalid 10 - 45 kHz |consideringaduty |P_12.2.9

frequency cycle of 50 %

Invalid ERR input signal ferRr,invalid, L | 0 - 5 kHz |consideringaduty |P_12.2.10

frequency (low frequency) cycle of 50 %

Invalid ERR input signal ferR,invalid HF | 96.2 - 500 kHz |consideringaduty |P_12.2.11

frequency (high frequency) cycle of 50 %

Invalid ERR input signal AtperiF 50.1 - 99.9 us derived from P_12.2.12

detection time (low ferrvalid @nd

frequency) ferR invalid, LF

Invalid ERR input signal AtpeT HF 5.2 - 11.1 us derived from P_12.2.13

detection time (high feRR,valid and

frequency) feRR invalid HF

ERR reactivation time-out terRTO 9 10 11 ms after SLEEP P_12.2.14

ERR reactivation time-out tERR ren 50.1 - 110 us after re-enabling P_12.2.15

(first edge expected) via SP1?

Safe state signal 1 pin SS1

SS1 output, high level Vssi pi 29 3.2 Voue |V lss12-1 mA; P_12.2.18
Vouc=3.3V

SS1 output, high level Vss1,hi 2.0 2.8 Voue |V Iss1 = -5 mMA; P_12.2.19
Vouc=3.3V

SS1 pull-down resistor Rss1,pd 70 100 130 kQ - P_12.2.20

(table continues...)
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Table 28 (continued) Electrical characteristics Safe State Control

Ws=6Vto 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number

Min. Typ. | Max.
SS1 output, low level Vss1 1o - 0 0.8 Vv 3)4) P_12.2.21
Rss1,pd,ext < 100 kQ;
Css1,ext 2 50 pF;

QUC active;
Voucz2V
SS1internal reaction time tssiact - 12 30 ys 5 P_12.2.22
Safe state signal 2 pin SS2
SS2 output, high level Vssa pi 29 3.2 Voue |V lssp 2 -1 mA; P_12.2.25
Vouc=3.3V
SS2 output, high level Vssa,hi 2.0 2.8 Voue |V Issp = -5 mMA; P_12.2.26
Vouc=3.3V
SS2 pull-down resistor Rss2,pd 70 100 130 kQ - P_12.2.27
SS2 output, low level Vssa.lo - 0 0.8 Vv 3)4) P_12.2.28

RSSZ,pd,ext <100 kQ;
CSSZ,ext =50 pF;

QUC active;
VQUC =2V
SS2 internal reaction time tssz,act - 12 30 ys 5 P_12.2.29
Adjustable parameters
SSC time base accuracy tssc -10 - 10 % timebase for Atggc | P_12.2.30
and Atssz
Adjustable recovery delay Atrec 0 - 10 ms selectable 0, 1.0, P_12.2.31
time 2.5,5.0 and 10 ms;
tssc to be
considered
Adjustable delay time Atss) 0 - 2500 ms selectable 0, 10,50, |P_12.2.32
between SS1 and SS2 100, 250, 1250 and
2500 ms;
tssc to be
considered
1) Specified by design, not subject to production test
2) It is recommended to provide the ERR signal to the ERR pin before activating the function again via SPI.
3) Internal and external pull-down resistors have to be considered for failure cases with QUC switched off or unavailable.

4) Considering loss of analog safety ground (AGS1 and AGS2).
5) SSx internal reaction time represents the time to switch off the high level driver upon request or event. For the release of SSx
outputs to "high" level the SSx internal reaction time is to be accounted twice (max. 60 ps).
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11.3 Reaction on microcontroller Safety Management Unit (SMU - pin
ERR):
11.3.1 Immediate reaction on ERR monitoring failure

The microcontroller safety management unit (SMU) indicates a serious error by stopping the toggling signal at
pin ERR, immediate reaction to error signal is set:
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| |

SS1 : ;
| |
! |
| |

SS2 I I
| | i
| | |
| | |
| | |
| | | R
I I I =
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) AtDET,I;‘ Atss2 g

Figure 59 Flow diagram reaction on SMU signal (ERR signal remains low)
Description:

+ The ERR ssignal stops toggling and remains low.

« Thisis detected as an error after the expiration of the detection time Atpgrr.

«  Atperiris measured from the last recognized falling edge.

+  The safe state signal 1 (at pin SS1) is pulled to "low"

+  The safe state signal 2 (at pin SS2) is pulled to "low" after an optional delay time Atss,
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Figure 60 Flow diagram reaction on SMU signal (ERR signal remains high)
Description:

+ The ERR signal stops toggling and remains high.
«  Thisis detected as an error after the expiration of the detection time Atpgr ¢.
e Atper,ris measured from the last recognized rising edge.
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+  The safe state signal 1 (at pin SS1) is pulled to "low"
+  The safe state signal 2 (at pin SS2) is pulled to "low" after an optional delay time Atss,

A

I

ERR I
H
Il
'l

SS1 I
Il
I
I

SS2 Il
I i
I |
Il |
Il |
I | R
TT I >
| € >l t

_»l I<_ |
t < Atoet,Hr Atss2
Figure 61 Flow diagram reaction on SMU signal (ERR signal frequency too high)
Description:

« The ERRsignal starts toggling with a frequency of ferg invalid HF-

« Thisis detected as an error as soon as the edge-to-edge time is shorter than the detection time Atpgt .
+  The safe state signal 1 (at pin SS1) is pulled to "low".

+  The safe state signal 2 (at pin SS2) is pulled to "low" after an optional delay time Ats,.

A
| | | | | | |
ERR :
[ | [ | [ [ |
! ! ! ! ! ! [
[ [ [ [ [ [
S5l [ [ [ [ [ [
| | | | | 1 i >
RN | e »le N | g
| I I D 7 | t
tiow < AtpeT,LF | | | thigh < Atpet,LF | AtpeT,LF . |
—> €< | <€ g
thigh > AtoeTHFI I ' thigh > Atper,r* '
_H |<_
tiow > AtpeT,HF *applies to tiow > Atoer,r in the same way
Figure 62 Flow diagram reaction on SMU signal (duty-cycle different than 50%, tio,, OF tpigh toO
long)
Description:

+  The ERR signal toggles with changing high and low times (duty cycle can vary as well), but ti,,, and ty;gp are
in the valid range between tperr and tper ¢ first.

« Thenalow pulse of ERR shown in the figure is longer than the detection time tper r.

« Thisis detected as an error as soon as the edge-to-edge time is longer than the detection time Atpgr .

+  The safe state signal 1 (at pin SS1) is pulled to "low".

+  The safe state signal 2 (at pin SS2) is pulled to "low" accordingly after an optional delay time Atss,.(not in
figure)

«  The condition can be applied to the high pulse being longer than the detection time tper r in the same way.
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A
| | | | | Ll
ERR :
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[ [ [ [ [ L
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| | | | | L >
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> e | > <
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_N K_
tiow > AtpeT HF *applies to thigh < Atper,ur in the same way
Figure 63 Flow diagram reaction on SMU signal (duty-cycle different than 50%, tio,, Or tpigh to0
short)
Description:

« The ERR signal toggles with changing high and low times (duty cycle can vary as well), but ti,,, and ty;gp are

in the valid range between tperr and tperf first.

« Thenalow pulse of ERR shown in the figure is shorter than the detection time tpgr .

« Thisis detected as an error as soon as the edge-to-edge time is shorter than the detection time Atpgt .

+  The safe state signal 1 (at pin SS1) is pulled to "low".

+  The safe state signal 2 (at pin SS2) is pulled to "low" accordingly after an optional delay time Atss,.(not in

figure)

«  The condition can be applied to the high pulse being shorter than the detection time tpgryr in the same
way.

11.3.2 Recovery delay reaction on ERR monitoring failure

The microcontroller safety management unit (SMU) indicates a serious error by stopping the toggling signal at
pin ERR, recovery delay time reaction to error signal is set - the SMU is given time to recover:

A
| | |
ERR | | |
| | !
| | |
[ | \
SS1 I I [
| | x
| | |
| | |
SS2 I I |
| | | .
| | | |
| | | [
| | | |
[ [ | | R
T I I I »
| | | | t
D AtDET,LF'i‘ Atrec i g
|
|
< Interrupt «——-
Figure 64 Flow diagram reaction on SMU signal, error longer than recovery delay time
Description:

+ The ERR signal stops toggling and remains low (or high).
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« Thisis detected as an error after the expiration of the detection time Atpgrf.

«  Atperris measured from the last recognized edge.

+ Aninterruptis generated after the detection to indicate the start of the recovery delay time Atggc
+  The safe state signal 1 (at pin SS1) is pulled to "low" after Atggc has expired

+  The safe state signal 2 (at pin SS2) is pulled to "low" after an optional delay time Atss,

A
Il |
ERR I I
N !
1 |
Il \
SS1 Il [
I |
i |
SS2 I |
N | .
I | |
I | |
I | |
I | | R
_>! ;;_ Atrec ':4 ;l
It < AtpetHr Atssy
|
|
< Interrupt < -
Figure 65 Flow diagram reaction on SMU signal, error longer than recovery delay time (ERR
signal) frequency too high)
Description:

« The ERRsignal starts toggling with a frequency of fgrg invalid HF-

« Thisis detected as an error as soon as the edge-to-edge time is shorter than the detection time Atpgr .
« Aninterruptis generated after the detection to indicate the start of the recovery delay time Atggc

+  The safe state signal 1 (at pin SS1) is pulled to "low" after Atgec has expired

+  The safe state signal 2 (at pin SS2) is pulled to "low" after an optional delay time Atss,

A

| | [

ERR I | |
[ | |
| | |
| | |

SS1 I I I
| | |
| | |
| | |

SS2 I I I
| | |
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| | |
[ [ | R
T I I '
| | | t

Atoer,Lr : Atrec
|
< Interrupt <« —-
Figure 66 Flow diagram reaction on SMU signal, error shorter than recovery delay time
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Description:

«  The ERR signal stops toggling and remains low (or high).

« Thisis detected as an error after the expiration of the detection time Atpgrf.

«  Atperris measured from the last recognized edge.

+ Aninterruptis generated after the detection to indicate the start of the recovery delay time Atggc
+ The ERR signal resumes toggling before Atggc expires.

+  The safe state signals 1 (at pin SS1) and 2 (at pin SS2) are kept high all the time.

ERR

SS1

SS2

\4

|
|
|
|
|
|
|
[
|
|
|
|
|
|
|
T
>
>
1

A

— Atrec «—>

It < AtoetHF t > AtoeTHrF
| ,
|

< Interrupt -

Figure 67 Flow diagram reaction on SMU signal, error shorter than recovery delay time (ERR
signal frequency too high)

Description:

« The ERRssignal starts toggling with a frequency of ferg invalid,Hr-

« Thisis detected as an error as soon as the edge-to-edge time is shorter than the detection time Atpgt .
« Aninterrupt is generated after the detection to indicate the start of the recovery delay time Atggc

+  Before Atgec has expired the ERR signal resumes toggling with a valid frequency.

«  The safe state signals 1 (at pin SS1) and 2 (at pin SS2) are kept high all the time.
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11.4 Reaction on error-triggered state transitions

The reset output (ROT) indicates the behavior of the microcontroller related regulators (for details please refer
to chapter voltage monitoring and reset function).

A
ROT
|
SS1
|
SS2 :
I Ll
| |
| |
| |
| | R
I T >
| | t
) Atss2 i
Figure 68 Flow diagram reaction on an error triggered state transition- soft reset
Description:

+ Thefalling edge of ROT signal indicates an error

+  Safe state signal 1 (at pin SS1) goes to "low" on error immediately.

«  Safe state signal 2 (at pin SS2) goes to "low" after a delay time Atss; which was set by SPI command.
«  Onanundervoltage event on QUC, a delayed SS2 signal follows Vg as it is supplied from QUC.

ROT

Ss1

SS2

\4

Figure 69 Flow diagram reaction on an error triggered state transitions - hard reset

Description:
+ Thefalling edge of ROT signal indicates an error.
+  Safestate signal 1 (at pin SS1) goes to "low" immediately with the occurrence of the error.

+  Safe state signal 2 (at pin SS2) goes to "low" together with SS1 as the supplying post regulator QUC is
switched off when pin ROT goes to "low".
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11.5 Reaction on Window Watchdog Output (WWO)

The window watchdog error counter (WWDSTAT.WWDECNT) of the device increments by two at every invalid
window watchdog triggering and decrements by one at every valid window watchdog triggering, see chapter
Window watchdog.

Any incrementation of the window watchdog error counter is indicated by an interrupt. Any decrement of the
window watchdog error counter is not indicated by an interrupt. The value of the window watchdog error
counter saturates to a minimum of Op,.

The threshold for activating the safe state signals SS1 and SS2 ZWWO can be changed in INIT, NORMAL and
WAKE-state. (WDCFGO.WWDETHR)

The content of the error counter is compared to the programmed threshold ZWWO (RWDCFGO.WWDETHR). If
the content of the error counter is equal or higher than XWWO, the safe state signals SS1 and SS2 are activated
(low).

Valid WWD triggering

]
S WWO 6

v

0
l \ 4 \4 \4 \4

Window watchdog error counter

2 | 4 | 3 | 5 | 7
< Interrupt <
A
v
SS1
|
SS2 :
| .
| |
| |
| |
| | R
T T >
| | t
I: ;I
Atssa
Figure 70 Flow diagram reaction on WWO

Description:
+  Thethreshold ZWWO is set to 6p (example)

« Aninvalid watchdog triggering increments the window watchdog error counter by two, this is indicated by
aninterrupt.
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« Avalid watchdog triggering decrements the window watchdog error counter by one, this is not indicated by
an interrupt.

+  Theerror counter value 7 is recognized as an error.
+ Safestate signal 1 (at pin SS1) goes to "low" immediately with the counter status change.
«  Safe state signal 2 (at pin SS2) goes to "low" after a delay time Atss, which was set by SPI command.

11.6 Reaction on Functional Watchdog Output (FWO)

The functional watchdog error counter (FWDSTAT1.FWDECNT) of the device increments by two at every invalid
functional watchdog triggering and decrements by one at every valid functional watchdog triggering, see
chapter Functional watchdog.

Any incrementation of the functional watchdog error counter is indicated by an interrupt. Any decrement of the
functional watchdog error counter is not indicated by an interrupt. The value of the functional watchdog error
counter saturates to a minimum of Op,.

The threshold for activating the safe state signals SS1 and SS2 XFWO can be changed in INIT, NORMAL and
WAKE-state. (WDCFG1.FWDETHR)

The content of the error counter is compared to the programmed threshold ZFWO (RWDCFG1.FWDETHR). If the
content of the error counter is equal or higher than ZFWO, the safe state signals SS1 and SS2 are activated
(low).
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Valid FWD triggering
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Figure 71 Flow diagram reaction on FWO

Description:
« Thethreshold ZFWO is set to 6 (example).

+ Aninvalid watchdog triggering increments the functional watchdog error counter by two, this is indicated
by an interrupt.

+ Avalid watchdog triggering decrements the functional watchdog error counter by one, this is not indicated
by an interrupt.

«  Theerror counter value 7 is recognized as an error.
+  Safe state signal 1 (at pin SS1) goes to "low" immediately with the counter status change.
« Safe state signal 2 (at pin SS2) goes to "low" after a delay time Atsg; which was set by SPI command.

11.7 Reaction on Thermal Shutdown (TSD)

The thermal shutdown (TSD) indicates temperature overstress on the chip. As a consequence all pre and post
regulators are shut down immediately (except for temperature sensor of QCO).
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TSD

SS1

SS2

\4

Figure 72 Flow diagram reaction on TSD

Description:
+ Therising edge of TSD signal (internal) is recognized as an error.
+  Safe state signal 1 (at pin SS1) goes to "low" immediately with the rising edge of TSD.

«  Safe state signal 2 (at pin SS2) goes to "low" together with SS1 as the supplying post regulator QUC is
switched off when pin ROT goes to "low".
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12 SPI (Serial Peripheral Interface)

12.1 Introduction SPI

Main functions

The serial peripheral interface bus is a full duplex synchronous serial data link. The device communicates in
slave mode where the master (MCU) initiates the data frame. The device is to be addressed via a dedicated chip
select line. This allows a connection of other slave devices to the SPI bus.

Data transmission

To begin a communication, the MCU first configures the clock, using a frequency less than or equal to the
maximum frequency the device supports. The MCU pulls down the chip select for the device.

Functional description

SPI basic access: All data on MOSI (pin SDI) is captured on the rising edge of SPI clock signal (pin SCL) and
shifted on the falling edge of SPI clock signal (pin SCL). The same methodology needs to be applied in the SPI
master for MISO (SDO). A read operation has to start with CMD-bit at 0z and a write operation has to start with
CMD-bit being 1g.

Write commands written to SDI are looped back to SDO.

For read commands the parity is calculated based on the output data stream. The data for the calculation
consists of 1, status [5:0] and rd_data[7:0]. The parity bit is set to 1g if the number of bits at 15 in the output
data stream is odd, i.e. XOR function between all 15 bits sent out.

Parity is checked on write data. The parity is calculated on the incoming bit stream for the CMD-bit, the six
address bits and the eight data bits.

Configuration via SPI can be done anytime, if the state machine is in INIT-state, NORMAL-state, WAKE-state or
SLEEP-state. In SLEEP-state the SPI maximum clock frequency is reduced, for details refer to Table 29.

SPI access timing are defined in the following diagram:

i Utrail g gy Tlead (g i Uspiclk g |

| | | |

| | | |

| | | |
|

SCL
1t max frame duration
SCS

t interframe

SDI

DO (R) X P ) Cbr s Xs8 Xs3 X5z X5t X (50 X 07 X068 X 05 )X 04 X(03 X(02 X 01 X 00 X P )
Figure 73 SPI - frame in normal mode

SPIMISO:

+  During write, data from MOSI is directly looped back, during read, the addressed register content is
provided in the same SPI frame

«  The CMD-bitis always set to 1g. All other status bits are set to Og.
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Figure 74 SPI - timings
Table 29 Electrical characteristics SPI - timings

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless

otherwise specified)

Parameter Symbol Values Unit | Note or Number
Min. Typ. Max. condition
CLK_SPI Operating fspi_cik - - 10 MHz |V P_13.1.1
Frequency
CLK_SPI Operating fpi_clk - - 15 MHz | SLEEP-state P_13.1.2
Frequency
CLK Signal duty cycle Dgcr 45 50 55 % |- P_13.1.3
CLK_SPI Operating tspi_clk 100 - - ns |- P_13.1.4
Period
CLK_SPI high time tspi_wsclkh 45 - - ns |- P_13.15
CLK_SPI low time tspi wsclkl 45 - - ns |- P_13.1.6
CLK_SPI fall time tspi_clkf - - 0.1%tsp) fact |[ns] |? P_13.1.7
tspi_fact = tspi_clk;
100 ns < tspy_fact
<1lps
CLK_SPI rise time tspi_clkr - - 0.1%tsp) fact |[ns] |? P_13.1.8
tspi_fact = tspi_clks
100 ns < tsp_fact
<1luys
CLK_SPI lead time tspi_lead 100 - - ns |forINIT, P_13.1.9
NORMAL, WAKE
state
CLK_SPI lead time tspl_lead 4 - - ps |for SLEEP state |P_13.1.10
(SLEEP state)
CLK_SPI lag time tspi_lag 50 - - ns |- P_13.1.11
(table continues...)
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Table 29 (continued) Electrical characteristics SPI - timings

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or Number
Min. Typ. Max. condition

SPI Chip Select (SCS) | tspi csr - - 0.2xtsp| fact |[NS] |2 P_13.1.12
rise time tspi_fact =< tspi_lags

50 ns < tspy_fact <

500 ns
SPI Chip Select (SCS) | tspy csf - - 0.2%tsp) fact |[ns] |? P_13.1.13
fall time tspi_fact < tspi_lead

100 ns < tspy_fact

<1luys
SPI Data Input (SDI) tspl_su 10 - - ns |- P_13.1.14
setup
SPI Data Input (SDI) tspi_hi 10 - - ns |- P_13.1.15
hold time
SPI Data Output (SDO) tSPI_V - - (O'IXtSPI_faCt [ns] CSDO,load: 50 pF; |P_13.1.16
valid after CLK_SPI )+36 2)

tspi_fact = tspi_clkf;

10 ns = tsp|_fact <

100 ns
SPI write propagation | tsp|_wpd - - 35 ns |- P_13.1.17
delay SDI to SDO
SPI Data Output (SDO) | tsp) 5 - - 50 ns | Cspo,load =50 pF |P_13.1.18
access
SPI Data OUtpUt (SDO) tSPI_diS - 100 ns CSDO,load =50 pF P_13.1.19
disable time
Sequential transfer tspi_td 350 - - ns |- P_13.1.20
delay
Sequential transfer tspi_td 2 - - Ms |SLEEP-state P_13.1.21
delay
Frame duration (SCS tspi_fl - 1.85 ms |- P_13.1.22
low)

1) For max. achievable CLK_SPI operating frequency, please consider the CLK_SPI rise- and fall times (tsp| ckr and tsp;_cikf)-
2) tspi_fact is used as a supportive factor inside this specification row. It must be considered valid only within one row and is not the
same across multiple rows of the specification.

SPl errors:
+  Wrong parity bit during write, write data is ignored.
+  Write to invalid address, write data is ignored.

+  Wrong number of SPI clock cycles while SCS is low, write data is ignored, read data is provided by the
device with each SPI clock cycle.

« Readfrominvalid address (all data bits zero returned on MISO for read data). For this case the parity bit is
inverted/corrupted after complete calculation by the device.
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+ Invalid frame duration, write data is ignored and the output driver for SDO is turned off internally by the
device after tsp| 5. Read data is provided with each SPI clock cycle as long as SCS is low for less than tgp| .

« Ifthe number of SPI clock cycles is different from 16 and an invalid frame duration error is detected by the
device, the invalid frame duration status flag is set and the wrong number of SPI clock cycle status flag is
set.

If an SPI error occurs, an interrupt is generated.
Interrupts on SPI errors are initiated only after SCS has going "high" or after frame time-out.
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12.2 SPI write access to protected registers

Certain internal registers (SYSPCFGO, SYSPCFG1, WDCFGO, WDCFG1, FWDCFG, WWDCFGO, WWDCFG1) are
protected against accidental overwriting. The status of the protection can be checked by reading the LOCK bit
in the register PROTSTAT.

Write access to the protected registers is only possible after a dedicated 32 bit UNLOCK sequence via SP1in INIT,
NORMAL or WAKE-state. The UNLOCK sequence consists of a 32-bit sequence of 4 consecutive bytes (1: ABy;

2: EFy; 3: 56; 4: 12,) which have to be sent with no other SPI write access in between. The correctness of every
written byte can be checked by reading the register PROTSTAT. Any wrong UNLOCK byte sent to KEY1OK within
the sequence is identifiable by the corresponding KEYxOK bit (e.g. PROTSTAT.KEY1OK). After writing a wrong
byte, the UNLOCK sequence must be repeated.

If a write access to any other register than PROTCFG is detected in between the UNLOCK sequence, an interrupt
is generated (SPISF.LOCK) and the number of successfully detected UNLOCK sequence bytes is set to zero. In
order to recover the sequence, the first UNLOCK byte must be sent again until the PROTSTAT.KEY10K becomes
equal to 1g, meaning a new UNLOCK sequence has started and the first correct byte has been received. Further,
if a wrong UNLOCK sequence byte was received in 15, 2"d or 3" position byte of the sequence, an interrupt is
generated as well (SPISF.LOCK) after the complete sequence (41" byte) received. A wrong byte in the 4t position
of the sequence does not generate an interrupt, but is identifiable by the KEY4OK bit at 0g and LOCK bit still at
1 (locked) in register PROTSTAT.

Once the UNLOCK sequence has been performed successfully, any protected configuration request register can
be written.

In order to ensure proper writing to the protected configuration request registers the microcontroller shall read
back the register values and verify the correctness by checking data. The data bits written to the protected
configuration request registers are sent back inverted during read operation, that means the microcontroller
can calculate an XOR of the register data read and expected. For correct register data the result is FFy. The
device does not check the correctness of the values in the register.

All protected configuration request register values are captured by the respective functions only after a
successful LOCK sequence ©. A successful LOCK sequence consists of a 32-bit sequence of 4 consecutive bytes
(1: DFy; 2: 34y; 3: BEy; 4: CAy) which have to be sent with no other SPI write access in between. The correctness
of every written byte can be checked by reading the register PROTSTAT. Any wrong LOCK byte sent to KEY1I0K
within the sequence is identifiable by the corresponding KEYXOK bit (e.g. PROTSTAT.KEY1OK). After writing a
wrong byte, the LOCK sequence must be repeated.

If a write access to any other register than PROTCFG is detected in between the LOCK sequence, an interrupt is
generated (SPISF.LOCK) and the number of successfully detected UNLOCK sequence bytes is set to zero. In
order to recover the sequence, the first LOCK byte must be sent again until the PROTSTAT.KEY10K becomes
equal to 1g, meaning a new LOCK sequence has started and the first correct byte has been received. Further, if a
wrong LOCK sequence byte was received in 15t, 2" or 3" position byte of the sequence, an interrupt is
generated as well (SPISF.LOCK) after the complete sequence (4t byte) received. A wrong byte in the 4t position
of the sequence does not generate an interrupt, but is identifiable by the KEY4OK bit at 0g and LOCK bit still at
Og (unlocked) in register PROTSTAT.

Upon detection of a successful LOCK sequence the configuration registers and all internal functions are
updated with the values from the protected configuration request registers.

It is the responsibility of the microcontroller to ensure all registers are configured properly by either writing a
new value into a particular register or by reading back a register which is supposed to be unchanged. Partial
reconfiguration of the protected registers, i.e. configuring just a single function and leaving other functions
unchanged is not supported as with the successful LOCK sequence all protected configuration request registers
are taken over into the configuration (RSYSPCFGO, RSYSPCFG1, RWDCFGO, RWDCFG1, RFWDCFG, RWWDCFGO,
RWWDCFG1).

After the LOCK sequence an internal configuration time of max. 60 ps has to be considered to ensure that the
new configuration is taken over.

Affected functions:
«  All watchdog configuration registers for WWD and FWD including their configuration for SLEEP-state.

6 Exceptions present for SYSPCFG1.SS2DEL and SYSPCFGO.DISOFFSET, refer to bitfield descriptions.
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+  All Error monitoring configuration registers including their configuration for SLEEP-state.

+ Adedicated register to enable or disable the standby supply and to configure its operating mode.
+  Configuration of SS2 delay time.

Read access to any protected configuration request register is always possible.

12.3 SPI write initiated state transition request and regulator
configuration

A state machine transition can be initiated via SPI command(s). In case the state of any selectable post
regulator is expected to change for the next state, this information has to be sent together with the command
into the same register. In case the setting for the selectable post regulator is supposed to change, but without
changing the state, then the SPI command needs to contain the current state and a different setting for the
configuration of the post regulators.

In order to request a state transition and/or a change of the supply configuration the request data must be
written to register DEVCTRL first and then to DEVCTRLN consequently after each other. The data written to
DEVCTRLN have to be inverted bitwise compared to the data written to DEVCTRL. The request is taken over with
the rising edge of the SCS at the end of the second command.

In case of an invalid request (wrong sequence or DEVCTRLN not inverted to DEVCTRL) it is rejected, an interrupt
is generated and the corresponding status flag (NO_OP) is set. In case of an invalid state transition request
according to the State machine in Chapter 10 the request is ignored without issuing an interrupt.
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12.4 Registers description

Table 30 Abbreviations

*RO) Registers that are reset only in case of transition from STANDBY (with disabled QST and
wake-up timer) and POWERDOWN state.

*R1) Registers that are reset only in case of transition from STANDBY (with any configuration of
QST and wake-up timer) and POWERDOWN state.

*R2) Registers that are reset only in case of transition from FAILSAFE, STANDBY and POWERDOWN
state.

*R3) Registers that are reset in case of "Move to INIT" event and transition from FAILSAFE,
STANDBY and POWERDOWN state.

r Bits that are readable (read)

rw Bits that are readable and writable (read-write)

rwp Bits that are readable and writable, but protected by register PROTCFG (read-write-
protected)

rwlc Bits that are readable and which can be cleared by writing a 1 to it. (read-write-1-to-clear).

Flag-bits are updated based on the occurred condition.

rwhc Bits that are readable and writable, after writing the operation is triggered, once this is done
successfully the bit is cleared by hardware. (read-write-hardware-cleared)

rwhu Bits that are readable and writable, after the operation the bit is updated by hardware.
(read-write-hardware-updated)

Table 31 Registers Address Space

Module Base Address End Address Note

Bus Interface Oy 3Fy Slave interface

Table 32 Registers Overview

Register Short Name Register Long Name Offset Address | Reset Value

DEVCFGO Device configuration 0 *R2) 00y 084

DEVCFG1 Device configuration 1 *R0) 01y 06

DEVCFG2 Device configuration 2 *R2) ¥ 024 00y

PROTCFG Protection register *R2) 03y 004

SYSPCFGO Protected System configuration request 0 *R1) 04y 01y

SYSPCFG1 Protected System configuration request 1 *R2) 05y 08y

WDCFGO Protected Watchdog configuration request 0 *R2) | 064 9By

WDCFG1 Protected Watchdog configuration request 1 *R2) |07y 09y

FWDCFG Protected Functional watchdog configuration 08y 0By
request *R2)

WWDCFGO0 Protected Window watchdog configuration 09y 064
request 0 *R2)

(table continues...)
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Table 32 (continued) Registers Overview
Register Short Name Register Long Name Offset Address | Reset Value
WWDCFG1 Protected Window watchdog configuration 0AH 0By
request 1 *R2)
RSYSPCFGO System configuration 0 status *R1) 0By 01y
RSYSPCFG1 System configuration 1 status *R3) 0Cy 08y
RWDCFGO Watchdog configuration 0 status *R3) 0Dy 9By
RWDCFG1 Watchdog configuration 1 status *R3) (0] 094
RFWDCFG Functional watchdog configuration status *R3) OFy 0By
RWWDCFGO Window watchdog configuration 0 status *R3) 104 064
RWWDCFG1 Window watchdog configuration 1 status *R3) 11, 094
WKTIMCFGO Wake-up timer configuration 0 *R0) 12, 00y
WKTIMCFG1 Wake-up timer configuration 1 *R0) 134 00y
WKTIMCFG2 Wake-up timer configuration 2 *R0) 14y 004
DEVCTRL Device control request *R2) 154 00y
DEVCTRLN Device control inverted request *R2) 16 00y
WWDSCMD Window watchdog service command *R2) 17, 00y
FWDRSP Functional watchdog response command *R2) 18y 004
FWDRSPSYNC Functional watchdog response command with 19y 00y
synchronization *R2)
SYSFAIL FAILSAFE error status flags *R1) 1Ay 004
INITERR INIT error status flags *R2) 1By 00y
IF Interrupt flags *R2) 1Cy 004
SYSSF System status flags *R2) 1Dy 004
WKSF Wake-up status flags *R2) 1E4 00y
SPISF SPI status flags *R2) 1Fy 004
MONSFO Monitor status flags 0 *R1) 20y 004
MONSF1 Monitor status flags 1 *R1) 21y 004
MONSF2 Monitor status flags 2 *R2) 224 00y
MONSF3 Monitor status flags 3 *R1) 234 00y
OTFAIL Overtemperature failure status flags *R1) 24y 004
OTWRNSF Overtemperature warning status flags *R2) 25y 004
VMONSTAT Voltage monitor status 26y 00y
DEVSTAT Device status 27H 004
PROTSTAT Protection status *R1) 28 01y
WWDSTAT Window watchdog status *R3) 29, 00y
(table continues...)
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Table 32 (continued) Registers Overview

Register Short Name Register Long Name Offset Address | Reset Value
FWDSTATO Functional watchdog status 0 *R3) 2Ay 304
FWDSTAT1 Functional watchdog status 1 *R3) 2By 00y
ABIST_CTRLO ABIST control 0 *R2) ¥ 2Cy 00y
ABIST_CTRL1 ABIST control 1 *R2) 2Dy 00y
ABIST_SELECTO ABIST select 0 *R2) 2E4 00y
ABIST_SELECT1 ABIST select 1 *R2) 2Fy 00y
ABIST_SELECT2 ABIST select 2 *R2) 304 00y
BCK_FREQ_CHANGE Buck switching frequency change *R2) 31y 004
BCK_FRE_SPREAD Buck Frequency spread *R2) 324 00y
CEFUMON Central functions monitor status flags *R2) 3By 004
MCSMON Microcontroller supervision monitor *R2) 3Cq 00y
DEVINFO Device info *R2) 3Dy 00y

GTM Global testmode *R1) 3Fy 02y

1) Reset class of single bits is different. See register for details.

Registers Access

The registers are addressed word-wise

12.4.1 Device registers

12.4.1.1 Device configuration 0 *R2)

DEVCFGO Address: 00y
Device configuration 0 *R2) Reset value: 08y

7 6

1

WKTIM
WKTIMEN | WKTIMCYC PRESC nu TRDEL
rw rw rw none rw
Field Bits Type Description
WKTIMEN rw Wake timer enable

Reset: Oy

Op Wake timer disabled
1p Wake timer enabled in SLEEP or STANDBY-state

(table continues...)
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(continued)

Field Bits Type Description

WKTIMCYC 6 rw Wake timer cycle period

OD 10 us
1, 10ms

Reset: Oy

WKTIMPRESC 5 rw Wake timer cycle period pre-scaler
0p 1

1p 100

Reset: Oy

nu 4 none Reset: Oy

TRDEL 3:0 rw Transition delay into low power states

For STANDBY and SLEEP transition. Defined as a step of 100 us.
0p 100us
1p 200us
2p 300us

155 1600us
Reset: 84
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12.4.1.2 Device configuration 1 *R0)

DEVCFG1 Address: 01y
Device configuration 1 *R0) Reset value: 064
7 5 4 3 1 0

nu RESDEL
none rw
Field Bits Type Description
nu 73 none Reset: 00,
RESDEL 2:0 rw Reset release delay time
OD 200 us
1, 400us
2p 800us
3p 1Ims
4y 2ms
5p 4ms
6p 10ms
Tp 15ms
Reset: 64
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12.4.1.3 Device configuration 2 *R2) 7/

DEVCFG2 Address: 024
Device configuration 2 *R2) Reset value: 004
7 6 5 4 3 2 1 0
EVCEN STU FRE CMONEN CTHR ESYNPHA ESYNEN
r r r rw rw rw rw

Field Bits Type Description
EVCEN 7 r External core supply enable status

Bitfield does not follow the reset class as it indicates the status of
a hardware configuration (pin SEC).

Op External core supply disabled
1p External core supply enabled

Reset: Oy

STU 6 r Step up pre-regulator enable status

Bitfield does not follow the reset class as it indicates the status of
a hardware configuration (pin STU).

Op Disabled
1p Enabled

Reset: Oy

FRE 5 r Step down pre-regulator frequency selection status

Bitfield does not follow the reset class as it indicates the status of
a hardware configuration (pin FRE).

Op Step down pre-regulator runs on low frequency range
1p Step down pre-regulator runs on high frequency range

Reset: Oy

CMONEN 4 rw QUC current monitor enable for transition to a low power
state

For STANDBY and SLEEP transition. The setting is overwritten in
SLEEP as current monitoring is always enabled.

Op Disabled
1, Enabled

Reset: Oy

CTHR 3:2 rw QUC current monitoring threshold value
0p 10 mA

1p 30mA

2p 60 mA

3p 100 mA

Reset: Oy

(table continues...)

7 Reset class of single bits is different. See register for details.
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(continued)

Field

Bits

Type

Description

ESYNPHA

rw

External synchronization output phase

Op No phase shift
1p 180 phase shift

Reset: Oy

ESYNEN

rw

Synchronization output for external switchmode regulator
enable

Op Disable
1p Enable

Reset: Oy
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12.4.1.4 Protection register *R2)

PROTCFG Address: 034
Protection register *R2) Reset value: 004
7 6 5 4 3 2 1 0
KEY
rw

Field Bits Type Description

KEY 7:0 rw Protection key
Protection key register to request write access to protected
registers.

Unlock: write 32-bit sequence of 4 consecutive bytes

(1: ABy; 2: EFy; 3: 564; 4: 124) to unlock access to protected
registers.

Lock: write 32-bit sequence of 4 consecutive bytes

(1: DFy; 2: 34y; 3: BEy; 4: CAR) to lock access to protected
registers. All configured values are applied to SSC and WD
module after the lock.

ABy Key 1to unlock protected registers.

EFy Key 2 to unlock protected registers.

564 Key 3 to unlock protected registers.

12, Key 4 to unlock protected registers.

DFy Key 1to lock protected registers.

34y Key 2 to lock protected registers.

BEy Key 3 to lock protected registers.

CAy Key 4 to lock protected registers.

Reset: 00y
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12.4.1.5 Protected system configuration request 0 *R1)

SYSPCFGO Address: 04y
Protected System configuration request 0 *R1) Reset value: 01y
7 6 5 4 3 2 1 0
DISOFFSET nu STBYEN

rwp none rwp
Field Bits Type Description
DISOFFSET 7 rwp Request for disable of offset regulation of regulator QST
related to QUC.

Valid for all device states except FAILSAFE and STANDBY.

The configuration behind this bitfield is does not follow the LOCK
mechanism and is applied directly when reconfiguring the
bitfield, if write protection is unlocked.

Data bits are sent inverted to SPIl upon read access.

0p Offset regulation enabled?
1p Offset regulation disabled

Reset: Oy

nu 6:1 none Not used bits shall be written as 0 and will always return 1
upon read
Reset: 00y

STBYEN 0 rwp Request standby regulator QST enable

Valid for all device states except FAILSAFE.
Data bits are sent inverted to SPI upon read access.

Op Disabled
1p Enabled

Reset: 14

1) For the particular case of an interrupted transition to STANDBY (identifiable by SYSSF.TRFAIL) after reset (ROT asserted and
released) and an intended activation of the offset regulation, the bitfield SYSPCFG0.DISOFFSET must be written to 15 first and
second back to 0g
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12.4.1.6 Protected system configuration request 1 *R2)

SYSPCFG1 Address: 054
Protected System configuration request 1 *R2) Reset value: 08y
7 6 5 4 3 2 1 0

SS2DEL ERRSLPEN ERREN ERRRECEN ERRREC
rwp rwp rwp rwp rwp
Field Bits Type Description
SS2DEL 7:5 rwp Request safe state 2 delay
Applied for transitions from NORMAL to INIT, WAKE and SLEEP-
state.

The configuration behind this bitfield is not following the LOCK
mechanism and is applied directly when reconfiguring the
bitfield, if write protection is unlocked.

Data bits are sent inverted to SPI upon read access.

Op nodelay
1, 10ms

2p 50ms

3p 100ms
4p 250 ms
5p 1250 ms
6p 2500 ms
7o RESERVED

Reset: Oy

ERRSLPEN 4 rwp Request ERR pin monitor functionality enable while the
system is in SLEEP

Data bits are sent inverted to SPI upon read access.

Op ERR pin monitoris disabled in SLEEP

1p ERR pin monitor can be active in SLEEP depending on
ERREN bit value.

Reset: Oy

ERREN 3 rwp Request ERR pin monitor enable

Data bits are sent inverted to SPI upon read access.

Op Disabled
1p Enabled

Reset: 14

ERRRECEN 2 rwp Request ERR pin monitor recovery enable

Data bits are sent inverted to SPI upon read access.

Op Disabled
1p Enabled

Reset: Oy

(table continues...)

Datasheet 184 Rev. 2.01
2024-09-23



OPTIREG™ PMIC TLF35585QUS02
Functional safety PMIC

afineon

12 SPI (Serial Peripheral Interface)

(continued)

Field

Bits

Type

Description

ERRREC

1:0

rwp

Request ERR pin monitor recovery time

Data bits are sent inverted to SPl upon read access.
Op 1ms

1, 2.5ms

2p 5ms

3p 10ms

Reset: Oy
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12.4.1.7 Protected watchdog configuration request 0 *R2)

WDCFGO Address: 06y
Protected Watchdog configuration request 0 *R2) Reset value: 9By
7 6 5 4 3 2 1 0

WWDETHR WWDEN FWDEN WWDTSEL WDCYC
rwp rwp rwp rwp rwp
Field Bits Type Description
WWDETHR T7:4 rwp Request window watchdog error threshold

WWD error threshold to generate reset and enter into INIT-state.
Data bits are sent inverted to SPI upon read access.
Reset: 9y

WWDEN 3 rwp Request window watchdog enable

Data bits are sent inverted to SPI upon read access.

Op Disabled
1, Enabled

Reset: 14

FWDEN 2 rwp Request functional watchdog enable

Data bits are sent inverted to SPI upon read access.

Op Disabled
1p Enabled

Reset: Oy

WWDTSEL 1 rwp Request window watchdog trigger selection

This isignored when window watchdog is disabled.
Data bits are sent inverted to SPl upon read access.

0p External WDI input used as a WWD trigger %/

1p WWDis triggered by SPI write to WWDSCMD register
Reset: 14

WDCYC 0 rwp Request watchdog cycle time

Data bits are sent inverted to SPI upon read access.
Op 0,1 mstick period
1p 1mstick period

Reset: 14

1) When using pin WDI as window watchdog trigger, any timing configurations of "Open Window" and "Closed Window", that are
close to tspy (€.8. < 8" tsam ) are to be prevented to allow reasonable service signaling from the application and reliable capturing
of the WDI input.
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12.4.1.8 Protected watchdog configuration request 1 *R2)

WDCFG1 Address: 07y
Protected Watchdog configuration request 1 *R2) Reset value: 09y
7 6 5 4 3 2 1 0

nu WDCYCDIV nu WDSLPEN FWDETHR
none rwp none rwp rwp
Field Bits Type Description
nu 7 none not used bits shall be written as 0 and will always return 1
upon read
Reset: Oy
WDCYCDIV 6 rwp Request enable of additional divider by 10 for watchdog cycle

time (WDCYC) configuration

Data bits are sent inverted to SPI upon read access.

Op Disabled

1p Enabled, additional divider by 10 for watchdog cycle time
(WDCYC) configuration is enabled

Reset: Oy

nu 5 none not used bits shall be written as 0 and will always return 1
upon read

Reset: Oy

WDSLPEN 4 rwp Request watchdog functionality enable while the device isin
SLEEP
Data bits are sent inverted to SPI upon read access.

Op Disabled

1p Enabled, the watchdogs work based on individual
configuration (WWDEN and FWDEN) settings while the
system is in SLEEP mode

Reset: Oy

FWDETHR 3:0 rwp Request functional watchdog error threshold

FWD error threshold to generate reset and enter into INIT-state.
Data bits are sent inverted to SPI upon read access.

Reset: 9y
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12.4.1.9 Protected Functional watchdog configuration request *R2)
FWDCFG Address: 08y
Protected Functional watchdog configuration request Reset value: 0By
*R2)
7 6 5 4 3 2 1 0
nu WDHBTP
none rwp
Field Bits Type Description
nu 7:5 none not used bits shall be written as 0 and will always return 1
upon read
Reset: Oy
WDHBTP 4:0 rwp Request functional watchdog heartbeat timer period

Defined as a multiple of 50 watchdog cycles (RWDCFG0.WDCYC).
Data bits are sent inverted to SPI upon read access.

Op 50 wd cycles

1p 100 wd cycles

2p 150 wd cycles

..D cee
31p 1600 wd cycles
Reset: 0By
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12.4.1.10 Protected window watchdog configuration request 0 *R2)
WWDCFGO Address: 094
Protected Window watchdog configuration request 0 Reset value: 06y
*R2)
7 6 5 4 3 2 1 0
nu cw
none rwp
Field Bits Type Description
nu 7:5 none not used bits shall be written as 0 and will always return 1
upon read
Reset: Oy
Ccw 4:0 rwp Request window watchdog closed window time

Defined as a multiple of 50 watchdog cycles (RWDCFG0.WDCYC).
Data bits are sent inverted to SPI upon read access.

Op 50 wd cycles

1p 100 wd cycles

2p 150 wd cycles

..D cee
31p 1600 wd cycles
Reset: 06y
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12.4.1.11 Protected window watchdog configuration request 1 *R2)
WWDCFG1 Address: 0AH
Protected Window watchdog configuration request 1 Reset value: 0By
*R2)
7 6 5 4 3 2 1 0
nu ow
none rwp
Field Bits Type Description
nu 7:5 none not used bits shall be written as 0 and will always return 1
upon read
Reset: Oy
ow 4:0 rwp Request window watchdog open window time

Defined as a multiple of 50 watchdog cycles (RWDCFG0.WDCYC).
Data bits are sent inverted to SPI upon read access.

Op 50 wd cycles

1p 100 wd cycles

2p 150 wd cycles

..D cee
31p 1600 wd cycles
Reset: 0By
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12.4.1.12 System configuration 0 status *R1)

RSYSPCFGO Address: 0By
System configuration 0 status *R1) Reset value: 01y
7 6 5 4 3 2 1 0
DISOFFSET nu STBYEN

r none r
Field Bits Type Description
DISOFFSET 7 r Offset re)gulation of regulator QST related to QUC disable
status. !

Valid for all device states except FAILSAFE and STANDBY.

Op Offset regulation enabled
1p Offset regulation disabled or QST disabled by STBYEN

Reset: Oy
nu 6:1 none Reset: 00y
STBYEN 0 r Standby regulator QST enable status

Current configuration of standby regulator QST enable.
Valid for all device states except FAILSAFE.

Op Disabled
1p Enabled

Reset: 14

1) In case the status bitfield does not change to O after request via SYSPCFGO0.DISOFFSET, the bitfield SYSPCFGO0.DISOFFSET must be
written to 1g first and second back to 0g
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12.4.1.13 System configuration 1 status *R3) &

RSYSPCFG1 Address: 0Cy
System configuration 1 status *R3) Reset value: 08y
7 6 5 4 3 2 1 0

SS2DEL ERRSLPEN ERREN ERRRECEN ERRREC
r r r r r
Field Bits Type Description
SS2DEL 7:5 r Safe state 2 delay status

Current configuration of safe state 2 delay applied for transitions
from NORMAL to INIT, WAKE and SLEEP-state.

Bitfield has different reset class than whole register. The bitfield
is reset according to *R1), but with the exception that it is still
reset if a Move-to-FAILSAFE event occurs during the configured
SS2DEL time after exiting NORMAL state.

Op nodelay

1 10ms

2p 50ms

3p 100ms

4p 250 ms

5p 1250 ms

6p 2500 ms

7p RESERVED

Reset: Oy

ERRSLPEN 4 r ERR pin monitor functionality enable status while the device
isin SLEEP

Current configuration of ERR pin monitor functionality enable for
SLEEP.

Op ERR pin monitoris disabled in SLEEP

1p ERR pin monitor can be active in SLEEP depending on
ERREN bit value.

Reset: Oy

ERREN 3 r ERR pin monitor enable status

Current configuration of ERR pin monitor enable.
Op Disabled

1p Enabled

Reset: 14

ERRRECEN 2 r ERR pin monitor recovery enable status

Current configuration of ERR pin monitor recovery enable.
Op Disabled

1p Enabled

Reset: Oy

(table continues...)

8 Reset class of single bits is different. See register for details.
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Field Bits Type

Description

ERRREC 1.0 r

ERR pin monitor recovery time status

Current configuration of ERR pin monitor recovery time.

Op 1ms

1p 2.5ms

2p 5ms

3, 10ms

Reset: Oy
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12.4.1.14 Watchdog configuration 0 status *R3)

RWDCFGO Address: 0Dy
Watchdog configuration 0 status *R3) Reset value: 9By
7 6 5 4 3 2 1 0

WWDETHR WWDEN FWDEN WWDTSEL WDCYC
r r r r r
Field Bits Type Description
WWDETHR T7:4 r Window watchdog error threshold status

Current configuration of WWD error threshold to generate reset
and enter into INIT-state.

Reset: 9y
WWDEN 3 r Window watchdog enable status
Current configuration of WWD enable.

Op Disabled
1, Enabled

Reset: 14

FWDEN 2 r Functional watchdog enable status
Current configuration of FWD enable.
Op Disabled

1p Enabled

Reset: Oy

WWDTSEL 1 r Window watchdog trigger selection status

Current configuration of WWD trigger selection. This is ignored
when window watchdog is disabled.

0p External WDI input used as a WWD trigger %/
1p WWDis triggered by SPI write to WWDSCMD register

Reset: 14

WDCYC 0 r Watchdog cycle time status

Current configuration of watchdog cycle time.
Op 0,1 mstick period

1p 1mstick period

Reset: 14

1) When using pin WDI as window watchdog trigger, any timing configurations of "Open Window" and "Closed Window", that are
close to tsay (e.g. < 8* tspy ) are to be prevented to allow reasonable service signaling from the application and reliable capturing
of the WDI input.
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12.4.1.15 Watchdog configuration 1 status *R3)

RWDCFG1 Address: (o] ¥
Watchdog configuration 1 status *R3) Reset value: 09y
7 6 5 4 3 2 1 0

nu WDCYCDIV nu WDSLPEN FWDETHR
none r none r r
Field Bits Type Description
nu 7 none Reset: 004
WDCYCDIV 6 r Additional divider by 10 for watchdog cycle time (WDCYC)
configuration enable status
Op Disabled

1p Enabled, additional divider by 10 for watchdog cycle time
(WDCYC) configuration is enabled

Reset: Oy

nu > none Reset: 00y

WDSLPEN 4 r Watchdog functionality enable status while the device is in
SLEEP

Current configuration of WD functionality enable for SLEEP.

Op Disabled

1p Enabled, the watchdogs work based on individual
configuration (WWDEN and FWDEN) settings while the
systemis in SLEEP mode

Reset: Oy

FWDETHR 3:0 r Functional watchdog error threshold status

Current configuration of FWD error threshold to generate reset
and enter into INIT-state.

Reset: 9y
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12.4.1.16 Functional watchdog configuration status *R3)

RFWDCFG Address: OFy
Functional watchdog configuration status *R3) Reset value: 0By
7 6 5 4 3 2 1 0
nu WDHBTP

none r
Field Bits Type Description
nu 75 none Reset: Oy
WDHBTP 4:0 r Functional watchdog heartbeat timer period status

Current configuration of FWD heartbeat timer period defined as a
multiple of 50 watchdog cycles (RWDCFG0.WDCYC).

Op 50 wd cycles

1p 100 wd cycles

2p 150 wd cycles

..D e
31p 1600 wd cycles
Reset: 0By
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12.4.1.17 Window watchdog configuration 0 status *R3)

RWWDCFGO Address: 104
Window watchdog configuration 0 status *R3) Reset value: 064
7 6 5 4 3 2 1 0

nu cw
none r
Field Bits Type Description
nu 75 none Reset: Oy
Ccw 4:0 r Window watchdog closed window time status

Current configuration of WWD closed window time defined as a
multiple of 50 watchdog cycles (RWDCFG0.WDCYC).

Op 50 wd cycles

1p 100 wd cycles

2p 150 wd cycles

..D e
31p 1600 wd cycles
Reset: 06y
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12.4.1.18 Window watchdog configuration 1 status *R3)

RWWDCFG1 Address: 11,
Window watchdog configuration 1 status *R3) Reset value: 0By
7 6 5 4 3 2 1 0

nu ow
none r
Field Bits Type Description
nu 75 none Reset: Oy
ow 4:0 r Window watchdog open window time status

Current configuration of WWD open window time defined as a
multiple of 50 watchdog cycles (RWDCFG0.WDCYC).

Op 50 wd cycles

1p 100 wd cycles

2p 150 wd cycles

..D e
31p 1600 wd cycles
Reset: 0By
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12.4.1.19 Wake-up timer configuration 0 *R0)

WKTIMCFGO Address: 12,
Wake-up timer configuration 0 *R0) Reset value: 00y
7 6 5 4 3 2 1 0
TIMVALL
rw

Field Bits Type Description
TIMVALL 7:0 rw Wake-up timer value lower bits

Bits (7:0) of wake-up time defined as a multiple of wake-up timer
cycles (DEVCFGO.WKTIMCYC).

Do not configure the bits (7:0) to 01 or 00y for the desired wake-
up time in case WKTIMCFG1 and WKTIMCFG?2 as bits(23:8) of
desired wake-up time are configured to 0000y. (000001, and
000000y preload of 24 bit wake up timer register is to be reserved
if WKTIMEN is enabled)

Reset: 00y

The wake-up timer enables transition from the STANDBY state to
the INIT state or from the SLEEP state to the WAKE state.
However, this feature only works when the minimum timer
setting is 30 ps or higher. If the timer setting is below this
minimum value, then the wake-up timer does not operate as
intended, thus the device remains in STANDBY state or SLEEP
state.
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12.4.1.20

WKTIMCFG1

Wake-up timer configuration 1 *R0)

7

5

Wake-up timer configuration 1 *R0)

Address: 134

Reset value: 00y

4 3 2 1 0

TIMVALM
rw

Field Bits Type Description
TIMVALM 7:0 rw Wake-up timer value middle bits

Bits (15:8) of wake time-up defined as a multiple of wake-up

timer cycles (DEVCFGO.WKTIMCYC).

Reset: 00y
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12.4.1.21 Wake-up timer configuration 2 *R0)

WKTIMCFG2 Address: 14,
Wake-up timer configuration 2 *R0) Reset value: 00y
7 6 5 4 3 2 1 0
TIMVALH
rw

Field Bits Type Description
TIMVALH 7:0 rw Wake-up timer value higher bits

Bits (23:16) of wake-up time defined as a multiple of wake-up
timer cycles (DEVCFGO.WKTIMCYC).

Reset: 00y
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12.4.1.22 Device control request *R2)

DEVCTRL Address: 154
Device control request *R2) Reset value: 00y
7 6 5 4 3 2 1 0

TRK2EN TRK1EN COMEN nu VREFEN STATEREQ
rw rw rw none rw rwhc
Field Bits Type Description
TRK2EN 7 rw Request tracker 2 QT2 enable

Op QT2isdisabled after valid request
1p QT2isenabled after valid request

Reset: Oy
TRKI1EN 6 rw Request tracker 1 QT1 enable

Op QT1isdisabled after valid request
1p QTlisenabled after valid request

Reset: Oy

COMEN 5 rw Request communication supply QCO enable

Op QCOisdisabled after valid request
1p QCOisenabled after valid request

Reset: Oy
nu 4 none Reset: Oy
VREFEN 3 rw Request voltage reference supply QVR enable

Op QVRisdisabled after valid request
1p QVRisenabled after valid request

Reset: Oy

STATEREQ 2:0 rwhc Request for device state transition

Cleared to 000g by the HW after the request is processed. After
writing a new state value a user should not change the value
before it's cleared by HW.

7p RESERVED

6p RESERVED

55 WAKE

4y STANDBY

3p SLEEP

2p NORMAL

1p, INIT

Op NONE

Reset: Oy
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12.4.1.23 Device control inverted request *R2)

DEVCTRLN Address: 16
Device control inverted request *R2) Reset value: 00y
7 6 5 4 3 2 1 0

TRK2EN TRK1EN COMEN nu VREFEN STATEREQ
rw rw rw none rw rwhc
Field Bits Type Description
TRK2EN 7 rw Request tracker 2 QT2 enable

1p QT2isdisabled after valid request
Op QT2isenabled after valid request

Reset: Oy
TRKI1EN 6 rw Request tracker 1 QT1 enable

1p QTlisdisabled after valid request
Op QTlisenabled after valid request

Reset: Oy

COMEN 5 rw Request communication supply QCO enable

1p QCOis disabled after valid request
Op QCOisenabled after valid request

Reset: Oy
nu 4 none Reset: Oy
VREFEN 3 rw Request voltage reference supply QVR enable

1p QVRisdisabled after valid request
Op QVRisenabled after valid request

Reset: Oy

STATEREQ 2:0 rwhc Request for device state transition

Cleared to 000g by the HW after the request is processed. After
writing a new state value a user should not change the value
before it's cleared by HW.

7o NONE

6p INIT

55 NORMAL

4y SLEEP

3p STANDBY

2p WAKE

1p RESERVED

Op RESERVED

Reset: Oy
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12.4.1.24 Window watchdog service command *R2)

WWDSCMD Address: 17,
Window watchdog service command *R2) Reset value: 004
7 6 5 4 3 2 1 0

TRIG_STAT
US nu TRIG
r none rw

Field Bits Type Description

TRIG_STATUS 7 r Last SPI trigger received
Reset: Oy

nu 6:1 none Reset: 00y

TRIG 0 rw Window watchdog SPI trigger command
Read TRIG_STATUS bit first and write inverted value to TRIG bit.
Reset: Oy
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12.4.1.25 Functional watchdog response command *R2)

FWDRSP Address: 18,
Functional watchdog response command *R2) Reset value: 00y
7 6 5 4 3 2 1 0
FWDRSP
rw

Field Bits Type Description
FWDRSP 7:0 rw Functional watchdog response
Write functional watchdog response bytes to this field.
Reset: 00y
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12.4.1.26 Functional watchdog response command with synchronization *R2)
FWDRSPSYNC Address: 194
Functional watchdog response command with Reset value: 00y

synchronization *R2)

7 6 5 4 3 2 1 0

FWDRSPS
rw
Field Bits Type Description
FWDRSPS 7:0 rw Functional watchdog heartbeat synchronization response

Write the last functional watchdog response byte to this field to
synchronize/restart the heartbeat.

Reset: 004
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12.4.1.27 FAILSAFE error status flags *R1)

SYSFAIL Address: 1A4
FAILSAFE error status flags *R1) Reset value: 004
7 6 5 4 3 2 1 0

INITF ABISTERR nu BUCKHS VMONF OTF VOLT;ELER
rwlc rwlc none rwlc rwlc rwlc rwlc
Field Bits Type Description
INITF 7 rwlc 3" initialization timeout failure flag

3 initialization timeout failure due to the third consecutive
initialization timeout failure. i.e. The device restarts INIT phase
from FAILSAFE.

Op No fault, write 0 - no action
1p Fault occurred, write 1 to clear the flags

Reset: Oy
ABISTERR 6 rwlc ABIST operation interrupted flag
ABIST interrupted by any fault/event which is not part of ABIST.

Op No fault, write 0 - no action
1p Fault occurred, write 1 to clear the flags

Reset: Oy
nu 54 none Reset: Oy
BUCKHS 3 rwlc Buck converter monitor failure flag

Buck converter failure occurred which lead to FAILSAFE.

Op No fault, write 0 - no action
1p Fault occurred, write 1 to clear the flags

Reset: Oy

VMONF 2 rwlc Voltage monitor failure flag
Voltage monitor failure occurred which lead to FAILSAFE.

Op No fault, write 0 - no action

1p Fault occurred, write 1 to clear the flags, read MONSFO,
MONSF1 and MONSF3 for details

Reset: Oy

OTF 1 rwlc Overtemperature failure flag

Op No fault, write 0 - no action

1p Fault occurred, write 1 to clear the flags, read OTFAIL for
details

Reset: Oy

(table continues...)
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Field

Bits

Type

Description

VOLTSELERR

rwlc

Double Bit error on voltage selection flag

Device entered FAILSAFE-state due to internal voltage selection
failure.

Op No fault, write 0 - no action
1p Fault occurred, write 1 to clear the flags

Reset: Oy
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12.4.1.28 INIT error status flags *R2)

INITERR Address: 1By
INIT error status flags *R2) Reset value: 004
7 6 5 4 3 2 1 0

HARDRES SOFTRES ERRF FWDF WWDF VMONF nu
rwlc rwlc rwlc rwlc rwlc rwlc none
Field Bits Type Description
HARDRES 7 rwlc Hard reset flag

Hard reset has been generated due to the second consecutive
initialization timeout failure. i.e. The device restarts INIT phase
for the third time.

Op No fault, write 0 - no action
1p Fault occurred, write 1 to clear the flags

Reset: Oy

SOFTRES 6 rwlc Soft reset flag

Soft reset has been generated due to the first initialization
timeout failure. i.e. The device restarts INIT phase for the 2nd
time.

Op No fault, write 0 - no action
1p Fault occurred, write 1 to clear the flags

Reset: Oy

ERRF 5 rwlc Error monitoring failure flag

Op No fault, write 0 - no action
1p Fault occurred, write 1 to clear the flags

Reset: Oy

FWDF 4 rwlc Functional watchdog error counter overflow failure flag
Functional watchdog error counter reached the error threshold.

Op No fault, write 0 - no action
1p Fault occurred, write 1 to clear the flags

Reset: Oy

WWDF 3 rwlc Window watchdog error counter overflow failure flag
Window watchdog error counter reached the error threshold.

Op No fault, write 0 - no action
1p Fault occurred, write 1 to clear the flags

Reset: Oy

VMONF 2 rwlc Voltage monitor failure flag

Voltage monitor failure occurred which lead to INIT.

Op No fault, write 0 - no action

1p Fault occurred, write 1 to clear the flags, read MONSF2 for

details
Reset: Oy
nu 1.0 none Reset: Oy
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12.4.1.29 Interrupt flags *R2)

IF Address: 1Cy
Interrupt flags *R2) Reset value: 00y
7 6 5 4 3 2 1 0

INTMISS ABIST OTF oTW MON SPI WK SYS
r rwlc rwlc rwlc rwlc rwlc rwlc rwlc
Field Bits Type Description
INTMISS 7 r Interrupt not serviced in time flag

Interrupt has not been serviced within tjyrro time

Op Nointerrupt timeout happened

1p Interrupttimeout happened, cleared by hardware when all
other flags in IF are cleared.

Reset: Oy

ABIST 6 rwlc Requested ABIST operation performed flag

Op Nointerrupt, write 0 - no action
1p Interrupt flag active, write 1 to clear the flag

Reset: Oy

OTF 5 rwlc Overtemperature failure interrupt flag

Op Nointerrupt, write 0 - no action

1p Interrupt flag active, write 1 to clear the flag, read OTFAIL for
details

Reset: Oy

OTW 4 rwlc Overtemperature warning interrupt flag

Op Nointerrupt, write 0 - no action

1p Interrupt flag active, write 1 to clear the flag, read OTWRNSF
for details

Reset: Oy

MON 3 rwlc Monitor interrupt flag

Op Nointerrupt, write 0 - no action

1p Interrupt flag active, write 1 to clear the flag, read MONSFO,
MONSF1, MONSF2 and MONSF3 for details

Reset: Oy
SPI 2 rwlc SPl interrupt flag

Op Nointerrupt, write 0 - no action

1p Interrupt flag active, write 1 to clear the flag, read SPISF for
details

Reset: Oy

(table continues...)
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(continued)

Field Bits Type Description

WK 1 rwlc Wake interrupt flag
Only set if device generates an interrupt when leaving SLEEP-
state.

Op Nointerrupt, write 0 - no action

1p Interrupt flag active, write 1 to clear the flag, read WKSF for
details

Reset: Oy

SYS 0 rwlc System interrupt flag

Op Nointerrupt, write 0 - no action

1p Interrupt flag active, write 1 to clear the flag, read SYSSF for
details

Reset: Oy
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12.4.1.30 System status flags *R2)

SYSSF Address: 1Dy
System status flags *R2) Reset value: 00y
7 6 5 4 3 2 1 0

nu NO_OP TRFAIL ERRMISS FWDE WWDE CFGE
none rwlc rwlc rwlc rwlc rwlc rwlc
Field Bits Type Description
nu 76 none Reset: Oy
NO_OP 5 rwlc State transition request failure flag

Requested state transition via DEVCTRL and DEVCTRLN could not
be performed because of wrong protocol (other write command
in between DEVCTRL and DEVCTRLN).

In case of this failure event during SLEEP state, only this flag will
be set, but there is not interrupt indicated at pin INT.

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

TRFAIL 4 rwlc Transition to low power failed flag

Transition to low power failed either due to the QUC current
monitor, WAK high level or a rising edge on ENA during TRDEL
time.

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
ERRMISS 3 rwlc MCU error miss status flag
Set only when RSYSPCFG1.ERRRECEN="1"

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

FWDE 2 rwlc Functional watchdog error interrupt flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

WWDE 1 rwlc Window watchdog error interrupt flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

(table continues...)
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Field Bits Type Description

CFGE 0 rwlc Protected configuration double bit error flag
Double bit error occurred on protected configuration register.
Status registers shall be read in order to determine which
configuration has changed.
Op Write 0-no action
1p Event detected, write 1 to clear the flag
Reset: Oy

Datasheet 213 Rev. 2.01

2024-09-23



o _.
OPTIREG™ PMIC TLF35585QUS02 Infineon
Functional safety PMIC

12 SPI (Serial Peripheral Interface)

12.4.1.31 Wake-up status flags *R2)

WKSF Address: 1E4
Wake-up status flags *R2) Reset value: 00y
7 6 5 4 3 2 1 0
WAKST ENAST nu WKSPI WKTIM CMON ENA WAK

r r none rwlc rwlc rwlc rwlc rwlc
Field Bits Type Description
WAKST 7 r WAK input status

Op Voltage at pin WAK is in low level signal range
1p Voltage at pin WAK is in high level signal range

Reset: Oy
ENAST 6 r ENA input status

Op Voltage at pin ENAis in low level signal range
1p Voltage at pin ENAisin high level signal range

Reset: Oy
nu 5 none Reset: Oy
WKSPI 4 rwlc Wake-up from SLEEP by SPI flag (" Go to WAKE" command)

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

WKTIM 3 rwlc Wake-up by wake-up timer expiry flag

Bit is set as well if STANDBY-state left because of wake timer
expired.

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

CMON 2 rwlc QUC current monitor threshold wake-up flag

Op Write 0-no action

1p Event detected, write 1 to clear the flag

Reset: Oy

CMON flagged in case of device is achieving a step down peak
current of approx. 50% of buck peak overcurrent limitation
(IprerEG,max ) With step up pre regulator not activated and
synchronization output (pin SYN) disabled. Those conditions are
achievable only in SLEEP state

ENA 1 rwlc Wake-up by ENA signal flag

Bit is set as well if FAILSAFE or STANDBY-state left because of ENA.
Op Write 0-no action

1p Event detected, write 1 to clear the flag

Reset: Oy

(table continues...)

Datasheet 214 Rev. 2.01
2024-09-23



OPTIREG™ PMIC TLF35585QUS02
Functional safety PMIC

afineon

12 SPI (Serial Peripheral Interface)

(continued)

Field

Bits

Type

Description

WAK

rwlc

Wake-up by WAK signal flag

Bit is set as well if FAILSAFE or STANDBY-state left because of
WAK.

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
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12.4.1.32 SPI status flags *R2)

SPISF Address: 1Fy
SPI status flags *R2) Reset value: 004
7 6 5 4 3 2 1 0

nu LOCK DURE ADDRE LENE PARE
none rwlc rwlc rwlc rwlc rwlc
Field Bits Type Description
nu 75 none Reset: Oy
LOCK 4 rwlc LOCK or UNLOCK procedure error flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

DURE 3 rwlc SPI frame duration error flag
SCS low for more than 2 ms.

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
ADDRE 2 rwlc SPI address invalid flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

LENE 1 rwlc SPI frame length invalid flag
Number of detected SPI clock cycles different than 16.

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

PARE 0 rwlc SPI frame parity error flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
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12.4.1.33 Monitor status flags 0 *R1)

MONSFO Address: 204
Monitor status flags 0 *R1) Reset value: 004
7 6 5 4 3 2 1 0
TRK2SG TRK1SG VREFSG COMSG VCORESG STBYSG UCSG PREGSG
rwlc rwlc rwlc rwlc rwlc rwlc rwlc rwlc

Field Bits Type Description
TRK2SG 7 rwlc Tracker 2 (QT2) short to ground status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
TRK1SG 6 rwlc Tracker 1 (QT1) short to ground status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

VREFSG 5 rwlc Voltage reference supply (QVR) short to ground status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

COMSG 4 rwlc Communication supply (QCO) short to ground status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

VCORESG 3 rwlc Core voltage monitor (VCI) short to ground status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
STBYSG 2 rwlc Standby supply (QST) short to ground status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

UCSG 1 rwlc MCU supply (QUC) short to ground status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

PREGSG 0 rwlc Pre-regulator (FB) short to ground status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
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12.4.1.34 Monitor status flags 1 *R1)

MONSF1 Address: 21y
Monitor status flags 1 *R1) Reset value: 004
VR
7 6 5 4 3 2 1 0
TRK20V TRK10V VREFOV CcCoOMOV VCOREOV STBYOV ucov PREGOV
rwlc rwlc rwlc rwlc rwlc rwlc rwlc rwlc
Field Bits Type Description
TRK20V 7 rwlc Tracker 2 (QT2) overvoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

TRK10V 6 rwlc Tracker 1 (QT1) supply overvoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

VREFOV 5 rwlc Voltage reference supply (QVR) overvoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

CcoMoV 4 rwlc Communication supply (QCO) overvoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

VCOREOV 3 rwlc Core voltage monitor (VCI) overvoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
STBYOV 2 rwlc Standby supply (QST) overvoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

ucov 1 rwlc MCU supply (QUC) overvoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

PREGOV 0 rwlc Pre-regulator (FB) overvoltage status flag

Op Write 0-no action
1p Eventdetected, write 1 to clear the flag

Reset: Oy
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12.4.1.35 Monitor status flags 2 *R2)

MONSF2 Address: 224
Monitor status flags 2 *R2) Reset value: 004
7 6 5 4 3 2 1 0
TRK2UV TRK1UV VREFUV coMuv VCOREUV STBYUV UCuv PREGUV
rwlc rwlc rwlc rwlc rwlc rwlc rwlc rwlc

Field Bits Type Description
TRK2UV 7 rwlc Tracker 2 (QT2) undervoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
TRK1UV 6 rwlc Tracker 1 (QT1) undervoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

VREFUV 5 rwlc Voltage reference supply (QVR) undervoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

COMUV 4 rwlc Communication supply (QCO) undervoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

VCOREUV 3 rwlc Core voltage monitor (VCI) undervoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
STBYUV 2 rwlc Standby supply (QST) undervoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

UCcuv 1 rwlc MCU supply (QUC) undervoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

PREGUV 0 rwlc Pre-regulator (FB) undervoltage status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
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12.4.1.36

MONSF3

Monitor status flags 3 *R1)

Monitor status flags 3 *R1)

7

6

5

4

Address:

Reset value:

infineon

234
004

0

BIASHI

BIASLOW

BG120V

BG12UV

STUSG

VBATOV

rwlc

rwlc

rwlc

rwlc

none

rwlc

rwlc

Field Bits Type
BIASHI 7 rwlc

Description

Bias current too high flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

BIASLOW 6 rwlc Bias current too low flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

BG120V 5 rwlc Bandgap comparator overvoltage condition flag
(VBG1 = VBG2 + 4%)

This diagnostic will re-trigger an INT event raising the flag
repetitively after t;y11o as long as the out of range condition is
present.

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

BG12UV 4 rwlc Bandgap comparator undervoltage condition flag

(VBG1 < VBG2 - 4%)
There are exceptional conditions described in ¥ and 2, that may
trigger this flag during operation. For these conditions the flag is

to be seen as an exaggerated reaction and is to be cleared
without further action required.

This diagnostic will re-trigger an INT event raising the flag
repetitively after tj 110 as long as the out of range condition is
present.

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

nu 3:2 none Reset: Oy

STUSG 1 rwlc Step up regulator short to ground status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

(table continues...)
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(continued)
Field Bits Type Description
VBATOV 0 rwlc Supply voltage VSx overvoltage flag

Op Write 0-no action
1p Eventdetected, write 1 to clear the flag

Reset: Oy

1) In the particular case of an enabled offset regulation of QST (DISOFFSET is set to Og) and a "Move-to-INIT"(due to QUC/QST UV)
or a "Move to FAILSAFE" event happens, this flag may be set and be readable after ROT release. Due to the fact that the flag is an
interrupt contributor, it can be disregarded and cleared after ROT release.

2) In the particular case of a disablement of QST followed by an enablement of QST via SYSPCFGO0.STBYEN (including LOCK
sequences for both configurations) within less than 2 ms, this flag may be set and trigger and interrupt event.
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12.4.1.37 Overtemperature failure status flags *R1)

OTFAIL Address: 24y
Overtemperature failure status flags *R1) Reset value: 00y
7 6 5 4 3 2 1 0
MON nu COM nu uc PREG
rwlc none rwlc none rwlc rwlc

Field Bits Type Description
MON 7 rwlc Monitoring overtemperature flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
nu 6:5 none Reset: Oy
COM 4 rwlc Communication supply (QCO) overtemperature flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
nu 3:2 none Reset: Oy
uc 1 rwlc MCU supply (QUC) overtemperature flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

PREG 0 rwlc Pre-regulator overtemperature flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
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12.4.1.38 Overtemperature warning status flags *R2)

OTWRNSF Address: 254
Overtemperature warning status flags *R2) Reset value: 004
7 6 5 4 3 2 1 0

nu VREF COM nu uc PREG
none rwlc rwlc none rwlc rwlc
Field Bits Type Description
nu 76 none Reset: Oy
VREF 5 rwlc Voltage reference supply (QVR) overload flag

Flag is raised if output current is in overload condition (close to
current limitation) for more than 1 ms. Please note that this flag
may also be raised in case the regulator enters into dropout
condition.

Op Write 0 no action

1p Event detected, write 1 to clear the flag

Reset: Oy

COM 4 rwlc Communication supply (QCO) overtemperature warning flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
nu 3:2 none Reset: Oy
uc 1 rwlc MCU supply (QUC) overtemperature warning flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

PREG 0 rwlc Pre-regulator overtemperature warning flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
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12.4.1.39 Voltage monitor status

VMONSTAT Address: 26y
Voltage monitor status Reset value: 004
7 6 5 4 3 2 1 0
TRK2ST TRK1ST VREFST COMST VCOREST STBYST nu PREGST
r r r r r r none r

Field Bits Type Description
TRK2ST 7 r Tracker 2 (QT2) voltage status

Op Voltage is out of range or not enabled
1p Voltageis OK

Reset: Oy
TRK1ST 6 r Tracker 1 (QT1) voltage status

Op Voltage is out of range or not enabled
1p Voltageis OK

Reset: Oy

VREFST 5 r Voltage reference supply (QVR) voltage status

Op Voltage is out of range or not enabled
1p Voltageis OK

Reset: Oy

COMST 4 r Communication supply (QCO) voltage status

Op Voltage is out of range or not enabled
1p Voltageis OK

Reset: Oy

VCOREST 3 r Core voltage monitor (VCI) voltage status

Op Voltage is out of range or not enabled
1p Voltageis OK

Reset: Oy
STBYST 2 r Standby supply (QST) voltage status

Op Voltage is out of range or not enabled
1p Voltageis OK

Reset: Oy
nu 1 none Reset: Oy
PREGST 0 r Pre-regulator (FB) voltage status

Op Voltage is out of range or not enabled
1p Voltageis OK

Reset: Oy
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12.4.1.40 Device status

DEVSTAT Address: 27y
Device status Reset value: 00y
7 6 5 4 3 2 1 0

TRK2EN TRK1EN COMEN STBYEN VREFEN STATE
r r r r r r
Field Bits Type Description
TRK2EN 7 r Tracker 2 (QT2) enable status

Op Voltage is disabled
1p Voltageisenabled

Reset: Oy
TRK1EN 6 r Tracker 1 (QT1) enable status

Op Voltage is disabled
1p Voltageisenabled

Reset: Oy

COMEN 5 r Communication supply (QCO) enable status

Op Voltageis disabled
1p Voltageisenabled

Reset: Oy

STBYEN 4 r Standby supply (QST) enable status

Op Voltage is disabled
1p Voltageis enabled

Reset: Oy

VREFEN 3 r Reference voltage supply (QVR) enable status

Op Voltage is disabled
1p Voltageisenabled

Reset: Oy

STATE 2:0 r Device state

7o RESERVED
6p RESERVED
5, WAKE

4, STANDBY
3p SLEEP
2, NORMAL
1p INIT

0p RESERVED

Reset: Oy
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12.4.1.41 Protection status *R1)

PROTSTAT Address: 284
Protection status *R1) Reset value: 01y
7 6 5 4 3 2 1 0
KEY40K KEY30K KEY20K KEY10K nu LOCK
r r r r none r

Field Bits Type Description
KEY40K 7 r Key4 ok status

Information about validity of the 4th received protection key byte
Op Keynotvalid

1p Keyvalid

Reset: Oy

KEY30K 6 r Key3 ok status

Information about validity of the 3rd received protection key byte

Op Key notvalid
1p Keyvalid
Reset: Oy
KEY20K 5 r Key2 ok status

Information about validity of the 2nd received protection key
byte

Op Key notvalid

1p Keyvalid

Reset: Oy

KEY10K 4 r Key1l ok status

Information about validity of the 1st received protection key byte

Op Keynotvalid

1p Keyvalid
Reset: Oy
nu 31 none Reset: O
LOCK 0 r Protected register lock status

Op Accessis unlocked
1p Accessis locked

Reset: 14
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12.4.1.42 Window watchdog status *R3)

WWDSTAT Address: 29y
Window watchdog status *R3) Reset value: 004
7 6 5 4 3 2 1 0

nu WWDECNT

none r
Field Bits Type Description
nu 74 none Reset: Oy
WWDECNT 3:0 r Window watchdog error counter status

Reset: Oy
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12.4.1.43 Functional watchdog status 0 *R3)

FWDSTATO Address: 2A4
Functional watchdog status 0 *R3) Reset value: 304
7 6 5 4 3 2 1 0

nu FWDRSPOK FWDRSPC FWDQUEST
none r r r
Field Bits Type Description
nu T none Reset: Oy
FWDRSPOK 6 r Functional watchdog response check error status
Op Response message is wrong
1p Allreceived bytes in response message are correct
Reset: Oy
FWDRSPC 5:4 r Functional watchdog response counter value
Reset: 34
FWDQUEST 3:0 r Functional watchdog question
Reset: Oy
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12.4.1.44 Functional watchdog status 1 *R3)

FWDSTAT1 Address: 2By
Functional watchdog status 1 *R3) Reset value: 004
7 6 5 4 3 2 1 0

nu FWDECNT
none r
Field Bits Type Description
nu T4 none Reset: Oy
FWDECNT 3:0 r Functional watchdog error counter status
Reset: Oy
Datasheet 229 Rev. 2.01

2024-09-23



o _.
OPTIREG™ PMIC TLF35585QUS02 Infineon
Functional safety PMIC

12 SPI (Serial Peripheral Interface)

12.4.1.45 ABIST control 0 *R2) ¥

ABIST_CTRLO Address: 2Cy
ABIST control0 *R2) Reset value: 004
7 6 5 4 3 2 1 0

STATUS INT SINGLE PATH START
r rw rw rw rwhc
Field Bits Type Description
STATUS T7:4 r ABIST global error status

ABIST status information after requested operation has been
performed, information shall only be considered valid, once
START bit is cleared. Bits have different reset class than whole
register.

Bitfield has different reset class than whole register. The bitfield
is reset according to *R1).

5p Selected ABIST operation performed with no errors

10p Selected ABIST operation performed with errors, check
respective SELECT registers

Reset: Oy

INT 3 rw Safety path selection

Select whether safe state or interrupt related comparator shall be
tested.

Op safe state related comparators shall be tested
1p interrupt related comparators shall be tested

Reset: Oy

SINGLE 2 rw ABIST Sequence selection

Select whether a single comparator shall be tested or all
comparators in predefined sequence

Op Predefined sequence
1p Single comparator test

Reset: Oy

PATH 1 rw Full path test selection
Select the path which should be covered by ABIST operation

Op Comparatoronly

1p Comparator and corresponding deglitching logic, shall be
selected in case contribution to respective safety measure
needs to be tested

Reset: Oy

(table continues...)

9 Reset class of single bits is different. See register for details.
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(continued)

Field

Bits

Type

Description

START

rwhc

Start ABIST operation

The ABIST operation itself is started. This bit is cleared after
ABIST operation has been performed

Op Operation done
1p Startoperation

Reset: Oy
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12.4.1.46 ABIST control 1 *R2)

ABIST_CTRL1 Address: 2Dy
ABIST controll *R2) Reset value: 004
7 6 5 4 3 2 1 0

nu ABIST_CLK OV_TRIG
_EN
none rw rw
Field Bits Type Description
nu 72 none Reset: 00y
ABIST_CLK_EN 1 rw ABIST clock check enable
Select ABIST clock to check its functionality
Op Disable
1p Enable
Reset: Oy
OV_TRIG 0 rw Overvoltage trigger for secondary internal monitor enable
Op Disable
1p Enable
Reset: Oy
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12.4.1.47 ABIST select 0 *R2)

ABIST_SELECTO Address: 2E4
ABIST select 0 *R2) Reset value: 004
7 6 5 4 3 2 1 0
TRK20V TRK10V VREFOV coOMoOVv VCOREOV STBYOV ucov PREGOV
rwhu rwhu rwhu rwhu rwhu rwhu rwhu rwhu

Field Bits Type Description
TRK20V 7 rwhu Select tracker 2 (QT2) OV comparator for ABIST operation

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy
TRK10V 6 rwhu Select tracker 1 (QT1) OV comparator for ABIST operation

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

VREFOV 5 rwhu Select voltage reference supply (QVR) OV comparator for
ABIST operation
Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

CcoMoVv 4 rwhu Select communication supply (QCO) OV comparator for ABIST
operation
Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

VCOREQV 3 rwhu Select core voltage monitor (VCI) OV comparator for ABIST
operation

Op Notselected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

(table continues...)
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(continued)

Field Bits Type Description
STBYOV 2 rwhu Select standby supply (QST) OV comparator for ABIST
operation

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

ucov 1 rwhu Select MCU supply (QUC) OV comparator for ABIST operation

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

PREGOV 0 rwhu Select pre-regulator (FB) OV comparator for ABIST operation

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy
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12.4.1.48 ABIST select 1 *R2)

ABIST_SELECT1 Address: 2Fy
ABIST select 1 *R2) Reset value: 004
7 6 5 4 3 2 1 0
TRK2UV TRK1UV VREFUV coMuv VCOREUV STBYUV UCuv PREGUV
rwhu rwhu rwhu rwhu rwhu rwhu rwhu rwhu

Field Bits Type Description
TRK2UV 7 rwhu Select tracker 2 (QT2) UV comparator for ABIST operation

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy
TRK1UV 6 rwhu Select tracker 1 (QT1) UV comparator for ABIST operation

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
voltage

Reset: Oy

VREFUV 5 rwhu Select voltage reference supply (QVR) UV comparator for
ABIST operation
Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

COMUV 4 rwhu Select communication supply (QCO) UV comparator for ABIST
operation
Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

VCOREUV 3 rwhu Select core voltage monitor (VCI) UV comparator for ABIST
operation

Op Notselected

1p selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

(table continues...)
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(continued)

Field Bits Type Description
STBYUV 2 rwhu Select standby supply (QST) UV comparator for ABIST
operation

Op Not selected

1p selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

UCuv 1 rwhu Select MCU supply (QUC) UV comparator for ABIST operation

Op Not selected

1p selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

PREGUV 0 rwhu Select pre-regulator (FB) UV comparator for ABIST operation

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy
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12.4.1.49 ABIST select 2 *R2)

ABIST_SELECT2 Address: 304
ABIST select 2 *R2) Reset value: 004
7 6 5 4 3 2 1 0

BIASHI BIASLOW BG120V BG12UV nu VBATOV
rwhu rwhu rwhu rwhu none rwhu
Field Bits Type Description
BIASHI 7 rwhu Select bias current too high

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

BIASLOW 6 rwhu Select bias current too low

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

BG120V 5 rwhu Select bandgap comparator OV condition
(VBG1 = VBG2 + 4%)
Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy

BG12UV 4 rwhu Select bandgap comparator UV condition
(VBG1 < VBG2 - 4%)
Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this

comparator
Reset: Oy
nu 31 none Reset: O
VBATOV 0 rwhu Select supply VSx overvoltage

Op Not selected

1p Selected, bit will be cleared upon successful ABIST operation
on comparator, bit will be set in case of ABIST fail for this
comparator

Reset: Oy
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12.4.1.50 Buck switching frequency change *R2)

BCK_FREQ_CHANGE Address: 314
Buck switching frequency change *R2) Reset value: 00y
7 6 5 4 3 2 1 0

BCK_DRV
_STGE nu BCK_FREQ_SEL
rw none rw
Field Bits Type Description
BCK_DRV_STGE 7 rw BUCK driving stage selection

The switching speed of the step down regulator power stages can
be adjusted in two configurations to optimize for efficiency or
emissions.

1p Weak driving stage for slower switching

Op Strong driving stage for faster switching

Reset: Oy
Note: This bit will be ignored in SLEEP. In SLEEP state the
driving stage is always set to work in "weak" mode.
Any configuration will take effect when exiting from
SLEEP state.
nu 6:3 none Reset: 00y
BCK_FREQ_SEL 2:0 rw BUCK switching frequency change

For manual adjustment of buck frequency in fixed variations from
the nominal frequency fosc step-down

7p Change buck frequency by approx. -5.0% from fosc step-down
6p Change buck frequency by approx. -3.3% from fosc step-down
5p Change buck frequency by approx. -1.7% from fosc step-down
4p No change

3p Change buck frequency by approx. +5.0% from fosc step-down
2p Change buck frequency by approx. +3.3% from fosc step-down
1p Change buck frequency by approx. +1.7% from fosc step-down
Op No Change

Reset: Oy
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12.4.1.51 Buck Frequency spread *R2)

BCK_FRE_SPREAD Address: 324
Buck Frequency spread *R2) Reset value: 00y
7 6 5 4 3 2 1 0
FRE_SP_THR
rw

Field Bits Type Description
FRE_SP_THR 7:0 rw Spread spectrum

Select the percentage of frequency spread(+). The mean
frequency is reduced by the percentage as well keeping the
maximum frequency at the nominal frequency selected by FRE.
00y Nospread

554 +0% /-2.5% frequency spread

80y +/-2.5% frequency spread

AA,  +/-5.0% frequency spread

D54 +/-7.5% frequency spread

FFy +7.5% /-10.0% frequency spread

others not used

Reset: 00y
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12.4.1.52 Central functions monitor status flags *R2)

CEFUMON Address: 3By
Central functions monitor status flags *R2) Reset value: 004
7 6 5 4 3 2 1 0
STUOC nu CEFU3 CEFU2 CEFU1 CEFUO
rwlc none rwlc rwlc rwlc rwlc

Field Bits Type Description
STUOC 7 rwlc Step up pre-regulator over-current pre-warning status flag

This diagnostic will re-trigger an INT event raising the flag
repetitively every 500 ps as long as the over-current pre-warning
condition is reached.

Op Write 0-no action

1p Event detected, write 1 to clear the flag

Reset: Oy
CEFU3 3 rwlc Internal regulator backup for switchable power domain

failure status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

CEFU2 2 rwlc Internal regulator for switchable power domain failure status
flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

CEFU1 1 rwlc Internal regulator backup for always on power domain failure
status flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy

CEFUO 0 rwlc Internal regulator for always on power domain failure status
flag

Op Write 0-no action
1p Event detected, write 1 to clear the flag

Reset: Oy
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12.4.1.53 Microcontroller supervision monitor *R2)

MCSMON Address: 3Cqy
Microcontroller supervision monitor *R2) Reset value: 00y
7 6 5 4 3 2 1 0

MPS MPSPIN CYCMON
rw r r
Field Bits Type Description
MPS 7 rw Microcontroller programming support enable (OR

combination with MPS pin)

Op Disabled via SPI (unless enabled by MPS pin high)
1p Enabled via SPI (independent of MPS pin)

Reset: Oy

MPSPIN 6 r Microcontroller programming support enable (OR
combination with MPS bitfield)

Op Disabled via pin MPS (unless enabled by MPS bitfield being
set)
1p Enabled via pin MPS (independent of MPS bitfield)

Reset: Oy

CYCMON 5:0 r Watchdog cycle timer monitor

0p Owd cycles passed
1p 1wd cycles passed
2p 2 wd cycles passed
50p 50 wd cycles passed
51p notused
63p notused

Reset: Oy
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12.4.1.54 Device info *R2)

DEVINFO Address: 3Dy
Device info *R2) Reset value: 00y
7 6 5 4 3 2 1 0

nu CHIPSTEP
none r
Field Bits Type Description
nu T none Reset: Oy
CHIPSTEP 6:0 r Chip design step identification

00y Blocked for predecessor device TLF35584
33y TLF35585xxS01 (5V0) B21-Step
5A4 TLF35585xxS02 (3V3) B21-Step
194 TLF35585xxS01 (5V0) B22-Step
70y TLF35585xxS02 (3V3) B22-Step
OF, TLF35585xxS01 (5V0) B23-Step
66y TLF35585xxS02 (3V3) B23-Step
25, TLF35585xxS02 (5V0) B30-Step
4Cy TLF35585xxS02 (3V3) B30-Step

Reset: Oy
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12.4.1.55 Global testmode *R1)

GTM Address: 3Fy
Global testmode *R1) Reset value: 02y
7 6 5 4 3 2 1 0

nu NTM ™
none r r
Field Bits Type Description
nu 7:2 none Reset: 00,
NTM 1 r Test mode inverted status

Op Deviceisintest mode
1p Deviceisinnormal mode

Reset: 14

™ 0 r Test mode status

Op Deviceisinnormal mode
1p Deviceisin test mode

Reset: Oy
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12.5 Electrical characteristics SPI signals

Table 33 Electrical characteristics SPI signals

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number

Min. Typ. | Max.

Pin SCS, Chip Select

Chip select valid high level | Vscs pi 2.0 - - v Vscs increasing; P_13.5.4
Vouc=3.3V

Chip select valid low level Vscs, o - - 0.8 v Vscs decreasing; P_13.5.5
Vouc=3.3V

Chip select hysteresis Vscs, hyst 100 300 600 mV Vouc=3.3V P_13.5.6

Chip select pull-up current | /scg -175 -120 - WA Vscs=0V P_13.5.7

Chip select input Cscs - 4 15 pF 1) P_13.5.8

capacitance

Pin SCL, Clock

Clock signal valid high level | Vsci pi 2.0 - - v VscL increasing; P_13.5.12
Vouc=3.3V

Clock signal valid low level | Vsc |0 - - 0.8 v VscL decreasing; P_13.5.13
Vouc=3.3V

Clock hysteresis VscL, hyst 100 300 600 mV Vouc=3.3V P_13.5.14

Clock signal pull-down IscL - 150 330 WA VscL = Vauc P_13.5.15

current

Clock input capacitance CscL - 4 15 pF 1) P_13.5.16

Pin SDI, data input, MOSI

Data input valid high level Vs, hi 2.0 - - v Vsp) increasing; P_13.5.20
Vouc=3.3V

Data input valid low level Vspl, 1o - - 0.8 v Vsp decreasing; P_13.5.21
Vouc=3.3V

Data input hysteresis Vspi, hyst 100 300 600 mV Vouc=3.3V P_13.5.22

Data input signal pull-down | /gp, - 150 330 WA Vspi = Vouc P_13.5.23

current

Data input capacitance Csp - 4 15 pF 1) P_13.5.24

Pin SDO, data output, MISO

Data output high level Vspo, hi 2.3 - - Y Vouc =33V, P_13.5.27
Ispo =-7MA

Data output low level Vspo, lo - - 0.7 v Vouc=3.3V; P_13.5.28
Ispo =5.5mA

(table continues...)
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Table 33 (continued) Electrical characteristics SPI signals

Ws=6Vto 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or condition |Number

Min. Typ. | Max.

Data output rise time tspo, rise - - 25 ns U Cspo,ioad = 50 pF | P_13.5.29
Data output fall time tspo, fall - - 25 ns U Cspo,load =50 pF | P_13.5.30
Data output tristate Cspo, tri - 4 15 pF ¥ P_13.5.31

capacitance

Data output tristate leakage |/spo, tri,leak |-10 - 10 WA - P_13.5.32

1) Specified by design, not subject to production test
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13 Interrupt generation

The interrupt generation block handles requests from the following sources to generate interrupts:
«  State machine:

- Arequested state transition has not been performed successfully, e.g. SLEEP-state could not be
entered because of QUC current consumption above the selected threshold level.

- Arequested state transition from SLEEP has been performed successfully, i.e. the device entered
WAKE-state. The MCU may only send (additional) SPI commands after an interrupt event has been
generated by the system. The purpose of the interrupt event is to inform the MCU, that the device
entered WAKE-state and that the device is capable of performing SPI communication at the full
transmission rate.

+  Watchdog: an interrupt request is generated if the Watchdog is not serviced properly and configured in a
way to allow service errors to occur, i.e. an error counter threshold value of more than 2 is configured. In
this case an interrupt is generated only if the error counter threshold is not reached or exceeded due to this
error.

«  Error pin monitoring: an interrupt request is generated if the error pin monitoring block detects an error
and is configured in a way to allow occurrence of this error for a certain amount of time (recovery delay
action enabled). In this case an interrupt is requested if an error is detected by the error pin monitoring and
the recovery delay has not expired.

+  Monitoring block: an interrupt request is generated based on the defined system reaction described in
Chapter 10.4.

+  Overtemperature warnings and overtemperature shutdown of communication supply (QCO).
+  SPIblock due to SPI error.

+  ABIST operation completed.

+ Double bit errorin the protected configuration.

An interrupt is generated to inform a connected MCU about a non-severe system condition. This allows the MCU
to perform proper action based on the source of the interrupt. A single interrupt line exists, which is high on
default. All Internal interrupt sources are enabled by default and cannot be disabled.

An interrupt is signaled by pulling the interrupt line low for at least ty7 min (interrupt minimum pulse width)
after an internal interrupt. The interrupt line is driven high if all of the IF register flag(s) has/have been cleared
via SPI operation earliest after tyy min but latest after tiyyro.

Special cases:

« Ifaninterruptis signaled by pulling INT low and not all interrupt status flags are cleared by the MCU within
tinTTo, the INT stays low until ¢yt7o has expired, but no additional interrupt event is generated. Information
about a pending interrupt event can be derived via the INTMISS status flag. This status flag is cleared each
time the interrupt line is driven low.

« Ifaninterruptis signaled by pulling INT low and an additional bit is set in the IF register interrupt flag after
the interrupt bits have been read by the MCU and this outdated information is used to clear the interrupt
flags, the interrupt line stays low until t,yt1o has expired, but no additional interrupt event is generated.
Information about a pending interrupt event can be derived via a status flag.

+  After releasing the interrupt line to high, the interrupt line stays high for at least t;y17o regardless of any
additional internal interrupt condition. If another interrupt event occurs during the delay time out (t,ntT0),
this is signaled by generating a new pulse after the delay time out t|y110.

Allinterrupt sources can only be cleared by a "write-1-to-clear" (wlc) SPI operation, i.e. writing the value 15 to

the corresponding bit(s) in the interrupt register clears the event flag.

Interrupt events are organized in a two level approach. The first level (interrupt flag) provides information
about different groups of interrupt events. The second level (status flags) provides detailed information about
which particular event(s) generated the interrupt. To service an interrupt it is necessary to write the interrupt
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flag register (IF). The status flag registers are only meant to provide detailed information. However all status
flags can be cleared as well.

Recommended interrupt service routine

After an interrupt detected by the MCU, the recommended interrupt service routine consists of the following
steps:

Read interrupt flag register (IF).

Read status flag register(s) based on information from interrupt flag register.

Take the proper action based on interrupt flag(s) and status flag(s).

Write the status flag register(s) with the previously read values to clear.

Write the interrupt flag register (IF) with the previously read value to clear.

Read interrupt flag register (IF) again to check for another interrupt event during the time of the routine.
If this applies, then return to step 2.

Writing back the interrupt register (IF) releases the interrupt line INT, if all bits are cleared (interrupt timing
requirements is fulfilled)

onhwphe

An interrupt is only generated after the reset signal to the MCU has been released. An interrupt event which
occurs while the reset for the MCU (pin ROT) is still active is not signaled at the interrupt line but the particular
status bit for this event is set.

The following figure shows the timing aspects of the interrupt line:

Internal Interrupt Requests

wr wrto o
o
Interrupt Line —i |

SPI Service Done SPI Service Done SPI Service Done

INTMISS flag

(previously set)

INTMISS flag

(previously cleared)

Figure 75 Interrupt timing

Details about the system behavior in case not all interrupt status flags have been cleared are depicted in the
following figure:
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t t t

o < Tl g > tro >
| | | ! !

Interrupt Line —i |

Internal Interrupt Requests

SPI Service Done

INTMISS flag | I—

(previously set)

INTMISS flag |

(previously cleared)

Figure 76 Interrupt timing without timely service

An interrupt is always generated if an internal status flag is set, irrespective of the current state of this status
flag. For example, if a parity error on SPI communication is detected for the first time, the flag SPISF.PARE is set
and an interrupt is generated. This flag sets the corresponding SPI interrupt flag (IF.SPI) as well. If the flag IF.SPI
is not cleared, but a second SPI parity error occurs, a new interrupt is generated. The timings shown in the two
figures above are fulfilled for generating a new interrupt.

13.1 Electrical characteristics interrupt generation

Table 34 Electrical characteristics interrupt - timings

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit | Note or Number
Min. Typ. Max. condition

Minimum interrupt EINT,min 90 100 150 ps |- P_141

pulse width

Interrupt time out tinTTO 270 300 350 gS |- P_14.2
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14 Watchdog supervision

14.1 Introduction window watchdog and functional watchdog

Two independent types of watchdogs are implemented in the device:

+ Astandalone window watchdog (WWD) with programmable input trigger signal (either pin WDI or trigger
via SPI command to WWDSCMD register)

« Astandalone functional question-answer based watchdog (FWD).
The watchdogs have independent timers and error counters, which allows to run both watchdogs in parallel.

WDl [ J——» Valid WWD triggering :
Window Watchdog W'Edow gv atcthdog
- (WWD) rror Counter
WwWO Safe
State
Control
Valid FWD triggering
SPI Functional Watchdog Functional
(FWD) Watchdog Error
Counter
FWO
Figure 77 Window watchdog and functional watchdog
Description:

+  The functional watchdog is not synchronized to the window watchdog, both are independent.
+  The functional watchdog and the window watchdog can be activated and deactivated independently.

«  Theresult of each watchdog (valid or invalid triggering) is monitored independently by the related
watchdog error counters.

+  Theinternal window watchdog output (WWO) provides the status of the window watchdog: "Valid WWD
triggering" or "Invalid WWD triggering".

+ Theinternal functional watchdog output (FWO)provides the status of the functional watchdog: "Valid FWD
triggering" or "Invalid FWD triggering".

+  Chapter Safe State Control function describes the influence of the settings of both watchdogs on Safe State
Control.
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14.2 Window watchdog

Principle of operation

The purpose of the window watchdog is to monitor the microcontroller. The monitored microcontroller needs
to provide periodical triggering within the "Open Windows". A triggering can consist of a falling edge on the WDI
pin or writing to the register WWDSCMD by an SPI command depending on the configuration. This triggering
terminates the "Open Window". The watchdog output indicates a valid or invalid WWD triggering to the WWD
error counter. In case of a valid triggering a "Closed Window" is started. If there is no triggering during the
"Open Window" or a triggering during a "Closed Window", the watchdog output indicates an "Invalid WWD
triggering" to the WWD error counter and a new "Open Window" is started.

If the microcontroller does not trigger the window watchdog with correct timing, it is assumed that the
microcontroller does not work as expected. The microcontroller is informed by the device via interrupt function
and by a reset in case of multiple failure events. (assuming that the window watchdog error counter threshold
is configured to a value greater than 2)

Configuration

The following parameters of the window watchdog can be configured in INIT, NORMAL and WAKE-state:
«  Thetrigger source can be set to pin WDI or to SPI command via register WNDSCMD(default: SPI).

+  Theduration of open and closed window can be modified according to the application needs by SPI.
(combination of cycle time WDCYC, cycle time divider WDCYCDIV and number of cycles for open OW and
closed CW window)

+  Thethreshold for the window watchdog error counter overflow can defined by SPI

Initialization

The window watchdog becomes active in INIT-state as soon as reset output pin ROT goes "high". After
activation the watchdog opens a "Long Open Window" (LOW) of duration of t, q\. During the "Long Open
Window" the window watchdog expects a valid triggering, which has to be provided via SPI in case the default
configuration is kept, since any signal to watchdog trigger pin WDI is ignored. This is to avoid wrong triggering
at pin WDI due to glitches at the microcontroller outputs during start-up and initialization.

The microcontroller can change the configuration of the window watchdog during the "Long Open Window" to
change the trigger source and the duration of the "Open" and "Closed Window". On a reconfiguration the
window watchdog restarts with the new configuration. A "Open Window" is started accordingly, expecting a
valid triggering by the selected trigger source.

If no valid triggering or configuration of the watchdog occurs during the "Long Open Window", the window
watchdog recognizes an "invalid WWD triggering". If the INIT timer expires with an invalid WWD triggering
present, a "Soft Reset" is issued. After the "Soft-Reset" the window watchdog opens a new "Long Open
Window". This is not indicated by interrupt. The repetition of "Long Open Windows" is limited. If the window
watchdog is not triggered correctly within the second "Long Open Window",then a "Hard Reset" is issued: pin
ROT goes "low" and the post regulator output voltages are switched off. If the window watchdog is not
triggered correctly within the third "Long Open Window" in a row, then the device enters FAILSAFE-state, see
chapter State machine.

Normal operation

Atrigger signal within the "Long Open Window" terminates the "Long Open Window" and start the "Closed
Window". The "Closed Window" has a fixed duration for operation without invalid triggering. During normal
operation no valid trigger signal is allowed during the "Closed Window". On a WWD triggering within the
"Closed Window" the window watchdog recognizes "invalid WWD triggering". The "Closed Window" is
terminated with this invalid triggering and an "Open Window" is started.

An "invalid WWD triggering" increments the window watchdog error counter by two. This is indicated by an
interrupt.

After the "Closed Window" the window watchdog starts an "Open Window".
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Within the "Open Window" a valid trigger signal is expected. If a valid trigger signal is received within the "Open
Window" the watchdog terminates the "Open Window" and starts the "Closed Window". "Valid WWD triggering"
decrements the window watchdog error counter by one in case it is greater than zero, this is not indicated by
interrupt.

If no valid triggering should be received during the "Open Window", the window watchdog recognizes "Invalid
WWD triggering" and increments the window watchdog error counter by two and a new "Open Window" is
started. This is indicated by interrupt.

In normal operation, the watchdog continues to alternate between the "Open Window" and "Closed Window"
as long as valid triggering is received.

Window watchdog output WWO

The window watchdog output WWO is an internal signal. It is connected to the safe window watchdog error
counter. The value of WWO is either "Valid WWD triggering" or "Invalid WWD Triggering".

No Trigger No Trigger

Valid WWD triggering

Long Open No Trigger

Window
(LOW)

Initialization Normal Operation _

Figure 78 Watchdog state diagram

Description:

+  "Trigger" is either an SPI command to WWDSCMD register as WWD triggering or a valid watchdog trigger at
pin WDI

+  "No Trigger" in the "Long open Window" is considered as "Invalid WWD triggering", the watchdog opens
again a "Long Open Window"

«  "Trigger" within the "Long Open Window" is considered as "Valid WWD triggering", the watchdog closes the
"Long Open Window" and opens the "Closed Window"

«  "Trigger" within the "Closed Window" is considered as "Invalid WWD triggering"

+  Aftera "Closed Window" with "No Trigger" the watchdog starts the "Open Window".

+  "Trigger" within the "Open Window" is considered as "Valid WWD triggering", the watchdog closes the
"Open Window" and opens the "Closed Window"

«  "NoTrigger" in the "Open Window" is considered as "Invalid WWD triggering".

Window watchdog trigger pin WDI
The watchdog input pin WDI has an integrated pull-down current source /yyp,. The watchdog input WDI can
transition to high within the "Closed Window" or during the following "Open Window".

The watchdog input WDI is periodically sampled with a period of tspy. When using pin WDI as window watchdog
trigger, any timing configurations of "Open Window" and "Closed Window", that are close to tsay (€.g. < 8" tsam)
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are to be prevented to allow reasonable service signaling from the application and reliable capturing of the WDI
input.

Valid trigger signal at WDI

Avalid trigger signal is a falling edge from Vyyp; high t0 Viypilow- TO improve immunity against noise or glitches on
the WDI input, at least two "high" samples followed by two "low" samples are required for a valid trigger signal.
Valid triggering is recognized at the second consecutive sampling point having a "low" signal. For example, if
the first three samples (two high one low) of the trigger pulse at pin WDI are inside the "Closed Window" and
only the fourth sample (the second low sample) is taken in the "Open Window" then the watchdog output WWO
indicates "valid WWD triggering".

Invalid triggering at WDI

No trigger signal detected during the "Open Window" or a trigger signal detected during the "Closed Window",
is considered invalid triggering. The watchdog output WWO indicates "invalid triggering" immediately after no
valid trigger during the "Open Window" or immediately if a trigger signal is detected during the "Closed
Window".

Closed Window Open Window Oﬁ:?:'flfogﬂj Open Window Closed Window
P
WD' | 1 | | H’.gh 1 | 1 | 1 1 1 1
g mormay 1 Ly gl 1wl
P
i i
WDl ' Low i Hl
| Fault i Wol
{ R (Fuld i ol b
P i | | |
B8 Watchdog Decoder Sample Point
Figure 79 Valid and invalid trigger pulses at pin WDI
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14.2.1 Timing diagrams window watchdog
14.2.1.1 Normal operation: correct triggering
Long Open Window Closed Window Open Window Closed Window
ROT
® |
WWDSCMD |
WDl
@ ® @ ®
P variable = l fixed ‘v‘ariabl‘e l fixed -
) )
immediatgly immediatgly
> Valid WWD triggering
Figure 80 Normal operation: correct triggering

1. The "Long Open Window" starts in INIT-state if the reset output ROT (monitoring the microcontroller
related voltages) goes "high". In case the window watchdog was deactivated in SLEEP, the first Open
Window starts with the transition from SLEEP-state to WAKE-state which is indicated by interrupt. The
time of this first Open Window after SLEEP depends on the configured cycle time and cycle time divider,
itis 600 ms (WDCYC = 15 and WDCYCDIV = 0g) or 60 ms (WDCYC = 0g and WDCYCDIV = 0g) or 6 ms (WDCY
C=0g and WDCYCDIV = 1g).

2, During the "Long Open Window" valid triggering of the WWD according to the configured trigger source is
expected. The maximum time of the "Long Open Window" is fixed, but it ends as soon as a "Valid WWD
triggering" is recognized.

3. The window watchdog enters the "Closed Window". After receiving this first valid trigger the device is
allowed to move from INIT to NORMAL-state or from WAKE to NORMAL-state.

4, The "Closed Window" has a fixed duration typ cw (can be determined by SPI command). It starts right
after the valid trigger signal, that closes the "Open Window" or the "Long Open Window". During the
"Closed Window" no trigger signal should be applied. A transition from low to high at the WDI pin is not
detected and does not lead to a trigger event.

5. Avalid trigger signal terminates the "Open Window" immediately, thus the time of the "Open Window"
is variable and depending on the time for which the microcontroller schedules the triggering. This is
counted as a "Valid WWD triggering".
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14.2.1.2 Fault operation: no trigger in open window after initialization

Long Open Window Long Open Window Closed Window

ROT

Y
A
Y
A
\ 4

WWDSCMD i
wor @ @ ® @ 66—

variable G fixed
‘v

immediately

A
Y

> Valid WWD triggering

»
>

Figure 81 Fault operation: no trigger in open window after initialization

1. The initialization timeout and the long open window (LOW) have the same typical length. Usually this
leads to the initialization timeout slightly before or at same time as the LOW, which skips the interrupt
event (1). The missing "Valid WWD triggering within the "Long Open Window" can lead to an interrupt
event after the LOW which increments the window watchdog error counter by two.

2, The INIT-state timer expires for the first time. Due to no "Valid WWD Triggering" of the window watchdog
was received during INIT-state, a "Soft-Reset" is issued: pin ROT goes "low". The output voltages of the
post regulators remain on.

Additional information: In case the window watchdog should not be triggered correctly within the next
"Long Open Window" of the following INIT phase, a "Hard-Reset" is issued, which means pin ROT goes to
zero and the output voltages are switched off. After a third invalid triggering during INIT phase the device
transitions into FAILSAFE-state.

3. After the so-called "Soft-Reset" pin ROT turns high again after the power-on reset delay time t,4 and
the watchdog opens a "Long Open Window" to give the microcontroller the chance to trigger and
synchronize to the watchdog period.

4, Avalid triggering terminates the "Long Open Window", which makes the duration of the "Long Open
Window" variable and depending on the triggering. This is counted as a "Valid WWD triggering" and
a "Closed Window" is started. The window watchdog error counter is decremented by one without an
interrupt issued.

5. The duration of the subsequent "Closed Window" is typ cw. Triggering within this time is considered as
an "Invalid WWD triggering".
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14.2.1.3 Fault operation: no trigger in open window in steady state

Open Window Open Window Closed Window Open Window

ROT

WWDSCMD |
wol @@ ® @

variable l fixed variable
» N . N
<« > 7 >} >
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A
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Figure 82 Fault operation: no trigger in open window in steady state

1.

An "Open Window" with missing "Valid WWD Triggering" leads to an "Invalid WWD triggering". This event
is indicated by an interrupt, the window watchdog error counter increases by two.

On detecting an "Invalid WWD triggering" the watchdog starts a new "Open Window" with duration
twp,ow to give the microcontroller the chance to trigger and synchronize to the watchdog period.

Avalid triggering terminates the "Open Window", which makes the duration of the "Open Window"
variable and depending on the triggering. This is counted as a "Valid WWD triggering" and a "Closed
Window" is started. The window watchdog error counter is decremented by one without an interrupt
issued.

On repeated "Invalid WWD triggering" within "Open Windows" (missing trigger) the window watchdog
error counter increments by two on each occurrence until it reaches the configured threshold. In this
case a reset is issued.

The duration of the subsequent "Closed Window" is typ cw. Triggering within this time is considered as
an "Invalid WWD triggering".

The behavior of pin ROT depends on the value of ZWWO. In the example above the invalid triggering does not
reach or exceed the configured threshold ZWWO.
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14.2.1.4 Fault operation: false trigger in closed window after initialization
Long Open Window Coselly Open Window | Closed Window | Open Window
ROT P P L o L =
WWDSCMD | @ |

WDI @06 @

FAULT!

() variable (l fixed variable
d N - »
Y Ll L) »

A A A

immediately

variable

A
A

N

nmediately

immediately

»

» Valid WWD triggering

»
»

Figure 83 Fault operation: False trigger in closed window after initialization

1. Atriggering during the "Closed Window" is indicated as "Invalid WWD triggering". This event is indicated
by an interrupt and the window watchdog error counter increases by two.

2, The "Closed Window" ends with the "Invalid WWD triggering" before typ cw. The false triggering
terminates the "Closed Window" and starts an "Open Window" to give the microcontroller the
opportunity to synchronize to the window watchdog period.

3. Within this "Open Window" a valid triggering is expected. A valid triggering terminates the "Open
Window", which makes the duration of the "Open Window" variable and depending on the triggering.
This is counted as a "Valid WWD triggering" and a "Closed Window" is started. The window watchdog
error counter is decremented by one without an interrupt issued.

4, The following "Closed Window" lasts for the time typ cw. Triggering within this time is considered as an
"Invalid WWD triggering".

The behavior of pin ROT depends on the value of ZWWO. In the example above the invalid triggering does not
reach or exceed the configured threshold ZWWO.
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14.2.1.5 Fault operation: false trigger in closed window in steady state
Open Window Close Open Window Closed Window Open Window
ROT
WWDSCMD ’ | ©) |

WDl @0 @

FAULT!

variable variable l fixed variable
> «—> >
L W A 4

\

I N~
imediately immediately immediately
> Valid WWD triggering
Figure 84 Fault operation: false trigger in closed window

1. A triggering during the "Closed Window" is indicated as "Invalid WWD triggering". This event is indicated
by an interrupt and the window watchdog error counter increases by two.

2, The "Closed Window" is closed with the "Invalid WWD triggering". Originally it would last for the time
twp,cw- The false triggering terminates the "Closed Window" and starts an "Open Window" to give the
microcontroller the opportunity to synchronize to the window watchdog period.

3. Within this "Open Window" a valid triggering is expected. A valid triggering terminates the "Open
Window", which makes the duration of the "Open Window" variable and depending on the triggering.
This is counted as a "Valid WWD triggering" and a "Closed Window" is started. The window watchdog
error counter is decremented by one without an interrupt issued.

4, The following "Closed Window" lasts for the time typ cw. Triggering within this time is considered as an
"Invalid WWD triggering".

The behavior of pin ROT depends on the value of ZWWO. In the example above the invalid triggering does not
reach or exceed the configured threshold ZWWO.
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14.2.2 Electrical characteristics window watchdog

Table 35 Electrical characteristics window watchdog function

Ws=6V1to 40V, T;=-40°C to 175°C, all voltages with respect to ground, positive current flowing into pin (unless
otherwise specified)

Parameter Symbol Values Unit |Noteor Number
Min. Typ. | Max. condition

General timing parameters watchdog (WWD and FWD)

Watchdog cycle time tevele 94 100 106.5 |ps 1) selectable by P_15.2.2.1
SPI command

Watchdog cycle time, default | tcycie 940 1000 |1065 |us ) selectable by P_15.2.2.2

setting SPI command

Long open window time tLow 564 600 639 ms - P_15.2.2.3

Watchdog input WDI

Watchdog sampling time tsam 188 200 213 us - P_15.2.2.4

WDI valid high level Viwpl, high 2.0 - - v Vwpi increasing; |P_15.2.2.8
Vouc=3.3V

WDI valid low level Vb, low - - 0.8 v Vwp) decreasing; |P_15.2.2.9
Vouc=3.3V

WDI hysteresis Viwpl, hyst 100 200 600 mV Vouc=3.3V P_15.2.2.10

WDI pull-down current Iwpi - 150 330 HA Vo = Vouc P_15.2.2.11

WDI input capacitance Cwoi - 4 15 pF 2) P_15.2.2.12

1) Due to internal processing of the watchdog services an additional uncertainty of propagation time of up to 55 ps is to be
considered between triggering provided (via SPI or pin WDI) and triggering received by the functions.
2) Specified by design, not subject to production test
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14.3 Functional watchdog

Principle of operation

The purpose of the functional (or question-answer) watchdog is to monitor the microcontroller. A question is
generated (based on the defined table below), in parallel the heartbeat counter starts counting from zero. The
heartbeat counter counts up, until the heartbeat period ends. The default duration of the heartbeat period can
be adjusted via SPI command. The question consists of 4 bits, the expected answer consists of 4 responses of 8
bits each. The four responses need be sent before the heartbeat period has ended. The last response shall be
written to the synchronized response register to reset the heartbeat counter.

Initialization

The functional watchdog is off per default when the device is powered up for the first time. It can be enabled by
SPI writing to WDCFGO.FWDEN.

Configuration

The functional watchdog can be configured in INIT, NORMAL and WAKE-state as follows:

«  The duration of the heartbeat period can be modified by SPI command, depending on the needs of the
application. (combination of cycle time WDCYC, cycle time divider WDCYCDIV and number of cycles for
heartbeat WDHBTP)

+  Thethreshold for the functional watchdog error counter overflow can be defined by SPI
The heartbeat period is based on the cycle time tcyc g specified in Table 35.

Normal operation

The question is based on Table 36, the correct response to a question is listed in the same row, respectively. The
correct sequence of responses must be kept and can be derived from the response counter FWDSTAT0.FWDRSP
C before sending the response.

The correct response to the question consists of four subsequent response bytes. To give a correct response to
the given question in FWDSTAT0.FWDQUEST:

«  Write the first three responses to FWDRSP

«  Write the last response to FWDRSPSYNC to reset the heartbeat timer

All four responses must be written before the heartbeat period expires.

If the complete response (32 bits) is correct and if the last response byte was sent with synchronized response,
the heartbeat counter is reset and set to zero. If the complete answer (all four responses - 32 bits) is correct, it is
regarded as "Valid FWD triggering", the functional watchdog error counter ZFWO is decremented by 1. If the last

response was sent with synchronized response, the heartbeat counter is reset, but if the answer is wrong, this is
regarded as "Invalid FWD triggering" and the functional watchdog error counter XFWO is incremented by 2.

An overflow of the functional watchdog error counter ZFWO triggers a "Move to INIT" event, resets the
heartbeat counter and sets the functional watchdog error counter ZFWO to zero.

Table 36 Functional watchdog response definition

QUESTION RESP3 RESP2 RESP1 RESPO
0 FF OF FO 00

1 BO 40 BF 4F

2 E9 19 E6 16

3 A6 56 A9 59

4 75 85 TA 8A

5 3A CA 35 C5

(table continues...)
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Table 36 (continued) Functional watchdog response definition
QUESTION RESP3 RESP2 RESP1 RESPO
6 63 93 6C 9C
7 2C DC 23 D3
8 D2 22 DD 2D
9 9D 6D 92 62
A C4 34 CB 3B
B 8B 7B 84 74
C 58 A8 57 AT
D 17 E7 18 E8
E 4E BE 41 Bl
F 01 F1 OE FE

Functional watchdog output FWO

The functional watchdog output FWO is an internal signal: It is connected to the FWD error counter. The value of
the functional watchdog FWO output is either "Valid FWD triggering" or "Invalid FWD Triggering".
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14.3.1 Timing diagrams functional watchdog

14.3.1.1 Normal operation: correct triggering

infineon
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Figure 86 Normal operation: correct triggering

1. A new question is generated, in parallel the heartbeat counter starts after "Valid FWD triggering".

A correct response is received (RESP3).
A correct response is received (RESP2).
A correct response is received (RESP1).

Ml Wb

A correct synchronized response is received (RESPO). All responses are correct, the sequence of

responses is correct and the last synchronized response was received before the heartbeat counter
overflowed. The heartbeat counter is reset (set to zero). This is regarded as "Valid FWD triggering", the
functional watchdog error counter ZFWO is decremented by 1 (if the functional watchdog error counter

value is higher than zero).
6. A new question is generated, in parallel the heartbeat counter starts.
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14.3.1.2 Fault operation: missing synchronization
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Figure 87 Fault operation: synchronization is missing

1. A new question is generated, in parallel the heartbeat counter starts counting up (It is assumed, that a

"Valid FWD triggering" has happened before).

A correct response is received (RESP3)

A correct response is received (RESP2)

A correct response is received (RESP1)

A correct response is received (RESPO0), but not synchronized (written to wrong register). So far, all

responses are correct, the sequence of responses is correct and the last not synchronized response

is received before the heartbeat counter overflows. The heartbeat counter is not reset and continues

to count. This is regarded as "Valid FWD triggering", the functional watchdog error counter ZFWO is

decremented by 1 (if the functional watchdog error counter value is higher than zero). A new question is

generated.

6. The heartbeat counter still counts up, waiting for the answer to the new question. Later the heartbeat
counter overflows. This is regarded as "Invalid FWD triggering". The functional watchdog error counter
ZFWO is incremented by 2. The heartbeat counter is reset.

7. The heartbeat counter starts counting up. No new question is generated.

M W
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14.3.1.3 Fault operation: wrong answer
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Figure 88 Fault operation: answer is wrong

1. A new question is generated, in parallel the heartbeat counter starts counting up (It is assumed, that a

"Valid FWD triggering" has happened before)

2. A correct response is received (RESP3)

3. A correct response is received (RESP2)

4, An incorrect response is received (RESP1)

5. A correct response is received (RESP0). The heartbeat counter is reset (set to zero). The complete answer
is not correct. This is regarded as "Invalid FWD triggering". The functional watchdog error counter XFWO
isincremented by 2. The heartbeat counter is reset.

6. No new question is generated, but the heartbeat counter starts counting up.

Note: Ifi.e. RESP2 and RESP1 are mixed-up, then both responses are incorrect - the responses must to be

sentin correct order.
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14.3.1.4 Fault operation: missing response
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Figure 89 Fault operation: answer is not complete

1. A new question is generated, in parallel the heartbeat counter starts counting up (It is assumed, that a

"Valid FWD triggering" has happened before).

A correct response is received (RESP3)

A correct response is received (RESP2)

Aresponse is missing (RESP1)

A correct response is received (RESPO0). So the last response is not the last response but the second

last due to the missing response (in this example RESP1). The functional watchdog waits for all four

responses to be written, while the heartbeat counter keeps on counting. There is no fixed time for all four

responses, but they must be sent in correct order before the heartbeat counter expires.

6. The complete answer is not correct due to missing response RESP1. Although the last response is
synchronized, the heartbeat counter is not reset and continue counting up until an overflow occurs. This
is regarded as "Invalid FWD triggering". The functional watchdog error counter ZFWO is incremented by
2. The heartbeat counter is reset.

7. No new question is generated and the heartbeat counter starts counting up.

M W
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15 Application information

The following figure describes how the IC is used in its environment.

Note: The following information is given as an example for the implementation of the device only and shall
not be regarded as a description or warranty of a certain functionality, condition or quality of the
device.

«  Please contact us for additional supportive documentation.
«  For further information you may contact http://www.infineon.com/

Note: This figure is a simplified example of an application circuit. The function must be verified in the
application.
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16 Package information

1.2 Max
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All dimensions are in units mm

The drawing is in compliance with ISO 128-30, Projection Method 1 [6—@]
Drawing according to ISO 8015, general tolerances ISO 2769-mk

Figure 91 PG-TQFP-48-10

Green Product (RoHS compliant)

To meet the world-wide customer requirements for environmentally friendly products and to be compliant with
government regulations the device is available as a Green Product. Green Products are RoHS compliant (Pb-
free finish on leads and suitable for Pb-free soldering according to IPC/JEDEC J-STD-020).

Information on alternative packages

Please visit www.infineon.com/packages.
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Revision history

Revision |Date Changes

2.01 2024-09-23 Chapter 3.4, modified conditions in P_4.4.8, P_4.4.9 and P_4.4.10
+ Chapter 12.4.1.5: restored DISOFFSET bit description from Rev. 1.0
+ Editorial changes

2.0 2024-08-07 |+  Electrical characteristic table (all): removed Vg < 20 V limit exception/condition
+  Description: modified marking, Line2

«  Chapter5.3.1: modified buck converter functional description in SLEEP mode
+ Chapter5.3.2: added note to P_6.3.2.10, not applicable in SLEEP state

«  Chapter6.5.2: removed P_7.5.2.9 and modified P_7.5.2.1 condition to cover full
temperature range

+  Chapter 7.3: added description related to ROT behavior in case of loose of
internal supplies

«  Chapter8.1.1: removed QST overload detection functionality
+  Chapter 9.1: modified WKTIMCFGx registers readback value management

+  Chapter 10.1: modified FSM chart to include new SLEEP to WAKE triggering
event and removal of QST OC Stay in current state interrupt event generator

+ Chapter 10.2.5 - Table 22: added new SLEEP to WAKE triggering event in PreReg
SLEEP-state settings

+  Chapter 10.2.6: modified WAKE-state description including new SLEEP to WAKE
triggering event

« Chapter 10.3.3.2: added SLEEP to WAKE triggering event

«  Chapter 10.4.1: removed QST OC as contributor of Stay in current state
Interrupt event generator

+  Chapter 10.6.1: added note referring to DISOFFSET handling during full-path
ABIST on QUC and QST

«  Chapter 10.7.1: removed chapter
+  Chapter 12.4.1.5: modified DISOFFSET bit description
«  Chapter12.4.1.12: modified DISOFFSET bit description

+  Chapter 12.4.1.19: modified TIMVALL description including 30 ps lowest
configuration value

«  Chapter 12.4.1.31: modified WKSF.CMON description
+ Chapter 12.4.1.38: removed OTWRNSF.STBY bit

+  Chapter 12.4.1.50: BCK_FREQ_CHANGE.BCK_DRV_STAGE - added note referring
to SLEEP state

+ Chapter12.4.1.54: added DEVINFO.CHIPSTEP value for B30-step
+  Chapter 13: removed QST OC as contributor of interrupt event generator

1.0 2023-02-03 Datasheet created
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