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About this document

Scope and purpose

This document describes the Infineon AURIX™ TC4xx microcontrollers based on the Infineon TriCore™
architecture.

For a complete overview of the TriCore™ architecture, this document should be read in conjunction with the
'"TriCore™ architecture manual'. Different derivatives of the AURIX™ may contain a different mix of functional
blocks and features, but the TriCore™ architecture remains constant to preserve compatibility across all
designs, and so it is described separately.

Intended audience

The primary intended audience are potential and actual users of a AURIX™ TC4xx platform product who need a
detailed description and reference of the available functional blocks.

TC4xx overview

The AURIX™ TC4xx family of products is the 3rd generation of the Infineon multi-
core microcontroller platform for automotive real-time applications in
powertrain, chassis applications, safety applications, and advanced driver
assistance systems.

This next generation of the AURIX™ platform delivers increased compute
performance and a host of additional features to build on the success of the
earlier platforms:

+  Safe, real-time compute performance through the TriCore™ 1.8 multi-core architecture, up to 500 MHz and
fully lock-stepped for ASIL-D safety level

+  CPUvirtualization and system virtualization support

«  Upto 24 MB of on-chip non-volatile memory (NVM) and low-latency NVM access

«  Support for software-over-the-air (SOTA) updates with extended A/B swap functionality
«  Cyber security features and enhanced cyber security performance

+  Low-latency, high-speed communication interfaces, 5 Gbps Ethernet and 8 Gbps PCle, to address electrical
and electronic (E/E) automotive architectures for domain control, gateway, and data fusion companion
applications

+  Enhanced signal processing performance for powertrain and sensor data fusion applications

+  Low-latency real-time signal processing for powertrain and xEV (electric vehicle) applications

«  Support for artificial intelligence algorithms, especially neural network inference algorithms

+  Architecture enhancements to support the next generation of electrified powertrain applications

+ Allfeatures designed to meet the functional safety standard 1SO 26262

+ Developed in 28 nm silicon technology to enable higher integration and lower power consumption
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1 Using this document

1 Using this document

Topics:

+ Understanding the platform

+ Understanding the document structure
«  Functional block (FB) chapter structure
+  Document conventions

+ Registers: How are they documented?

+  Registerimage linking

« Register bit-field access types

These topics provide important information on how to work with and understand this documentation
collection.

Note: In this documentation there might be references to functional blocks which are not part of this device.
All available functional blocks are shown in the table of contents.

There could also be references to other devices than TC4Dx. This information is required to get the
necessary overview and context.
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1.1 Understanding the AURIX™ platform

The following graphic helps visualize the AURIX™ platform and explains some common terminology. Each
platform generation consists of a product family of devices. Each device is made up of functional clusters.
Each cluster is made up of functional blocks, and those blocks may contain separate functions (functional
sub-blocks).

Note: In this documentation, TC4xx and TC4x are both used as family short name for AURIX™ 3rd generation.

AURIX™ platform

TC4xx 3™ generation TC3xx 2" generation TC2xx 1° generation

Product family of devices
Each device is a System-on-Chip (SoC).

TC4xx 3" generation

TC49x-N v TC4xx

Functional clusters A cluster is a group of inter-related functional blocks.

v TC49x-N
Safe real-
);ime Cyber System
securit rt-
compute y start-up

Functional blocks of the functional clusters

v A functional block might also be referred to as a ‘module’ or ‘IP".
Safe real-time compute cluster

CPU NVM

Functions of the Functional blocks
The functions may also be referred to as ‘modules’ or ‘IP".

CPU NVM A\
Program Data
CPU core SRAM NVM NVM
KEY:
The Infineon classification
Additional description | Follow the arrows to see how a
Real example name i givenpart of the platform is further
Y broken down and classified
(more examples not shown)
Figure 1 Visualizing the AURIX™ platform
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1 Using this document

1.2 Understanding the document structure
This document is divided up into the following major sub-sections:
+  Preface

- About this document
- TCA4xxoverview
+  Usingthis document
- Understanding the AURIX™ platform
- Understanding the document structure (this section)
- Functional block (FB) chapter structure
- Document conventions
- Registers: How are they documented?
- Register image linking
- Register bit-field access types
+  Features of the functional blocks
- Upto 5significant features of each functional block
+  System address map
- The 32-bit address ranges assigned to resources and reserved areas
- The access capabilities of hardware masters
« Distributed functionality
- Covers functionality that is shared by multiple functional blocks:

- System interconnect connects the various master agents and slave agents in AURIX™ and allows
them to communicate with each other

- Software over the air (SOTA) enables software executing out of the application PFLASH (not
PFLASHcs) to be updated without impacting the currently executing application

- Resource access latencies describe CPU access times to various resources in SRI clock cycles
- Module reset describes the kernel reset function
- Debugand Trace shows an OTGB overview
+  Functional blocks
- Each functional block (module) has the same top-level topic structure. so for example an introduction
paragraph is always followed by a feature list, then a functional overview that contains a block
diagram
- Exceptions to the standard Functional blocks
- CSRM (only Feature list and overview are provided)
- CSS (only feature list and overview are provided)
- Debugand Trace (only feature list, overview, and description are provided)
+  Product related documents
- Alist of related documentation that forms the complete document set for a given product
+  Revision history
- Alist of major changes for the current document

Note: Each Functional block has its own revision history, once for the generic part and once for the
device specific information

Reference manual 6 vl.1l
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1.3 Functional block (FB) chapter structure
The majority of functional block (also known as a module or IP) follow the same high-level chapter structure:
=1 6 Non-Volatile Memory (NVM) Generic EILlj 5 Central Processing Unit (CPU)
""" [ 6.1 Feature list family M 5.1 Feature list
""" [ 6.2 Functional overview part ""Iﬂ 5.2 Functional overview
&1 6.3 Functional description &M 5.3 Functional description
&1 6.4 Registers B 5.4 Program NVM interface (CPU-CFI) Example with
...... I 6.5 Debug information & 5.5 System timer module (cPU-sTM) | Unctionalsub-
______ I 6.6 References le 5.6 Regiters blocks, specific to this
""" 19 6.7 NVM revision history @1 5.7 Debug information module
=117 6.8 TC4Dx NVM information _ -1 5.8 References
----- [ 5.8.1 TC4Dx NVM configuration E:::i:f?c |ﬁ 5.9 CPU revision history
""" 1 6.8.2 TC4Dx NVM features part &1 5.10 TC4Dx CPU information
----- [y 6.8.3 TC4Dx NVM functional description ~¥ 5.10.1 TC4Dx CPU configuration
""" 1) 6.8.4 TC4Dx NVM registers ~{¥ 5.10.2 TC4Dx CPU features
""" 1 6.8.5 TC4Dx NVM connectivity - 5.10.3 TC4Dx CPU functional description
------ [ &.8.6 TC4Dx NVM revision history -1 5.10.4 TC4Dx CPU registers
------ [ 5.10.5 TC4DX CPU connectivity
----- [y 5.10.6 TC4Dx CPU revision history
Figure 2 Standard functional block chapter structure

+ Introduction paragraph under the functional block name written out in full. For example Central Processing
Unit (CPU)

- Featurelist

- Abullet list of significant features or functions of that block
- Functional overview

- Ablock diagram of the functional block

- Abrief summary intended to give a general understanding of the blocks capabilities and the
capabilities of any of its functional sub-blocks (FSBs)

- Theinformation is generic and not device specific
- Functional description
- How to use the functional block. The description may include:

- Dataflow or transfer diagrams, functional timing diagrams, state transition and mode
management, address modes, sequence or activity diagrams, alarms, interrupts, error
management, triggers, bus interfaces

- Theinformation is generic and not device specific
- Functional sub-blocks (FSBs)
- Featurellist
- Alist of the major technical features
- Functional overview
- Ablock diagram
- Asummary of the FSB capabilities
- Functional description

- Description of the FSB and how to use it, including information on bus interfaces, elements
and signals

- Registers
- Register access mode glossary table
- Register overview table with hyperlinks to each register
- Description and definition of each register
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- Debuginformation
- References
- Allreferenced documents in the FB or FSB description
- Revision history for the sections above, which describe the generic functional block

- Device specific information for this functional block. Each heading is preceded by the device name
TC4xx

- Configuration

- Alist of major technical configuration changes for the current functional block in the context
of the given device, as compared to the generic description (above), if applicable

- Featurellist

- Alist of device specific features, if applicable
- Functional description

- Adescription of any features that are listed in the feature list
- Registers

- Registers overview table with hyperlinks to the device specific register (if applicable) or to the
generic register description

- Device specific registers
- Thisis a delta to the generic register part
- Connectivity
- Input and output signals
- Device specific revision history for this sub-section

Reference manual 8 vl.l
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1 Using this document

14 Document conventions

An overview of the common units, data formats, and other text conventions used in this document.
+ Unit abbreviations:
- MHz=Megahertz
- 1MHzis 1,000,000 Hz
- us=Microseconds
- The'p' prefix scales by 0.000001
- kBaud, kbit/s = 1,000 characters or bits per second
- MBaud, Mbit/s = 1,000,000 characters or bits per second
- Gbps=1,000,000,000 characters or bits per second
- Kbyte, KB =1,024 bytes of memory
- Synonymous term: Kibibyte, KiB
- Mbyte, MB = 1,048,576 bytes of memory
- Synonymous term: Mebibyte, MiB
- Scaling summary
- The'k' prefix (lower case) scales a unit by 1,000. So the kBaud unit scales the preceding expression
by 1,000
- The'K' prefix (upper case) scales a unit by 1,024. So the Kbyte unit scales the preceding expression
by 1,024
- The'M' prefix scales by 1,000,000 or 1,048,576
- 1Mbyteis 1,024 x 1,024 bytes
- 1MBaud, Mbit/s are 1,000,000 characters/bits per second
+ Dataformat quantities
- Byte =8-bit quantity
- Half-word = 16-bit quantity
- Word = 32-bit quantity
- Double-word = 64-bit quantity
+ Radix
- Thedefault radix is decimal
- Hexadecimal constants are suffixed with a subscript letter 'H'". For example:
- AA80 00004
- Binary constants are suffixed with a subscript letter B. For example:
- 1010g
+  Pinsthat use negative logic are indicated by an over-line. For example:
“The external reset pin ESRO has a dual function”
«  Functional blocks (modules) are usually referenced by their abbreviation in plain upper case. For example:
“The QSPI supports full-duplex and half-duplex synchronous communication"”
+ Registers
- Bitfields and bits in registers are in general referenced as either:
- FunctionalBlock_register-name.bit-field

Reference manual 9 vl.1l
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- FunctionalBlock_register-name.bit
- Forexample: “The current CPU priority number bit-field CPU_ICR.CCPN is cleared”
- Most register names contain a functional block (module) abbreviation prefix which is separated from
the actual register name by an underscore '_' character. For example:
“QSPI_GLOBALCON”
- QSPlis the functional block abbreviation prefix
- GLOBALCON is the kernel register name

- Intopics describing the kernels of peripherals, the registers are usually referenced by the
kernel register name

- Sets of registers may have a lower-case letter appended to indicate a value
“MOFCRn” for example, refers to multiple MOFCR registers of number 'n'

- The bounds of the value 'n' are always defined where the register expression is first used,
although the bounds may also be repeated throughout the text. For example:

- “n=0-255"
+  Text conventions for register bit ranges, signals, and pins

- Register fields, groups of register bits, and groups of pins are collectively referenced in the text in the
format 'NAME[A:B]" This indicates a range for the named group from A to B. For example:

- CFG[2:0]
- Individual bits, signals, or pins may be referenced as '"NAME[C]". For example:
- SRNPIO0]
Reference manual 10 vl.1l
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1.5 Registers: How are they documented?

In each functional block chapter, registers are grouped into both 'family' and 'device specific' sections. The
family grouping provides a concise overview of all the registers available for that functional block in the
product family. The device specific section gives detailed information on the applicable registers for the specific

device.

Note: The exceptions to the description given here, are for CSRM, CSS, and Debug and Trace. CSRM and CSS
are fully documented in separate documentation that is available on request. The Debug and Trace
chapter follows conventions introduced in previous AURIX™ family documentation, and does not
follow the standard format of other functional blocks.

vl.l
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1.6

Register image linking

The register images contain hyperlinks from each bit-field, to the bit-field definition in the register description
table that follows the image.

. = ==
A MO @ - BT B L
6.4.1.5 HOST operation control register
HOST command interface registers
HCI_OCONTROL Oifset address: DO0Cy,
HOST operation control register Application reset value: 000 0000y
11 m = n LA s e . n 2 Il ] ] u 17 15
0 CUSE | CERA | CPR 0
R SE qﬁ»\
r w WO U] r r
1= 1% 1 i r 10 k- a 13 El 3 1 13
PMP sUs
PRM CLEA | ABD
o HED ODE ucG 0 R RT PEM
r na ™ ra r rwh rwh rwh
Field Bits Type Description
SUSPEND 0 rwh Suspend request
0z No action
1z Request the suspension of the running operation
ADMDT 1 mash Ahnrd Fraanack

Figure 3 Bit-field hyperlink

If you have the PDF set to 'scroll' (the options to do this depend on the PDF viewer) then selecting the hyperlink
will jump you to the corresponding row in the register description table. If the PDF is set to view 'per page' then
the link will take you to the top of the page on which that link exists.

- — oo |

7 39
R M O® - BP B Y
CPROG 26 W Clear programming State

0z Mo action

1 Clearthe programing flag STATUS.PROG
CERASE 2 w Clear erase State

0Oz No action

1y Clear the programing flag STATUS.ERASE
CUSER 28 w Clear user State

0y No action

1y Clear the programing flag STATUS.USER
0 T3, r Reserved

ACTY Mmoo Pl mbvmald b soerssb e sasid 1

Figure 4 Hyperlink moves you to the correct bit-field
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1.7 Register bit-field access types

Table1 Access types

Access type | Description

r Software can only read this bit-field.
A software write will not change the value of the bit-field.

rh Software can only read this bit-field.
A software write will not change the value of the bit-field.
Hardware can change the value of the bit-field.

rc Reading returns the current value and clears the bit-field to '0".
A software write will not change the value of the bit-field.

w Software can write this bit-field.
Read returns 0 unless explicitly described differently.

wh?/ Software can only write this bit-field.
Hardware can change the value of the bit-field.
Read returns 0 unless explicitly described differently.

rw Software can both read and write this bit-field.

rwh?/ Software can both read and write this bit-field.
Hardware can change the value of the bit-field.

rwls? Writing '1' to a bit inside this bit-field sets that bit to '1"

Writing '0" has no effect.
Read returns the current value.

rwlsh? If the bit-field written value is '1, the corresponding bit-field is set to '1'. Otherwise, writing '0'
has no effect.

Hardware can change the value of the bit-field.
Read returns the current value.

rw0c? Writing '0' to a bit inside this bit-field clears that bit to '0". Otherwise, writing '1' has no effect.
Read returns the current value.

rwOch?) If the bit-field written value is '0', the corresponding bit-field is cleared to ‘0’. Otherwise, writing
'1' has no effect.

Hardware can change the value of the bit-field.

Read returns the current value.

rwlc? Writing '1' to a bit inside this bit-field clears that bit to '0". Otherwise, writing '0' has no effect.
Read returns the current value.

rwlch? If the bit-field written value is '1', the corresponding bit-field is cleared to ‘0’. Otherwise, writing
'0" has no effect.

Hardware can change the value of the bit-field.
Read returns the current value.

1) Performing a read-modify-write (RMW) operation on this bit-field should be avoided as hardware may change the values of the
bit-field between READ and WRITE sub-operations of an RMW operation.

2) This access type is sometimes referred to as "sticky" or "write-once", because the bit-field value can be changed only once after
each reset.

Reference manual 13 vl.l
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2 System address map

The system address map defines:
+  The 32-bit address ranges assigned to resources and reserved areas
«  The access capabilities of hardware masters

2.1 Address segments and accesses
In general, all hardware masters can address peripherals and memories at global addresses.

2.1.1 Acronyms and terms

Key terms used in the system address map.

Table 2 Address map related acronyms and terms

Acronym or Definition

term

Access A bus access is allowed and is executed.

COMPBBE A bus access is terminated with a bus error on the COMPB.
CPBBE A bus access is terminated with a bus error on the CPB.
CSPBBE A bus access is terminated with a bus error on the CSPB.
LLIBE A bus access is terminated with a bus error on the LLI.
RCBBE A bus access is terminated with a bus error on the RCB.
SPBBE A bus access is terminated with a bus error on the SPB.
SRIBE A bus access is terminated with a bus error on the SRI.
TPBBE A bus access is terminated with a bus error on the TPB.
2.1.2 Overview of segments

The address space is divided into sixteen segments. Each segment has a defined purpose.

Segment 0

This segment is reserved.

Segments 1-7

These segments provide access to the following CPU memories:
+  Program Scratch-Pad RAM (PSPR)
+  Program Cache (PCACHE)
- Ifthe PCACHE is disabled and mapped into the address space then the PSPR (extension) is available
+  Program Tag (PTAG) related to Program Cache (PCACHE)
- Ifthe PCACHE is disabled then the PTAG can be mapped into the address space
« Data Scratch-Pad RAM (DSPR)
« Data Cache (DCACHE)
- Ifthe DCACHE is disabled and mapped into the address space then the DSPR (extension) is available
+ DataTag (DTAG) related to Data Cache (DCACHE)
- Ifthe DCACHE is disabled then the DTAG can be mapped into the address space

Reference manual 14 vl.1l
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Segment 8

This segment provides an alias for the cached access to the non-volatile memory in Segment 10.

Segment 9
This segment provides an alias for the cached access to the volatile memory in Segment 11.

Segment 10

This segment provides non-cached access to non-volatile memory.

Segment 11

This segment provides non-cached access to volatile memory.

Segment 12

This segment is not globally addressable and is reserved for certain compute agents.

Each CPUx has an internal access to CPUx.PSPR through segment Cy . Refer to the CPU chapter for further
details.

The PPU has an internal access to PPUVMEM through segment Cy . Refer to the PPU chapter for further details.

Segment 13

This segment is not globally addressable and is reserved for certain compute agents.

Each CPUx has an internal access to CPUx.DSPR through segment Dy . Refer to the CPU chapter for further
details.

Segment 14

This segment provides access to peripheral space.

Segment 15

This segment provides access to peripheral space.

Reference manual 15 vl.l
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2.1.3 Memory accesses

Topics:

» Standard read-write memories
« Standard read-only memories
« Non-standard memories

+ Dedicated memories

This section lists the memory access sizes to the following types of memory: standard read-write memories,
standard read-only memories, non-standard memories, and dedicated memories.

Table 3 Key to memory access tables

Notation Explanation

r read

rmw read modify write

w write

y 'yes', access is supported
- access is not supported

Reference manual 16 vl.l
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2.1.3.1 Standard read-write memories

Table 4 Standard read-write memories

Memory 1 Byte 2 Bytes 4 Bytes 8 Bytes 16 Bytes |32 Bytes |64 Bytes
r w r w r W | rmw|r wor w r w|r w

SCR.XRAM 7/ y y y y y y y - - - - - - - -

CSS y y y y y y - y y y y y y y y

CPUX.PSPR y y y y y y y y y y y y y y y

CPUx.DSPR y y y y y y y y y y y y y y y

CPUx.DLMU y y y y y y y y y y y y y y y

CANX.SRAM - - - - y y y y y y y - - - -

GETHO.RAM - - - - - - - y y y y y y y y

PPU.CSM

PPUVMEM

LMU y y y y y y y y y y y y y y y

1) Accesses supported by software executed on a CPU.
2) Accesses are atomic for PPU internal accesses. CPU rmw accesses to PPU internal memories should only be executed when the
PPU is not accessing the corresponding memory.

2.1.3.2 Standard read-only memories

Table 5 Standard read-only memories

Memory 1 Byte 2 Bytes 4 Bytes 8 Bytes 16 Bytes 32 Bytes 64 Bytes
r r r r r r r

NVM.PFLASH y y y y y y y?

NVM.EEPROM y y y y - - -

NVM.UCB y y y y - - -

NVM.BROM y y y y -

xSPI y y y y -

1) Only external accesses from the SRl interconnect.

Reference manual 17 vl.1l
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2.1.3.3 Non-standard memories

Table 6 Non-standard memories
+  The TAG memories (CPUx.PTAG and CPUx.DTAG) must not be used as general SRAMs
+  Tosupport memory testing, the TAG memories may be mapped into the system address map

+  Test software must perform read and write accesses to a TAG memory using 64-bit aligned addresses and
32-bit data size

«  The upper data bits of a TAG memory are not implemented

Memory 1 Byte 2 Bytes 4 Bytes 8 Bytes 16 Bytes |32 Bytes |64 Bytes

r w r w r w rmw r w r w r w r w
CPUxX.PTAG - - - - y oy - - - - - - - - -
CPUx.DTAG - - - - y oy - - - - - - - - -
2.1.3.4 Dedicated memories

The following memories are dedicated resources:
« SCR.ROMis only accessible by the SCR
« CSROMis only accessible by the CPUcs

Reference manual 18 vl.1l
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2.2

Address map

The address maps define which address ranges are valid or invalid for the respective segment. The access type
column describes the error status location if the access is not permitted.
For the detailed address space of a specific functional block (module), please to the specific user manual
chapter describing that block.

2.2.1 Segment 0
Table 7 Address map of segment 0
Address range Size Description Access type
Read Write
0000 0000y, - OFFF FFFF, |- Reserved SRIBEZ  |SRIBEY
1) Any CPU load or store operation accessing 0000 0000y will trap
2.2.2 Segment 1
Table 8 Address map of segment 1
Address range Size Description Access type
Read Write

1000 0000y - 1003 BFFFy |240 Kbyte CPUcs.DSPR Access Access
1003 C000y - 1003 FFFFy |16 Kbyte CPUcs.DSPR (extension) or Access ¥/ |Access?/

CPUcs.DCACHE (RAM) SRIBE SRIBE
1004 0000y - 100F FFFFy |- Reserved SRIBE SRIBE
101000004 - 1010 FFFF, |64 Kbyte CPUcs.PSPR Access Access
10110000, - 1011 7FFF, |32 Kbyte CPUcs.PSPR (extension) or Access?/ |Access?/

CPUcs.PCACHE (RAM) SRIBE SRIBE
101180004 - 1011 FFFFy |- Reserved SRIBE SRIBE
101200004 - 1012 FFFFy |64 Kbyte Alias for CPUcs.PSPR Access Access
101300004 - 1013 7FFFy |32 Kbyte Alias for CPUcs.PSPR (extension) Access Access
101380004 - 1013 FFFFy |- Reserved SRIBE SRIBE
101400004 - 1014 FFFF, |64 Kbyte Alias for CPUcs.PSPR Access Access
101500004 - 10157FFFy |32 Kbyte Alias for CPUcs.PSPR (extension) Access Access
101580004 - 1015FFFFy |- Reserved SRIBE SRIBE
1016 0000 - 1016 FFFFy |64 Kbyte Alias for CPUcs.PSPR Access Access
1017 0000y - 1017 7FFFy |32 Kbyte Alias for CPUcs.PSPR (extension) Access Access
10178000y - 1017 FFFFy |- Reserved SRIBE SRIBE
1018 0000y - 1018 FFFF, |64 Kbyte Alias for CPUcs.PSPR Access Access
10190000 - 1019 7FFFy |32 Kbyte Alias for CPUcs.PSPR (extension) Access Access

(table continues...)
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Table 8 (continued) Address map of segment 1
Address range Size Description Access type

Read Write
10198000y - 1019FFFFy |- Reserved SRIBE SRIBE
101A 00004 - 101AFFFFy |64 Kbyte Alias for CPUcs.PSPR Access Access
101B 0000y - 101B 7FFFy |32 Kbyte Alias for CPUcs.PSPR (extension) Access Access
101B 8000y - 101BFFFFy |- Reserved SRIBE SRIBE
101C 00004 - 101CFFFFy |64 Kbyte Alias for CPUcs.PSPR Access Access
101D 0000y - 101D 7FFFy |32 Kbyte Alias for CPUcs.PSPR (extension) Access Access
101D 8000y - 101D FFFFy |- Reserved SRIBE SRIBE
101E 00004 - 101E FFFFy |64 Kbyte Alias for CPUcs.PSPR Access Access
101F 0000y - 101F 7FFFy |32 Kbyte Alias for CPUcs.PSPR (extension) Access Access
101F 8000y - 101F FFFFy |- Reserved SRIBE SRIBE
102000004 - 1020 17FFy |- CPUcs.DTAG Access )/ | Access?/

SRIBE SRIBE
10201800y - 102F FFFFy |- Reserved SRIBE SRIBE
103000004 - 1030 2FFFy |- CPUcs.PTAG Access )/ |Access?/

SRIBE SRIBE
103030004 - 1FFFFFFFy |- Reserved SRIBE SRIBE

1) PCACHE/PTAG and DCACHE/DTAG can be only accessed when mapped into the address space
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2.2.3 Segment 2
Table 9 Address map of segment 2
Address range Size Description Access type
Read Write

2000 0000y 2003 BFFFy | 240 Kbyte CPU5.DSPR Access Access
2003 C000y 2003 FFFFy |16 Kbyte CPU5.DSPR (extension) or CPU5.DCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
2004 00004 200F FFFFy |- Reserved SRIBE SRIBE
2010 0000y 2010 FFFFy |64 Kbyte CPUS5.PSPR Access Access
2011 0000, 2011 7FFF, |32 Kbyte CPUS5.PSPR (extension) or CPU5.PCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
2011 8000y 2011 FFFFy |- Reserved SRIBE SRIBE
2012 0000y 2012 FFFFy |64 Kbyte Alias for CPU5.PSPR Access Access
2013 0000y 2013 7FFFy |32 Kbyte Alias for CPU5.PSPR (extension) Access Access
2013 8000y 2013 FFFFy |- Reserved SRIBE SRIBE
2014 0000y 2014 FFFFy |64 Kbyte Alias for CPU5.PSPR Access Access
2015 0000y 2015 7FFFy |32 Kbyte Alias for CPU5.PSPR (extension) Access Access
2015 8000y 2015 FFFFy |- Reserved SRIBE SRIBE
2016 0000y 2016 FFFFy |64 Kbyte Alias for CPU5.PSPR Access Access
2017 0000y 2017 7TFFFy |32 Kbyte Alias for CPU5.PSPR (extension) Access Access
2017 80004 2017 FFFFy |- Reserved SRIBE SRIBE
2018 0000y 2018 FFFFy |64 Kbyte Alias for CPU5.PSPR Access Access
2019 0000y 2019 7FFFy |32 Kbyte Alias for CPU5.PSPR (extension) Access Access
2019 8000y 2019 FFFFy |- Reserved SRIBE SRIBE
201A 0000y 201A FFFFy | 64 Kbyte Alias for CPU5.PSPR Access Access
201B 0000y 201B 7FFFy |32 Kbyte Alias for CPU5.PSPR (extension) Access Access
201B 8000y 201B FFFFy |- Reserved SRIBE SRIBE
201C 0000y 201C FFFFy | 64 Kbyte Alias for CPU5.PSPR Access Access
201D 00004 201D 7FFFy |32 Kbyte Alias for CPU5.PSPR (extension) Access Access
201D 80004 201D FFFFy |- Reserved SRIBE SRIBE
201E 0000 201E FFFFy |64 Kbyte Alias for CPU5.PSPR Access Access
201F 0000y 201F 7TFFFy |32 Kbyte Alias for CPU5.PSPR (extension) Access Access
201F 80004 201F FFFFy |- Reserved SRIBE SRIBE
2020 0000y 2020 17FFy |- CPU5.DTAG Access )/ |Access?/

SRIBE SRIBE

20201800y - 202F FFFFy |- Reserved SRIBE SRIBE

(table continues...)

Reference manual

21

vl.l
2025-06-26



AURIX™ TC4DX user manual imn eon

2 System address map

Table 9 (continued) Address map of segment 2
Address range Size Description Access type
Read Write
203000004 - 2030 2FFFy |- CPU5.PTAG Access )/ |Access?/
SRIBE SRIBE
203030004 - 2FFFFFFFy |- Reserved SRIBE SRIBE
1) PCACHE/PTAG and DCACHE/DTAG can be only accessed when mapped into the address space
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2.2.4 Segment 3
Table 10 Address map of segment 3
Address range Size Description Access type
Read Write

3000 0000y 3003 BFFFy | 240 Kbyte CPU4.DSPR Access Access
3003 C000y 3003 FFFFy | 16 Kbyte CPU4.DSPR (extension) or CPU4.DCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
3004 00004 300F FFFFy |- Reserved SRIBE SRIBE
3010 00004 3010 FFFFy | 64 Kbyte CPU4.PSPR Access Access
3011 0000, 3011 7FFFy |32 Kbyte CPU4.PSPR (extension) or CPU4.PCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
3011 8000y 3011 FFFFy |- Reserved SRIBE SRIBE
3012 0000y 3012 FFFFy | 64 Kbyte Alias for CPU4.PSPR Access Access
3013 0000y 3013 7FFFy |32 Kbyte Alias for CPU4.PSPR (extension) Access Access
3013 80004 3013 FFFFy |- Reserved SRIBE SRIBE
3014 0000y 3014 FFFFy | 64 Kbyte Alias for CPU4.PSPR Access Access
3015 0000y 3015 7FFFy | 32 Kbyte Alias for CPU4.PSPR (extension) Access Access
3015 8000y 3015 FFFFy |- Reserved SRIBE SRIBE
3016 0000y 3016 FFFFy | 64 Kbyte Alias for CPU4.PSPR Access Access
3017 0000y 3017 7FFFy |32 Kbyte Alias for CPU4.PSPR (extension) Access Access
3017 8000 3017 FFFFy |- Reserved SRIBE SRIBE
3018 0000y 3018 FFFFy | 64 Kbyte Alias for CPU4.PSPR Access Access
3019 00004 3019 7TFFFy | 32 Kbyte Alias for CPU4.PSPR (extension) Access Access
3019 8000y 3019 FFFFy |- Reserved SRIBE SRIBE
301A 0000y 301A FFFFy | 64 Kbyte Alias for CPU4.PSPR Access Access
301B 0000y 301B 7FFFy | 32 Kbyte Alias for CPU4.PSPR (extension) Access Access
301B 80004 301B FFFFy |- Reserved SRIBE SRIBE
301C 0000y 301C FFFFy | 64 Kbyte Alias for CPU4.PSPR Access Access
301D 0000 301D 7FFFy | 32 Kbyte Alias for CPU4.PSPR (extension) Access Access
301D 80004 301D FFFFy |- Reserved SRIBE SRIBE
301E 00004 301E FFFFy | 64 Kbyte Alias for CPU4.PSPR Access Access
301F 0000y 301F 7FFFy |32 Kbyte Alias for CPU4.PSPR (extension) Access Access
301F 8000y 301F FFFFy |- Reserved SRIBE SRIBE
3020 0000y 3020 17FFy |- CPU4.DTAG Access )/ |Access?/

SRIBE SRIBE

302018004 - 302F FFFFy |- Reserved SRIBE SRIBE

(table continues...)
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2 System address map

Table 10 (continued) Address map of segment 3
Address range Size Description Access type
Read Write
303000004 - 3030 2FFFy |- CPU4.PTAG Access )/ |Access?/
SRIBE SRIBE
303030004 - 3FFFFFFFy |- Reserved SRIBE SRIBE
1) PCACHE/PTAG and DCACHE/DTAG can be only accessed when mapped into the address space
Reference manual 24 vl.l

2025-06-26



AURIX™ TC4Dx user manual

2 System address map

infineon

2.2.5 Segment 4
Table 11 Address map of segment 4
Address range Size Description Access type
Read Write

4000 00004 4003 BFFFy | 240 Kbyte CPU3.DSPR Access Access
4003 C000y 4003 FFFFy | 16 Kbyte CPU3.DSPR (extension) or CPU3.DCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
4004 00004 400F FFFFy |- Reserved SRIBE SRIBE
4010 00004 4010 FFFFy | 64 Kbyte CPU3.PSPR Access Access
4011 0000, 4011 7FFFy |32 Kbyte CPU3.PSPR (extension) or CPU3.PCACHE |Access?/ |Access?//

(RAM) SRIBE SRIBE
4011 80004 4011 FFFFy |- Reserved SRIBE SRIBE
4012 00004 4012 FFFFy | 64 Kbyte Alias for CPU3.PSPR Access Access
4013 00004 4013 7FFFy |32 Kbyte Alias for CPU3.PSPR (extension) Access Access
4013 80004 4013 FFFFy |- Reserved SRIBE SRIBE
4014 0000y 4014 FFFFy | 64 Kbyte Alias for CPU3.PSPR Access Access
4015 0000y 4015 7TFFFy | 32 Kbyte Alias for CPU3.PSPR (extension) Access Access
4015 80004 4015 FFFFy |- Reserved SRIBE SRIBE
4016 00004 4016 FFFF, | 64 Kbyte Alias for CPU3.PSPR Access Access
4017 00004 4017 7TFFFy |32 Kbyte Alias for CPU3.PSPR (extension) Access Access
4017 80004 4017 FFFFy |- Reserved SRIBE SRIBE
4018 00004 4018 FFFFy | 64 Kbyte Alias for CPU3.PSPR Access Access
4019 0000y 4019 TFFFy | 32 Kbyte Alias for CPU3.PSPR (extension) Access Access
4019 80004 4019 FFFFy |- Reserved SRIBE SRIBE
401A 0000 401A FFFFy | 64 Kbyte Alias for CPU3.PSPR Access Access
401B 00004 401B 7FFFy | 32 Kbyte Alias for CPU3.PSPR (extension) Access Access
401B 80004 401B FFFFy |- Reserved SRIBE SRIBE
401C 00004 401C FFFFy | 64 Kbyte Alias for CPU3.PSPR Access Access
401D 00004 401D 7FFFy |32 Kbyte Alias for CPU3.PSPR (extension) Access Access
401D 80004 401D FFFFy |- Reserved SRIBE SRIBE
401E 0000 401E FFFFy | 64 Kbyte Alias for CPU3.PSPR Access Access
401F 0000 401F 7FFFy |32 Kbyte Alias for CPU3.PSPR (extension) Access Access
401F 80004 401F FFFFy |- Reserved SRIBE SRIBE
4020 0000, 4020 17FFy |- CPU3.DTAG Access )/ |Access?/

SRIBE SRIBE

4020 1800y - 402F FFFFy |- Reserved SRIBE SRIBE

(table continues...)
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2 System address map

Table 11 (continued) Address map of segment 4
Address range Size Description Access type
Read Write
4030 0000 - 4030 2FFFy |- CPU3.PTAG Access )/ |Access?/
SRIBE SRIBE
403030004 - AFFFFFFFy |- Reserved SRIBE SRIBE
1) PCACHE/PTAG and DCACHE/DTAG can be only accessed when mapped into the address space
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2.2.6 Segment 5
Table 12 Address map of segment 5
Address range Size Description Access type
Read Write

5000 0000y 5003 BFFF, | 240 Kbyte CPU2.DSPR Access Access
5003 C000y 5003 FFFFy | 16 Kbyte CPU2.DSPR (extension) or CPU2.DCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
5004 00004 500F FFFFy |- Reserved SRIBE SRIBE
5010 0000y 5010 FFFFy | 64 Kbyte CPU2.PSPR Access Access
5011 0000y 5011 7FFFy |32 Kbyte CPU2.PSPR (extension) or CPU2.PCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
5011 8000y 5011 FFFFy |- Reserved SRIBE SRIBE
5012 0000y 5012 FFFFy | 64 Kbyte Alias for CPU2.PSPR Access Access
5013 0000y 5013 7FFFy |32 Kbyte Alias for CPU2.PSPR (extension) Access Access
5013 80004 5013 FFFFy |- Reserved SRIBE SRIBE
5014 0000y 5014 FFFF, | 64 Kbyte Alias for CPU2.PSPR Access Access
5015 0000y 5015 7FFFy | 32 Kbyte Alias for CPU2.PSPR (extension) Access Access
5015 8000y 5015 FFFFy |- Reserved SRIBE SRIBE
5016 0000y 5016 FFFF, | 64 Kbyte Alias for CPU2.PSPR Access Access
5017 0000y 5017 7FFFy |32 Kbyte Alias for CPU2.PSPR (extension) Access Access
5017 8000y 5017 FFFFy |- Reserved SRIBE SRIBE
5018 0000y 5018 FFFF, | 64 Kbyte Alias for CPU2.PSPR Access Access
5019 00004 5019 7TFFFy |32 Kbyte Alias for CPU2.PSPR (extension) Access Access
5019 8000y 5019 FFFFy |- Reserved SRIBE SRIBE
501A 0000y 501A FFFFy | 64 Kbyte Alias for CPU2.PSPR Access Access
501B 0000y 501B 7FFF, |32 Kbyte Alias for CPU2.PSPR (extension) Access Access
501B 80004 501B FFFFy |- Reserved SRIBE SRIBE
501C 0000y 501C FFFFy | 64 Kbyte Alias for CPU2.PSPR Access Access
501D 00004 501D 7FFFy |32 Kbyte Alias for CPU2.PSPR (extension) Access Access
501D 80004 501D FFFFy |- Reserved SRIBE SRIBE
501E 00004 501E FFFFy | 64 Kbyte Alias for CPU2.PSPR Access Access
501F 0000y 501F 7FFFy |32 Kbyte Alias for CPU2.PSPR (extension) Access Access
501F 80004 501F FFFFy |- Reserved SRIBE SRIBE
5020 0000y 5020 17FFy |- CPU2.DTAG Access )/ |Access?/

SRIBE SRIBE

502018004 - 502F FFFFy |- Reserved SRIBE SRIBE

(table continues...)
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2 System address map

Table 12 (continued) Address map of segment 5
Address range Size Description Access type
Read Write
5030 0000 - 5030 2FFFy |- CPU2.PTAG Access )/ |Access?/
SRIBE SRIBE
503030004 - S5FFFFFFFy |- Reserved SRIBE SRIBE
1) PCACHE/PTAG and DCACHE/DTAG can be only accessed when mapped into the address space
Reference manual 28 vl.l

2025-06-26



AURIX™ TC4Dx user manual

2 System address map

infineon

2.2.7 Segment 6
Table 13 Address map of segment 6
Address range Size Description Access type
Read Write

6000 0000y 6003 BFFFy | 240 Kbyte CPU1.DSPR Access Access
6003 C000y 6003 FFFFy | 16 Kbyte CPU1.DSPR (extension) or CPUL.DCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
6004 00004 600F FFFFy |- Reserved SRIBE SRIBE
6010 0000y 6010 FFFFy | 64 Kbyte CPU1.PSPR Access Access
6011 0000y 6011 7FFFy |32 Kbyte CPU1.PSPR (extension) or CPU1.PCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
6011 8000y 6011 FFFFy |- Reserved SRIBE SRIBE
6012 0000y 6012 FFFFy |64 Kbyte Alias for CPU1.PSPR Access Access
6013 0000y 6013 7FFFy |32 Kbyte Alias for CPU1.PSPR (extension) Access Access
6013 80004 6013 FFFFy |- Reserved SRIBE SRIBE
6014 0000y 6014 FFFFy | 64 Kbyte Alias for CPU1.PSPR Access Access
6015 0000y 6015 7FFFy |32 Kbyte Alias for CPU1.PSPR (extension) Access Access
6015 8000y 6015 FFFFy |- Reserved SRIBE SRIBE
6016 0000y 6016 FFFFy | 64 Kbyte Alias for CPU1.PSPR Access Access
6017 0000y 6017 7TFFFy |32 Kbyte Alias for CPU1.PSPR (extension) Access Access
6017 80004 6017 FFFFy |- Reserved SRIBE SRIBE
6018 0000y 6018 FFFFy | 64 Kbyte Alias for CPU1.PSPR Access Access
6019 00004 6019 7FFFy |32 Kbyte Alias for CPU1.PSPR (extension) Access Access
6019 8000y 6019 FFFFy |- Reserved SRIBE SRIBE
601A 0000y 601A FFFFy | 64 Kbyte Alias for CPU1.PSPR Access Access
601B 0000y 601B 7FFFy |32 Kbyte Alias for CPU1.PSPR (extension) Access Access
601B 80004 601B FFFFy |- Reserved SRIBE SRIBE
601C 0000y 601C FFFFy | 64 Kbyte Alias for CPU1.PSPR Access Access
601D 00004 601D 7FFFy |32 Kbyte Alias for CPU1.PSPR (extension) Access Access
601D 80004 601D FFFFy |- Reserved SRIBE SRIBE
601E 0000, 601E FFFF, |64 Kbyte Alias for CPU1.PSPR Access Access
601F 0000y 601F 7FFFy |32 Kbyte Alias for CPU1.PSPR (extension) Access Access
601F 80004 601F FFFFy |- Reserved SRIBE SRIBE
6020 0000y 6020 17FFy, |- CPU1.DTAG Access )/ |Access?/

SRIBE SRIBE

60201800y - 602F FFFFy |- Reserved SRIBE SRIBE

(table continues...)

Reference manual

29

vl.l
2025-06-26



AURIX™ TC4DX user manual imn eon

2 System address map

Table 13 (continued) Address map of segment 6
Address range Size Description Access type
Read Write
6030 0000 - 6030 2FFFy |- CPU1.PTAG Access )/ |Access?/
SRIBE SRIBE
60303000 - 6FFF FFFFy |- Reserved SRIBE SRIBE
1) PCACHE/PTAG and DCACHE/DTAG can be only accessed when mapped into the address space
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2.2.8 Segment 7
Table 14 Address map of segment 7
Address range Size Description Access type
Read Write

7000 0000y 7003 BFFFy | 240 Kbyte CPUO.DSPR Access Access
7003 C000y 7003 FFFFy | 16 Kbyte CPUO.DSPR (extension) or CPU0.DCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
7004 00004 TOOF FFFFy |- Reserved SRIBE SRIBE
7010 00004 7010 FFFFy | 64 Kbyte CPUO.PSPR Access Access
7011 0000, 7011 7FFF, |32 Kbyte CPUO.PSPR (extension) or CPUO.PCACHE |Access?/ |Access?/

(RAM) SRIBE SRIBE
7011 8000y 7011 FFFFy |- Reserved SRIBE SRIBE
7012 0000y 7012 FFFFy |64 Kbyte Alias for CPU0.PSPR Access Access
7013 0000y 7013 7FFFy |32 Kbyte Alias for CPU0.PSPR (extension) Access Access
7013 80004 TO13 FFFFy |- Reserved SRIBE SRIBE
7014 0000y 7014 FFFFy | 64 Kbyte Alias for CPU0.PSPR Access Access
7015 0000y 7015 7FFFy |32 Kbyte Alias for CPU0.PSPR (extension) Access Access
7015 8000y 7015 FFFFy |- Reserved SRIBE SRIBE
7016 0000y 7016 FFFFy | 64 Kbyte Alias for CPU0.PSPR Access Access
7017 0000y 7017 7TFFFy |32 Kbyte Alias for CPU0.PSPR (extension) Access Access
7017 80004 7017 FFFFy |- Reserved SRIBE SRIBE
7018 0000y 7018 FFFFy | 64 Kbyte Alias for CPU0.PSPR Access Access
7019 00004 7019 7FFFy |32 Kbyte Alias for CPUO.PSPR (extension) Access Access
7019 8000y 7019 FFFFy |- Reserved SRIBE SRIBE
701A 0000y 701A FFFFy | 64 Kbyte Alias for CPU0.PSPR Access Access
701B 0000y 701B 7FFFy |32 Kbyte Alias for CPU0.PSPR (extension) Access Access
701B 8000y 701B FFFFy |- Reserved SRIBE SRIBE
701C 0000y 701C FFFFy | 64 Kbyte Alias for CPU0.PSPR Access Access
701D 00004 701D 7FFFy |32 Kbyte Alias for CPUO.PSPR (extension) Access Access
701D 80004 701D FFFFy |- Reserved SRIBE SRIBE
701E 00004 T01E FFFFy | 64 Kbyte Alias for CPU0.PSPR Access Access
701F 0000y T01F 7FFFy |32 Kbyte Alias for CPU0.PSPR (extension) Access Access
701F 80004 T01F FFFFy |- Reserved SRIBE SRIBE
7020 0000y 7020 17FFy |- CPUO0.DTAG Access )/ |Access?/

SRIBE SRIBE

702018004 - T7O2F FFFFy |- Reserved SRIBE SRIBE

(table continues...)
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2 System address map

Table 14 (continued) Address map of segment 7
Address range Size Description Access type
Read Write
703000004 - 7030 2FFFy |- CPUO.PTAG Access )/ |Access?/
SRIBE SRIBE
703030004 - TFFFFFFFy |- Reserved SRIBE SRIBE
1) PCACHE/PTAG and DCACHE/DTAG can be only accessed when mapped into the address space
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2 System address map

2.2.9

Segments 8 and 10

The read address of the program flash and erase counters varies for the following modes:

+ Linear address map
+ SOTA addressmap A
+ SOTA address map B

2.2.9.1 Segment 8 linear address map
Table 15 Linear address map of segment 8
Address range Size Description Access type

Read Write
80000000 - 801F FFFFy |2 Mbyte NVM.PFLASHOO (Program Flash) Access SRIBE
8020 0000 - 803F FFFFy |2 Mbyte NVM.PFLASHO1 (Program Flash) Access SRIBE
8040 0000y - 805F FFFFy |2 Mbyte NVM.PFLASH10 (Program Flash) Access SRIBE
80600000y - 807F FFFFy |2 Mbyte NVM.PFLASH11 (Program Flash) Access SRIBE
80800000y - 808F FFFFy |1 Mbyte NVM.PFLASH20 (Program Flash) Access SRIBE
8090 0000y - 809F FFFFy |1 Mbyte NVM.PFLASH21 (Program Flash) Access SRIBE
80A0 0000y - 80BF FFFFy |2 Mbyte NVM.PFLASH30 (Program Flash) Access SRIBE
80C0 0000y - 8O0DF FFFFy |2 Mbyte NVM.PFLASH31 (Program Flash) Access SRIBE
80E0 0000y - 80FF FFFFy |2 Mbyte NVM.PFLASH40 (Program Flash) Access SRIBE
810000004 - 811F FFFFy |2 Mbyte NVM.PFLASH41 (Program Flash) Access SRIBE
812000004 - 812F FFFFy |1 Mbyte NVM.PFLASH50 (Program Flash) Access SRIBE
813000004 - 813F FFFFy |1 Mbyte NVM.PFLASH51 (Program Flash) Access SRIBE
81400000y - 83FF FFFFy |- Reserved SRIBE SRIBE
8400 0000y - 840F FFFFy |1 Mbyte NVM.PFLASHcs (Program Flash) Access SRIBE
841000004 - 8FDFFFFFy |- Reserved SRIBE SRIBE
8FE0 0000y - 8FE7FFFFy 512 Kbyte |OLDA SRIBE Access /

SRIBE

8FE8 0000y - 8FFD FFFFy |- Reserved SRIBE SRIBE
8FFE 0000y, - 8FFE FFFF, |64 Kbyte CSROM Access SRIBE
8FFF 0000y - 8FFF FFFFy |64 Kbyte NVM.BROM Access SRIBE
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2 System address map

2.2.9.2 Segment 10 linear address map
Table 16 Linear address map of segment 10
Address range Size Description Access type

Read Write
A000 0000y - AO1F FFFFy |2 Mbyte NVM.PFLASHOO (Program Flash) Access SRIBE
A020 00004 - AO3F FFFFy |2 Mbyte NVM.PFLASHO1 (Program Flash) Access SRIBE
A040 00004 - AOS5F FFFFy |2 Mbyte NVM.PFLASH10 (Program Flash) Access SRIBE
A060 0000y - AOTF FFFFy |2 Mbyte NVM.PFLASH11 (Program Flash) Access SRIBE
A080 0000y - AO8F FFFFy |1 Mbyte NVM.PFLASH20 (Program Flash) Access SRIBE
A090 0000y - AO9F FFFFy |1 Mbyte NVM.PFLASH21 (Program Flash) Access SRIBE
AOA0 0000y - AOBF FFFFy |2 Mbyte NVM.PFLASH30 (Program Flash) Access SRIBE
AO0C0 0000y - AODF FFFFy |2 Mbyte NVM.PFLASH31 (Program Flash) Access SRIBE
AOE0 0000y - AOFF FFFF |2 Mbyte NVM.PFLASH40 (Program Flash) Access SRIBE
A10000004 - AllF FFFFy |2 Mbyte NVM.PFLASH41 (Program Flash) Access SRIBE
A1200000y4 - AIl2F FFFFy |1 Mbyte NVM.PFLASH50 (Program Flash) Access SRIBE
A1300000y - A13FFFFFy |1 Mbyte NVM.PFLASH51 (Program Flash) Access SRIBE
A1400000y - A3FFFFFFy |- Reserved SRIBE SRIBE
A400 00004 - A40F FFFFy |1 Mbyte NVM.PFLASHcs (Program Flash) Access SRIBE
A41000004 - ATFFFFFFy |- Reserved SRIBE SRIBE
A800 00004 - AB8003FFFy |16 Kbyte NVM.PFLASHOO (Erase Counter) Access SRIBE
A8004000y4 - A81FFFFFy |- Reserved SRIBE SRIBE
A820 0000y - A8203FFF, |16 Kbyte NVM.PFLASHO1 (Erase Counter) Access SRIBE
A8204000y - A83FFFFFy |- Reserved SRIBE SRIBE
A840 00004 - AB8403FFFy |16 Kbyte NVM.PFLASH10 (Erase Counter) Access SRIBE
A84040004 - AS85FFFFFy |- Reserved SRIBE SRIBE
A860 0000y - A8603FFFy |16 Kbyte NVM.PFLASH11 (Erase Counter) Access SRIBE
A86040004 - A8TFFFFFy |- Reserved SRIBE SRIBE
A880 0000y - A8803FFF, |16 Kbyte NVM.PFLASH20 (Erase Counter) Access SRIBE
A88040004 - A88FFFFFy |- Reserved SRIBE SRIBE
A890 00004 - AB8903FFFy |16 Kbyte NVM.PFLASH21 (Erase Counter) Access SRIBE
A890 40004 - AS89F FFFFy |- Reserved SRIBE SRIBE
A8A0 0000y - AB8AO0 3FFFy |16 Kbyte NVM.PFLASH30 (Erase Counter) Access SRIBE
A8A0 40004 - A8BFFFFFy |- Reserved SRIBE SRIBE
A8C0 0000y - A8CO3FFFy |16 Kbyte NVM.PFLASH31 (Erase Counter) Access SRIBE
A8C040004 - A8DFFFFFy |- Reserved SRIBE SRIBE

(table continues...)
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2 System address map

Table 16 (continued) Linear address map of segment 10
Address range Size Description Access type

Read Write
A8E0 0000y - A8EO3FFFy |16 Kbyte NVM.PFLASH40 (Erase Counter) Access SRIBE
A8E0 40004 - AS8FFFFFFy |- Reserved SRIBE SRIBE
A900 0000y - A900 3FFFy |16 Kbyte NVM.PFLASH41 (Erase Counter) Access SRIBE
A900 4000y - A91F FFFFy |- Reserved SRIBE SRIBE
A920 0000y - A920 3FFFy |16 Kbyte NVM.PFLASH50 (Erase Counter) Access SRIBE
A92040004 - A92F FFFFy |- Reserved SRIBE SRIBE
A930 00004 - A9303FFFy |16 Kbyte NVM.PFLASH51 (Erase Counter) Access SRIBE
A9304000y - ABFFFFFFy |- Reserved SRIBE SRIBE
AC00 0000y - ACO003FFFy |16 Kbyte NVM.PFLASHcs (Erase Counter) Access SRIBE
AC00 40004 - ADFF FFFFy |- Reserved SRIBE SRIBE
AE00 00004 - AEOF FFFFy | 1024 Kbyte |NVM.EEPROMO Access SRIBE
AE10 00004 - AE3FFFFFy |- Reserved SRIBE SRIBE
AE40 00004 - AE413FFFy |80 Kbyte NVM.UCBO Access SRIBE
AE4140004 - AETFFFFFy |- Reserved SRIBE SRIBE
AE80 00004 - AE81FFFFy | 128 Kbyte NVM.EEPROM1 Access SRIBE
AE82 0000y - AEBF FFFFy |- Reserved SRIBE SRIBE
AEC0 00004 - AECO CFFFy |52 Kbyte NVM.UCB1 Access SRIBE
AECO D000y - AFDF FFFFy |- Reserved SRIBE SRIBE
AFE0 0000y - AFETFFFFy |512 Kbyte OLDA SRIBE Access /

SRIBE

AFE8 0000y - AFFD FFFFy |- Reserved SRIBE SRIBE
AFFE 0000y - AFFE FFFF |64 Kbyte CSROM Access SRIBE
AFFF 0000y - AFFF FFFFy |64 Kbyte NVM.BROM Access SRIBE
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2 System address map

2.2.9.3 Segment 8 SOTA address map A
Table 17 SOTA address map A of segment 8
Address range Size Description Access type

Read Write
8000 0000y - 801F FFFFy |2 Mbyte NVM.PFLASHOO (Program Flash) Access SRIBE
8020 00004 - 803F FFFFy |2 Mbyte NVM.PFLASH10 (Program Flash) Access SRIBE
804000004 - 804F FFFFy |1 Mbyte NVM.PFLASH20 (Program Flash) Access SRIBE
8050 0000 - 806F FFFFy |2 Mbyte NVM.PFLASH30 (Program Flash) Access SRIBE
807000004 - 808F FFFFy |2 Mbyte NVM.PFLASH40 (Program Flash) Access SRIBE
80900000 - 809F FFFFy |1 Mbyte NVM.PFLASH50 (Program Flash) Access SRIBE
80A0 0000y - 81FFFFFFy |- Reserved SRIBE SRIBE
82000000y - 821F FFFFy |2 Mbyte NVM.PFLASHO1 (Program Flash) Access SRIBE
822000004 - 823F FFFFy |2 Mbyte NVM.PFLASH11 (Program Flash) Access SRIBE
824000004 - 824F FFFFy |1 Mbyte NVM.PFLASH21 (Program Flash) Access SRIBE
825000004 - 826F FFFFy |2 Mbyte NVM.PFLASH31 (Program Flash) Access SRIBE
827000004 - 828F FFFFy |2 Mbyte NVM.PFLASH41 (Program Flash) Access SRIBE
829000004 - 829F FFFFy |1 Mbyte NVM.PFLASH51 (Program Flash) Access SRIBE
82A0 00004 - 83FFFFFFy |- Reserved SRIBE SRIBE
840000004 - 840F FFFFy |1 Mbyte NVM.PFLASHcs (Program Flash) Access SRIBE
841000004 - 8FDF FFFFy |- Reserved SRIBE SRIBE
8FE0 0000y - 8FE7FFFFy |512Kbyte |OLDA SRIBE Access /

SRIBE

8FE8 0000y - 8FFD FFFFy |- Reserved SRIBE SRIBE
8FFE 0000y, - 8FFE FFFF, |64 Kbyte CSROM Access SRIBE
8FFF 0000y - 8FFF FFFFy |64 Kbyte NVM.BROM Access SRIBE
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2 System address map

2.2.9.4 Segment 10 SOTA address map A
Table 18 SOTA address map A of segment 10
Address range Size Description Access type

Read Write
A000 0000y - AO1F FFFFy |2 Mbyte NVM.PFLASHOO (Program Flash) Access SRIBE
A020 00004 - AO3F FFFFy |2 Mbyte NVM.PFLASH10 (Program Flash) Access SRIBE
A040 00004 - AO4F FFFFy |1 Mbyte NVM.PFLASH20 (Program Flash) Access SRIBE
A050 00004 - AO6F FFFFy |2 Mbyte NVM.PFLASH30 (Program Flash) Access SRIBE
A07000004 - AO8F FFFFy |2 Mbyte NVM.PFLASH40 (Program Flash) Access SRIBE
A090 0000y - AO09F FFFFy |1 Mbyte NVM.PFLASH50 (Program Flash) Access SRIBE
AOA0 0000y - AI1FFFFFFy |- Reserved SRIBE SRIBE
A200 00004 - A21F FFFFy |2 Mbyte NVM.PFLASHO1 (Program Flash) Access SRIBE
A22000004 - A23F FFFF4 |2 Mbyte NVM.PFLASH11 (Program Flash) Access SRIBE
A240 00004 - A24F FFFFy |1 Mbyte NVM.PFLASH21 (Program Flash) Access SRIBE
A250 00004 - A26F FFFFy |2 Mbyte NVM.PFLASH31 (Program Flash) Access SRIBE
A2700000y - A28F FFFFy |2 Mbyte NVM.PFLASH41 (Program Flash) Access SRIBE
A290 0000y - A29F FFFFy |1 Mbyte NVM.PFLASH51 (Program Flash) Access SRIBE
A2A0 0000 - A3FFFFFFy |- Reserved SRIBE SRIBE
A400 00004 - A40F FFFFy |1 Mbyte NVM.PFLASHcs (Program Flash) Access SRIBE
A41000004 - ATFFFFFFy |- Reserved SRIBE SRIBE
A800 0000y - A8003FFF, |16 Kbyte NVM.PFLASHOO (Erase Counter) Access SRIBE
A8004000y - A81FFFFFy |- Reserved SRIBE SRIBE
A820 0000y - A8203FFFy |16 Kbyte NVM.PFLASH10 (Erase Counter) Access SRIBE
A82040004 - A83FFFFFy |- Reserved SRIBE SRIBE
A840 00004 - A8403FFF, |16 Kbyte NVM.PFLASH20 (Erase Counter) Access SRIBE
A84040004 - A84FFFFFy |- Reserved SRIBE SRIBE
A850 0000y - A8503FFF, |16 Kbyte NVM.PFLASH30 (Erase Counter) Access SRIBE
A8504000y - A86F FFFFy |- Reserved SRIBE SRIBE
A870 0000y - A8703FFFy |16 Kbyte NVM.PFLASH40 (Erase Counter) Access SRIBE
A87040004 - A88FFFFFy |- Reserved SRIBE SRIBE
A890 00004 - A8903FFF, |16 Kbyte NVM.PFLASH50 (Erase Counter) Access SRIBE
A89040004 - A9FFFFFFy |- Reserved SRIBE SRIBE
AA00 0000y - AAO00 3FFFy |16 Kbyte NVM.PFLASHO1 (Erase Counter) Access SRIBE
AA00 4000y - AAI1FFFFFy |- Reserved SRIBE SRIBE
AA20 00004 - AA203FFFy |16 Kbyte NVM.PFLASH11 (Erase Counter) Access SRIBE

(table continues...)
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2 System address map

Table 18 (continued) SOTA address map A of segment 10
Address range Size Description Access type

Read Write
AA2040004 - AA3FFFFFy |- Reserved SRIBE SRIBE
AA40 00004 - AA403FFFy | 16 Kbyte NVM.PFLASH21 (Erase Counter) Access SRIBE
AA40 40004 - AA4FFFFFy |- Reserved SRIBE SRIBE
AA50 00004 - AA503FFFy |16 Kbyte NVM.PFLASH31 (Erase Counter) Access SRIBE
AA50 40004 - AA6F FFFFy |- Reserved SRIBE SRIBE
AA70 00004 - AAT03FFFy |16 Kbyte NVM.PFLASH41 (Erase Counter) Access SRIBE
AA7040004 - AA8FFFFFy |- Reserved SRIBE SRIBE
AA90 0000y - AA90 3FFFy |16 Kbyte NVM.PFLASH51 (Erase Counter) Access SRIBE
AA90 40004 - ABFFFFFFy |- Reserved SRIBE SRIBE
AC00 0000y - ACO003FFFy |16 Kbyte NVM.PFLASHcs (Erase Counter) Access SRIBE
AC004000y4 - ADFFFFFFy |- Reserved SRIBE SRIBE
AE00 0000y - AEOF FFFFy | 1024 Kbyte |NVM.EEPROMO Access SRIBE
AE10 00004 - AE3FFFFFy |- Reserved SRIBE SRIBE
AE40 00004 - AE413FFFy |80 Kbyte NVM.UCBO Access SRIBE
AE41 40004 - AETFFFFFy |- Reserved SRIBE SRIBE
AE80 0000y - AE81FFFFy |128 Kbyte |NVM.EEPROM1 Access SRIBE
AE82 0000y - AEBFFFFFy |- Reserved SRIBE SRIBE
AEC0 0000y - AECO CFFFy |52 Kbyte NVM.UCB1 Access SRIBE
AECO D000y - AFDF FFFFy |- Reserved SRIBE SRIBE
AFE0 00004 - AFE7FFFFy | 512 Kbyte OLDA SRIBE Access /

SRIBE

AFE8 0000y - AFFD FFFFy |- Reserved SRIBE SRIBE
AFFE 0000y - AFFE FFFFy |64 Kbyte CSROM Access SRIBE
AFFF 0000y - AFFFFFFF, |64 Kbyte NVM.BROM Access SRIBE
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2 System address map

2.2.9.5 Segment 8 SOTA address map B
Table 19 SOTA address map B of segment 8
Address range Size Description Access type

Read Write
8000 0000y - 801F FFFFy |2 Mbyte NVM.PFLASHO1 (Program Flash) Access SRIBE
8020 0000y - 803F FFFF |2 Mbyte NVM.PFLASH11 (Program Flash) Access SRIBE
804000004 - 804F FFFFy |1 Mbyte NVM.PFLASH21 (Program Flash) Access SRIBE
8050 0000 - 806F FFFFy |2 Mbyte NVM.PFLASH31 (Program Flash) Access SRIBE
807000004 - 808F FFFFy |2 Mbyte NVM.PFLASH41 (Program Flash) Access SRIBE
80900000 - 809F FFFFy |1 Mbyte NVM.PFLASH51 (Program Flash) Access SRIBE
80A0 0000y - 81FFFFFFy |- Reserved SRIBE SRIBE
82000000y - 821F FFFFy |2 Mbyte NVM.PFLASHOO (Program Flash) Access SRIBE
822000004 - 823F FFFFy |2 Mbyte NVM.PFLASH10 (Program Flash) Access SRIBE
824000004 - 824F FFFFy |1 Mbyte NVM.PFLASH20 (Program Flash) Access SRIBE
825000004 - 826F FFFFy |2 Mbyte NVM.PFLASH30 (Program Flash) Access SRIBE
827000004 - 828F FFFFy |2 Mbyte NVM.PFLASH40 (Program Flash) Access SRIBE
82900000y - 829F FFFFy |1 Mbyte NVM.PFLASH50 (Program Flash) Access SRIBE
82A0 0000y - 83FFFFFFy |- Reserved SRIBE SRIBE
840000004 - 840F FFFFy |1 Mbyte NVM.PFLASHcs (Program Flash) Access SRIBE
841000004 - 8FDF FFFFy |- Reserved SRIBE SRIBE
8FE0 0000y - 8FE7FFFFy |512Kbyte |OLDA SRIBE Access /

SRIBE

8FE8 0000y - 8FFDFFFFy |- Reserved SRIBE SRIBE
8FFE 0000y, - 8FFE FFFF, |64 Kbyte CSROM Access SRIBE
8FFF 0000y - 8FFF FFFFy |64 Kbyte NVM.BROM Access SRIBE
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2 System address map

2.2.9.6 Segment 10 SOTA address map B
Table 20 SOTA address map B of segment 10
Address range Size Description Access type

Read Write
A000 0000y - AO1F FFFFy |2 Mbyte NVM.PFLASHO1 (Program Flash) Access SRIBE
A020 0000y - AO3F FFFFy |2 Mbyte NVM.PFLASH11 (Program Flash) Access SRIBE
A040 00004 - AO4F FFFFy |1 Mbyte NVM.PFLASH21 (Program Flash) Access SRIBE
A050 00004 - AO6F FFFFy |2 Mbyte NVM.PFLASH31 (Program Flash) Access SRIBE
A07000004 - AO8F FFFFy |2 Mbyte NVM.PFLASH41 (Program Flash) Access SRIBE
A090 0000y - AO9F FFFFy |1 Mbyte NVM.PFLASH51 (Program Flash) Access SRIBE
AOA0 0000y - AI1FFFFFFy |- Reserved SRIBE SRIBE
A200 00004 - A21F FFFFy |2 Mbyte NVM.PFLASHOO (Program Flash) Access SRIBE
A22000004 - A23F FFFF4 |2 Mbyte NVM.PFLASH10 (Program Flash) Access SRIBE
A240 00004 - A24F FFFFy |1 Mbyte NVM.PFLASH20 (Program Flash) Access SRIBE
A250 00004 - A26F FFFFy |2 Mbyte NVM.PFLASH30 (Program Flash) Access SRIBE
A270 0000y - A28F FFFFy |2 Mbyte NVM.PFLASH40 (Program Flash) Access SRIBE
A290 0000y - A29F FFFFy |1 Mbyte NVM.PFLASH50 (Program Flash) Access SRIBE
A2A0 0000 - A3FFFFFFy |- Reserved SRIBE SRIBE
A400 00004 - A40F FFFFy |1 Mbyte NVM.PFLASHcs (Program Flash) Access SRIBE
A41000004 - ATFFFFFFy |- Reserved SRIBE SRIBE
A800 0000y - A8003FFF, |16 Kbyte NVM.PFLASHO1 (Erase Counter) Access SRIBE
A8004000y - A81FFFFFy |- Reserved SRIBE SRIBE
A820 0000y - A8203FFFy |16 Kbyte NVM.PFLASH11 (Erase Counter) Access SRIBE
A82040004 - A83FFFFFy |- Reserved SRIBE SRIBE
A840 00004 - A8403FFF, |16 Kbyte NVM.PFLASH21 (Erase Counter) Access SRIBE
A84040004 - A84FFFFFy |- Reserved SRIBE SRIBE
A850 0000y - A8503FFF, |16 Kbyte NVM.PFLASH31 (Erase Counter) Access SRIBE
A850 4000y - A86F FFFFy |- Reserved SRIBE SRIBE
A870 0000y - A8703FFFy |16 Kbyte NVM.PFLASH41 (Erase Counter) Access SRIBE
A87040004 - A88FFFFFy |- Reserved SRIBE SRIBE
A890 0000y - A8903FFFy |16 Kbyte NVM.PFLASH51 (Erase Counter) Access SRIBE
A89040004 - A9FFFFFFy |- Reserved SRIBE SRIBE
AA00 0000y - AAO00 3FFFy |16 Kbyte NVM.PFLASHOO (Erase Counter) Access SRIBE
AA00 40004 - AAI1FFFFFy |- Reserved SRIBE SRIBE
AA20 00004 - AA203FFFy |16 Kbyte NVM.PFLASH10 (Erase Counter) Access SRIBE

(table continues...)
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2 System address map

Table 20 (continued) SOTA address map B of segment 10
Address range Size Description Access type

Read Write
AA2040004 - AA3FFFFFy |- Reserved SRIBE SRIBE
AA40 00004 - AA403FFFy |16 Kbyte NVM.PFLASH20 (Erase Counter) Access SRIBE
AA40 40004 - AA4FFFFFy |- Reserved SRIBE SRIBE
AA50 00004 - AA503FFFy |16 Kbyte NVM.PFLASH30 (Erase Counter) Access SRIBE
AA50 40004 - AA6F FFFFy |- Reserved SRIBE SRIBE
AA70 00004 - AAT03FFFy |16 Kbyte NVM.PFLASH40 (Erase Counter) Access SRIBE
AA7040004 - AA8FFFFFy |- Reserved SRIBE SRIBE
AA90 00004 - AA90 3FFFy |16 Kbyte NVM.PFLASH50 (Erase Counter) Access SRIBE
AA90 40004 - ABFFFFFFy |- Reserved SRIBE SRIBE
AC00 0000y - ACO003FFFy |16 Kbyte NVM.PFLASHcs (Erase Counter) Access SRIBE
AC004000y4 - ADFFFFFFy |- Reserved SRIBE SRIBE
AE00 0000y - AEOF FFFFy | 1024 Kbyte |NVM.EEPROMO Access SRIBE
AE10 00004 - AE3FFFFFy |- Reserved SRIBE SRIBE
AE40 00004 - AE413FFFy |80 Kbyte NVM.UCBO Access SRIBE
AE41 40004 - AETFFFFFy |- Reserved SRIBE SRIBE
AE80 0000y - AE81FFFFy |128 Kbyte |NVM.EEPROM1 Access SRIBE
AE82 0000y - AEBFFFFFy |- Reserved SRIBE SRIBE
AEC0 0000y - AECO CFFFy |52 Kbyte NVM.UCB1 Access SRIBE
AECO D000y - AFDF FFFFy |- Reserved SRIBE SRIBE
AFE0 00004 - AFE7FFFFy | 512 Kbyte OLDA SRIBE Access /

SRIBE

AFE8 0000y - AFFD FFFFy |- Reserved SRIBE SRIBE
AFFE 0000y - AFFE FFFFy |64 Kbyte CSROM Access SRIBE
AFFF 0000y - AFFFFFFF, |64 Kbyte NVM.BROM Access SRIBE

Reference manual

a1

vl.l
2025-06-26



AURIX™ TC4Dx user manual

infineon

2 System address map

2.2.10 Segments 9 and 11
2.2.10.1 Segment 9
Table 21 Address map of segment 9
Address range Size Description Access type

Read Write
9000 00004 - 9007 FFFFy |512 Kbyte CPUO.DLMU Access Access
9008 0000y - 900F FFFFy |512 Kbyte CPU1.DLMU Access Access
901000004 - 9017 FFFFy [512 Kbyte CPU2.DLMU Access Access
9018 0000y - 901F FFFFy |512 Kbyte CPU3.DLMU Access Access
9020 00004 - 9027 FFFFy |512 Kbyte CPU4.DLMU Access Access
9028 0000y - 902F FFFFy |512 Kbyte CPU5.DLMU Access Access
903000004 - 903F FFFFy |- Reserved SRIBE SRIBE
904000004 - 9047 FFFFy | 512 Kbyte LMUO Access Access
9048 0000y - 904F FFFFy |512 Kbyte LMU1 Access Access
9050 00004 - 9057 FFFFy [512 Kbyte LMU2 Access Access
9058 0000y - 905F FFFFy |512 Kbyte LMU3 Access Access
9060 0000y - 9067 FFFFy |512 Kbyte LMU4 Access Access
9068 0000y - 906F FFFFy |512 Kbyte LMU5S Access Access
907000004 - 9077 FFFFy | 512 Kbyte LMU6 Access Access
9078 0000y - 907F FFFFy |512 Kbyte LMU7 Access Access
9080 00004 - 9087 FFFFy [512 Kbyte LMUS8 Access Access
9088 0000y - 908F FFFFy |512 Kbyte LMU9 Access Access
90900000y - 9207 FFFFy |- Reserved SRIBE SRIBE
9208 0000y - 920F FFFFy [512 Kbyte PPU.CSM Access Access
921000004 - O9TFFFFFFy |- Reserved SRIBE SRIBE
98000000y - 9FFF FFFFy |128 Mbyte | xSPI Access Access
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2 System address map

2.2.10.2 Segment 11
Table 22 Address map of segment 11
Address range Size Description Access type

Read Write
B000 0000, - BOO7 FFFFy | 512 Kbyte CPUO.DLMU Access Access
B008 0000, - BOOF FFFF, | 512 Kbyte CPU1.DLMU Access Access
B010 0000y - BO017 FFFFy |512 Kbyte CPU2.DLMU Access Access
B018 0000y - BO1F FFFFy | 512 Kbyte CPU3.DLMU Access Access
B020 0000y - BO027 FFFFy |512 Kbyte |CPU4.DLMU Access Access
B028 0000y - BO2F FFFFy | 512 Kbyte CPU5.DLMU Access Access
B030 0000y - BO3FFFFFy |- Reserved SRIBE SRIBE
B040 0000, - BO47 FFFF, | 512 Kbyte LMUO Access Access
B048 0000y - BO4F FFFFy |512 Kbyte LMU1 Access Access
B050 0000y - BO57 FFFFy | 512 Kbyte LMU2 Access Access
B058 0000 - BO5F FFFFy | 512 Kbyte LMU3 Access Access
B060 0000, - BO67 FFFFy | 512 Kbyte LMU4 Access Access
B068 0000, - BO6F FFFF, | 512 Kbyte LMU5 Access Access
B070 0000, - BO77 FFFFy | 512 Kbyte LMU6 Access Access
B078 0000 - BOT7F FFFFy |512 Kbyte LMU7 Access Access
B080 0000y - BO87 FFFFy | 512 Kbyte LMUS Access Access
B088 0000y - BO8F FFFFy |512 Kbyte LMU9S Access Access
B090 0000y - B203 FFFFy |- Reserved SRIBE SRIBE
B204 0000, - B205FFFF, | 128 Kbyte PPUVMEM Access Access
B206 0000y - B207 FFFFy |- Reserved SRIBE SRIBE
B208 0000y - B20F FFFFy |512 Kbyte PPU.CSM Access Access
B2100000y - BT7FFFFFFy |- Reserved SRIBE SRIBE
B800 0000y - BFFF FFFFy [128 Mbyte | xSPI Access Access
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2 System address map

2.2.11 Segment 12
Table 23 Address map of segment 12
Address range Size Description Access type

Read Write
C000 0000y - CFFF FFFFy |- Reserved /2 SRIBE SRIBE
1) See the CPU chapter Local and global addressing sub-chapter for details
2) See the PPU chapter for details
2.2.12 Segment 13
Table 24 Address map of segment 13
Address range Size Description Access type

Read Write
D000 0000y - DFFFFFFFy |- Reserved 7/ SRIBE SRIBE
1) See the CPU chapter Local and global addressing sub-chapter for details
2.2.13 Segment 14
Table 25 Address map of segment 14
Address range Size Unit Access type

Read Write
EO00 0000y - ESTFFFFFy |- Reserved LLIBE LLIBE
E980 00004 - E980 FFFFy |64 Kbyte PPU.SFR Access Access
E981 0000y - EBFFFFFFy |- Reserved LLIBE LLIBE
EC00 0000y - EFFFFFFFy, |64 Mbyte PClel.DATA Access Access
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2 System address map

2.2.14

The address map of segment 15 includes the following module address ranges:

Segment 15

+  Absolute Addressing Range

- Ifamoduleis addressed in the first 16 Kbyte of segment 15, the CPU can access the module with
absolute addressing mode

«  Others

- Ifamoduleis addressed above the first 16 Kbyte of segment 15, the CPU can access the module with
base + offset

Table 26 Address map of segment 15
Address range Size Unit Access type
Read Write

F000 00004 - FOO00O7FFy |2 Kbyte WTU Access Access
FO00 0800y - F0023FFFy |- Reserved SPBBE SPBBE
F002 40004 - F00243FF, |1 Kbyte SCU Access Access
F002 44004 - F002 7FFFy |- Reserved SPBBE SPBBE
F002 8000, - F002 9FFF, |8 Kbyte SMU Access Access
F002 AO00y - FOO3 9FFFy |- Reserved SPBBE SPBBE
FO03 AO00y - FO003 A3FFy |1 Kbyte P00 Access Access
FO003 A4004 - FO03 A7FFy |1 Kbyte P01 Access Access
FO03 A8004 - F003 ABFFy |1 Kbyte P02 Access Access
FOO3 ACO0y - FO003 AFFFy |1 Kbyte P03 Access Access
F003 B000, - F003 B3FF, |1 Kbyte P04 Access Access
FO03 B400y, - FO003 C7FFy |- Reserved SPBBE SPBBE
F003 C800y4 - F003 CBFF4 | 1 Kbyte P10 Access Access
FO03 CCO0y - FO003 D3FFy |- Reserved SPBBE SPBBE
F003 D400y - FO003 D7FFy |1 Kbyte P13 Access Access
F003 D800y - F003 DBFFy | 1 Kbyte P14 Access Access
F003 DCO0y - FO003 DFFFy |1 Kbyte P15 Access Access
FOO3 EO00y - FO03 E3FFy |1 Kbyte P16 Access Access
FO03 E4004 - FOO3 EFFFy |- Reserved SPBBE SPBBE
FO03 FOOO, - FO003 F3FFy |1 Kbyte P20 Access Access
FO03 F4004 - FO03 F7FFy |1 Kbyte P21 Access Access
FO03 F800, - F003 FBFFy |1 Kbyte P22 Access Access
FOO3 FC00y - FO003 FFFFy |1 Kbyte P23 Access Access
F004 0000, - F004 03FFy |- Reserved SPBBE SPBBE
F004 04004 - F004 07FF, |1 Kbyte P25 Access Access
F004 0800y - F004 17FFy |- Reserved SPBBE SPBBE

(table continues...)
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2 System address map

Table 26 (continued) Address map of segment 15
Address range Size Unit Access type

Read Write
F004 1800 - F004 1BFFy |1 Kbyte P30 Access Access
F004 1C00y - FO004 1FFFy |1 Kbyte P31 Access Access
F004 20004 - F00423FF, |1 Kbyte P32 Access Access
F004 2400, - F00427FFy, |1 Kbyte P33 Access Access
F004 2800, - F004 2BFFy |1 Kbyte P34 Access Access
F004 2C00y - F004 2FFFy |1 Kbyte P35 Access Access
F004 3000, - FO004 3FFFy |- Reserved SPBBE SPBBE
F004 40004 - F00443FF, |1 Kbyte P40 Access Access
FO004 44004 - FOO5FFFFy |- Reserved SPBBE SPBBE
F006 0000, - FO006 3FFF, |16 Kbyte SMM Access Access
F006 4000, - FO006 7FFF, |16 Kbyte CCu Access Access
FO06 80004 - FO006 80FF, | 256 Byte TRI Access Access
FO06 8100, - F006 BFFFy |- Reserved SPBBE SPBBE
F006 CO00y - FO06 FFFFy | 16 Kbyte VTMON Access Access
FOO07 0000y - FO23 FFFFy |- Reserved SPBBE SPBBE
F024 0000y - F024 7FFF, |32 Kbyte SCR.XRAM Access Access
F024 8000y - F024 8FFFy |- Reserved SPBBE SPBBE
F024 9000, - F024 9FFF, |4 Kbyte PMS Access Access
F024 AO0O0y - FO3F FFFFy |- Reserved SPBBE SPBBE
F040 00004 - FO41FFFFy | 128 Kbyte VMTO Access Access
F042 0000, - FO043 FFFFy | 128 Kbyte VMT1 Access Access
F044 0000, - FO045FFFF, | 128 Kbyte VMT2 Access Access
F046 0000, - FO47 FFFFy | 128 Kbyte VMT3 Access Access
F048 0000, - FO049 FFFF, | 128 Kbyte VMT4 Access Access
FO4A 00004 - FO04B FFFFy | 128 Kbyte VMTS Access Access
F04C 0000y - FO04D FFFFy | 128 Kbyte VMT6 Access Access
FO4E 0000y - F1FFFBFFy |- Reserved SPBBE SPBBE
F1FF FC00y - F1FFFFFF4 |1 Kbyte SBCU Access Access
F200 0000, - F3FFFFFFy |32 Mbyte HSPHY Access Access
F400 00004 - F44007FF4 |- Reserved COMPBBE |COMPBBE
F440 0800y - F44009FFy | 512 Byte MSCO Access Access
F440 0A00y - F4400FFF4 |- Reserved COMPBBE |COMPBBE

(table continues...)
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Table 26 (continued) Address map of segment 15
Address range Size Unit Access type

Read Write
F440 10004 - F44011FFy | 512 Byte QSPIO Access Access
F440 12004 - F44013FF, |512 Byte QSPI1 Access Access
F440 14004 - F44015FF, |512 Byte QSPI2 Access Access
F440 16004 - F44017FFy |512 Byte QSPI3 Access Access
F440 18004 - F44019FF, |512 Byte QSPI4 Access Access
F440 1A004 - F440 1BFFy | 512 Byte QSPI5 Access Access
F4401C00y - F440 1DFFy | 512 Byte QSPI6 Access Access
F440 1E00y - F440 1FFFy |512 Byte QSPI7 Access Access
F44020004 - F4402DFFy |- Reserved COMPBBE |COMPBBE
F440 2E00y - F4402FFFy |512 Byte FCEO Access Access
F44030004 - F4403BFFy |6x512Byte |SENTO Access Access
F4403C00y - F4403FFFy |- Reserved COMPBBE |COMPBBE
F440 40004 - F4404BFFy |6x512Byte |SENT1 Access Access
F4404C004 - F4404FFF4 |- Reserved COMPBBE |COMPBBE
F440 50004 - F4405BFFy, |6x512Byte |PSI5 Access Access
F4405C00y - F4406FFFy |- Reserved COMPBBE | COMPBBE
F440 70004 - F4407FFF, |4 Kbyte PSI5S0 Access Access
F440 8000y - F440 FFFFy |- Reserved COMPBBE |COMPBBE
F441 0000y - F4413FFFy |16 Kbyte DMAO Access Access
F441 40004 - F4417FFF, |16 Kbyte DMA1 Access Access
F441 80004 - F441BFFFy |- Reserved COMPBBE |COMPBBE
F441 C000y - F441 CFFFy |4 Kbyte ERAYO Access Access
F441 D000y - F441 DFFFy |4 Kbyte ERAY1 Access Access
F441 EO00y - F442FFFFy |- Reserved COMPBBE |COMPBBE
F443 0000y - F443 1FFF, |8 Kbyte IR.SFR Access Access
F44320004 - F4435FFF, |16 Kbyte IR.SRC Access Access
F443 6000y - F447FFFFy |- Reserved COMPBBE |COMPBBE
F448 0000y - F448 03FF, |4 x256 Byte |HSSLO Access Access
F448 0400y - F448 FFFFy |- Reserved COMPBBE |COMPBBE
F449 0000, - F449 FFFF, |64 Kbyte HSCTO Access Access
F44A 00004 - F44A03FF, |4x256Byte |HSSL1 Access Access
F44A 04004 - F44AFFFFy |- Reserved COMPBBE |COMPBBE

(table continues...)
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2 System address map

Table 26 (continued) Address map of segment 15
Address range Size Unit Access type

Read Write
F44B 0000y - F44BFFFFy |64 Kbyte HSCT1 Access Access
F44C 0000y - F44D FFFFy | 128 Kbyte 12C0O Access Access
FA44E 0000y - F44F FFFFy | 128 Kbyte 12C1 Access Access
F450 00004 - F451 FFFFy | 128 Kbyte 12C2 Access Access
F452 00004 - F469 FFFFy |- Reserved COMPBBE |COMPBBE
F46A 00004 - F46ATFFFy |32 Kbyte PClel.SFR Access Access
F46A 80004 - F46AFFFFy |32 Kbyte PCle0.SFR Access Access
F46B 0000y - F46BOFFF, |4 Kbyte SDMMCO Access Access
F46B 10004 - F46BFFFFy |- Reserved COMPBBE |COMPBBE
F46C 0000y - F46CO1FF, |512 Byte ASCLINO Access Access
F46C 02004 - F46C03FF4 |512 Byte ASCLIN1 Access Access
F46C 0400y - F46C05FF, |512 Byte ASCLIN2 Access Access
F46C 0600y - F46COTFFy | 512 Byte ASCLIN3 Access Access
F46C 0800y - F46C09FF, |512 Byte ASCLIN4 Access Access
F46C 0A0OOy - F46COBFFy | 512 Byte ASCLIN5S Access Access
F46C0C004 - F46CODFFy | 512 Byte ASCLING6 Access Access
F46COE00y - F46COFFFy | 512 Byte ASCLIN7 Access Access
F46C 1000y - F46C 11FFy |512 Byte ASCLIN8 Access Access
F46C 12004 - F46C 13FFy | 512 Byte ASCLIN9 Access Access
F46C 1400y - F46C 15FF, | 512 Byte ASCLIN10 Access Access
F46C 1600y - F46C17FF, |512 Byte ASCLIN11 Access Access
F46C 1800y - F46C 19FF, | 512 Byte ASCLIN12 Access Access
F46C 1A00y - F46C 1BFFy | 512 Byte ASCLIN13 Access Access
F46C 1C004 - F46C 1DFFy | 512 Byte ASCLIN14 Access Access
F46C 1EO0y - F46C 1FFFy | 512 Byte ASCLIN15 Access Access
F46C 2000y - F46C21FF, |512 Byte ASCLIN16 Access Access
F46C 22004 - F46C23FFy |512 Byte ASCLIN17 Access Access
F46C 24004 - F46C 25FF, | 512 Byte ASCLIN18 Access Access
F46C 2600y - F46C27FF, | 512 Byte ASCLIN19 Access Access
F46C 2800, - F46C29FF, |512 Byte ASCLIN20 Access Access
F46C2A004 - F46C 2BFFy | 512 Byte ASCLIN21 Access Access
F46C2C004 - F46C 2DFFy | 512 Byte ASCLIN22 Access Access

(table continues...)
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Table 26 (continued) Address map of segment 15
Address range Size Unit Access type

Read Write
FA6C2E00y - F46C 2FFFy | 512 Byte ASCLIN23 Access Access
F46C 3000y - F46C31FF, |512 Byte ASCLIN24 Access Access
F46C 32004 - F46C33FF4 |512 Byte ASCLIN25 Access Access
F46C 34004 - F46C35FF, |512 Byte ASCLIN26 Access Access
F46C 3600y - F46C37FF4 |512 Byte ASCLIN27 Access Access
F46C 3800y - F46F FFFFy |- Reserved COMPBBE |COMPBBE
F470 0000y - F4708FFFy |36 Kbyte CANO.SRAM Access Access
F47090004 - F4TOFFFFy |- Reserved COMPBBE |COMPBBE
F47100004 - F47110FFy |4352Byte CANO.SFR Access Access
F47111004 - F471FFFFy |- Reserved COMPBBE | COMPBBE
F472 00004 - F4724FFF, |20 Kbyte CAN1.SRAM Access Access
F47250004 - F472FFFFy |- Reserved COMPBBE |COMPBBE
F473 00004 - FA473 10FFy |4352Byte CAN1.SFR Access Access
F473 11004 - F47T3FFFF4 |- Reserved COMPBBE |COMPBBE
F474 0000y - F4744FFF, |20 Kbyte CAN2.SRAM Access Access
F47450004 - FA474FFFFy |- Reserved COMPBBE | COMPBBE
F47500004 - F47510FF, |4352 Byte CAN2.SFR Access Access
F47511004 - F475FFFF4 |- Reserved COMPBBE |COMPBBE
F476 0000y - F4764FFFy |20 Kbyte CAN3.SRAM Access Access
F476 50004 - F4T6 FFFF4 |- Reserved COMPBBE |COMPBBE
F47700004 - F47710FF, |4352Byte CAN3.SFR Access Access
F477 11004 - FA47T7FFFFy |- Reserved COMPBBE | COMPBBE
F478 0000y - F4784FFF, |20 Kbyte CAN4.SRAM Access Access
F478 50004 - F478 FFFFy |- Reserved COMPBBE |COMPBBE
F479 00004 - FA479 10FFy | 4352 Byte CAN4.SFR Access Access
F479 11004 - FA47TBFFFFy |- Reserved COMPBBE |COMPBBE
F47C 00004 - F47C3FFFy |16 Kbyte CANXLO.SRAM Access Access
F47C 40004 - F47CFFFFy |- Reserved COMPBBE | COMPBBE
F47D 0000y - FATFFFFFy | 192 Kbyte CANXLO.SFR Access Access
F480 0000y - FAFFFFFFy |- Reserved COMPBBE |COMPBBE
F500 00004 - F500 1FFF, |8 Kbyte ADC.SFR Access Access
F50020004 - F501F7FFy, |- Reserved COMPBBE |COMPBBE

(table continues...)
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Table 26 (continued) Address map of segment 15
Address range Size Unit Access type

Read Write
F501F800y - F501 FFFFy |2 Kbyte TMADC.SFR Access Access
F502 0000y - F50207FFy |2 Kbyte TMADCO (Read Write) Access Access
F502 0800y - F502 OFFF |2 Kbyte TMADC1 (Read Write) Access Access
F502 10004 - F50217FFy |2 Kbyte TMADC2 (Read Write) Access Access
F502 1800, - F502 1FFFy |2 Kbyte TMADCS3 (Read Write) Access Access
F50220004 - F50BFT7FFy |- Reserved COMPBBE |COMPBBE
F50B F800y - F50BFFFFy |2 Kbyte CDSP.SFR Access Access
F50C 00004 - F50C 1FFF, | 8 Kbyte CDSPO Access Access
F50C 20004 - F50C 3FFF, | 8 Kbyte CDSP1 Access Access
F50C 40004 - F5FFFBFFy |- Reserved COMPBBE | COMPBBE
F5FF FC00y - F5FF FFFFy | 1 Kbyte COMBCU Access Access
F600 00004 - F60001FF, |512 Byte CSscu Access Access
F600 02004 - F60003FF, |512 Byte TRNG Access Access
F600 0400, - F600 FFFFy |- Reserved CSPBBE | CSPBBE
F601 00004 - F601 7FFF, |32 Kbyte PKC Access Access
F6018000, - F6FFFBFFy |- Reserved CSPBBE | CSPBBE
F6FF FC00y - F6FF FFFFy |1 Kbyte CSBCU Access Access
F700 00004 - F7FFFFFFy |- Reserved SRIBE SRIBE
F800 0000, - F800 7FFFy |- Reserved SRIBE SRIBE
F800 8000, - F8008002, |3Byte NVM.FSI_HOST (COMMXx Registers) Access Access
F800 8003, - F8027FFFy |- Reserved SRIBE SRIBE
F802 8000, - F8028002y |3 Byte NVM.FSI_CSRM (COMMx Registers) Access Access
F8028003y - F803FFFFy |- Reserved SRIBE SRIBE
F804 0000, - F807 FFFF, | 256 Kbyte NVM.DMU (incl. SFR) Access Access
F808 0000 - F808 FFFFy |64 Kbyte NVM.DMU (Host Cmd. Seq. Interpreter) SRIBE Access
F809 0000, - F80BFFFFy |- Reserved SRIBE SRIBE
F80C 0000y - F80C FFFF |64 Kbyte NVM.DMU (CS Cmd. Seq. Interpreter) SRIBE Access
F80D 0000y - F83FFFFFy |- Reserved SRIBE SRIBE
F840 0000, - F8400FFF, |4 Kbyte CPUO.FSFR Access Access
F840 10004 - F840 FFFFy |- Reserved SRIBE SRIBE
F8410000y - F8413FFFy |16 Kbyte NVM.PFRWBO00.UR Access Access
F84140004 - F8417FFF4 |- Reserved SRIBE SRIBE

(table continues...)
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Table 26 (continued) Address map of segment 15
Address range Size Unit Access type

Read Write
F8418000, - F841BFFFy |16 Kbyte NVM.PFRWBO01.UR Access Access
F841 C000y - F843 FFFF4 |- Reserved SRIBE SRIBE
F844 0000, - F8440FFF, |4 Kbyte CPUL.FSFR Access Access
F844 1000y - F844 FFFFy |- Reserved SRIBE SRIBE
F8450000, - F8453FFF, |16 Kbyte NVM.PFRWB10.UR Access Access
F845 4000y - F8457FFF4 |- Reserved SRIBE SRIBE
F8458000, - F845BFFFy |16 Kbyte NVM.PFRWB11.UR Access Access
F845 C000, - F847FFFF4 |- Reserved SRIBE SRIBE
F848 0000, - F848 OFFF, |4 Kbyte CPU2.FSFR Access Access
F848 1000 - F848 FFFFy |- Reserved SRIBE SRIBE
F849 0000, - F8493FFF, |16 Kbyte NVM.PFRWB20.UR Access Access
F849 4000y - F849 7FFFy |- Reserved SRIBE SRIBE
F849 8000, - F849 BFFFy |16 Kbyte NVM.PFRWB21.UR Access Access
F849 C000, - F84BFFFFy |- Reserved SRIBE SRIBE
F84C 0000y - F84COFFF, |4 Kbyte CPU3.FSFR Access Access
F84C 1000y - F84CFFFFy |- Reserved SRIBE SRIBE
F84D 0000y - F84D 3FFFy | 16 Kbyte NVM.PFRWB30.UR Access Access
F84D 4000y - F84D 7TFFFy |- Reserved SRIBE SRIBE
F84D 8000y - F84D BFFFy |16 Kbyte NVM.PFRWB31.UR Access Access
F84D CO00y - F84F FFFFy |- Reserved SRIBE SRIBE
F850 00004 - F8500FFF, |4 Kbyte CPUA4.FSFR Access Access
F850 1000 - F850 FFFFy |- Reserved SRIBE SRIBE
F851 00004 - F8513FFF, |16 Kbyte NVM.PFRWB40.UR Access Access
F85140004 - F8517FFF4 |- Reserved SRIBE SRIBE
F8518000, - F851BFFFy |16 Kbyte NVM.PFRWB41.UR Access Access
F851 C000y - F853FFFFy |- Reserved SRIBE SRIBE
F854 0000y - F854 0FFF, |4 Kbyte CPUS5.FSFR Access Access
F854 1000 - F854 FFFFy |- Reserved SRIBE SRIBE
F8550000, - F8553FFF, |16 Kbyte NVM.PFRWB50.UR Access Access
F85540004 - F8557FFF4 |- Reserved SRIBE SRIBE
F8558000 - F855BFFFy |16 Kbyte NVM.PFRWB51.UR Access Access
F855C000y - F857FFFFy |- Reserved SRIBE SRIBE
(table continues...)
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Table 26 (continued) Address map of segment 15
Address range Size Unit Access type
Read Write

F858 0000 - F858 OFFFy |4 Kbyte CPUcs.FSFR Access Access
F858 1000y - F858 FFFFy |- Reserved SRIBE SRIBE
F859 00004 - F8593FFF, |16 Kbyte NVM.PFRWBcs.UR Access Access
F859 4000, - F87TFFFFFy |- Reserved SRIBE SRIBE
F880 0000, - F880FFFF, |64 Kbyte CPUO.SFR (incl. STMO and OVL) Access Access
F881 0000, - F881FFFF, |64 Kbyte CPUO.HR1.CSFR Access Access
F882 0000, - F882FFFFy |64 Kbyte CPUO0.HR2.CSFR Access Access
F883 0000, - F883 FFFFy |64 Kbyte CPU0.HRO.CSFR Access Access
F884 0000, - F884 FFFFy |64 Kbyte CPUL.SFR (incl. STM1 and OVL) Access Access
F8850000, - F885FFFF, |64 Kbyte CPU1.HR1.CSFR Access Access
F886 0000, - F886 FFFF, |64 Kbyte CPU1.HR2.CSFR Access Access
F887 0000, - F887FFFF, |64 Kbyte CPU1.HRO.CSFR Access Access
F888 0000, - F888 FFFFy |64 Kbyte CPU2.SFR (incl. STM2 and OVL) Access Access
F889 0000, - F889 FFFFy |64 Kbyte CPU2.HR1.CSFR Access Access
F88A 0000y - F88AFFFFy |64 Kbyte CPU2.HR2.CSFR Access Access
F88B 0000, - F88BFFFF, |64 Kbyte CPU2.HRO.CSFR Access Access
F88C 0000, - F88CFFFFy |64 Kbyte CPU3.SFR (incl. STM3 and OVL) Access Access
F88D 0000y - F88D FFFF, |64 Kbyte CPU3.HR1.CSFR Access Access
F88E 0000y - F88E FFFF, |64 Kbyte CPU3.HR2.CSFR Access Access
F88F 0000, - F88F FFFFy |64 Kbyte CPU3.HRO.CSFR Access Access
F890 0000, - F890 FFFFy |64 Kbyte CPU4.SFR (incl. STM4 and OVL) Access Access
F891 00004 - F891FFFF, |64 Kbyte CPU4.HR1.CSFR Access Access
F892 0000, - F892FFFF, |64 Kbyte CPU4.HR2.CSFR Access Access
F893 0000, - F893 FFFF, |64 Kbyte CPU4.HRO.CSFR Access Access
F894 0000, - F894 FFFFy |64 Kbyte CPUS5.SFR (incl. STM5 and OVL) Access Access
F89500004 - F895FFFF, |64 Kbyte CPU5.HR1.CSFR Access Access
F896 0000y - F896 FFFF, |64 Kbyte CPU5.HR2.CSFR Access Access
F897 0000y - F897 FFFF, |64 Kbyte CPU5.HRO.CSFR Access Access
F898 0000, - F898 FFFF, |64 Kbyte CPUcs.SFR (incl. STMcs) Access Access
F899 0000, - F899 FFFF, |64 Kbyte CPUcs.HR1.CSFR Access Access
F89A 0000 - F8CFFFFFy |- Reserved SRIBE SRIBE
F8D0 0000y - F8D4 FFFFy | 320 Kbyte CSS Access Access

(table continues...)
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Table 26 (continued) Address map of segment 15
Address range Size Unit Access type
Read Write

F8D50000y - F8EFFFFFy |- Reserved SRIBE SRIBE
F8FO0 00004 - F8FOFFFF, |64 Kbyte SRI0.SFR Access Access
F8F100004 - F8F1FFFFy |64 Kbyte SRI1.SFR Access Access
F8F2 00004 - F8F2FFFF, |64 Kbyte SRI2.SFR Access Access
F8F3 0000, - F8F3FFFF, |64 Kbyte SRI3.SFR Access Access
F8F4 0000, - F8F4FFFF, |64 Kbyte SRI4.SFR Access Access
F8F50000, - F8F5FFFFy |64 Kbyte SRI5.SFR Access Access
F8F6 0000y - F8F6 FFFF, |64 Kbyte SRI6.SFR Access Access
F8F7 00004 - F8F7FFFF, |64 Kbyte SRI7.SFR Access Access
F8F8 0000y - F8FFFFFFy |- Reserved SRIBE SRIBE
F900 0000, - F901 FFFFy | 128 Kbyte GETHO.SFR Access Access
F902 0000, - F902 FFFF, |64 Kbyte GETHO.RAM Access Access
F903 0000y - F903 7FFFy |32 Kbyte DRE.SFR Access Access
F903 80004 - F903 FFFFy |32 Kbyte DRE.RAM Access Access
F904 0000y - F904 FFFF, |64 Kbyte XSPIL.SFR Access Access
F905 0000 - F907 FFFFy |- Reserved SRIBE SRIBE
F908 0000, - F909 FFFF, | 128 Kbyte eGTM.CLUSTERO Access Access
F90A 00004 - F90B FFFF, | 128 Kbyte eGTM.CLUSTER1 Access Access
F90C 0000y - F90D FFFF, | 128 Kbyte eGTM.CLUSTER2 Access Access
FO0E 0000y - F90E FFFFy |64 Kbyte eGTM.SFR Access Access
F90F 0000y - F93F FFFFy |- Reserved SRIBE SRIBE
F940 0000, - F943 FFFFy | 256 Kbyte LETHO Access Access
F944 0000y - F980 FFFFy |- Reserved SRIBE SRIBE
F981 0000, - F981FFFF, |64 Kbyte PPU.STUDMI Access Access
F982 0000y - F982 FFFFy |64 Kbyte PPU.DEBUG Access Access
F983 0000, - F983 FFFFy |64 Kbyte PPU.SAFETY Access Access
F984 0000y - F984 FFFF, |64 Kbyte PPU.AP Access Access
F9850000, - F985FFFF, |64 Kbyte PPU.CSM.AP Access Access
F986 0000, - F986 FFFF, |64 Kbyte PPUVMEM.AP Access Access
F987 0000y - F98F FFFFy |- Reserved SRIBE SRIBE
F990 0000y - F990 FFFFy |64 Kbyte LLI.SFR Access Access
F991 0000y - FOFFFFFFy |- Reserved SRIBE SRIBE

(table continues...)
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Table 26 (continued) Address map of segment 15
Address range Size Unit Access type
Read Write

FAOO 0000 - FAOlFFFFy |128 Kbyte | MCDSA4P (incl. 32 Kbyte TBUF) Access Access
FA02 00004 - FAO3 FFFFy |- Reserved TPBBE TPBBE
FA04 0000, - FAO5FFFFy |128 Kbyte | MCDS2P (incl. 16 Kbyte TBUF) Access Access
FA06 0000y - FAOF FFFFy |- Reserved TPBBE TPBBE
FA10 0000y - FA10 1FFFy |8 Kbyte TRIF Access Access
FA10 20004 - FAL7FFFFy |- Reserved TPBBE TPBBE
FA18 0000y - FA1803FFy |1 Kbyte CBS Access Access
FA18 0400y - FAFFFBFF4 |- Reserved TPBBE TPBBE
FAFF FCO0y - FAFF FFFFy |1 Kbyte TBCU Access Access
FB0O0 0000, - FBOO FFFF, |64 Kbyte LMUO.SFR Access Access
FB01 0000, - FBO1lFFFF, |64 Kbyte LMUL.SFR Access Access
FB02 0000, - FBO02FFFF, |64 Kbyte LMU2.SFR Access Access
FB03 0000 - FBO3 FFFFy |64 Kbyte LMU3.SFR Access Access
FB04 0000y - FBO4 FFFF, |64 Kbyte LMU4.SFR Access Access
FB0O500004 - FBO5FFFF, |64 Kbyte LMUS.SFR Access Access
FB06 0000y - FBO6 FFFF, | 64 Kbyte LMU6.SFR Access Access
FBO7 0000, - FBO7 FFFF, |64 Kbyte LMU7.SFR Access Access
FB08 0000, - FBO8FFFF, |64 Kbyte LMUS8.SFR Access Access
FB09 0000 - FBO9 FFFFy |64 Kbyte LMU9.SFR Access Access
FBOA 0000y - FBFFFFFFy |- Reserved SRIBE SRIBE
FC00 00004 - FFFFFFFFy |64 Mbyte PCle0.DATA Access Access
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2.3 System address map revision history
Reference Description of change(s)

Date range: 2024-08-17 to 2025-04-08

Segment 15 «  SCR.PER.SFRremoved from Segment 15
3 Distributed functionality

Topics:

« System interconnect

«  Software Over The Air (SOTA)
+ Resource access latencies

+  Module reset

3.1 System interconnect

The system interconnect connects the various master agents and slave agents in AURIX™ and allows them to
communicate with each other. It is tailored to meet the bandwidth and latency requirements of the various
data flows between master and slave agents.

3.1.1 Functional overview

The system interconnect is composed of a number of interconnect segments and interconnect protocols. There
are bridges implemented between the different interconnect segments such that any master agent in the
system can access any slave agent in the system, except where explicitly disabled due to security or other
reasons. The result is a uniform system address map, every part of which can be accessed by every master
agent in the system?. These bridges and their capabilities are described further in the SRI chapter.

2 There are a few exceptions to this uniform access as noted in the system address map chapter.
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Figure 5 TC4Dx block diagram
. . .
3.1.2 Functional description

The system interconnect is implemented using the following interconnect segments and interconnect
protocols.

«  System Resource Interconnect (SRI) protocol

- The SRl is a 64-bit interconnect used to connect the TriCore™ CPUs, the system DMA and other high
bandwidth requestors to high bandwidth memories and other resources for instruction fetches and
data accesses

- The SRl fabric provides safety through end-to-end EDC and other safety mechanisms

- The SRl fabric implements the SRI protocol and consists of multiple crossbars labeled SRIx (x = 0-7)
+  Flexible Peripheral Interconnect (FPI) protocol

- TheFPlis a 32-bit multi-master interconnect

- The FPlimplementations provide safety through end-to-end EDC and other safety mechanisms

- The following (device-specific) interconnect segments implement the FPI protocol

- System peripheral bus (SPB): The SPB connects the TriCore™ CPUs, the system DMA and other SPB
masters to medium and low bandwidth functional blocks

- Converter peripheral bus (CPB): The CPB connects the TriCore™ CPUs and the system DMA to the
GTM and related functional blocks

- Communications peripheral bus (ComPB): The ComPB connects masters to the off-chip
communications functional blocks
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- Cyber-security peripheral bus (CSPB): The CSPB connects the CPUcs to dedicated CSRM functional
blocks

- Tool peripheral bus (TPB): The TPB connects masters to the TRACE functional block and its
associated functional blocks
- Radar control bus (RCB): The RCB connects masters to the Radar functional blocks
+  AMBA AXI protocol with user extensions

- The Low Latency Interconnect (LLI) implements a 32-bit AXI interconnect which consists of a single
crossbar with a limited number of master and slave agents

- TheLLl implementation provides safety through end-to-end EDC and other safety mechanisms,
implemented as user extensions to the AMBA AXI protocol

- TheLLl provides a low latency path from the PPU and other SRI masters to the PPU configuration and
debug registers, the eGTM, HRPWM (when present on the device) and the TMADC
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3.1.2.1 Master agent function identifier

Each master agent function on the system interconnect is assigned a unique master agent function identifier
(ID). The master agent function identifier is transmitted in the address phase of any system interconnect
transaction. The master agent function identifier can be used at the slave function interface through the access
protection mechanism to restrict the functions allowed read and write access to its internal resources. The
master agent function ID in combination with the access protection in the slave agents is used for several
system functions such as access protection, software encapsulation, hardware virtualization, software debug
and trace.

The master agent function ID consists of:

+  TAG-ID, master agent function TAG identifier (TAG ID), 6-bit

« VM, Virtual machine information (VM), 3-bit, optional information

+  VM_VALID, signal which indicates whether the transmitted VM is to be used (VM validity indicator)

+  PRS, Protection register information (PRS), 3-bit, optional information

+  PRS_VALID, signal which indicates whether the transmitted PRS is to be used (PRS validity indicator)

Master agents which are not using the VM information for their master agent function ID drive the VM validity
indicator to Og. Similarly, master agents which are not using the PRS information for their master agent
function ID drive the PRS validity indicator to Og.
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3.1.2.1.1 Master agent function TAG-ID assignments

The following table lists the master agent function TAG identifier for each master agent function in the

microcontroller.

Note: Where TAG-IDs are assigned to multiple modules it is ensured that only one of the multiple modules is
available in a dedicated device. Example: TAG-IDs assigned to SDMA1 and RIF0/1, RMEM, RDMA.
Table 27 Master agent function TAG-ID assignments
TAG-ID Module |Location |Visible |Description Short name
000000g Oy CPUO SRI/SPB/C | All DMI/DMBI - D TAG ID CPUO0.D
PB
000001 1y CPUO SRI/SPB/C | All DMI/DMBI - DS TAG ID CPUO0.DS
PB
000010 24 CPU1 SRI/SPB/C | All DMI/DMBI - D TAG ID CPU1.D
PB
0000115 3H CPU1 SRI/SPB/C | All DMI/DMBI - DS TAG ID CPU1.DS
PB
0001005 4, CPU2 SRI/SPB All DMI/DMBI - D TAG ID CPU2.D
000101 5H CPU2 SRI/SPB All DMI/DMBI - DS TAG ID CPU2.DS
000110g 64 CPU3 SRI/SPB All DMI/DMBI - D TAG ID CPU3.D
000111 TH CPU3 SRI/SPB | All DMI/DMBI - DS TAG ID CPU3.DS
001000 84 CPU4 SRI/SPB All DMI/DMBI - D TAG ID CPU4.D
001001 9% CPU4 SRI/SPB All DMI/DMBI - DS TAG ID CPU4.DS
001010 Ay CPU5 SRI/SPB All DMI/DMBI - D TAG ID CPU5.D
0010115 Bh CPU5 SRI/SPB All DMI/DMBI - DS TAG ID CPUS5.DS
001100 Cq CPUCS |SRI/SPB All DMI/DMBI - D TAG ID CPUCS.D
001101 Dy CPUCS |SRI/SPB | All DMI/DMBI - DS TAG ID CPUCS.DS
001110g Eq PCIE1 SRI All PCl Express 1 PCIE
0011114 Fy PPU LLI LLI PPU LBU TAG-ID PPU.LBU
0100005 104 |DMAO SRI/SPB/C | All DMAQ Resource Partition TAG-ID Pool DMAO.TO
PB Unique IDs for the individual DMAO PRS
groups can be configured through the
additional use of VMID and PRS
010001 11 DMAO SRI/SPB/C | All DMAO Resource Partition TAG-ID Pool DMAO.T1
PB
010010 12 DMAO SRI/SPB/C | All DMAO Resource Partition TAG-ID Pool DMAO0.T2
PB
010011 134, |DMAO SRI/SPB/C | All DMAQ Resource Partition TAG-ID Pool DMAOQ.T3
PB
010100 14y, DMAO SRI/SPB/C | All DMAO Resource Partition TAG-ID Pool DMAO0.T4
PB
(table continues...)
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Table 27 (continued) Master agent function TAG-ID assighments
TAG-ID Module |Location |Visible | Description Short name
010101 15, |DMAO SRI/SPB/C | All DMAO Resource Partition TAG-ID Pool DMAOQ.T5
PB
010110 164 |DMAO SRI/SPB/C | All DMAQ Resource Partition TAG-ID Pool DMAOQ.T6
PB
0101115 17y DMAO SRI/SPB/C |All DMAO Resource Partition TAG-ID Pool DMAO.T7
PB
011000 18, |HSSLO |SRI/SPB |All High Speed Serial Link 0 HSSLO
011001 19y |HSSL1 |SRI/SPB |All High Speed Serial Link 1 HSSL1
011010 1A |PPU.CB |[SRI All PPU, Combined Instruction and Data PPU.CBU
U Interface
0110113 |1By |GTM SRI All GTM GTM
0111005 1Cy |Cerberu |SRI All Cerberus (DAP/JTAG) and IOCE (DAPE) CBS/IOCE
s
011101 1Dy |PCIEO SRI All PCl Express 0 PCIE
011110g 1Ey4 |DRE SRI/SPB | All Data Routing Engine TAG-ID Pool DRE.TO
011111 1Fy |DRE SRI/SPB | All Data Routing Engine TAG-ID Pool DRET1
100000g 204 |DMA1 SRI/SPB | All DMAL Resource Partition TAG-ID Pool in DMAL.TO
devices with DMA1
100001 21, |DMA1 SRI/SPB | All DMAL Resource Partition TAG-ID Pool in DMALT1
devices with DMA1
1000105 224 DMA1l/ |SRI/SPB |All DMAL1 Resource Partition TAG-ID Pool in DMA1T2
RMEM devices with DMA1 RMEM
RMEM in devices with RMEM
100011y 234 |DMA1/ |SRI/SPB |All DMAL Resource Partition TAG-ID Pool in DMAL.T3
RDMA devices with DMAL RDMA
RDMA in devices with RDMA
100100g 24, |DMA1/ |SRI/SPB |All DMAL Resource Partition TAG-ID Pool in DMAL.T4
RIFO devices with DMA1 RIFO
RIFO in devices with RIFO
100101p 25, |DMA1/ |SRI/SPB |All DMA1 Resource Partition TAG-ID Pool in DMALT5
RIF1 devices with DMA1 RIF1
RIF1in devices with RIF1
100110 264 |DMA1/ |SRI/SPB |All DMAL Resource Partition TAG-ID Pool in DMAL1.T6
RIF2 devices with DMAL RIF2
RIF2 in devices with RIF2
100111p 27y |DMA1 SRI/SPB | All DMAL Resource Partition TAG-ID Pool in DMALTY
devices with DMA1
1010005 28y |CPUO SRI SRIx PMI/PMBI CPUO.P
(table continues...)
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Table 27 (continued) Master agent function TAG-ID assighments
TAG-ID Module |Location |Visible | Description Short name
101001 29y CPU1 SRI SRIx PMI/PMBI CPUL.P
101010p 2A4  |CPU2 SRI SRIx PMI/PMBI CPU2.P
101011p 2By | CPU3 SRI SRIx PMI/PMBI CPU3.P
101100p 2Cy |CPU4 SRI SRIx PMI/PMBI CPU4.P
101101p 2Dy |CPU5S SRI SRIx PMI/PMBI CPU5.P
101110p 2E4 CPUCS |SRI SRIx PMI/PMBI CPUCS.P
101111y 2Fy |- - - Reserved -
1100005 304 |GETH SRI All GETH DMA Channel 0 GETH.CO
110001 314 GETH SRI All GETH DMA Channel 1 GETH.C1
110010p 32y GETH SRI All GETH DMA Channel 2 GETH.C2
110011; 33y |GETH SRI All GETH DMA Channel 3 GETH.C3
110100 34y GETH SRI All GETH DMA Channel 4 GETH.C4
110101 354 GETH SRI All GETH DMA Channel 5 GETH.C5
110110p 364 GETH SRI All GETH DMA Channel 6 GETH.C7
1101113 374 GETH SRI All GETH DMA Channel 7 GETH.C7
111000g 384 |PPU.ST |SRI All PPU, Streaming Data Interface PPU.STU
U
111001p 39y |SDMMC |SPB All SDMMC DMA SDMMC
111010p 3A4 | XSPI SRI All XxSPI DMA XSPI
1110115 3By |CANXL |SRI All CANXL (XCANO - XCAN3). The ID is used for CANXL
all nodes DMA in the CANXL instance. Unique
IDs for the individual DMA channels can be
configured by additionally using the VMID
and PRS information.
111100 3Cx LETHO/ |SRI All LETH TAG-ID Pool. The ID can be used in LETH
LETH1 both LETH instances. Unique IDs for the
individual DMA channels can be configured
by additionally using the VMID and PRS
information.
111101p 3Dy |LETHO/ |SRI All LETH TAG-ID Pool. The ID can be used in LETH
LETH1 both LETH instances. Unique IDs for the
individual DMA channels can be configured
by additionally using the VMID and PRS
information.
111110 3Ey |OCMTS |SRI All OCMTS Trace Move Engine for MCDS data TRIF
TRIF/TM
E
(table continues...)
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Table 27 (continued) Master agent function TAG-ID assighments
TAG-ID Module |Location |Visible |Description Short name
1111113 3Fy |- - - Reserved -

Not used by any master agent function for
interconnect access.
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3.1.2.2 Access protection

The system interconnect provides access protection mechanisms that enable application software to restrict
read and write accesses to each slave function from a desired set of master agent functions.

These access protection mechanisms can be used to assign on chip resources like system functions, CPUs,
volatile and non-volatile memories, communication functions, DMA resource partitions and Interrupt Router
service request nodes to an application software instance. This can be used to partition the MCU resources
between multiple applications and provide logical freedom from interference between these applications. In
addition it supports CPU hypervisor functions with access protection control on VM ID and PRS granularity.

The system interconnect access protection mechanisms are an essential feature of the TC4xx safety and
security architecture.

3.1.2.2.1 Feature list

+  The PROT mechanism provides the ability to assign ownership of a set of registers to a single master agent
function, known as the PROT owner

- Once assigned, only the PROT owner is permitted to lock or unlock the protected registers and modify
them

«  The Access Protection Unit (APU) provides the ability to protect and restrict read and write access to a slave
function

- An APU can be configured to allow no access, read-only access, write-only access or read and write
access to a slave function for each master agent function

- The master agent function is identified by a master agent function identifier, which consists of a 6-bit
TAG-ID, an optional 3-bit virtual machine (VM) ID and an optional 3-bit protection register set (PRS) ID

- For system memories, the APU allows a smaller region of the memory region to be configured for
protection by specifying the start and end addresses of the protection region

3.1.2.2.2 Functional overview

Access protection is implemented by gating accesses at the slave interface based on the master agent function
that initiated the access. Each on chip resource with interconnect mastering capability has a unique master
agent function identifier consisting of a TAG ID, VM ID and PRS ID that can be used to identify the origin of an on
chip transaction. Each slave function implements register and memory access protection as necessary in order
to provide freedom from interference between different application software instances attempting to access
that slave function.
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3.1.2.2.3 Functional description

Access protection in the slave interfaces is implemented using two functions which interact with each other.
1. The PROT mechanism allows a coarse-grained access protection to groups of registers

a. It is usually used to protect registers that are not protected by an APU (for example, the APU
registers themselves)

b. It allows for a safe and secure assignment of resources to master agent functions. Each group of
registers may be assigned to a single PROT owner master agent function

c. It provides write protection to the group of registers

d. It also allows software to lock control and configuration registers from further modification and

then later unlock the registers in a safe and secure manner when required to do so

2, The Access Protection Unit (APU) provides fine-grained access protection to groups of registers related to
a specific function or to volatile and non-volatile memories

a. Each group of registers may be enabled for access from a configurable set of master agent

functions

b. It provides separate controls to allow sets of master agent functions read-only access, write-only
access, read and write access or to disallow access from them

c. It can also be used to provide access protection to configurable regions of a memory, allowing

safe and secure partitioning of the memory between the different groups of master functions

The access protection logic (including PROT and APU) is reset on application reset and is not affected by either
module or kernel reset.

Each functional block connected to the system interconnect implements access protection to its slave
functions through one or more PROT and APU instances. The access protection details for each register in the
functional block is provided in the functional block specific register overview table. This table contains columns
specifying the read and write access protection mechanism for each register, including details of which PROT,
APU or other mechanism provides the protection.

PROT mechanism

The "PROT" resource protection concept uses a PROT state machine, a PROT register and access gates to
control access to the protected registers and hence to the protected resource itself.
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Figure 6 PROT concept

The software actors involved in the PROT concept are:

+  The PROT owner: A configurable master agent function which is permitted to configure the PROT as well as
the protected resource registers

+  The secure master: A master agent function that is capable of generating CS transactions on the system
interconnect. In particular, the CPUcs and a secure SDMA resource partition may generate CS transactions
on the system interconnect which are marked by an asserted cs_valid bit on FPI buses and an asserted
sri_sm bit on SRl interconnects.

The hardware blocks that interact to implement the PROT concept are:
+  The PROT mechanism

- The PROT state machine: A state machine that has a defined set of transitions supported in each state.
The current state is used to control the access gates

- The PROT register: Allows configuration and visibility of the PROT owner and the PROT state
- The access gate to the PROT register: Controls access to the PROT register based on the PROT owner

+  The protected registers: The set of registers which configure or control the protected function and which
have to be protected against unsafe or non-secure modification

+  The protected function: The module or logic which is configured or controlled by the protected registers

+  The access gate to the protected registers: Uses information about the current PROT state and PROT owner
to gate accesses to the protected registers to implement the protection
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The "protection" aspect of the PROT concept is realized by ensuring that critical operations like configurations
can only be done by the PROT owner in specified states which are not the normal operation states. These
critical states can only be reached by specific PROT state transitions, triggered again by specified masters.

Resources that have their control shared between application software and security software are handled by
having the (safe) PROT owner do the configuration and then having the security software check the
configuration before it becomes active.

PROT state machine

The PROT state machine has a set of protection states and the possible transitions out of those states. Each
transition is also annotated with the master agent function that is allowed to trigger that transition.

ConfigSec

Initiated by PROT owner
— — - Initiated by secure master
————— Initiated by HW triggers

Figure 7 PROT state machine

State transitions are triggered by explicit software writes to the STATE field of the PROT register, except in the
following cases:
1. PROT state machines will transition to the Init state on assertion of the application reset
2. PROT state machines which are in the Init state will transition to the RunLock state in response to the
assertion of the init_done input signal
a. The assertion of the init_done input signal for cyber-security relevant PROT instances is
controlled by the CSCU_INIT.DONE bit-field. See chapter CSRM for the list of PROT instances that
are cyber-security relevant

b. The assertion of the init_done input signal for all other PROT instances is controlled by the
SMM_PROTINIT.PINIT_DONE bit-field
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Init state

The PROT state machine resets to the Init state. The protected function configuration may be modified in this
state. The expected usage is that after reset, software does initial configuration of the protected function in the
Init state, then sets the PROT owner and transitions to one of the Run, RunLock or RunSec states.

RunLock state

The RunLock state is used for functions which are configured once and do not need to be reconfigured until the
next application reset.

The protected registers cannot be modified in the RunLock state and there are no transitions out of the
RunLock state that permit later modification of the protected registers. Therefore the safety and security of the
protected resource is ensured if the initial configuration is done safely and securely.

Note: There are two valid encodings of the RunLock state - 110g and 111g. Both these encodings may be
used by the hardware or software and are indistinguishable from each other in terms of behavior.

Run, config states

The Run state is the normal operation state of a PROT mechanism that is owned by a single master agent
function. The protected registers cannot be modified in the Run state.

When the PROT owner wishes to reconfigure the protected registers, it transitions the PROT state to Config. The
protected registers may be modified by the PROT owner in the Config state. Once the configuration is complete,
the PROT owner transitions the PROT state back to Run, re-locking the protected registers.

RunSec, ConfigSec, CheckSec states

The RunSec state is similar to the Run state, except that it is used for functions that need shared control
between application software and security software. The protected registers cannot be modified in the RunSec
state.

When using the RunSec state, it is expected that software has configured the PROT owner to be a safe master
agent function (for example, a lock-stepped CPU). A safe master agent function is one that is related to the
safety task or safety application. The state transitions out of RunSec enforce a safe and secure interaction
between the safe (though possibly malicious) PROT owner and the secure master. Note that if the PROT owner
is malicious no safety can be guaranteed.

A configuration is always initiated by the PROT owner which writes the PROT state to transition to ConfigSec.
This allows the PROT owner to then modify the protected registers. To ensure the security of the system, the
modifications to the protected configuration registers should not immediately become active - they should only
become active once security software has checked them for security issues and certified them. This is done by
either:

+ Disabling the protected function (access to the protected function, interconnect mastering by the
protected function and so on) during reconfiguration such that any configuration that has not yet been
checked by the security software is never used by the protected function

+  Shadowing the protected registers so that the protected function can continue using the previous
configuration while software is reconfiguring the shadow registers. The shadow registers are copied,
moved or swapped to the active registers after the security checks have passed

Note: Shadowing of the protected registers is only implemented in a few functions like system memories
where shared control between application software and security software is necessary. Details of the
shadowing can be found in the respective functional block (module) chapters.
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Once the configuration is done, the PROT owner then writes the PROT state register to transition it to CheckSec.
In this state, modification of the protected registers is no longer possible. This allows security software to check
the new configuration before it is made active. If the security checks pass, the security software running on the
secure master writes the PROT state register to transition back to the RunSec state. This transition from
CheckSec to RunSec also triggers the activation of the new configuration of the protected registers. If the
security checks fail, the security software running on the secure master writes the PROT state back to
ConfigSec, indicating to the PROT owner that the security checks have failed and that it should fix the
configuration. The PROT owner then takes further action to fix the configuration and retry the security checks
or raises an alarm if the failure is unexpected.

The transition from RunSec back to Run state is only needed in special cases, for instance when a function is
released from the secure domain back to a single-ownership usage model.

PROT access checks

PROT owner identification

The conditions for matching an incoming interconnect transaction to the PROT owner are as follows.

1. If PROT.ODEF is Og, the match condition is true regardless of the master agent function initiating the
interconnect transaction. This means that any master agent function can behave as the PROT owner
2, If PROT.ODEFis 15

a. The master agent function TAG ID on the interconnect transaction has to exactly match the value
in the PROT.TAGID bit-field of the PROT register

b. If PROT.VMEN is Og, the VM validity indicator and the VM ID in the interconnect transaction are
ignored and not used in the match condition

c. If PROT.VMEN is 1, the interconnect transaction has to have the VM validity indicator set and the
VM ID in the interconnect transaction has to match the value in the PROT.VM bit-field of the PROT
register

d. If PROT.PRSEN is Og, the PRS validity indicator and the PRS in the interconnect transaction are
ignored and not used in the match condition

e. If PROT.PRSEN is 1g, the interconnect transaction has to have the PRS validity indicator set and
the PRS in the interconnect transaction has to match the value in the PROT.PRS bit-field of the
PROT register

Secure master identification

Accesses from the secure master are identified through the cs_valid bit on FPI interconnects and the sri_sm bit
on SRl interconnects.

PROT state transition checks

The state transitions in the PROT state machine can only be initiated by either the PROT owner, the secure
master or by hardware. The following table describes the valid PROT state transitions, the master agent
functions that can trigger each transition and the response to each type of trigger. Writes to the PROT.STATE bit-
field with PROT.SWEN=1g from a master agent function that is not allowed to initiate that state transition or
that cause a state transition not listed in the table below (including self-state transitions) will not be executed
and will terminate with an alarm or bus error.

Note: Where the secure master is also the PROT owner, writes from the secure master can effect the PROT
state transitions allowed to either the PROT owner or the secure master.
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Table 28 PROT state transitions

PROT state HW trigger Response to PROT | Response to secure | Response to other

transition owner writes of master writes of master agent
STATE bit-field with | STATE bit-field with | function writes of
SWEN=1g SWEN=1g STATE bit-field with

SWEN=1p
Any PROT state to State transitionon  |Alarm or Bus Error | Alarm or Bus Error | Alarm or Bus Error
Init assertion of

Application Reset

Init to RunLock

State transition on
assertion of

init_done (through
SCU/CSCU register)

State transition

Alarm or Bus Error

Alarm or Bus Error

Init to Run N/A State transition Alarm or Bus Error | Alarm or Bus Error
Init to RunSec N/A State transition Alarm or Bus Error | Alarm or Bus Error
Run to Config N/A State transition Alarm or Bus Error | Alarm or Bus Error
Config to Run N/A State transition Alarm or Bus Error | Alarm or Bus Error
Run to RunLock N/A State transition Alarm or Bus Error | Alarm or Bus Error
RunSecto RunLock |[N/A State transition Alarm or Bus Error | Alarm or Bus Error
RunSec to ConfigSec |N/A State transition Alarm or Bus Error | Alarm or Bus Error
ConfigSec to N/A State transition Alarm or Bus Error | Alarm or Bus Error
CheckSec

CheckSec to RunSec |N/A Alarm or Bus Error | State transition Alarm or Bus Error
CheckSec to N/A Alarm or Bus Error | State transition Alarm or Bus Error
ConfigSec

RunSec to Run N/A Alarm or Bus Error | State transition Alarm or Bus Error

PROT register access rules

There are various conditions which have to be satisfied for a write access to a PROT register. A write which fails
the required conditions below to update a PROT register will not update any of the bit-fields of the PROT
register and will be terminated with an alarm or a bus error.

The following rules apply for accesses to the PROT register when ODEF is Og.

1. The PROT register can be read or written by any master agent function
2, A locked read-write sequence to the PROT register is not executed and terminates with an alarm or bus

error

3. A write which represents an invalid PROT state transition is not executed and terminates with an alarm

or bus error

The following rules apply for accesses to the PROT register when ODEF is 1.

1. The PROT register can be read by any master agent function

2, A locked read-write sequence to the PROT register is not executed and terminates with an alarm or bus

error

3. A write to the PROT register from any master agent function other than the PROT owner or secure master
is not executed and terminates with an alarm or bus error

4, Only the current PROT owner is allowed to modify the PROT owner fields. An attempt by any master
agent function other than the PROT owner to update the PROT owner fields of the PROT register by
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writing PROT.OWEN=15 along with the other PROT owner fields is not executed and terminates with an
alarm or bus error

5. A write by either the PROT owner or the secure master which represents an invalid PROT state transition
is not executed and terminates with an alarm or bus error

Note: Certain functions only allow 32-bit accesses to their registers as indicated by the '32" in the access
mode columns of the register overview tables in the respective functional block. Software shall follow
this 32-bit access rule where a PROT register is marked as such.

Protected registers access check

The following rules apply to accesses to the registers protected by a PROT mechanism.

+  Registers protected by the PROT mechanism can be read by any master agent function, unless prevented
by other access protection mechanisms like an APU

+ The following PROT states are locked states: Run, RunLock, RunSec, CheckSec. When the PROT state
machine is in a locked state, all write accesses to the registers protected by the PROT mechanism are not
executed and terminate with an alarm or bus error

+  Thefollowing PROT states are unlocked states: Init, Config, ConfigSec.

- When the PROT state machine is in a unlocked state, only the PROT owner has write access to the
registers protected by the PROT mechanism. Writes from disallowed master agent functions are not
executed and terminate with an alarm or bus error

- When the PROT state machine is in a unlocked state and no PROT owner is defined, all master agent
functions have write access to the registers protected by the PROT mechanism, unless prevented by
other access protection mechanisms like an APU

Related information
PROT state machine on page 66

PROT register

The PROT register allows software to define the PROT owner and provides the defined owner access to modify
the PROT owner and state machine.

Each instance of the PROT mechanism may have implementation specific fields in the lower half of the PROT
register. When such implementation specific fields are defined, they can only be written by the PROT owner
when the PROT state is already unlocked or in the same write transaction that transitions the PROT state to
unlocked (when the PROT state is Init, Config or ConfigSec or in the same write that changes the PROT state
from Run to Config, RunSec to ConfigSec or CheckSec to ConfigSec). Writes from the PROT owner to the
implementation specific fields when the PROT state is locked will be ignored and the implementation specific
fields will not be updated. The PROT mechanism outputs the value of any implementation specific fields
without any internal processing. See section "APU arrays to protect system memories" for an example of such
an implementation specific field. Unused bits in this range are marked reserved, read-only zero.

After application reset, the PROT mechanism is in the Init state and ODEF is set to Og. This means that any
master agent function can configure the PROT, as well as the protected registers immediately out of reset.
Software will have to configure the PROT owner and switch to one of the Run states in order to secure the PROT
mechanism.

Note: For functions related to cyber-security, the reset value of the PROT owner is instead be set to the
CPUcs D TAG with ODEF=1g.

Related information
APU arrays to protect system memories on page 77
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Resource Protection Register

The resource protection register allows the definition of a specific PROT owner, and allows the PROT owner and
in some PROT states, the secure master to update the PROT state as described in the PROT mechanism.

PROT Offset address: 000y
Resource Protection Register value: 0000 0000y
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

OWE | ODE PRSE VME
N F TAGID N PRS N VM
w rw rw rw rw rw rw
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ImplementationSpecific 0 S‘I’\IVE STATE
rw r w rwh
Field Bits Type Description
STATE 2:0 rwh Resource protection state

Returns the current PROT state when read. Can be written by the PROT
owner or CS master to modify the current PROT state if the state
transition is valid in the PROT state diagram.

000g Init (unlocked state)

001g Config (unlocked state)

010g ConfigSec (unlocked state)

011y CheckSec (locked state)

1005 Run (locked state)

101 RunSec (locked state)

1105 RunLock (locked state)

111 RunLock (locked state)

SWEN 3 w State write enable
Write-enable for the STATE field.

Og Disable: STATE field is not updated
1z Enable: STATE field is updated by the write

Implementatio | 15:8 rw Implementation Specific fields, reserved if none

nSpecific

VM 18:16 rw Virtual Machine definition for PROT owner
Defines the VM of the PROT owner. This field is ignored if VYMEN=0g or
ODEF=0g.

VMEN 19 rw Virtual Machine definition Enable for PROT owner

Og Disable: VM is not part of PROT owner definition
1z Enable: VM is part of PROT owner definition

PRS 22:20 rw Protection Set definition for PROT owner

Defines the PRS of the PROT owner. This field is ignored if PRSEN=0g or
ODEF=0g.

(table continues...)
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(continued)

Field Bits Type Description

PRSEN 23 rw Protection Set definition Enable for PROT owner

Og Disable: PRS is not part of PROT owner definition
1g Enable: PRS is part of PROT owner definition

TAGID 29:24 rw TAG ID definition for PROT owner
Defines the TAGID of the PROT owner. This field is ignored if ODEF=0g.
ODEF 30 rw Enable for PROT owner definition

Og Undefined: Any master can act as PROT owner (TAGID, VMEN, VM,
PRSEN, PRS are ignored)

1z Defined: TAGID, VMEN, VM, PRSEN, PRS define the PROT owner

OWEN 31 w Owner write enable

Og Disable: PROT owner fields (ODEF, TAGID, VMEN, VM, PRSEN, PRS)
are not updated

1z Enable: PROT owner fields (ODEF, TAGID, VMEN, VM, PRSEN, PRS)
are updated by the write

0 T7:4 r Reserved

Read as 0; should be written with 0.

Table 29 Access mode restrictions of PROT sorted by descending priority
Mode name Access mode Description
write 1 to .SWEN rwh | STATE
write 1to . OWEN |rw | ODEF, PRS, PRSEN, TAGID, VM,

VMEN
(default) r ODEF, PRS, PRSEN, TAGID, VM,

VMEN

rh STATE
Interfaces
Table 30 PROT interfaces
Signal Direction Description
clock in Input clock
application_reset |in Reset input to PROT mechanism.
init_done in On the rising edge of init_done, all PROT state machines which are in
the Init state are transitioned to the RunLock state.
Interconnect in-out Interconnect slave interface (for example SRI, FPI) which is used to
interface access registers in the functional block.
owner out PROT owner information for use in external access gates.
config_lock out Indicates when active that the protected registers cannot be modified
by application software.

(table continues...)
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Table 30 (continued) PROT interfaces
Signal Direction Description
config_activate out Indicates when active that the modified (shadow) configuration

should now be made active.

access_shadow out Indicates when active that read and write accesses should be targeted
to the shadow state rather than the active state.

The PROT mechanism does not generate any interrupts. It generates either an alarm or a bus error for invalid
writes to the PROT register or the protected resource registers.
Lock signals

The PROT states are decoded to generate the config_lock, and access_shadow output signals.

The config_lock signal is used to ensure that registers protected by the PROT mechanism can only be modified
when the PROT is in an unlocked state (Init, Config or ConfigSec).

Table 31 PROT outputs

PROT state config_lock access_shadow

Init

0 1

Run 1 0
RunLock 1 0
RunSec 1 0
0 1

0 1

1 1

Config

ConfigSec

CheckSec

Shadow access signals

For protected registers which are shadowed, the shadow state of the register is copied into the active state
whenever the config_activate signal is set. The config_activate signal is kept asserted when the PROT state is
Init. Any transition in the PROT state from a configuration or check state to a run state (Config to Run, CheckSec
to RunSec) also generates a single cycle pulse in the config_activate signal.

The copy of state from shadow to active has to be done such that no transaction on the interconnect ever sees
a partially updated active state. This can be ensured by either copying all shadow state into the active state in a
single cycle or by holding off new interconnect transactions while the shadow state is being copied into the
active state.

For protected registers that are shadowed, the access_shadow signal determines whether read and write
accesses are directed to the active or shadow state. The desired behavior is described in the following table.

Table 32 Access destination for shadowed protected registers

PROT state Read accesses Write accesses
Init Active state Active state
Run/RunLock/RunSec Active state Disabled
Config/ConfigSec Shadow state Shadow state
CheckSec Shadow state Disabled

This behavior is implemented using the following rules for protected registers that are shadowed:
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+  When access_shadow is Og, read and write accesses to the protected registers are steered to the active
copy. Write accesses are disabled when config_lock is 1

+  When access_shadow is 1g, read and write accesses to the protected registers are steered to the shadow
copy. Write accesses are disabled when config_lock is 1p

- Note: Even though access_shadow is set in the Init state and this means that read and write
accesses are steered to the shadow state in Init, the config_activate signal is set in Init and
causes the shadow state to be copied over into the active state on every write. This means
that the shadow and active states are kept consistent throughout Init and the net effect to
software is the same as if the active state were being directly accessed.

Related information
Protecting APU registers on page 74

Use cases

A few high level examples of PROT usage in the system are presented below.

Protecting shadowed registers

When configuration or control registers affect both the safety and security of the module, any modifications to
the registers has to be done in a safe and secure manner. This is achieved by applying the following measures:

+  The affected registers are shadowed so that they may be modified without the changes taking immediate
effect

+ They are protected by a PROT mechanism that is operated by software, see chapter "RunSec, ConfigSec
and CheckSec states"

When software accesses shadowed registers such as those described above, the accesses are steered to either
the active state or the shadow state as described in the table below.

Table 33 Access destination for shadowed protected registers

PROT state Read accesses Write accesses
Init Active state Active state
Run/RunLock/RunSec Active state Disabled
Config/ConfigSec Shadow state Shadow state
CheckSec Shadow state Disabled

Related information
RunSec, ConfigSec, CheckSec states on page 67

Protecting APU registers

A common example of a set of protected registers is the APU register set. These are usually protected by a PROT
mechanism and can only be configured by the PROT owner (when the PROT owner is defined).

If the APU configuration registers are shadowed, the previous APU configuration continues to be active until
any re-configuration of the APU is complete.
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Figure 8 APU protection with shadowed state

Note that when a number of APUs together partition and protect a single function as is common in the system
memories, it is not necessary that the state of all the APUs is shadowed. See chapter "APU arrays to protect
system memories" for details.

Related information
APU arrays to protect system memories on page 77

Secure control of CSRM functions

There are several functions which are critical to the security of the MCU. The approach used to maximize
security for these functions is that the reset state of related PROT and APU instances is set such that only the
CPUcs has configuration access to these functions. After boot, the secure software can choose to open up
access to these functions to other master agent functions as appropriate to the security of the application use
case.

Reset state of security related PROT instances
+  STATE = Init

« ODEF=1

« TAGID=CPUCS.D
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« VMEN=0
« PRSEN=0

Reset state of security related APU instances

« CPUCS TAG-IDs are enabled for read and write access
« All other TAG-IDs are disabled for read and write access
+ AllVM and PRS encodings are enabled for read and write access

Access protection unit (APU)

The access protection unit (APU) provides fine-grained control of the protection settings for a group of registers.
Each APU can be set up to protect a set of registers or a memory region. The APU consists of a set of
configurable registers (see "APU registers") and access checking logic which either allows or disallows each
access from the bus interface to the intended target. Disallowed accesses are terminated with an alarm or bus
error.

Related information
APU registers on page 78

Access protection check

The APU allows configuration software to enable or disable access to each master agent function in the MCU
through the ACCEN_WRA/ACCEN_WRB and ACCEN_RDA/ACCEN_RDB registers. Each master agent function can
be configured to have read-only access, write-only access, read and write access or can be disallowed access
altogether

In addition, the APU supports virtualization by supporting access checks on the VM and PRS fields presented on
the interconnect interface.

«  When the interconnect interface presents a transaction with the VM validity indicator set, the access is only
granted if the bitin ACCEN_VM corresponding to the VM number on the interconnect transaction is set.
When the VM validity indicator on the transaction is not set (for example, when virtualization is disabled),
the ACCEN_VM register is ignored

«  When the interconnect interface presents a transaction with the PRS validity indicator set, the access is
only granted if the bit in ACCEN_PRS corresponding to the PRS number on the interconnect transaction is
set. When the PRS validity indicator on the transaction is not set, the ACCEN_PRS register is ignored

When the region registers (ACCEN_RGNLA, ACCEN_RGNUA) are implemented, they are used to restrict the APU
instance to protect a subset of the memory region decoded by the slave.

An access operation (read or write) is executed if all of the following conditions are true:

+  The bit corresponding to the master agent function TAG ID in the interconnect transaction is set in either
the ACCEN_RDA/ACCEN_RDB or ACCEN_WRA/ACCEN_WRB register for read or write accesses respectively

«  Either the VM validity indicator is not set in the interconnect transaction or the bit corresponding to the VM
ID in the interconnect transaction is set in the ACCEN_VM register for read or write accesses respectively
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« Either the PRS validity indicator is not set in the interconnect transaction or the bit corresponding to the
PRS in the interconnect transaction is set in the ACCEN_PRS register for read or write accesses respectively

+  Either the APU does not implement the ACCEN_RGNLA and ACCEN_RGNUA registers or the masked address
in the interconnect transaction is such that ACCEN_RGNLA < masked_address < ACCEN_RGNUA.
The masked address is defined as follows:

- For addresses in segments 0-7 and 12-15, the masked address is the same as the address in the
interconnect transaction

- For addresses in segments 8-11, the masked address is the address in the interconnect transaction
bitwise-ANDed with DFFFFFFF

Note: The ACCEN_RGNLA and ACCEN_RGNUA registers are usually only implemented in APUs protecting
system memories to allow application software to partition the memory into smaller regions with
different access protection rules.

APU arrays to protect system memories

System memories such as DSPRs, PSPRs, DLMUs, LMUs, and PFLASHSs are used to store data for many different
software tasks and may therefore have to be partitioned into regions that can each have a different access
protection configurations. This is implemented using an array of APU instances for each memory, with the
ability to specify the region that each APU instance protects within that memory.

The region for each APU is configured by writing the lower and upper addresses of the desired region into the
ACCEN_RGNLA and ACCEN_RGNUA registers respectively.

The APU configuration therefore is critical in partitioning the memory between different software tasks of
various safety and security levels. The safety and security of the APU configuration is ensured through the
following scheme:

« Thearray of APU registers is not directly writable by software; they are instead read-only

+ Thereis a single additional shadow APU register set which is writable by software and protected by a PROT
mechanism. The PROT register contains an implementation specific SEL field which allows the PROT owner
to specify the target APU instance to be configured

«  When the PROT owner wishes to modify the configuration of a certain target APU instance:
- Ifthe PROT state is currently Init:

- The PROT owner writes the target APU instance number to the implementation specific SEL field
of the PROT register

- The PROT owner then writes the shadow APU's registers with the complete new configuration data
- Since the PROT state is Init, this immediately updates the active state of the target APU instance
- When the PROT state is not Init:

- The PROT owner writes to the PROT register to unlock the configuration and writes the target APU
instance number into the implementation specific SEL field in the PROT register (either in the
same write or after the PROT state has been unlocked)

- The PROT owner then writes the shadow APU's registers with the complete new configuration data

- If some portion of the memory contains security related information, this configuration can then
be checked by security software for security issues as described in the PROT mechanism chapter

- When the PROT mechanism next transitions to a locked state, the new configuration is copied
from the shadow registers into the target APU instances registers and becomes active
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APU array configuration

Related information
PROT mechanism on page 64

APU registers

The APU registers are laid out as follows in a contiguous range of addresses.
The ACCEN_WRA, ACCEN_WRB, ACCEN_RDA, ACCEN_RDB, ACCEN_VM and ACCEN_PRS registers are mandatory
for every instantiation of the APU. The ACCEN_RGNLA and ACCEN_RGNUA registers are optionally present in
APUs protecting system memories and allow the APU instance to protect a configurable subset of the memory
region. When the ACCEN_RGNLA and ACCEN_RGNUA registers are not present, they shall be marked reserved
and no other registers shall be overlaid on them.

The reset state of the APU is set to enable all master agent functions for read access and enable only CPUO and
Cerberus for write access. For security related functions like the CPUcs APU the reset value is instead set to
allow only the CPUcs with read and write access.

Table 34 Registers overview - ACCEN (ascending offset address)
Short name Long name Offset |Access mode Reset See
address Read Write
ACCEN_WRA Write access enable register | 0004 U SV, SE 79
A
ACCEN_WRB Write access enable register | 004y u SV, SE 79
B

(table continues...)
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Table 34 (continued) Registers overview - ACCEN (ascending offset address)
Short name Long name Offset |Access mode Reset See
address Read Write

ACCEN_RDA Read access enable register | 008, U SV, SE 80
A

ACCEN_RDB Read access enable register | 00Cy U SV, SE 80
B

ACCEN_VM VM access enable register | 0104 U SV, SE 81

ACCEN_PRS PRS access enable register | 014y U SV, SE 82

ACCEN_RGNLA |Region lower address 0184 U SV, SE 82
register

ACCEN_RGNUA | Region upper address 01Cy U SV, SE 83
register

Write access enable register A

This register defines which master agent function TAG identifier (TAG-ID) encodings are enabled or disabled for
write accesses to the access protected region.

ACCEN_WRA Offset address: 000y

Write access enable register A value: 1000 0003

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

EN31 EN30 EN29 | EN28 | EN27 | EN26 | EN25| EN24 | EN23  EN22 | EN21 | EN20 | EN19 EN18 | EN17 | EN16

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

EN15 EN14 EN13|EN12|EN11 EN10 | ENO9 | ENO8 ENO7 | ENO6 | ENO5 | ENO4 | ENO3 ENO2 | ENO1 ENOO

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw
Field Bits Type Description
ENg (g=00-31) |q rw Write access enable for TAG-ID q

This bit enables write access to the access protected region for
transactions with the TAG-ID q.

Og Disabled for write access
1z Enabled for write access

Write access enable register B

This register defines which master agent function TAG identifier (TAG-ID) encodings are enabled or disabled for
write accesses to the access protected region.

ACCEN_WRB Offset address: 004
Write access enable register B value: 0000 0000y
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

EN63 | EN62 EN61 | ENG60 | EN59 | EN58 | EN57 EN56 | EN55 | EN54 | EN53 | EN52 | EN51 | EN50 | EN49 EN48‘

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

EN47 | EN46 EN45| EN44 | EN43 | EN42 | EN41 EN40 | EN39 EN38 EN37 EN36 | EN35|EN34 | EN33 EN32‘

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw
Field Bits Type Description
ENq (gq=32-63) |g-32 rw Write access enable for TAG-ID q

This bit enables write access to the access protected region for
transactions with the TAG-ID q.

Og Disabled for write access
1z Enabled for write access

Read access enable register A

This register defines which master agent function TAG identifier (TAG-ID) encodings are enabled or disabled for
read accesses to the access protected region.

ACCEN_RDA Offset address: 008y

Read access enable register A value: FFFF FFFFy

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

EN31 EN30 EN29 | EN28 | EN27 | EN26 | EN25| EN24 | EN23  EN22 | EN21 | EN20 | EN19 EN18 | EN17 | EN16

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

EN15 EN14 EN13|EN12|EN11 EN10 | ENO9 | ENO8 ENO7 | ENO6 | ENO5 | ENO4 | ENO3 ENO2 | ENO1 ENOO

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw
Field Bits Type Description
ENqg (q=00-31) |q rw Read access enable for TAG-ID q

This bit enables read access to the access protected region for
transactions with the TAG-ID q.

Og Disabled for read access
1z Enabled for read access

Read access enable register B

This register defines which master agent function TAG identifier (TAG-ID) encodings are enabled or disabled for
read accesses to the access protected region.

ACCEN_RDB Offset address: 00CH
Read access enable register B value: FFFF FFFFy
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31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

EN63 | EN62 EN61 | ENG60 | EN59 | EN58 | EN57 EN56 | EN55 | EN54 | EN53 | EN52 | EN51 | EN50 | EN49 EN48‘

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

EN47 | EN46 EN45| EN44 | EN43 | EN42 | EN41 EN40 | EN39 EN38 EN37 EN36 | EN35|EN34 | EN33 EN32‘

rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw rw
Field Bits Type Description
ENq (gq=32-63) |g-32 rw Read access enable for TAG-ID q

This bit enables read access to the access protected region for
transactions with the TAG-ID q.

Og Disabled for read access
1z Enabled for read access

VM access enable register

This register defines which virtual machine encodings are enabled or disabled for accesses to the access
protected region. There is one RDx and WRx bit for each VMx.

ACCEN_VM Offset address: 010y
VM access enable register value: 00FF 00FFy
n 20 2 2 7 2% 2 2 2 2 2 2 19 18 17 16

0 WRO | WRO | WRO | WRO | WRO | WRO | WRO | WRO
7 6 5 4 3 2 1 0
r rw rw rw rw rw rw rw rw
15 1 13 1 1 10 9 8 7 6 5 4 3 2 1 0
0 RDO7 |RD06 | RDO5 | RD04 | RD03 | RD02 | RDO1 | RD0OO
r rw rw rw rw rw rw rw rw
Field Bits Type Description
RDq (gq=00-07) |q rw Read access enable for VM ID g

This bit enables read access to the access protected region for
transactions with the VM ID q.

Og Disabled for read access
1z Enabled for read access

WRq (gq=00-07) | g+16 rw Write access enable for VM ID q

This bit enables write access to the access protected region for
transactions with the VM ID q.

Og Disabled for write access
1g Enabled for write access

0 15:8, r Reserved
31:24 Read as 0; should be written with 0.
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PRS access enable register

This register defines which protection register set encodings are enabled or disabled for accesses to the access
protected region. There is one RDx and WRx bit for each PRSx.

ACCEN_PRS Offset address: 014y
PRS access enable register value: 00FF 00FFy
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

0 WRO | WRO | WRO | WRO | WRO | WRO | WRO | WRO
7 6 5 4 3 2 1 0
r rw rw rw rw rw rw rw rw
15 1 13 1 1 10 9 8 7 6 5 4 3 2 1 0
0 RDO7 |RD06 | RDO5 | RD04 | RD03 | RD02 | RDO1 | RD0OO
r rw rw rw rw rw rw rw rw
Field Bits Type Description
RDq (g=00-07) |q rw Read access enable for PRS q
This bit enables read access to the access protected region for
transactions with the PRS q.
Og Disabled for read access
1z Enabled for read access
WRq (g=00-07) |g+16 rw Write access enable for PRS q
This bit enables write access to the access protected region for
transactions with the PRS q.
Og Disabled for write access
1z Enabled for write access
0 15:8, r Reserved
31:24 Read as 0; should be written with 0.

Region lower address register

This register sets the lower bound of the access protected region. Addresses greater than or equal to the lower
bound are considered part of the access protected region.

ACCEN_RGNLA Offset address: 018y
Region lower address register value: 0000 0000y
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADDR
rw
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

ADDR 0
rw r
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Field Bits Type Description
ADDR 316 rw Bits 31:6 of the lower bound of the access protected region
0 5:0 r Reserved

Read as 0; should be written with 0.

Region upper address register

This register sets the upper bound of the access protected region. Addresses stricly less than the upper bound
are considered part of the access protected region.

ACCEN_RGNUA Offset address: 01Cy
Region upper address register value: FFFF FFCOy
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADDR
rw
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

ADDR 0
rw r
Field Bits Type Description
ADDR 31:6 rw Bits 31:6 of the upper bound of the access protected region
0 5:0 r Reserved
Read as 0; should be written with 0.
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Access protection of unused resources

When software does not intend to use a resource, it can choose not to configure the resource at all and leave
any PROT and APU mechanisms in the resource in their reset states.

After all configuration by application startup software (ASSW) is complete, the ASSW writes to the
SMM_PROTINIT.PINIT_DONE or CSCU_INIT.DONE register fields which causes all PROT mechanisms in that
domain which are still in their Init states to transition to the RunLock state. No further modification of protected
configuration is possible in the RunLock state until the next application reset. For unused modules which
default to having their clocks turned off at reset, this disables the module entirely.

This mechanism thereby removes all access to any slave functions that are left unconfigured by software,
effectively putting them in a safe and secure state.
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Register access modes

Read and write access to registers and memory locations are sometimes . The terms defined in thetable bel
ow may be used in memory and register access tables to indicate such restrictions on access. Eachfunction
al block also defines additional terms in its access mode glossary table to indicate module specificrestrictio

ns.

In general, if an access type is not permitted under these rules (for example, an attempted write to a read-only
register or an attempted user mode access to a SV protected register) then a Bus Error will result, unless the
access is also marked as nBE or otherwise stated in the specific module chapter. Where there are multiple
access terms specified for a single register in a comma separated list, the access is only permitted if all of the
conditions are satisfied when the access is executed.

Bit-fields access restrictions, where for example a write access is permitted or not depending on value of
another bit-field in the same register, are described in separate "Access mode restrictions" tables for each
register and its bit-fields. When violated, these bit-field restrictions do not generate a Bus Error unless specified

differently.

Table 35 Access terms

Symbol Description

BE Always returns a Bus Error. This is used for example on a write access to indicate a
read-only register.

nBE Indicates that no Bus Error is generated when accessing this address range, even though it
is either an access to an undefined address or the access does not follow the given rules.

nE Indicates that no Error is generated when accessing this address or address range, even
though the access is to an undefined address or address range. This is used for example on
CPU accesses (MTCR or MFCR) to undefined addresses in the CSFR range.

™ Access only when in test mode.

M Indicates a module specific access condition. Refer to the register description for details of
the specific access condition.

OEN Access only when OCDS is enabled.

PW Access only when the correct password is given.

STP Access only during start-up, before start-up protection is set (SMM_STCON.ST_PROT=1).

CSSTP Access only during secure start-up, before secure start-up protection is set
(CSCU_STCON.CSSTP=1).

SV Access only when supervisor mode is active on the interconnect.

PROT Access restrictions as defined in the PROT register access rules.

16 Access when using 16-bit width or higher.

32 Access only when using 32-bit width.

64 Access only when using 64-bit width.

u No access restrictions.
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3.2 Software Over The Air (SOTA)

Software updates Over The Air (SOTA) is supported by providing the ability to split the PFLASH into two regions.
The SOTA functionality enables software executing out of the application PFLASH (PFLASH other than the
PFLASHCcs) to be updated without impacting the currently executing application.

The application could be executing out of the active PFLASH region, while an update to the application code is
downloaded and programmed into the inactive PFLASH region.

The SOTA functionality on the PFLASHcs is more in that a programming operation to the inactiveregion of
the PFLASHcs cannot happen while the active region of the PFLASHcs is being accessed.

3.2.1 Feature list

+ Ability to program the inactive application PFLASH region while retaining full read access to code and data
in the active application PFLASH region

+  Ability to swap the active PFLASH region by updating the SOTA swap configuration UCB. The updated
configuration becomes active on the next system reset

«  Ability to disable the SOTA mechanism and access all of the PFLASH in the MCU with a linear address map

3.2.2 Functional overview

The SOTA functionality can be enabled and configured independently for the application PFLASH and
PFLASHcs through configuration in the SOTA UCBs. When SOTA is disabled, the MCU addresses the respective
application PFLASH or PFLASHcs in the linear addressing mode. When SOTA is enabled, the MCU splits the
respective application PFLASH or PFLASHcs into two address regions, one of which can be set as the active
region as described below. See the system address map chapter for details of the PFLASH memory address
ranges for each SOTA configuration.

Application PFLASH linear addressing mode

When SOTA is disabled for the application PFLASH, all the application PFLASH memory is available for
instruction fetch and to read in a single contiguous memory region.

System address map

FFFFFFFFy

Applicatiop PELASH Application PFLASH non-cached region
Region
Application CPU Application CPU Application CPU A0000000,,
PFLASH | PFLASH PFLASH | PFLASH PFLASH | PFLASH
BankA BankB BankA BankB BankA [ BankB
Application PFLASH —— .
Region } Application PFLASH cached region
80000000y
00000000y
Figure 10 System address map with application PFLASH in linear addressing mode
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Application PFLASH SOTA addressing mode

When SOTA is enabled for the application PFLASH, the application PFLASH is split into two equal regions.

« Application PFLASH region A: The memory available in one PFLASH bank of each of the application CPUs is
available for instruction fetch and to read in a single contiguous memory region

«  Application PFLASH region B: The memory available in the other PFLASH bank of each of the application
CPUs is available for instruction fetch and to read in a single contiguous memory region

One of the application PFLASH regions A or B can be marked as an active region and this region is available for
application software to read or execute from. The other region is marked as an inactive region and is available
for programming operations such as to write a new software image. The programming operations to the
inactive region can happen without any effect on instruction fetch or read accesses to the active region.

System address map
FFFFFFFFy
Applicati?n PFLASH } Application PFLASH inactive non-cached region
A20000004 et
Application PFLASH . . .
Application CPU Application CPU Application CPU q Application PFLASH active non-cached region
pplication pplication pplication A0000000,, Region A }
PFLASH | PFLASH PFLASH | PFLASH PFLASH | PFLASH
BankA | BankB BankA | BankB BankA | BankB
Applicati(_)n PFLASH } Application PFLASH inactive cached region
820000004 KEEE
Application PFLASH } Apolication PFLASH acti hed regi
" pplication active cachead region
800000004 Regiona
000000004
Figure 11 System address map with application PFLASH in SOTA-A mode
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System address map
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Application PFLASH inactive non-cached region

Application PFLASH active non-cached region

Application PFLASH inactive cached region

Application PFLASH active cached region

Figure 12

System address map with application PFLASH in SOTA-B mode

When SOTA is enabled for the application PFLASH, the active and inactive regions can be swapped by having
application software update the SOTA swap configuration in the UCB. When a system reset is next applied, the
MCU will boot up with the new SOTA swap configuration.

PFLASHCcs linear addressing mode

When SOTA is disabled for the PFLASHcs, the PFLASHcs memory is available for instruction fetch and to read in

a single contiguous memory region.
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System address map
FFFFFFFFy

A4000000, PFLASHcs Region } PFLASHcs non-cached region
CPUcs
PFLASH 84000000, PFLASHcs Region } PFLASHcs cached region

(o
000000004
Figure 13 System address map with PFLASHcs in linear addressing mode

PFLASHcs SOTA addressing mode

When SOTA is enabled for the PFLASHcs, the PFLASHcs is split into two equal regions:

+  PFLASHcs region A: One half of the PFLASHcs is denoted region A and is available for instruction fetch and
to read in a single contiguous memory region

+  PFLASHcs region B: One half of the PFLASHcs is denoted region B and is available for instruction fetch and
to read in a single contiguous memory region

One of the PFLASHcs regions A or B can be marked as an active region and this region is available for
application software to read or execute from. The other region is marked as an inactive region and is available
for programming operations such as to write a new software image. Since both PFLASHcs regions physically
map to a single PFLASH bank, programming accesses to the inactive region cannot happen at the same time as
instruction fetch or read accesses to the active region.
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System address map
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Figure 14
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System address map

FFFFFFFFy

PFLASHcs Region A }  PFLASHcs inactive non-cached region
A40000004 PFLASHcs Region B }  PFLASHcs active non-cached region

CPUcs
Half Half PFLASHcs Region A }  PFLASHcs inactive cached region
PAFLAEAS?-i 84000000H PFLASHcs Region B }  PFLASHcs active cached region
00000000y
Figure 15 System address map with PFLASHcs in SOTA-B mode

When SOTA is enabled for the PFLASHcs, the active and inactive regions can be swapped by having secure
software update the SOTA swap configuration in the UCB. When a system reset is next applied, the MCU will
boot up with the new SOTA swap configuration.

3.2.3 Functional description

When SOTA is enabled, the active PFLASH region can be read or executed from, while programming or
verification operations can be performed on the inactive PFLASH region. When a SOTA update has completed
and the banks are swapped around, only the address mapping between the physical PFLASH modules and the
system address map will change. This means that no data needs to be copied and the system address ranges
being executed from are always the same.

Note: All NVM operations are performed using the physical system address of the PFLASH, so an NVM
operation always uses the linear system address map regardless of SOTA or swap settings. 'NVM
operation'is a term used for any command sequence such as a program or erase targeting a PFLASH
and does not include reads.

The parameters that control SOTA address map switching and related functions are configured in UCB and the
hardware configuration is only updated during the subsequent system reset. This prevents unintentional
changes during application execution.
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Enabling SOTA on AURIX™ TC4xx devices takes effect with no loss of usable PFLASH memory apart from the
partitioning of the memory into active and inactive PFLASH regions.

3.2.3.1 Performance considerations

The CPU access to its local Program Flash bank is optimized for maximum performance. In the AURIX™ TC4xx
SOTA can be enabled with no impact on the performance of the application CPU access to the local PFLASH
bank. This is achieved by providing each application CPU with two local PFLASH banks and simply switching
between the two when a SOTA swap is requested.

3.2.3.2 Configuring SOTA

This section describes the configuration required to enable SOTA and swap between the active and inactive
regions.

3.2.3.2.1 Configuration parameters

The SOTA functionality can be enabled and configured independently for the application PFLASH and
PFLASHcs. The table below shows the UCB parameters which configure whether SOTA is enabled and which
region is set to the active region.

Table 36 SOTA configuration parameters

Affected Parameter |Description Configuration UCB

PFLASH

Application |SOTAmode |If SWAPEN is set to enable, SOTA | UCB_RTC_USERCFG_ORIG.SWAP_ena,
PFLASH enable mode will be entered after the UCB_RTC_USERCFG_COPY.SWAP_ena

next system reset. Linear mode
will be enabled otherwise.

Bank swap If SOTA mode is valid and enabled | UCB_RTC_SWAP_ORIG,
configuration | and the SWAP information UCB_RTC_SWAP_COPY
configured in the UCB is valid,
then after the next system reset
the configured region Aor B is

made active.
PFLASHcs SOTA mode If SWAPEN is set to enable, SOTA | UCB_CS_USERCFG_ORIG.SWAPCS_ena,
enable mode will be entered after the UCB_CS_USERCFG_COPY.SWAPCS_ena

next system reset. Linear mode
will be enabled otherwise.

Bank swap If SOTA mode is valid and enabled | UCB_CS_SWAP_ORIG,
configuration |and the SWAP information UCB_CS_SWAP_COPY
configured in the UCB is valid,
then after the next system reset
the configured region Aor B is
made active.
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3.2.3.2.2 Initial device configuration for SOTA

There are some recommendations for installing the initial device configuration for a device which has SOTA
enabled.

Starting from the delivery state, the initial execution image is programmed onto the active PFLASH region. If
SOTA mode on PFLASHcs is required, the initial execution image should include the CSRM program code in the
active PFLASHcs region. It is recommended that the sectors used are then protected by installing sector specific
write protection in the UCB using the ORIG and COPY programming sequence as described in the ‘UCB
handling’ section of the NVM chapter.

The start address of the initial image is programmed in UCB_RTC_BMHD and UCB_CS_BMHD and the standard
programming of the Boot Mode Header UCBs is performed.

In order to select SOTA-A mode on the application PFLASH (PFLASH region A is active, PFLASH region B is
inactive), the following values should be programmed into the UCB entry:

+  Write the value 55, into UCB_RTC_SWAP.SWAP_ORIG_MARKERO0.MARKERx

«  Write the system address of UCB_RTC_SWAP.SWAP_ORIG_SALO into
UCB_RTC_SWAP.SWAP_ORIG_SALO0.SALx

+  Write the confirmation code 43211234, into UCB_RTC_SWAP.SWAP_ORIG_STATUS0.STATUSx

«  Write the combined CRC32 value of SALO, STATUSO, MARKERO into
UCB_RTC_SWAP.SWAP_ORIG_CRCSE0.CRCSEXx

+  Finally, UCB_RTC_USERCFG.SWAP_ena.SWAPEN is set to enabled, which enables SOTA mode for the
application PFLASH with the next system reset

In order to select SOTA-A mode on the PFLASHcs (PFLASH region A is active, PFLASH region B is inactive), the
following values should be programmed into the UCB entry:

«  Write the value 44 into UCB_CS_SWAP.SWAP_ORIG_MARKER0.MARKERXx
«  Write the system address of UCB_CS_SWAP.SWAP_ORIG_SALO into UCB_CS_SWAP.SWAP_ORIG_SAL0.SALx
«  Write the confirmation code 43211234, into UCB_CS_SWAP.SWAP_ORIG_STATUSO0.STATUSX

«  Write the combined CRC32 value of SALO, STATUSO, MARKERO into
UCB_CS_SWAP.SWAP_ORIG_CRCSEO0.CRCSEXx

+  Finally, UCB_CS_USERCFG.SWAP_ena.SWAPEN is set to enabled, which enables SOTA mode for the
PFLASHcs with the next system reset

UCB_RTC_FLASH and UCB_RTC_PFLASH_OTPx are then programed with the necessary values to setup the

required OTP and WOP settings on the application PFLASH. Similarly, UCB_CS_FLASH and

UCB_CS_PFLASH_OTPx are programmed with the necessary values to setup the required OTP and WOP

settings on the PFLASHcs bank.

Note: Any OTP or WOP protected sectors cannot be re-programmed with a new image.
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Figure 16 Initial SOTA configuration

3.2.3.2.3 Runtime SOTA configuration

Here we detail the recommendations for installing the new image during a running application and configuring
the device to swap to the new image.

In order to swap to the new image, the new program image needs to be loaded into the inactive PFLASH region.
In order to do this, the sector specific write protection must be disabled for those banks by presenting the
UCB_RTC_PFLASH or UCB_CS_PFLASH password for the ‘Disable Protection’ DMU command sequence in the
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NVM. The master performing the update must also be enabled with write access to the inactive PFLASH region
in the respective APU in the NVM.

Since concurrent NVM operations (like a program or erase) to PFLASH and DFLASH are not supported, PFLASH
operations must either be scheduled for times when no DFLASH operation is taking place or any ongoing
DFLASH operation must be suspended to allow the PFLASH operation to occur. Therefore there needs to be
some synchronization between the EEPROM driver running in the application and the Secure Flash Bootloader
which is performing the update. An alternative is to allocate all PFLASH banks to the CSRM command interface
in the CSRM_ALL_PFLASH mode and have the CSRM perform all PFLASH programming while the host can
continue accessing the host DFLASH through the host command interface.

The newly written image must have any errors identified and corrected before write protection is re-enabled as
described in the safety manual.

In the case of a hard failure during SOTA re-programming or erasing of PFLASH, the Replace Logical Sector
feature can be used (See NVM chapter for more details). This feature allows you to map a failing logical sector to
a redundant sector using the ‘Replace Logical Sector’ DMU command sequence.

The next step is to configure the SWAP information by configuring the address map to be selected in the
UCB_RTC_SWAP or UCB_CS_SWAP. After disabling the sector specific write protection as described above,
UCB_RTC_SWAP.SWAP_ORIG_MARKERXx is changed to either:

+ 554, selecting the SOTA-A address map, if application PFLASH region A contains the new image
+  AAy, selecting the SOTA-B address map, if application PFLASH region B contains the new image

Similarly, after disabling the CS sector specific write protection as described above,
UCB_CS_SWAP.SWAP_ORIG_MARKERXx is changed to either:

+ 44, selecting the SOTA-A address map, if PFLASHcs region A contains the new image

« Either 11, or 22y, selecting the SOTA-B address map, if PFLASHcs region B contains the new image. The
value programmed depends on the size of the PFLASHcs bank in the device being programmed

The other fields in the UCB_RTC_SWAP or UCB_CS_SWAP entry - SWAP_ORIG_SALX.SALX,
SWAP_ORIG_STATUSx.STATUSx and SWAP_ORIG_CRCSEx.CRCSEx are then programmed as with the initial
configuration. The previous (x-1) UCB_RTC_SWAP or UCB_CS_SWAP entry is invalidated by over-programming
all-1into SWAP_ORIG_STATUS(x-1) and SWAP_ORIG_SAL(x-1) (over-programming with all-1 delivers an ECC
correct result for UCB and DFLASH). For all of these, 'x' should be increased by one each time images are
swapped, starting from 1 the first time after the initial configuration.

If UCB_RTC_SWAP or UCB_CS_SWAP is full (that is 'x' has reached 31), the whole UCB may be erased and 'x' set
back to 0 before a new entry is added. The write protection is then re-enabled by using the ‘Resume Protection’
DMU command sequence and updating the master access protection in the relevant APU to detect and prevent
accidental writes.

Note: The last valid entry of the SWAP information (that is SWAP information stored at the highest value of
X’) is used by the Startup Software for configuring SOTA in the system.

It is possible to configure 32 SWAPs in UCB_RTC_SWAP or UCB_CS_SWAP before an erase is required. The
maximum number of SWAPs possible during the lifetime of the device is dependent on the datasheet
parameter for PFLASH erase or program cycles. To perform 1000 application PFLASH SWAP configurations, a
total of at least 62 UCB erase or program cycles are required during the lifetime (two UCB erases are required
per 32 SWAP updates as both UCB_RTC_SWAP_ORIG and UCB_RTC_SWAP_COPY need to be erased and
updated). This needs to be taken into account while updating the other UCBs in order to adhere to the
datasheet parameter for UCB program or erase cycles.

To begin running with the new image, a system reset needs to be triggered (application resets have no effect).
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Figure 17 Runtime SWAP configuration

3.2.3.3 Safety

If SOTA is disabled, the entire PFLASH region should be protected by appropriate APU configuration in the
DMU which prevents unintentional changes to the contents. If SOTA is enabled, APU protection for the inactive
PFLASH region should be configured to allow them to be updated by enabled software masters.

However, even for the active PFLASH region, the requirement for safety application software to be checked
before execution remains. More details on the APU protection features in the DMU are available in the
‘Protection’ section of the NVM chapter.
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3.2.3.4 Security

The security protection offered to an NVM operation on the PFLASH remains the same as defined in the
‘Protection’ section of the NVM chapter irrespective of the active or inactive nature of the PFLASH region.

3.3 Resource access latencies

The following tables describe the CPU access times to various resources in SRI clock cycles.
+ Forthe values of data access or instruction fetch accesses, the access times are the minimum number of
CPU stall cycles to complete the access

+ Ifthereis a conflict for the resource accessed, there may be additional stall cycles till the conflicting access
completes

«  For write access, the access times are the maximum for a sequence of such access (non-conflicting). In
many cases for a single access or a short sequence, write buffering reduces the stall effect seen by a CPU,
sometimes to 0. However, as with loads and fetches, if there is a conflict for the resource accessed, there
may be additional stall cycles till the conflicting access completes

« Fordata accesses, the access times listed are for 32-bit accesses. The access times for 64-bit write accesses
to DLMU or LMU memories can be lower than the numbers listed below due to the SRAM organization

Access latency for FPI bus peripherals

Access to critical module registers is implemented with 1 wait-state (for example QSPI, ASCLIN, EVADC, DSADC
result registers and DMA). Some modules may implement additional wait-states as for example in the following
instances:

+  Access to module internal SRAMs (for example MCAN, DMA, ERAY, GTM, SCR, GETH)
«  System infrastructure modules (for example VMT, DMA)

+  Access to control registers in large and complex modules that require internal registers stages to meet the
timing (for example GTM)

Access latency for PFlash and DFlash accesses

The PFlash and DFlash wait-states are described in the NVM section of the documentation. The wait-states are
configured through the following registers:

. PFLASH(HOST): DMU_GP_HOST_PFWAIT

. PFLASH(CSRM): DMU_GP_CSRM_PFWAIT

. DFLASH(HOST): DMU_GP_HOST_DFWAIT

. DFLASH(CSRM): DMU_GP_CSRM_DFWAIT

In all cases the values programmed in the registers are 1 less than the actual value. For example,
DMU_GP_HOST_PFWAIT.RFLASH=T corresponds to 8 read cycles.

For example, the number of stall cycles for a data read from a PFlash instance with
DMU_GP_HOST_PFWAIT.RFLASH=T accessed on the local SRl is as follows.

PWS = (PFLASH READ CYCLES)
= (DMU_GP_HOST_PFWAIT.RFLASH + 1)
=8
Stall cycles =5 + PWS
=13
Reference manual 97 vl.l

2025-06-26



AURIX™ TC4DXx user manual imn eon

3 Distributed functionality

3.3.1 TCA4Dx resource access latencies

Access latency for FPI bus peripherals

The following table lists the stall cycles for CPU accesses to FPI peripherals.

Table 37 Access latency for FPI peripherals (TC4Dx)
CPU access type Stall cycles for SPB peripheral Stall cycles for ComPB peripheral
access’/ access’/
CPUO-5 data read? n X (4 + Module wait—states), n X (4 + Module wait—states),
where (n = —fCPU> where (n = —fCPU)
fspa fspa
CPUO-5 data write? n X (4 + Module wait—states), n X (4 + Module wait—states),
where (n = —fCPU) where (n = —fCPU>
fsep fspB
PPU data read? 50 50
PPU data write 17 17

1) The number of wait-states for read and for write accesses is >= 1 and depends on the accessed module and its configuration.
2) The final number of stall cycles will depend on the real number of wait-states generated by the target resource.

Note: Due to the various bridges between the PPU and the peripherals no generic formula can be given. The
numbers documented are for the following frequency ratio PPU/Peripheral bus: 450 MHz/100 MHz

Access latency for CPU local resources

The following table lists the stall cycles for CPU instruction fetch, read, and write accesses to internal
memories.

Table 38 CPU accesses: Stall cycles for local resources

Local CPU
Data read from DSPR 0
Data write to DSPR 0
Instruction fetch from DSPR See SRI resources tables”
Data read from DLMU 1
Data write to DLMU 4 (2 for 64-bit write accesses)
Instruction fetch from DLMU See SRl resources tables?
Data read from PSPR See SRl resources tables?
Data write to PSPR See SRl resources tables?)
Instruction fetch from PSPR 0
Data read from PFlash 5+ PWS?
Instruction fetch from PFlash (buffer miss) 2+PWSs?
Instruction fetch from PFlash (buffer hit) 3

1) Data access to code side memories or code accesses to data side memories are made through the SRl interconnect.
2) PWS: Configured PFlash wait-states (Includes cycles for PFlash access cycles only). ECC correction latency is only incurred when
the incoming data requires ECC correction.
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Access latency for SRI resources

The following tables list the stall cycles for CPU read and write accesses over the SRl interconnect to various
target memories.

Table 39 CPU accesses: Stall cycles for reads to SRI resources (TC4Dx)
DSPR |DSPR |DLMU |DLMU |LMU LMU LMU PFlash |PFlash |PPU PPU
0-2 3-5 0-2 3-5 0-1 2-3 4-9 0-2 3-5 CSM VMEM
CPUO-2 |7 14 7 14 8 15 15 PWS PWS 36 38
+9 + 16
CPU3-5 |14 7 14 7 15 8 15 PWS PWS 36 38
+ 16 +9
PPU 31 31 31 31 32 32 30 [PWS |[PWS |N.A. N.A.
x0.9] |x0.9]
+ 33 + 33
Note: The PPU is running asynchronous to the rest of the system. The documented numbers represent the
average access latency in PPU clocks for accesses originating from the PPU. Individual accesses may
see different access latencies. They are representative for SRI frequency of 500 and PPU frequency of
450, represented by a scaling factor of 0.9. PFlash access latency could change between random and
sequential access.
Note: The CPU stall cycles do not apply to the local PFlash path, for example CPUO to PFlashO. Those stall
cycles are listed in the local resources table.
Table 40 CPU accesses: Stall cycles for non-pipelined writes to SRI resources (TC4Dx)
DSPR DSPR DLMU DLMU LMU LMU LMU PPU PPU
0-2 3-5 0-2 3-5 0-1 2-3 4-9 CSM VMEM
CPUO-2 4 7 4 7 5 7 7 13 13
CPU3-5 7 4 7 4 7 5 7 13 13
PPU 7 7 7 7 7 7 6 N.A. N.A.
Table 41 CPU accesses: Stall cycles for pipelined writes to SRI resources (TC4Dx)
DSPR DSPR DLMU DLMU LMU LMU LMU PPU PPU
0-2 3-5 0-2 3-5 0-1 2-3 4-9 CSM VMEM
CPUO-2 3 5 4 5 4 5 5 13 13
CPU3-5 5 3 5 4 5 4 5 13 13
PPU 7 7 7 7 7 7 6 N.A. N.A.
Note: The PPU is running asynchronous to the rest of the system. The documented numbers represent

the average access latency, individual accesses may see different access latencies. They are
representative for SRI frequency of 500 and PPU frequency of 450

Reference manual

99

vl.l
2025-06-26



AURIX™ TC4DXx user manual imn eon

3 Distributed functionality

Note: Although the table lists DSPR access latencies, the PSPR access latencies will be equivalent to the
listed DSPR latencies for data access through SRI

A CPU's fetch latency from another CPU's PFlash either on the local or remote crossbar is influenced by the
executing CPU's overall pipeline state. Additionally, it interacts with the pre-fetch mechanism when pre-fetch
buffers are enabled on the PFlash path. The front end of the CPU pipeline operates on fetches which are
equivalent to cache line size, even when the cache is disabled. The summary is indicative of the access latency
assuming one pre-fetch buffer of the other CPU is assigned to the fetch CPU's P side SRI TAG-ID. Even though
the instruction fetch and execution are decoupled, the actual stall cycles will depend on execution of fetched
instructions. The following stall cycles apply when executing all instruction from the previously fetched line
assuming they are all 32g, can be dual issued and is devoid of exceptions, dependencies and hazards:

Table 42 CPU stall cycles due to line fetch(256b) over SRI from PFlash of another CPU
Fetch conditions Pflash on local crossbar Pflash on other crossbar
Instruction fetch (buffer miss) PWS+ 9 PWS + 16

Instruction fetch (buffer hit)? max(PWS +2, 11) — 4 max(PWS + 2, 18) — 4

1) The reduction by 4 accounts for the 4 cycles to execute 8 instructions delivered in the fetch packet

3.3.2 TC4Dx SDMA throughput

The following tables describe the achieved SDMA throughput moving data from and to various system
memories.

+  Thethroughput is measured at the following clock frequencies: fsg; = 500 MHz, fspg = 100 MHz

+  Thethroughputis measured as the Gbyte/s (rounded-down) achieved by the SDMA instance while moving
32 KB of data from the source memory to a destination memory using a 512-bit move size

+  When there are multiple DMA channels accessing a common memory location, the DMA channels are
configured with addresses greater than 64 KB apart such that the DMA move requests to the memory are
not pipelined
- Ifthe two DMA channels happen to target addresses within the same 64 KB region on source or

destination memories, the throughput achieved will be better than the results below

+ Ifthereis a conflict for the resource accessed, there may be a drop in the throughput achieved till the
conflicting access completes

Table 43 TC4Dx SDMAO single channel throughput (Gbyte/s)

Read location
Write DSPR0O-2 |DSPR3-5 |DLMUO-2 |DLMU3-5 |LMUO-1 LMU2-3 LMU4-6 LMU7-9
location
DSPRO-2 1 1 1 1 1 0.9 0.9 0.8
DSPR3-5 1 0.9 1 0.9 0.9 0.9 0.9 0.8
DLMUO-2 1 1 1 1 1 0.9 0.9 0.8
DLMU3-5 1 0.9 1 0.9 0.9 0.9 0.9 0.8
LMUO-1 1 1 1 1 1 0.9 0.9 0.8
LMU2-3 1 0.9 1 0.9 0.9 0.9 0.9 0.8

(table continues...)

Reference manual 100 vl.1l
2025-06-26



AURIX™ TC4Dx user manual

3 Distributed functionality

infineon

Table 43 (continued) TC4Dx SDMAO single channel throughput (Gbyte/s)

Read location
Write DSPRO-2 |DSPR3-5 |DLMU0O-2 |DLMU3-5 LMUO-1 |LMU2-3 |LMU4-6 |LMU7-9
location
LMU4-6 1 0.9 1 0.9 0.9 0.9 0.9 0.8
LMUT-9 1 0.9 1 0.9 1 0.9 0.9 0.8
Table 44 TC4Dx SDMAO dual channel throughput (Gbyte/s)

Read location
Write DSPRO-2 |DSPR3-5 |DLMUO-2 |DLMU3-5 |LMUO-1 |LMU2-3 |LMU4-6 |LMUT-9
location
DSPRO-2 1.8 1.8 1.8 1.8 1.8 1.7 1.7 14
DSPR3-5 1.9 15 1.9 15 1.9 14 1.7 14
DLMUO-2 1.8 1.8 1.8 1.8 1.8 1.7 1.7 1.4
DLMU3-5 1.9 15 1.9 15 1.9 1.4 1.7 1.4
LMUO-1 1.8 1.8 1.8 1.8 1.8 1.7 1.7 14
LMU2-3 1.9 1.5 1.9 1.5 1.9 1.4 1.7 1.4
LMU4-6 1.9 1.8 1.9 1.8 1.9 1.7 1.4 14
LMUT-9 2 1.8 2 1.8 1.9 1.7 1.4 14
Table 45 TC4Dx SDMAL1 single channel throughput (Gbyte/s)

Read location
Write DSPR0-2 |DSPR3-5 |DLMU0O-2 |DLMU3-5 |LMUO-1 LMU2-3 LMU4-6 LMU7-9
location
DSPRO0-2 0.9 1 0.9 1 0.9 0.9 0.8 0.9
DSPR3-5 1 1 1 1 0.9 1 0.8 0.9
DLMUO-2 0.9 1 0.9 1 0.9 0.9 0.8 0.9
DLMU3-5 1 1 1 1 0.9 1 0.8 0.9
LMUO-1 0.9 1 0.9 1 0.9 0.9 0.8 0.9
LMU2-3 1 1 1 1 0.9 1 0.8 0.9
LMU4-6 0.9 1 0.9 1 0.9 1 0.8 0.9
LMUT-9 0.9 1 0.9 1 0.9 0.9 0.8 0.9
Table 46 TC4Dx SDMA1 dual channel throughput (Gbyte/s)

Read location
Write DSPR0O-2 |DSPR3-5 |DLMUO-2 |DLMU3-5 |LMUO-1 LMU2-3 LMU4-6 LMU7-9
location
DSPRO0-2 15 1.9 1.5 1.9 14 1.9 1.4 1.7
(table continues...)
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Table 46 (continued) TC4Dx SDMA1 dual channel throughput (Gbyte/s)

Read location
Write DSPRO-2 | DSPR3-5 |DLMU0O-2 |DLMU3-5 LMUO-1 |LMU2-3 |LMU4-6 |LMU7-9
location
DSPR3-5 1.8 1.8 1.8 1.8 1.7 1.8 1.4 1.7
DLMUO-2 15 1.9 15 1.9 14 1.9 1.4 1.7
DLMU3-5 1.8 1.8 1.8 1.8 1.7 1.8 1.4 1.7
LMUO-1 15 1.9 1.5 1.9 14 1.9 1.4 1.7
LMU2-3 1.8 1.8 1.8 1.8 1.7 1.8 1.4 1.7
LMU4-6 1.8 2 1.8 2 1.7 1.9 1.4 1.4
LMUT-9 1.8 1.9 1.8 1.9 1.7 1.9 1.4 1.4
3.4 Module reset

It is proposed to stop all participants that have read or write access to the functional block (FB) kernel registers
during the normal application, before a functional block module reset is started by application software,
through the functional block KRST registers.

This means that for example DMA channels and software tasks that access the kernel are to be stopped, and the
last write accesses by bridges must be waited for.

To detect unexpected write accesses during or after functional block kernel access, the kernel can also be
switched off through the CLC register before a kernel reset.

Accesses to the kernel that is switched-off are normally terminated with an SRI or FPI error and signaled as an
alarm to the SMU.

Many functional blocks support a reset of their kernel function.
If available, the kernel reset can be started and controlled with the registers:

+ RST_CTRLA
« RST_CTRLB
« RST_STAT

There are also functional blocks with several kernel functions that have their own kernel reset function, such as
ADC for example.

Which functional block registers are reset by a kernel reset function is described in the respective functional
block register overview table.

Registers that are not normally reset by a kernel reset are PROTs, APUs, OCS, and CLC.
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4 Central Processing Unit (CPU)

The TriCore™ 1.8 central processing unit (TC1.8 CPU) is a superscalar implementation of the version 1.8 of the
TriCore™ architecture. TriCore™ is a 32-bit microcontroller-DSP architecture optimized for real-time embedded
systems.

The TriCore™ instruction set architecture (ISA) combines the real-time capability of a microcontroller, the
computational power of a Digital Signal Processor (DSP), and the high performance and features of a Reduced
instruction set computer (RISC) load-store architecture, in a compact re-programmable core.

The ISA supports a uniform, 32-bit address space and memory-mapped Input/Output (I0). The architecture
supports both 16-bit (reduced code space and low memory requirement) and 32-bit instruction formats. Real-
time responsiveness is supported by low interrupt latency and fast-context-switching. The high performance
architecture minimizes interrupt latency by avoiding long multi-cycle instructions and by providing a flexible
hardware-supported interrupt scheme.

Compared to version 1.6, version 1.8 of the TriCore™ architecture includes virtualization support and a double
precision IEEE-754-2019 Floating-point unit.

Please note that TriCore™ architectural information is defined in the TriCore™ 1.8 architecture manual. Topics
covered by that manual include:

+  Architecture overview

+  Programming model

+  CPUregisters

+  Tasks and functions

« Interrupt handling

« Traps

«  Memory protection system
«  Temporal protection system
+  Floating-point operations
+ Debug

« Instruction set

+ Virtualization

Note: The optional MMU extension is not implemented in this product family.

4.1 Feature list

The real-time core implementations have the following features:

«  32-bit load store little-endian architecture

« 16-bit and 32-bit instructions for reduced code size

+ Single and double-precision floating-point unit (IEEE-754-2019)

« Virtualization
- Dualvirtual machine support per core with three hardware resource partitions replicating most state
- Support for one hypervisor, one real-time virtual machine, and up to 6 other virtual machines

+  Temporal protection system allowing time-bounded real-time operation

« 4 Gbyte address range (232)

«  Multiple data types

- Boolean, integer with saturation, bit array, signed fraction, character, double-word integers, quad-
word integers, signed integers and unsigned integers

«  Multiple data formats
- Bit, byte (8-bit), half-word (16-bit), word (32-bit), double-word (64-bit) and quad-word (128-bit)
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+  Byte and bit addressing
+  Multiply and accumulate (MAC) instructions
- Single 32 x32 and dual 16 x 16, 16 x 32 architecture
+ Integer arithmetic with saturation
+ Packed data
+ Addressing modes
- Absolute, circular, bit reverse, long + short, base + offset with pre-update and post-update
« Instruction types

- Arithmetic, address arithmetic, comparison, address comparison, logical, MAC, shift, coprocessor, bit
logical, branch, bit-field, load and store, packed data and system

+  General Purpose Register Set (GPRS):

- Sixteen 32-bit data registers

- Sixteen 32-bit address registers

- Three 32-bit status and program counter registers (PSW, PC, PCXI)
+ Debugsupport

+  Flexible memory protection system providing multiple protection sets with multiple protection ranges per
set

« Dedicated system timer with extensions for virtualization
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4,2 Functional overview

The central processing unit implements version 1.8 of the TriCore™ architecture. A device specific number of
instances can be used to run the application software. The CPU operation is supported by local SRAMs, a local
NVM connection and configuration registers. The TC1.8 CPU block diagram is shown in the figure below:
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fSTM » @f’* o 1
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fRCB ST™ I CSFR SFR
fTPB — ]

PowerOn reset —
System reset ———p
Application reset ——p
Kernel reset ——p
Debug reset ———p
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PMI | | DMI
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[Ca und G H [
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M B CFI FSFR pitMU - § 2
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(w)
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S-SRI1 S-SRI0 M-FPI0 = M-FPI1 = M-SRI
PROT/APU protected path o
Instruction (RO)
Data (RO)
*N1 - Read only Data (RW)
*N2 - RW for config System (RW) &
Figure 18 CPU block diagram

For the alarm description please refer to the alarm mapping tables in the SMU functional block and the Safety
Manual.

TC1.8 CPU connections

The TC1.8 CPU contains interfaces to the following memories, interconnect, and bus interfaces:
« Datascratchpad SRAM (DSPR)

+  Program scratchpad SRAM (PSPR)

« Datacache (DCache)
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+  Program cache (PCache)
« Distributed LMU memory (DLMU)
«  Local NVM bank (x2 some instances) through the NVM interface (CFl)
+  SRIlslave interface for other resources (S-SRI0)
« SRIslaveinterface for Local NVM (S-SRI1)
+ SRl master interface (M-SRI)
«  FPI master interface (M-FPI0)
- FPIOis always connected to the SPB
«  FPI master interface (M-FPI1)
- FPI1 can connect to other FPI buses depending on the device and the core instance
The protected paths are:
«  S-SRI0 accesses to PSPR, DSPR, DLMU, SFR, CSFR, or STM
« S-SRI (if present) accesses to CFl, or FSFR
«  PMIlor PCACHE accesses to CFI
« DMl or DCACHE accesses to CFI
« DMI accesses to local DLMU

TC1.8 CPU units

The TC1.8 CPU comprises of the following units:
+  TriCore™based processing unit (CORE)
- Program memory interface (PMI)
- Data memory interface (DMI)
«  Special function registers (SFR)
+  Core special function registers (CSFR)
«  NVM special function registers (FSFR)
«  System timer (STM)

Related information
TC4Dx SMU alarm mapping tables on page 7233

4.2.1 Acronyms and terms

A table of common acronyms or terms that are referenced in this functional block, with a corresponding
definition or explanation.

Table 47 CPU acronyms and terms

Acronym or term Definition or explanation

CFI Program NVM and FSFR interface

CPUcs CPU within the cyber security real-time module
DCache Data cache

DMBI Data memory and bus interface unit

DSP Digital signal processing

DSPR Data scratchpad RAM

DTAG Data cache tag RAM

(table continues...)
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Table 47 (continued) CPU acronyms and terms

Acronym or term Definition or explanation

FIFO Firstin first out

FPU Floating-point unit

FSFR NVM special function registers

IEEE Institute of Electrical and Electronics Engineers
IEEE-754 IEEE Standard for Floating-point Arithmetic
IEEE-754-2019 IEEE-754 revision 2019

MMU Memory management unit

NVM Non-volatile memory

0CDS On-chip debug system

OTGB OCDS trigger bus

PCache Program cache

PMBI Program memory and bus interface unit
PNVM Program NVM

PSPR Program scratchpad RAM

PTAG Program cache tag RAM

RISC Reduced instruction set computer

SIST Software in system test

TC1.8 TriCore™ 1.8

4.2.2 CPU block diagram

The processor core comprises of:
« An Instruction Fetch Unit
« An Execution Unit

+ AGeneral Purpose Register File (GPR)

« ACPU Slave interface (CPS)

+  Optional Floating-Point Unit (FPU)
- Single and double-precision floating-point units,
- orsingle precision floating-point unit only
- ornoFPU
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Figure 19 CPU block diagram
4.2.3 Instruction fetch unit

The Instruction Fetch Unit pre-fetches and aligns incoming instructions from the 64-bit wide Program Memory
Interface (PMI). Instructions are placed in predicted program order in the Issue unit (FIFO).

The Instruction Protection Unit checks the validity of accesses to the PMI and the integrity of incoming
instructions fetched from the PMI.

The branch unit (Prefetch) examines the fetched instructions for branch conditions and predicts the most likely
execution path based on previous branch behavior. The Program Counter Unit (PC) is responsible for updating
the program counter.
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Program Memory Interface
64
Instruction
Protection Prefetch
PC Unit Align
Issue Unit
To Integer To Loop To Load/Store
Pipeline Pipeline Pipeline
Figure 20 Instruction fetch unit
4.2.4 Execution unit

The Execution Unit contains the Integer Pipeline (IP), the Load/Store (LS) Pipeline and the Loop Pipeline (LP).
All three pipelines operate in parallel, permitting up to three instructions to be executed in one clock cycle. In
the execution unit all instructions pass through a decode stage followed by two execute stages (three for
multiply-accumulate (MAC)). Pipeline hazards (stalls) are minimized by the use of forwarding paths between

pipeline stages allowing the results of one instruction to be used by a following instruction as soon as the result
becomes available.
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4.2.5 General purpose register file

The CPU has a General Purpose Register (GPR) file, divided into an Address Register File (registers A0 through
A15) and a Data Register File (registers DO through D15).
The data flow for instructions issued to the Load/Store Pipeline is steered through the Address Register File.

The data flow for instructions issued to the Integer Pipeline and for data load/store instructions issued to the
Load/Store Pipeline is steered through the Data Register File.

To Pipelines

A A A

Data Register File Address Register File

General Purpose
Register File
64 64
Data Alignment
128
To Data Memory Interface

Figure 22 General purpose register file
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4.3 Functional description

This sections describes the architectural choices made where there are allowed options, the implementation
features such as instruction timing and memory hierarchy and system features implemented in the TC1.8 CPU
like overlay support for calibration.

4.3.1 CPU implementation specific features

A description of those properties of the TC1.8 CPU which are allowed by version 1.8 of the TriCore™ architecture
for an implementation to determine.

4.3.1.1 Configurability

Hardware support for several optional extensions is provided on specific TriCore™ instances. Refer to the TCCON
register for a runtime accessible definition of the instance hardware features. Cores in some members of the
product family or even some cores within a product might not have the same hardware features.

4.3.1.2 Context save areas and context operations

The CPU uses a uniform context-switching method for function calls, interrupts, and traps. In all cases the
Upper Context of the task is automatically saved and restored by hardware. Saving and restoring of the Lower
Context may be optionally performed by software.

Please refer to the TriCore™ architecture manual volume 1 for more details. The Context Save Areas (CSA) and
addresses targeted by explicit context load or store instructions, such as LDLCX for example, may be placed in
DSPR, DLMU, or non-peripheral SRI memory (cached or uncached).

CSA placement in DSPR or DLMU

The actual timing of context operations is dependent upon the placement of the Context Save Areas. Maximum
performance is achieved when the Context Save Area is placed in DSPR.

In this case all context save and restore operations take four cycles (using DSPR assuming no external
interference).

If the CSA is placed in the DLMU, context save and restore operations take eight cycles.

CSA placement in cached external memory

In this situation the timing is also dependent on the state of the data cache. The best case for CSA operations
using the data cache occurs when context saves do not incur a cache line writeback, and context restores hit in
the data cache (best case for a cache hit is four cycles).

CSA placement in non-cached external memory

CSA placement in non cached external memory is allowed, but not recommended for performance reasons. The
execution time will be dependent on the system memory used.

4.3.1.3 Program counter (PC) register

The Program Counter (PC) holds the address of the instruction that is currently fetched and forwarded to the
CPU pipelines. The CPU handles updates of the PC automatically.

Software can use the current value of the PC for various tasks, such as performing code address calculations.

Reading the PC through software executed by the CPU must only be done with an MFCR instruction. Such a
read will return the PC of the MFCR instruction itself.

Explicit writes to the PC through an MTCR instruction must not be done due to possible unexpected behavior of
the CPU. The PC may be written by an external agent only when the CPU is halted.
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The CPU will not perform Load or Store instructions to the mapped address of any of the CSFR's in segment 15
(including the PC). A MEM trap will be generated if such an access is attempted.

Bit 0 of the PC register is read-only and is hard-wired to 0.

4.3.1.4 Store buffers

To increase performance, the TC1.8 CPUs implement store buffering to decouple memory write operations from
CPU instruction execution. All stores from the CPU are placed in the store buffer prior to being written to local
memory or transferred through the system interconnect.

Write data is taken from the store buffers and written when the target memory or interface becomes available.

In normal operation, with bit SMACON.IODT=0g (default after reset), non-dependent loads may bypass store
operations. When both a store and a load operation are present in the pipeline, the CPU will prioritize load
operations over store operations in order to improve performance unless:

e The store buffer is full

« Theloadisto peripheral space and a store to peripheral space exists in the store buffer (in order access to
peripheral space is guaranteed)

+ The access belongs to an atomic operation

- Atomic operations require an empty store buffer, this ensures that any buffered state is written to
memory prior to the atomic operation

« Thein-order data transfer is enabled (SMACON.IODT)

- Memory operations are performed in program order when the SMACON.IODT bit is set. This should
only be performed by test routines at start-up or shut-down as it will severely limit performance

To improve the performance of load operations, the CPU will snoop the content of the store buffer for a
matching address. If a match is found, the load data is retrieved from the store buffer before the store is
committed to memory.

To improve performance the store buffer will merge consecutively addressed® data elements to reduce the
number of memory accesses required. The following operations are merged in the store buffer:

+  Consecutive byte writes to the same half-word memory location
«  Consecutive half-word writes to the same word memory location
+  Consecutive word writes to the same double-word memory location

For snooping and merging operations the properties of the load or store operation are checked against
properties of the store contained in the store buffer. In such case the store buffer entry is flushed before the
load completes. Snooping and merging do not happen when:

« Theload or store belongs to a different virtual machine

+ Theload or store belongs to a task executed with a different protection set

+ Theload and store operations do not use the same master agent function identifier
The TC1.8 CPU store buffer can hold the data for up to 6 operations.

For TC1.8, the store buffers are implemented as a FIFO. An item at the head of the FIFO can be commenced on a
distinct target as long as the previous head item has commenced even if it has not completed. The distinct
targets are:

« Local DSPR
+ LocalDLMU
. SRI

FPI (FPIO/FPI1 where present)

3 Since loads can bypass stores, two store operations to be merged may not be consecutive in the instruction flow
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This allows an item to be removed from the head of the FIFO, every clock cycle, to commence access to each
free target without stalling the entire FIFO.

If there is a requirement that data is written to local memory prior to execution of a subsequent instruction
then a LSYNC or a DSYNC instruction may be used to flush the store buffers. ADSYNC instruction must be used
to guarantee that a write is completed at the target destination.

4.3.1.5 Interrupt system

An interrupt request can be generated by on-chip peripheral units, or it can be generated by external sources.
Requests can be targeted to any CPU (please refer to the interrupt system described in the Interrupt Router (IR)
chapter).

The interrupt system evaluates service requests for priority and to identify whether the CPU should receive the
request. The highest-priority service request is then presented to the CPU.

On taking an interrupt the CPU will vector to a unique PC generated from the interrupt priority number and the
Base Interrupt Vector (BIV). The spacing between the vector PCs in the interrupt vector table may be selected to
be either 32 Bytes or 8 Bytes using BIV.VSS.

The TC1.8 CPU implements a fast interrupt mechanism for consecutive interrupts which avoids some context
save and restore operations and therefore speeds up interrupt routine entry. The fast interrupt mechanism
operates when:

+ Anlnterruptis pending

«  AReturn From exception (RFE) instruction is being executed

+  The priority of the pending interrupt is greater than the priority level that would be returned to should the
RFE be executed (ICR.PIPN > PCXI.PCPN)
« Interrupts will be enabled after RFE is executed (PCXI.PIE == 1)

The fast Interrupt mechanism will operate unless a MTCR, or MTDCR, instruction targeting PCXI, PSW, PC,
CORECON, CPU_ID, CORE_ID, BIV, BTV, ISP, ICR, PPRS, FCX, LCX, BOOTCON, CCON, DMS, DCX, DBGTCR,
HRHV_VMn_ICR and DBGCFG executes before the RFE.

The fast interrupt mechanism will operate unless context instruction executes before the RFE. These
instructions are: call (CALL, CALLA, CALLA), return (RET), begin interrupt service routine (BISR), save lower
context (SVLCX), restore lower context (RSLCX), load upper or lower context (LDUCX, LDLCX), and store upper or
lower context (STUCX, STLCX).

In the absence of the fast interrupt mechanism, an interrupt immediately following an RFE would cause a
restore of the upper context immediately followed by a save of the same upper context back to exactly the
same memory location.

The fast interrupt mechanism replaces this redundant restore and save sequence with a load of PCXI, or PSW,
or Al10, or A1l from the saved context. System state at the end of the fast interrupt is the same as if the standard
RFE or interrupt sequence had been performed.

Related information
Interrupt Router (IR) on page 6857

4.3.1.6 Trap system
The following traps have implementation-specific properties.
+  MPXMemory Protection Execute (Class 1 TIN 4)

- The MPXtrap is raised whenever a program attempts to execute an instruction from a memory area for
which it does not have execute permission and memory protection is enabled
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« UOPC - Unimplemented Opcode (Class 2 TIN 2)

- The UOPC trap is raised on optional half-precision and single-precision FPU instructions (coprocessor
1) when hardware support is not provided

- The UOPC trap is raised on optional double-precision FPU instructions (coprocessor 2) when hardware
support is not provided

- The UOPC trap is raised on optional MMU instructions and coprocessor three instructions, neither are
implemented in TC1.8

« OPD-Invalid Operand (Class 2 TIN 3)

- The OPD trap is raised for instructions that take even-odd register pairs as an operand where the
operand specifier is odd

- The OPD trap is also raised for instructions that take a quad data register as an operand where the
operand specifier is not [0, 4, 8, 12]

- The OPD trapis also raised when a MTCR, MFCR, MTDCR, or MFDCR targets a GPR, a non-existing CSFR
(virtualization disabled), or uses a misaligned offset

- When virtualization is not present or disabled, the OPD trap is also raised for MTCR or MTDCR targeting
CSFRs protected with PROTSFRE (virtualization disabled)

«  DSE - Data Access Synchronous Error (Class 4 TIN 2)
- The DSE trap is generated by the DMI module for an out-of-range access to DSPR

- TheDSE trapis also generated when a load access from the CPU encounters certain error conditions,
such as an interconnect error

- When a DSE trap is generated, the exact cause of the error can be determined by reading the Data
Synchronous Trap Register, DSTR. Details of possible error conditions and the corresponding flag bits
are found in that register

«  DAE - Data Access Asynchronous Error (Class 4 TIN 3)

- The DAE is generated by the DMI module when a store or cache management access from the CPU
encounters certain error conditions, such as an interconnect error

- When a DAE trap is generated, the exact cause of the error can be determined by reading the Data
Asynchronous Trap Register, DATR. Details of possible error conditions and the corresponding flag bits
are found in that register

+  PIE Program Memory Integrity Error (Class 4 TIN 5)

- ThePIE trap is raised whenever an uncorrectable memory integrity error is detected in an instruction
fetch from a local memory or the SRI

- Program memories are protected from memory integrity errors on a 64-bit basis. A PIE trap is raised
when an attempt is made to execute an instruction from any fetch group containing a memory
integrity error

- The PIEAR and PIETR registers may be interrogated to determine the source of any error more
precisely. PIEAR and PIETR are only updated if PIETR.IED is not set

+ DIE Data Memory Integrity Error (Class 4 TIN 6)

- TheDIE trap is raised whenever an uncorrectable memory integrity error is detected in a data access to
a local memory or the SRI

- DIE traps are always asynchronous independent of the operation which encountered the error

- DSPR memories are protected from memory integrity errors on a 16-bit basis. DLMU memories are
protected from memory integrity errors on a 64-bit basis

A DIE trap is raised if any memory half-word (local DSPR) or double-word (local DLMU or SRI) accessed
by a load or store operation contains an uncorrectable error and no other DIE trap have been raised
since the clearing of the DIETR.IED bit
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- The DIEAR and DIETR registers may be interrogated to determine the source of any error more
precisely

- Subsequent DIE traps are inhibited if DIETR.IED is set

4.3.1.7 WAIT instruction

The WAIT instruction will suspend the execution of instructions until the occurrence of one of the following
events:

« Enabled Interrupt

« Non-Maskable Interrupt

+  Asynchronous Trap

+ Idle Request

«  Suspend Request

+  Asynchronous Debug Halt or Trap Request
«  Hypervisor and VM switch

4.3.1.8 Speculation extent

The TC1.8 CPU may perform both necessary and speculative accesses:
«  Necessary accesses

- Those accesses that the CPU is required to make to correctly compute the program
«  Speculative accesses

- Those accesses that the CPU may make in order to improve performance either in correct or incorrect
anticipation of a necessary access

The following speculative accesses are performed by the TC1.8 CPU:
«  Speculative fetch accesses

- The processor may speculatively fetch up to 64 bytes of instruction on the predicted execution path
«  Speculative data read accesses

- For cached data locations the processor will read an entire cache line containing data read for a
required access

The processor does not perform:

«  Speculative instruction execution

+  Speculative write accesses

«  Speculative accesses to peripheral space

4.3.1.9 Instruction memory range limitations

To ensure the processor cores are provided with a constant stream of instructions the Instruction Fetch Units
will speculatively fetch instructions from up to 64 bytes ahead of the current PC.

If the current PC is within 64 bytes of the top of an instruction memory the Instruction Fetch Unit may attempt
to speculatively fetch instructions from beyond the physical memory range. This may then lead to error
conditions and alarms being triggered by the bus and memory systems.

The processor will not attempt a prefetch if memory protection is enabled, and the region is not declared as
executable by the MPU. Thus in systems that are not using memory protection the upper 64 bytes of any
memory should therefore not be used for instruction storage. This memory area should be initialized with NOP
instructions.
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4.3.1.10 Atomicity of data accesses

The data alignment rules along with the number of bus transactions for each access type are detailed in the
following tables.

Table 48 Alignment rules for non-peripheral space
Access type Access size Alignment of address in | Min/Max number of
memory SRI transactions
Load, Store Data Register Byte Byte (1p) 1/1
Half-Word 2 bytes (2p) 1/1
Word 2 bytes (2p) 1/2*
Double-Word 2 bytes (2p) 1/3*
Quad-Word 4 bytes (4y) 1/3*
Load, Store Address Register | Word 4 bytes (4y) 1/1
Double-Word 4 bytes (4y) 1/2*
SWAP, LDMST, CMPSWAP.W, | Word 4 bytes (44) 1/1
SWAPMSK.W
STT Word? 4 bytes (4)? 1/1
Context operations 16 x 32-bit registers 64 bytes (404) 2/2*

1) The architecture is supported through the use of a word access.
2) The implementation takes the byte address and uses the word enclosing address to perform the access.

Table 49 Alignment rules for peripheral space
Access type Access size Alignment of Number of SRI/FPI
address in memory | transactions
Load, Store Data Register Byte Byte (1p) 1
Half-Word 2 bytes (2p) 1
Word 4 bytes (4y) 1
Double-Word 8 bytes (8y) 1
Quad-Word 16 bytes (10y) 1/2*
Load, Store Address Register Word 4 bytes (4y) 1
Double-Word 8 bytes (4y) 1
SWAP.W, LDMST, CMPSWAP.W, Word 4 bytes (4y) 1
SWAPMSK.W
STT Word? 4 bytes (4)? 1/1
Context operations 16 x 32 bit registers | Not permitted -

Please note the following cases:

+  Where asingle access results in a single transaction, atomicity of the data is preserved when viewed from
any external master
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+  Where a single access leads to multiple transactions (marked as “*” in the tables above) then atomicity is
not guaranteed. In these accesses it is possible for another master to read or write some of the target
memory locations between the transactions required to complete the access

« Inthe case of word and double word access to the SRI, the number of transactions will be 1 for naturally
aligned data values and therefore atomicity is preserved

The atomicity of data accesses to CPU CSFR registers is not guaranteed if the local processor is performing a
MTCR or MTDCR instruction to the same CSFR register.

The instructions SWAP.W, LDMST, CMPSWAP.W, SWAPMSK.W, and ST.T are always atomic in operation. They
perform a word read followed by a word write to a word aligned memory location. Both read and write access
permissions must exist for the word aligned address.

4.3.1.11 All usage

In normal usage A11 will always contain the target of the next RET, RFE, or RFH instruction. The processor uses
this fact to speculatively load the return target ahead of the execution of the RET, RFE, or RFH instruction. Code
that modifies the A11 (for example test code) should be aware that any value stored in A11 may be used as the
target of such speculation. If the value in A11 is not a valid address the speculation may lead to error conditions
and alarms being triggered by the bus and memory systems.

It is therefore recommended that A11 should only ever contain a valid address value. This can be achieved by
ensuring that the modification of A1l is either followed by an ISYNC or by using another address general
purpose register, when the computation leads to partial results, before transferring the complete result back to
All.

4.3.1.12 Independent core kernel reset

The CPU core may be reset while the rest of the system remains operational. A module reset can be triggered by
the safety management unit (SMU) or by writing ‘1’ into both of the module reset registers CPU_KRST1.RST and
register CPU_KRSTO.RST.

The cause of the last reset to occur is indicated by the CPU_KRSTO0.RSTSTAT[0] or CPU_KRSTO0.RSTSTAT[1] bits.
The status bits may be cleared by writing KRSTCLR.CLR to one.

The KRSTCLR, KRST1 and KRSTO registers are protected by PROTRSTE.
Registers related to the Debug Reset (Class 1), and STM registers are not influenced by the kernel reset.

Related information
Safety and security alarm Management Unit (SMU) on page 7056

4.3.1.13 CPU clock control

The effective CPU execution frequency may be reduced by programming the associated CCON.DIV. The effective
execution frequency seen by the processor is given by the following equation:

(64 — CCON.DIV)
f CPU = f SRI 64

Where:
+  fcpuis the effective frequency seen by the processor

+  fsgryisthe base SRI frequency

A CCON.DIV value of 0 results in the core being clocked at the SRI frequency (no frequency reduction).

To avoid synchronization issues typically associated with clock division, the clock control mechanism stalls the
issue of instructions into the processor pipeline rather than modifying the actual applied clock. An incoming
instruction fetch packet is stalled for the number of cycles required to approximate the required execution
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frequency. The stall is seen by the processor as a stall in the instruction stream in the same way a stalling
instruction memory would be seen.

In most scenarios, this mechanism provides a good approximation to clock division based control. The actual
reduction in effective frequency will be dependent on the executed code. TPS_TIMERN (n=0-2) and CCNT count
rate is not affected by CCON.DIV.

4.3.1.14 CPU memory protection registers

The TC1.8 CPU implements eight Memory Protection Register Sets. The sets specify memory protection ranges
and permissions for code and data. The PSW.PRS bit field determines which of these sets is currently in use by
the CPU. Note that the three bit PRS field is composed as PRS[2:0] === {PSW[15], PSW[13], PSW[12]}.

The CPUs each implement 24 data and 16 code range comparators. These may be flexibly shared amongst the
protection sets to provide a maximum of 24 data ranges and 16 code ranges per set.

The protection registers protect the whole address space. The granularity of the protection ranges is 8 bytes for
data and 32 bytes for code.

Code protection ranges define from which memory areas the CPU is allowed to fetch instructions. Instruction
fetches from an area outside a valid code protection range will lead to a trap condition.

Data protection ranges define which memory areas the CPU may access for read and/or write operations. Each
range may be separately enabled for read and/or write access. Data read accesses from an area outside a valid
data protection range with read permissions will lead to a trap condition. Data write accesses to an area outside
a valid data protection range with write permissions will lead to a trap condition.

There are no implementation specific features of the Memory Protection Registers. They are described in detail
in the TriCore™ architecture manual.

Crossing protection boundaries

When protection is enabled the TC1.8 CPU checks the base address of instruction fetch and data access
operations against the enabled MPU protection ranges. If this base address is outside of the enabled protection
ranges a trap will be raised.

The TC1.8 CPU does check the full extent of instruction fetch. An instruction fetch that starts at the very top of
an enabled region that extends into a non-enabled region triggers a trap condition.

The TC1.8 CPU does not check the full extent of data access. A data access that starts at the very top of an
enabled region may therefore extend into a non-enabled region without triggering a trap condition.

In the following example a 4-byte instruction “DCBA” is placed at a valid location at the end of “A” in protection
Region-B but extends into invalid Region-A. Execution of this instruction will lead to an MPX trap condition
because a portion of the instruction resides in an invalid region.
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Code Memory (NVM or RAM) High address

Region A

MPU Protection Range allowing
Execute for Task X only

MPU Protection Range allowing
Execute for Task Y only

Region B
N

Low address

Figure 23 Crossing protection boundaries

To maintain separation between protection regions the following buffers regions should be placed between
each memory protection region.

Code protection regions

« No bufferis required

Level 1 data protection

General case:

«  Align protection boundaries to 64 bytes

«  Minimum 12-byte? buffer between "allowed" and "not allowed" data areas
Special case for regions not containing STLCX or STUCX context data:

«  Minimum 12-byte? buffer between "allowed" and "not allowed" data areas

Note: "Data areas" are not the same as “protection ranges”

Virtualization - Level 2 data protection regions (for devices with CPU hardware support for virtualization)

The hypervisor must always allow for context operation in guest VMs.
+  Align protection boundaries to 64 bytes
«  Minimum 12-byte? buffer between "allowed" and "not allowed" data areas

4 The gap is derived from the alignment rules for load/store instructions. The worst case is a word aligned load or store quad (LD.DD

or ST.DD) when the first word falls in the first range, while the remaining 12 bytes cross into the next region
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4.3.1.15 Memory integrity registers

Registers are provided which allow monitoring and debug of memory integrity errors experienced by code on
the CPU and for capturing APU access violations by external masters.

Program integrity error and APU access violation information registers

Two registers allow software to localize the source of the last detected program memory integrity error or the
last APU access violation:

«  Program Integrity Error Trap Register (PIETR)
+  Program Integrity Error Address Register (PIEAR)

These registers are updated when a program integrity error condition, or an APU access violation, is detected
and the PIETR.IED bit is zero. On update the PIETR.IED bit is set to one and remains set until cleared by
software. Whilst PIETR.IED is set further hardware updates of PIETR and PIEAR are inhibited. The various error
scenarios are defined below.

Program integrity errors occurring on a program instruction fetch from local program memory

When a memory integrity error is detected during a local program fetch from a program memory, the IE_S, IE_C,
IE_T, IE_LPB bits of PIETR are updated to denote in which memory structure the error was detected. If the IE_C
bit is set the E_INFO field will be updated with the cache way. The PIEAR register is updated with the address of
the access. If the error detected is an uncorrectable bit error the IE_UNC bit is set. The IED bit is set and all other
PIETR register bits are set to zero. Since instruction fetches are speculative, the PIETR and PIEAR registers may
be updated without a corresponding PIE trap.

Program integrity errors occurring on an access to program memory by an external master

When a memory integrity error is detected during an external read from program scratchpad memory, the IE_S,
IE_C bits are updated to denote in which memory structure the error was detected. The IE_BS is set and E_INFO
updated. The PIEAR register is updated with the address of the access. If the error detected is an uncorrectable
error the IE_UNC bit is set. The IED bit is set and all other PIETR register bits are set to zero. Note that a memory
read can be generated by a sub-word write operation. The IE_C bit can only be set if the cache is mapped into
memory in SIST mode. In this case the E_INFO field indicates the tag of the requesting master.

PIEXR register updates due to APU access violations

When an APU access violation is detected during an access to the CPU registers, the IE_SP, IE_BS bits are set
and the E_INFO field of PIETR is updated. The E_VMN and E_VMN_EN fields are updated if VYMN_EN is set or
cleared otherwise. The E_PRS and E_PRS_EN fields are updated if PRS_EN is set or cleared otherwise. The
PIEAR register is updated with the address of the access. The IED bit is set and all other PIETR register bits are
set to zero. If virtualization is present and enabled only HRHV_PIETR and HRHV_PIEAR will be updated.

Program integrity errors caused by interconnect EDC errors
For a program fetch which accesses the interconnect and experiences an EDC error the IE_BI bit is set and the
IE_BS bit is clear. The PIEAR register is updated with the address of the access.

For read by an external master which is received with an EDC error the IE_BI bit is set and the IE_BS bit is set
and the E_INFO field is updated. The PIEAR register is updated with the address of the access.

For uncorrectable errors, IE_UNC bit is also set.
For an access by an external master which is received with an address phase EDC error, the IE_ADDR and IED

bits are set, all other bits are cleared.
Program integrity error - memory test mode violation

The PIETR.IE_MTMV bit is set if the cache controller attempt to access the PSPR and PCache or PTAG memories
while they are in a test mode.
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Data integrity error and APU access violation information registers

Two architecturally visible registers allow software to localize the source of the last detected uncorrectable data
memory integrity error or the last APU access violation:

+  Data Integrity Error Trap Register (DIETR)
«  Data Integrity Error Address Register (DIEAR)

These registers are updated when an uncorrectable data integrity error condition, or an APU access violation, is
detected and the DIETR.IED bit is zero. On update the DIETR.IED bit is set to one and remains set until cleared
by software. While DIETR.IED is set, further hardware updates of DIETR and DIEAR are inhibited. The various
error scenarios are defined below.

Data integrity errors occurring on a load from local data memory

When a memory integrity error is detected during a load from a local data memory, the IE_S, IE_C, IE_T and
IE_LPB, IE_DLMU bits of DIETR are updated to denote in which memory structure the error was detected. If the
IE_C bit is set the E_INFO field will be updated with the cache way. The DIEAR register is updated with the
address of the access. If the error detected is an uncorrectable error, the IE_UNC bit is set. The IED bit is set and
all other DIETR register bits are set to zero. Note that a memory read may also be generated by a sub-word
write operation or a cache line eviction.

Data integrity errors occurring on an access to data memory by an external access

When a memory integrity error is detected during an external bus read from data memory, the IE_S, IE_C,
IE_DLMU bits of DIETR are updated to denote in which memory structure the error was detected. The IE_BS is
set and E_INFO updated. The DIEAR register is updated with the address of the access. If the error detected is an
uncorrectable error, the IE_UNC bit is set. The IED bit is set and all other DIETR register bits are set to zero. Note
that a memory read may also be generated by a sub-word write operation or a cache line eviction. The IE_C bit
can only be set if the cache is mapped into memory in SIST mode. In this case the E_INFO field indicates the tag
of the requesting master.

DIEXR register updates due to APU access violations

When an APU access violation is detected during a data memory access, the IE_SP, IE_BS bits are set and the
E_INFO field updated. The E_VMN and E_VMN_EN fields are updated if VYMN_EN is set or cleared otherwise. The
E_PRS and E_PRS_EN fields are updated if PRS_EN is set or cleared otherwise. The DIEAR register is updated
with the address of the access. The IED bit is set and all other DIETR register bits are set to zero.

Data integrity errors caused by interconnect EDC errors
For a local data access which accesses the interconnect and experiences an EDC error the IE_BI bit is set and the
IE_BS bit is clear. The DIEAR register is updated with the address of the access.

For read by an external master which is received with an EDC error the IE_BI bit is set and the IE_BS bit is set
and the E_INFO field is updated. The DIEAR register is updated with the address of the access.

For uncorrectable errors, IE_UNC bit is also set.

When an ECC error is detected at the data bus interface (either master or slave), the IE_BI bit is set. If the error is
during an external access the IE_BS bit is set and the E_INFO field is updated. The DIEAR register is updated

with the address of the access. If the error detected is an uncorrectable error the IE_UNC bit is set. The IED bit is
set and all other DIETR register bits are set to zero.

Data integrity error - memory test mode violation

The DIETR.IE_MTMYV bit is set if the cache controller attempt to access the DSPR and DCache, or DTAG, or DLMU
memories while they are in a test mode.
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4.3.2 Virtualization

Some instances of the TC1.8 CPU support the TriCore™ real-time virtualization extensions as described in the
TriCore™ architecture manual. The presence of virtualization is core specific. The TCCON register can be used to
identify cores with virtualization hardware support. Implementation specific details are described in the
following sections.

4.3.2.1 Number of supported virtual machines

This section is described in the TriCore™ architecture manual volume 1.

4.3.2.2 Replicated state
Each hardware resource® has a dedicated set of fully replicated CSFR (this does not include SFRs such as
Overlay and FSFRs) registers, with the following exceptions:

« TheInterrupt Control Register is replicated per virtual machine not per hardware resource. These CSFR
registers will be identified by the prefix VM0_, VM1_, VM2_, VM3_, VM4_, VM5_, VM6_, and VM7_

« Read only state is not replicated (that is ID registers)

+ CSAmanaged state is not replicated

+ Thedebug and trace registers are only accessible by the Hypervisor
«  The overlay registers are not replicated (SFR)

+  The FLASHCON registers are not replicated (FSFR)

Each CSFR register is identified by the prefix HRHV_, HRA_ or HRB_. So FCX for example, is replicated and
renamed as HRHV_FCX, HRA_FCX, HRB_FCX.

«  Software running in HRHV has access to all registers
«  Software running in HRA has access to HRA registers only
+  Software running in HRB has access to HRB registers only

Table 50 Replicated state per HR (z=A/B/HV)
Name Name Name Name
HRz_AOQ HRz_Al HRz_A8 HRz_A9
HRz_BIV HRz_BTV HRz_CCNT HRz_CCTRL
HRz_CORECON HRz_CPRy_U (y=0-15) HRz_CPRy_L (y=0-15) HRz_CPXE_y (y=0-8)
HRz_DATR HRz_DEADD HRz_DIEAR HRz_DIETR
HRz_DSTR HRz_DPRE_y (y=0-8) HRz_DPRy_U (y-0-23) HRz_DPRy_L (y=0-23)
HRz_DPWE_y (y=0-7) HRz_FCX HRz_FPU_TRAP_CON HRz_FPU_TRAP_OPC
HRz_FPU_TRAP_PC HRz_FPU_TRAP_SRCy_U |HRz_FPU_TRAP_SRCy_L |HRz_ICNT
(y=1-3) (y=1-3)

HRz_ISP HRz_LCX HRz_MnCNT (n=1-3) HRz_PIEAR
HRz_PIETR HRz_PSTR HRz_FPU_SYNC_TRAP_C |HRz_FPU_SYNC_TRAP_OP

ON C
HRz_TPS_CON HRz_TPS_TIMERnN (n=0-2) |- -

s A hardware resource represents a collection of architectural and software state dedicated to a given software partition
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Table 51 Non-replicated state accessible to guest VM

Name Name Name Name
A2-A7,A10-A15 (AGPRs) BOOTCON CCON COMPAT
CORE_ID CPU_ID CUS_ID D0-D15 (DGPRs)
DCONO DCON1 DCON2 ICR
LCLCON LCLTEST PC PCONO
PCON1 PCON2 PCXI PMAO
PMA1 PMA2 PPRS PSW
SMACON SEGEN SWID TCCON
Table 52 Non-replicated debug and trace

Name Name Name Name
DBGACT DBGCFG DBGSR DBGTCR
CREVT DCX DMS EXEVT
SWEVT TRCCFG TRCFILT TRCLIM
TRIG_ACC TRnADR (n=0-7) TRNEVT (n=0-7) TS16PTCCTRL
Table 53 HV only state

Name Name Name Name

BHV VCONO VCON1 VCON2
VMn_ICRY VMn_PETHRESHY - -

1) Replicated per VM (n=0..7)

Non-replicated registers are aliased in each of the hardware resources.

4.3.2.3 CSFR access from the local core

Access to CSFR state is performed from the local core through the MTCR or MFCR instructions, and the MTDCR
or MFDCR instructions. These instructions use a 16-bit constant for their access address.

For MTDCR and MFDCR operations const[2] should always be “0” otherwise the operation is accessing a
misaligned location and will lead to an OPD trap.

For version 1.8 of the TriCore™ architecture, offset bits [1:0] are used by VMO to access CSFRs in its own or other
hardware resources. See the TriCore™ architecture manual for more details.

A MTCR or MFCR operation in VM1-VM7 that targets an undefined CSFR location or a MTDCR or MFDCR
operation in VM1-VMT that targets an undefined double CSFR register location will result in a HV trap (Class 4
HVCSFR) if virtualization is configured and enabled. In all other cases an OPD trap is raised.
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Table 54 CSFR access hardware resource selection rules from the local core

Currently active

hardware resource

Const[1:0] == 00

Const[1:0] == 01

Const[1:0] == 10

Const[1:0] == 11

HRHV Access to own CSFR | Access to HRA CSFR | Access to HRB CSFR | Misaligned CSFR
register set register set?/ register set? access, OPD trap

HRA Misaligned CSFR access, OPD Trap

HRB

1) The define CPU_HVHRA_<regname> short address for CSFR domain CSFR is provided for that purpose
2) The define CPU_HVHRB_<regname> short address for CSFR domain CSFR is provided for that purpose

Table 55 CSFR access exceptions for local core
Priority 0 1 2 3 4
(0:low,
5: high)
Virtualization |Executing Target CSFR | Targetis Target is PROTSFRE |Targetis GPR
enable hardware isundefined |other HR misaligned? |Protected?
resource
1 VMO OPD Trap OK OPD Trap OPD Trap OPD Trap?
1 Guest VM HV Trap OPD Trap OPD Trap HV Trap OPD Trap
0 N/A OPD Trap N/A OPD Trap OPD Trap OPD Trap

1) With regards to the operand granularity
2) Protection applies to writes to own space
3) Excludes HRA/B global registers

Related information
Non Replicated CSFRs supported through HV traps on page 126

4.3.2.3.1 Global address registers and GPRs

The global address registers (A0, A1, A8, and A9) are not saved and restored as part of the context save area.
They therefore are replicated per hardware resource.

Accessing GPRs through the MTCR, MFCR, MTDCR, or MFDCR instructions is an illegal operation in the TriCore™
architecture. This remains the case for accesses to the GPRs of the currently executing VM. The hypervisor may
access the Global Address GPRs (A0, A1, A8, or A9) of HRA, HRB using MTCR, MFCR, MTDCR, or MFDCR.

Related information
Instructions that are new for version 1.8 of the TriCore architecture on page 136
Boot operation on page 131

4.3.2.3.2 Hypervisor register offsets
SFR HRA HRB HRHV | Offset Description
X 3B000y VCONO
X 3B004y VCON1
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X 3B008y VCON2
X 3B010y BHV
X 3B100y + X*4y VMn_ICR
X 3B200y + x*4y VMn_PETHRESH
4,3.2.3.3 Non Replicated CSFRs supported through HV traps

Some VM state needs to be under control of the hypervisor. To allow this, Guest VM accesses (read or write) to
the following CSFRs will cause a trap to the hypervisor (Class 4 - HVCSFR).

Table 56 CSFRs requiring HV support

Register name Function Address

SEGEN SRI Error Generation Control | 1030y

LCLTEST Lockstep Test Register 1040y

COMPAT Compatibility Register 9400y

All debug registers All debug registers Ranges FO00y and FDOOy (performance counters
are replicated per HR and are decoupled from
debug and therefore do not fall in this category)

PMAO/ PMA1/ PMA2 Physical memory attributes |8100, /8104 /8108y

DCONO Data Control Register 0%/ 9040y,

DCON2 Data Control Register 2 9000y

PCONO Program Control Register 0¥ |920C

PCON2 Program Control Register2 | 9208y

LCLCON Lockstep Control Register FE64y

CCON Clock Control Register FE684

All undefined register

locations?

1) Guest VMs requiring different cache configurations must be handled in the hypervisor software
2) Details of operation when virtualization is not configured or is configured but not enabled can be found in the section titled "CSFR
access from the local core™.

Related information
CSFR access from the local core on page 124

4.3.2.3.4 MTCR, MTDCR targeting HRA/HRB CSFR’s

To support the Hypervisor in restoring the complete state of a non-resident VM, the operation of MTCR and
MTDCR executed in the Hypervisor context will override hardware writeable fields (normally read only for the
application) when the target CSFR belongs to either HRA or HRB.

A Hypervisor targeting the guest VM hardware resources of a different TC1.8 CPU (HRA or HRB CSFR's) can also
override the hardware writeable fields of the target CPU if the access passes the target CPU APU checks.

Note: A guest VM operation targeting another CPU would be to only update the softwarewriteabl
e fields of the target CPU.
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Related information

Instruction operation updates on page 136

4.3.2.3.5

MTCR/MFCR, MTDCR/MFDCR to non-existent or protected locations

A MTCR or MFCR operation by a guest VM that targets a non-existent CSFR location, or a MTDCR or MFDCR
operation by a guest VM that targets a non-existent double CSFR register location will result in a HV trap (Class 4

HVCSFR).

A MTDCR to a non-existent register in either (not both) locations will be ignored.
A MFDCR from a non-existent register in either (not both) location will return 000000004 for that location.

In all other cases (VMO execution or virtualization not configured or enabled) an OPD trap is raised.

A MTCR operation by a guest VM that targets a CSFR location protected by PROTSFRE or PROTSFRSE will result
in a HV trap (Class 4 HVCSFR).

A MTDCR operation by a guest VM that targets a double CSFR location where either of the CSFRs is protected by
PROTSFRE or PROTSFRSE will result in a HV trap (Class 4 HVCSFR).

In all other cases (VMO execution or virtualization not configured or enabled) an OPD trap is raised.

Related information

Instruction operation updates on page 136

4.3.2.3.6

PROT usage with virtualization present and enabled

The HV needs to be able to change the state of a guest VM's protected register during a VM swap without the
time overhead of an unlock or lock operation. The HV is therefore allowed write access to all HRA, and HRB
CSFRs without requiring a PROTSFRE unlock or lock sequence.

«  Accesses to HRHV CSFRs and SFRs are protected by PROTSFRE and PROTSFRSE. A move to a HRHV CSFR
that is protected will generate an OPD trap

+ Inthe case where virtualization is not configured or not enabled, endinit like protection is maintained for
the relevant registers. In this case a move to a CSFR that is protected will generate an OPD trap

+  MTCR/MTDCR to protected CSFRs in a guest VM will generate a HV trap (Class 4 HVCSFR)

Table 57 PROT for configurations with virtualization present and enabled
Instance Registers covered Notes
PROTRSTE KRSTO, KRST1 (No APU) Previously system ENDINIT. Separated from other
PROT as the owner is likely to be a remote master
PROTSFRE PMAO, PMA1, DCONO, PCONO, Previously CPU ENDINIT
SEGEN
STM_CLC (No APU) Previously system ENDINIT
STMis now part of CPU
HRHV_BIV, HRHV_BTV, Provides protection for the HV
HRHV_ISP, HRHV_BHV
PROTSFRSE COMPAT, SMACON, Previously safety ENDINIT
HRn_CORECON, ACCENSFRCFG | Hy required
(APU)
PROTSTMSE ACCENSTMCFG (APU) Previously safety ENDINIT
HV required to configure APU
PROTDLMUSE ACCENDLMUCFG (APU) Previously safety ENDINIT

(table continues...)
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Table 57 (continued) PROT for configurations with virtualization present and enabled

Instance Registers covered Notes

PROTSPRSE ACCENSPRCFG (APU) Previously safety ENDINIT

PROTPFSFRE PFly_FLASHCONO, Previously system ENDINIT
PFly_FLASHCON1 (No APU)

PROTPFSFRSE ACCENPFSFRCFG (APU) Previously safety ENDINIT

PROTPFSE ACCENPFCFG (APU) Previously safety ENDINIT

4.3.2.4 Hypervisor traps

This section is described in the TriCore™ architecture manual volume 1.

4.3.2.5 Interrupts for the hypervisor

This section is described in the TriCore™ architecture manual volume 1.

4.3.2.5.1 Hypervisor context examples
This section is described in the TriCore™ architecture manual volume 1.

4.3.2.6 Interrupts

4.3.2.6.1 Interrupt interface

Each Interrupt SRN is extended to store a Virtual Machine Number (VMN) 0-7 alongside the TOS and SRPN. The
SRN requests an interrupt at priority SRPN on the Service provider identified by the TOS and on the virtual
machine identified by the VMN.

The VM value is presented to the processor alongside the interrupt request and PIPN. This allows incoming
interrupts to be directed to the correct machine.

Each virtual machine has a separate ICR register and so a separate PIPN, IE, and CCPN. The interrupt state of
each VM is independent of the other VMs.

The Interrupt router provides an indication of the presence or not of a valid interrupt request for a given VM.
This information will be used by the CPU to update the PIPN for the VM presented. When the request is not
valid, VMx_ICR.PIPN will be set to 0.

4.3.2.6.2 Interrupt pre-emption by other VMs

This section is described in the TriCore™ architecture manual volume 1.

4.3.2.6.3 Interrupt flow diagrams

The PIPN and VMN are presented to the CPU and compared against the CCPN and IE value for that machine
in the standard way. In addition a pre-emption check will be performed if the requested VM is not currently
running.

If the incoming interrupt is not for the currently running VM then a pre-emption check is performed to
determine whether a VM switch should be performed.

If the pre-emption check passes then the Hypervisor will be called to perform a VM switch.

In the case where hardware has decided to “keep pending” the interrupt will simply be left pending. This
situation will continue until the hardware state changes to a state in which the interrupt can be taken. This
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significantly simplifies the hardware in that there is no need for mechanisms to allow the interrupt to be
deferred to a later pointin time.

For a taken interrupt, if the currently running machine is the same as the machine requested by the interrupt
then the interrupt will be passed directly to the running machine.

In all cases a software swap of a virtual machine to or from memory is only required if the VM state is not
currently held in one of the hardware resources sets. If the state is already held in one of the HR sets then a
hardware switch is all that is required.

Use cases

In the case where there is a single executing VM (VM1) interrupts will be taken in VM1 unless targeted at the
hypervisor (VMO). In this case a switch to the hypervisor will only be initiated if the incoming interrupt is above
the preemption threshold of the hypervisor and if the hypervisor is in a state to receive interrupts.

Interrupt Received
PIPN, VM#

PIPN > VM#.CCPN

~ & VM#.IE / ISR

Switch to
HRHV

VM# == Current VYM?

PIPN > HVTHRES?

ISR

KEEP PENDING

Figure 24 Interrupt flow diagram for 1 hypervisor and 1 real-time virtual machine

In the case where there are two active VMs (VM1, 2) interrupts targeted at the currently executing VM will be
taken in that VM. Interrupts targeted at the other VM or the hypervisor (VMO0) will initiate a switch to the target
machine only if the incoming interrupt is above the preemption threshold of the target VM or hypervisor, and if
that VM or hypervisor is in a state to receive interrupts.

Interrupt Received
PIPN, VM#

VM# == Current VM? PIPN > VM#.CCPN

& VM#.IE ISR
0]

Switch to

PIPN > HVTHRES?

HRHV

o 5 5
VT;;;?&W;;? PIPN > VM#THRES? P'PN&>VV|\;":|'ECPN S‘ﬂ;ﬂ‘vw i | Prepare VM# | — |switch to HR#| — ISR
I I
Figure 25 Interrupt flow diagram for 1 hypervisor and 2 resident virtual machines
Reference manual 129 vl.l

2025-06-26



AURIX™ TC4DX user manual iﬂiﬂ eon

4 Central Processing Unit (CPU)

When more than 2 VMs are required, the hypervisor software will be required to swap the content of hardware
resource 2 to/from memory in order to place the targeted virtual machine in the hardware resource prior to the
execution of the RFH instruction.

Interrupt Received
PIPN, VM#
WY PIPN > VM#.CCPN
== 2 T .
VM# == Current VM? > & VMIE ; ISR
Switch to
?
PIPN > HV.THRES? HRHV ISR
KEEP PENDING
M# == HRB.VM# or PIPN >VM#.CCPN Switch to .
2 — -
VM# == HRAVME ? PIPN > VM#THRES? &VMEIE HRHV - | Prepare VM# —> |Switchto HR#| — ISR
KEEP PENDING
PIPN >VM#.CCPN Switch to Swap HRB to .
? — -
PIPN > VM#.THRES? &VMEIE HRHV = VM# —> |Switchto HRB| — ISR
KEEP PENDING
*N1 - Always true without virtualisation, VM# is not relevant. Compatibility provided by HRA or VM1
*N2 - Can be reached only if interrupt is for # 2..7, and HRB.VM# |= VM#
Figure 26 Interrupt flow diagram - 3 to 7 virtual machines

4.3.2.6.4 Interrupt corner cases

Configuration of the IR for each specific CPU should match the managed number of VMs. However, if there is a
mismatch between the IR configuration and the use of virtualization or the number of supported guest VMs
then this can be dealt with by SW.

Virtualization enabled and presentation of an interrupt to a non-enabled VM. There are two logical options that
a system must choose:

+  Allunused VMs should have interrupts disabled. An interrupt to such a VM will be ignored by the HW

« Allunused VMs should have interrupts enabled and their priority and threshold set to 0. An interrupt to
such a VM will result in a HV switch. The HV would then flag this as a detected error

Virtualization disabled and presentation of an interrupt to a VM:

+  The CPU will ignore the VMN field of the incoming interrupt and take the interrupt due to the standard
ICR.IE and PIPN > CCPN tests
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4.3.2.6.5 Hypervisor interrupt entry sequence

This section is described in the TriCore™ architecture manual volume 1.

4.3.2.6.6

Enter

Interrupt ack and interrupt enter

An interrupt enter should be sent to the IR once the conditions are met for that interrupt to be taken. For
interrupts to the current VM this means passing the PIPN > CCPN check. For interrupts to the hypervisor or to
other virtual machines, enter will be raised before switching to HRHV.

Acknowledge

Interrupt acknowledge should be sent before executing the first instruction of the ISR. This corresponds to the
“Take Interrupt” box in the interrupt diagrams.

4.3.2.7 Virtualization instructions

Hypervisor call (HVCALL) and return (RFH) instructions are required.
Cache instructions which are not constrained by the virtual machine number are also required.

4.3.2.8 Boot operation
In version 1.8 of the TriCore™ architecture, the BHALT bit is available in a dedicated CSFR BOOTCON. BHALT.
(Bit0)

The required boot sequence varies depending on whether the virtualization extension is present or not (see
TCCON).

CPU instance with hardware virtualization

At boot the TC1.8 CPU starts in VMO/Hypervisor with virtualization enabled. All registers in all hardware
resources, are visible and are accessible. This allows boot code to initialize the HV state along with other
processor state as required.

A write to VCONO.VEN is required to set the virtualization operation of the core. This should be done prior to
executing the first RFH instruction. This is not enforced in hardware but execution of a RFH prior to the first
VCONO.VEN write is an illegal operation from an architectural viewpoint leading to undefined results.

CPU instance without hardware virtualization

A CPU that is configured without hardware virtualization will boot directly into VM1 with all virtualization
extensions unavailable.

4.3.2.9 Disabling hypervisor

This section is described in the TriCore™ architecture manual volume 1.

4.3.2.10 Memory protection

HRHV, HRA, and HRB each have replicated memory protection sets with the following configurations.

Table 58 Number of memory protection ranges and sets

Hardware resource Data protection ranges | Code protection ranges | Protection sets

HRHV 24 16 8

HRA 24 16 8

HRB 24 16 8
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4.3.2.11 Protection state on entering hypervisor

On any entry to the hypervisor the PSW.PRS is set to 0.
Protection is enabled if HRHV_CORECON.PROTEN ==1.

4.3.2.12 Watchdogs

If the run-time monitoring function of the watchdog (WDT) functionality is required by one VM (VM0O/HV or VM1)
then it can be directly allocated. If WDT functionality is required by more than one guest VM (that is VM1..VM7)
then the HV must provide the Program Flow Monitoring features through para-virtualization.

4.3.2.13 NMI virtualization

This section is described in the TriCore™ architecture manual volume 1.

4.3.2.14 Traps

This section is described in the TriCore™ architecture manual volume 1.

4.3.2.15 Asynchronous traps

For all asynchronous traps taken in HV, to allow software to determine whether an RFE or RFH should be used
to terminate the exception handler, bit D15[31] is set whenever the trap entry requires a switch of VM. A simple
conditional jump can be used to select the operation required to complete the trap handler.

// return from handler
Jz.T D15, 31, rfe_target
RFH;

rfe_target:
RFE;

DAE - data access asynchronous error (TIN 3)

The Data Access Asynchronous Error Trap (DAE) is generated by the DMI module when a store or cache
management access from the CPU encounters certain error conditions, such as a Bus error. Since the source of
the DAE trap is not directly linked to the current instruction, for example cache eviction, or even to the current
VM, a DAE will lead to a switch to the Hypervisor.

When a DAE trap is generated, the exact cause of the error can be determined by reading the Data
Asynchronous Trap Register, HRA_DATR. For the TC1.8 CPU HRA_DATR is extended to capture VMN, VMN_EN,
PRS, PRS_EN and the value of the S bit used for the transaction.

DIE - data memory integrity error (TIN 6)

The DIE trap is raised whenever an uncorrectable memory integrity error is detected in a data access to a local
memory or the SRI. The trap is of Class-4 and has a TIN of 6.

DIE traps are always asynchronous independent of the operation which encountered the error.

A DIE trap is raised if any memory half-word (local memory) or double-word (SRI) accessed by a load or store
operation contains an uncorrectable error and no other DIE trap have been raised since the clearing of the
DIETR.IED bit. The DIEAR and DIETR registers may be interrogated to determine the source of any error more
precisely. Subsequent DIE traps are inhibited if DIETR.IED is set.

DIE will lead to a switch to the Hypervisor. For the TC1.8 CPU DIETR is extended to capture VMN, VMN_EN, PRS,
and PRS_EN used for the transaction..

CAE - coprocessor asynchronous error (TIN 4)
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Coprocessor errors relate to the software execution and are taken in the VM that triggered them. If the
exception arises while the VM is being switched, the exception will remain pending until the hardware returns
to that VM.

TAE - temporal asynchronous error (TIN 7)

Temporal traps guard against task run-time overrun and are taken in the VM that triggered them. If the
exception arises while the VM is being switched, the exception will remain pending until the hardware returns
to that VM.

4.3.2.16 Context save area (CSA) protection

In both version 1.8 of the TriCore™ architecture and earlier TriCore™ architectures, the memory accesses
generated by CSA save and restore operations do not undergo level 1 protection checks. In version 1.8 of the
TriCore™ architecture all Guest VM accesses, including CSA save and restore operations, are checked by the level
2 protection checks (L2 MPU).

When a guest VM is running the L2 MPU will check the base address accesses generated by CSA save and restore
operations. If this address is outside of the enabled protection ranges a hypervisor trap will be raised. Since
only the base address is being checked it is possible for an access to start at the top of an enabled region and to
extend into a non-enabled region without triggering a trap condition. To maintain separation between
protection regions of the L2 MPU, each data protection region should be aligned to 64-bytes and a buffer
register of 12-bytes should be placed between data regions with different level of protection or different guest
VMs. Due to the above CSA handling, it is not necessary for the HV to check the specific values of the CSA
pointers within a VM.

CSA save and restore operations performed by the hypervisor do not undergo protection checks.

L2 MPU traps for CSA are synchronous to the event that triggered the error. When an L2 memory protection
violation due to a CSA access, HRHV_DSTR will be updated.

4.3.2.17 Virtualization and caches

Cache bypass

Caches are bypassed after reset. Enabling of the caches is done through the DCONO and PCONO CSFRs.

Guest VM access (read or write) to DCONO and PCONO will cause a trap to the hypervisor to allow consistent
policy control of these shared resources.

Cache write-back

When a cacheline write-back is required, the line is presented to the interconnect with the same VM information
that allocated the line in the cache.

Cache invalidation

Cache invalidation of clean cache lines can be achieved in an efficient way using the DCON1 and PCON1 CSFRs.
Since caches are shared and eviction of clean data related to a non-running VM, or to a different PRS, will
naturally happen while executing another VM, no restriction is added for access, read and write, to DCON1 and
PCONL1 registers. These can be accessed by any VM.

CACHEAX, CACHEIL* instructions

When operating with virtualization enabled these instructions are to invalidating cache entries forthe virtual
machine defined in VCON2.VMN. This allows the HV to selectively operate on a particular VM's cachelines if re
quired. This also ensures that a VM can only operate on its own entries.
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CACHEA*.VM, CACHEIL*VM instructions

New versions of the CACHEA*VM and CACHEI* VM instructions are introduced to provide a mechanism for the
hypervisor to operate on lines from all VMs.

Note: These instructions operate on any valid data tag entry regardless of PSW.PRS, and PSW.S. bit.

Related information
Instruction operation updates on page 136
Cache architecture on page 151

4.3.2.18 Virtualization and overlay

Virtualization provides two levels of MPU within the CPU. Overlay address modification only happens after
the address has passed both MPU checks. The APU on all overlay memories is a final check which redirected
accesses must pass to succeed.

The overlay mechanism does not restrict itself to a VM. If the NVM region is overlayed and allowed by MPU
checks the overlay address substitution occurs. The destination APU check must still be passed by the access.
Overlay is implemented using SFRs which are not replicated. Overlay is expected to be used for a whole system
(or not). If finer granularity is required then it must be provided through some software layer.

4.3.2.19 System timer extensions for virtualization
To support virtualization it is required that interrupts can be generated per VM based on either Absolute Time
or Relative time. To support the following changes are made to the STM:

+  64-bit relative time is implemented per VM, clocked from the same source as the existing timer
(STM_RELTIM[63:0]) to hold the relative time value of the machine when it is not currently active:

- This timeris loaded/unloaded on a VM switch/swap
- Thistimer should be readable in the same way as the existing timer
+  The compare registers (STM_CMPO0, STM_CMP1) are replicated per VM:
- STM_CMPc
+  The compare match control register is duplicated per VM:
- STM_CMCON
+ Each comparator may be selected to compare against either the absolute or relative time:
- New RELCOMP bits added to STM_CMCON [31,15]
+ Theinterrupt control registers are replicated per VM:

- STM_ICR

+ Theinterrupt ISCR registers are replicated per VM:
- STM_ISCR

+ Theinterrupt ISR registers are replicated per VM:
- STM_ISR

«  The support of per VM system timers means an increase in the number of timer interrupts per core to 16
+ AguestVM's access to the STM register is independent of the VM's number:

- Thisis managed by the CPU redirecting guest VM STM accesses to the relevant STM registers

- Hypervisor software can address any VM specific STM register
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STM_ABS
63 55 47 39 31 23 15 7 0
T T
64-bit System Absolute Timer
I I I I RN I I I
Replicated per VM
STM_CMP1 (STMHV_VMn_CMP1) STM_CMPO (STMHV_VMn_CMPO)
N N o N I T e N I I I I
STM_ICR (STMHV_VMn_ICR) STM_CMCON (STMHV_VMn_CMCON)
N N o N o I T e N I I I I
STM_ISR (STMHV_VMn_ISR) STM_ISCR (STMHV_VMn_ISCR),
N N o N o I A N I I I |
T T
STM_RELTIM (STMHV_VMn_RELTIM)
I A A A O A
Figure 27 STM registers
4.3.2.20 STM register access (access virtualization)

The STM registers are located in the CPU SFR address space. To minimize the need for para-virtualization of the
STM function, all guest virtual machines access their STM instance at the same offset. The same offset is also
used if virtualization is disabled or not present. The hardware will then compute the offset corresponding to the
requesting guest VM prior to performing the access. The access virtualization only applies to guest virtual
machines and not to the hypervisor which will be able to access any of the virtual STM instances at their actual
offset.

STMHV_VMx: OxF8800000 + (CORE_ID << 18) + STM register offset

Guest VM example: CPUO VM2 STM_CMPO will be accessed in software at address 0xF8800120 (using the
CPUO_STM_CMPO address) which will result in an access at 0xF8800140 on the system interconnect
(CPUO_STMHV_VM2_CMPO0 address).

Hypervisor example: CPUO VMO STM_CMPO must be accessed by the hypervisor software using
CPUO_STMHV_VMO0_CMPO address.

Other masters attempting to access a CPU STM register must use the specific address corresponding to the
targeted VM.

To provide isolation one additional PROT and 8 APUs are provided for the STM functionality (see section STM
protection).

4.3.2.21 Temporal protection system timers (TPS) extensions for

virtualization

The temporal protection system is replicated per hardware resource, and HRz_TPS_TIMERN only decrement
while that hardware resource is active.
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4.3.2.22 Para-virtualization and integrators tasks

This section details the modifications required to software to allow it to run as a virtual machine on the TC1.8
CPU.

4.3.3 Instructions that are new for version 1.8 of the TriCore™
architecture

The following instructions are new in version 1.8 of the TriCore™ architecture compared to version 1.6, and will
not be available on CPUs implementing earlier architectures.

New instructions (see TriCore™ architecture manual for details):

«  Hypervisor call and return from hypervisor (HVCALL, RFH)

« Load/Store quad data word (LD.DD, ST.DD)

«  Move to or from core register pair (MTDCR, MFDCR)

«  Carry-less multiplication (MULP.B)

« Callindirect variant (CALLI 16-bit)

« Jump relative indirect (JRI)

+  64-bitinteger divide and remainder (DIV64, DIV64.U, REM64, REM64.U)

« Local data synchronization (LSYNC)

«  New single-precision floating-point instructions (ABS.F, MAX.F, MIN.F, NEG.F)

+  New double-precision floating-point coprocessor (ABS.DF, ADD.DF, CMP.DF, DFTOF, DFTOI, DFTOIN, DFTOIZ,
DFTOU, DFTOUZ, DFTOL, DFTOLZ, DFTOUL, DFTOULZ, FTODF, ITODF, LTODF, MADD.DF, MAX.DF, MIN.DF,
MSUB.DF, MUL.DF, NEG.DF, QSEED.DF, SUB.DF, ULTODF, UTODF)

4.3.4 Instruction operation updates

The operation of some instructions has been updated compared to previous implementations.

Related information

Virtualization and caches on page 133

MTCR, MTDCR targeting HRA/HRB CSFR’s on page 126

MTCR/MFCR, MTDCR/MFDCR to non-existent or protected locations on page 127

4.3.4.1 MSUB.Q

AURIX™ TC3xx implementations of the MSUB.Q instruction favored a slightly more accurate result during
internal rounding. For better bit compatibility, the MSUB instruction in AURIX™ TC4xx returns the same result as
a MUL.Q followed by a SUB.

4.3.4.2 CACHELY instruction input operands

The CACHEL* instructions require a 'way' and an index value to be supplied in a valid address, where a valid
address is an address that will pass memory protection and null pointer checks. The CACHEL* instructions also
require an address to be cacheable. The local portion of DLMU (even when accessed through segment 9y) is not
cacheable. The local DSPR’s global address (segment [7-CORE_ID]y, that is 0x700xxxxx, 0x600xxxxx and so on) is
not cacheable either.

The location of these bits in the 32-bit address is as follows.
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Table 59 Way, and index location

Function Address bits
Way [0]

Index [12:5]

4.3.5 CPU instruction timing

This section gives information on CPU instruction timing by execution units.

Common timing assumptions:

« Alltargetsyield a full instruction in one access. That is, not 16-bit of a 32-bit instruction
«  All code fetches take a single cycle

Definition of terms:

Repeat rate: Assuming the same instruction is being issued sequentially, repeat is the minimum number of
clock cycles between two consecutive issues. There may be additional delays described elsewhere due to
internal pipeline effects when issuing a different subsequent instruction.

Result latency: The number of clock cycles from the cycle when the instruction is issued to the cycle when the
result value is available to be used as an operand to a subsequently issued instruction or written into a GPR.
Result latency is not meaningful for instructions that do not write a value into a GPR.

Address latency: The number of clock cycles from the cycle when the instruction is issued to the cycle when
the addressing mode updated value is available as an operand to a subsequently issued instruction or written
into an Address Register.

Flow latency: The number of clock cycles from the cycle when the instruction is issued to the cycle when the
next instruction (located at the target location or the next sequential instruction if the control change is
conditional) is issued.

4.3.5.1 Integer pipeline instructions
These tables define the TC1.8 CPU integer pipeline instruction timings.

Simple arithmetic instruction timings

Table 60 Simple arithmetic instruction timing: Arithmetic instructions
Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
ABS 1 1 MAX.H 1 1
ABS.B 1 1 MAX.HU 1 1
ABS.H 1 1 MAX.U 1 1
ABSDIF 1 1 MIN 1 1
ABSDIF.B 1 1 MIN.B 1 1
ABSDIF.H 1 1 MIN.BU 1 1
ABSDIFS 2 1 MIN.H 1 1
ABSDIFS.H 2 1 MIN.HU 1 1
ABSS 2 1 MIN.U 1 1
ABSS.H 2 1 RSUB 1 1
(table continues...)
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Table 60 (continued) Simple arithmetic instruction timing: Arithmetic instructions
Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
ADD 1 1 RSUBS 2 1
ADD.B 1 1 RSUBS.U 2 1
ADD.H 1 1 SAT.B 1 1
ADDC 1 1 SAT.BU 1 1
ADDI 1 1 SAT.H 1 1
ADDIH 1 1 SAT.HU 1 1
ADDS 2 1 SEL 1 1
ADDS.H 2 1 SELN 1 1
ADDS.HU 2 1 SUB 1 1
ADDS.U 2 1 SUB.B 1 1
ADDX 1 1 SUB.H 1 1
CADD 1 1 SUBC 1 1
CADDN 1 1 SUBS 2 1
CSUB 1 1 SUBS.H 2 1
CSUBN 1 1 SUBS.HU 2 1
MAX 1 1 SUBS.U 2 1
MAX.B 1 1 SUBX 1 1
MAX.BU 1 1 SHUFFLE 2 1
POPCNT.W 2 1

Table 61 Simple arithmetic instruction timing: Compare instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
EQ 1 1 LT.B 1 1
EQ.B 1 1 LT.BU 1 1
EQ.H 1 1 LT.H 1 1
EQ.W 1 1 LT.HU 1 1
EQANY.B 1 1 LT.U 1 1
EQANY.H 1 1 LT.W 1 1
GE 1 1 LTWU 1 1
GE.U 1 1 NE 1 1
LT 1 1

Table 62 Simple arithmetic instruction timing: Count instructions

Instruction Result latency |Repeat rate Instruction Result latency |Repeatrate
CLO 1 1 CLS.H 1 1
CLO.H 1 1 CLz 1 1
CLS 1 1 CLZH 1 1
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Table 63 Simple arithmetic instruction timing: Extract instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
DEXTR 2 1 INS.T 1 1

EXTR 2V 1 INSN.T 1 1

EXTR.U 21 1 INSERT 2 1

IMASK 2 1

1) When bit 0 is not included. When bit 0 is part of the extract operation the latency is reduced to 1 cycle

Table 64 Simple arithmetic instruction timing: Logical instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
AND 1 1 OR.EQ 1 1
AND.AND.T 1 1 OR.GE 1 1
AND.ANDN.T 1 1 OR.GE.U 1 1

AND.EQ 1 1 OR.LT 1 1

AND.GE 1 1 OR.LT.U 1 1

AND.GE.U 1 1 OR.NE 1 1

AND.LT 1 1 OR.NOR.T 1 1

AND.LT.U 1 1 OR.ORT 1 1

AND.NE 1 1 ORT 1 1
AND.NOR.T 1 1 ORN 1 1

AND.OR.T 1 1 ORN.T 1 1

AND.T 1 1 XNOR 1 1

ANDN 1 1 XNOR.T 1 1

ANDN.T 1 1 XOR 1 1

NAND 1 1 XOR.EQ 1 1

NAND.T 1 1 XOR.GE 1 1

NOR 1 1 XOR.GE.U 1 1

NOR.T 1 1 XOR.LT 1 1

OR 1 1 XOR.LT.U 1 1

OR.AND.T 1 1 XOR.NE 1 1
OR.ANDN.T 1 1 XOR.T 1 1

Table 65 Simple arithmetic instruction timing: Move instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
CMOV 1 1 MOV.U 1 1

CMOVN 1 1 MOVH 1 1

MOV (32-bit) 1 1 MOV (64-bit) 2 1

MTDCR - 1 MFDCR 2 1
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Table 66 Simple arithmetic instruction timing: Shift instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
SH 1 1 SH.NE 1 1
SH.AND.T 1 1 SH.NORT 1 1
SH.ANDN.T 1 1 SH.OR.T 1 1
SH.EQ 1 1 SH.ORN.T 1 1
SH.GE 1 1 SH.XNOR.T 1 1
SH.GE.U 1 1 SH.XOR.T 1 1
SH.H 1 1 SHA 1 1
SH.LT 1 1 SHA.H 1 1
SH.LT.U 1 1 SHAS 2 1
SH.NAND.T 1 1

Table 67 Simple arithmetic instruction timing: Coprocessor 0 instructions
Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
BMERGE 2 1 IXMIN 2 1
BSPLIT 2 1 UNPACK 2 1
PARITY 2 1 IXMAX 2 1
PACK 2 1 IXMAX.U 2 1
IXMIN.U 2 1 CRC32B.W 2 1
CRC32L.W 2 1 CRC32.B 2 1
CRCN 2 1 MULP.B 2 1
Table 68 Simple arithmetic instruction timing: Integer divide instructions
Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
DVADJ 2 1

DIVY 4-11 3-9 DIV.UY 4-11 3-9
DVINIT 2 1 DVINIT.U 2 1
DVINIT.B 2 1 DVSTEP 2 1
DVINIT.H 2 1 DVINIT.HU 2 1
DVSTEP 6 4 DVSTEP.U 6 4
DIVe4! 4-19 3-17 DIV64.UY 4-19 3-17
REM64% 4-19 3-17 REM64.U% 4-19 3-17

1) The latency and repeat rate values listed for the DIV, DIV.U, DIV64, DIV64.U, REM64, and REM64.U instructions are the minimum
and maximum values. The pipeline provides early termination of the instruction once the full result is available.
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Table 69 Multiply instruction timing

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
MUL 2 1 MUL.Q 3 1

MUL.U 2 1 MULM.H 3 1

MULS 3 1 MULR.H 3 1

MULS.U 3 1 MULR.Q 3 1

MUL.H 3 1

Multiply accumulate (MAC) instruction timings

Table 70 Multiply accumulate instruction timing

Instruction Result latency |Repeatrate Instruction Result latency |Repeat rate
MADD 3 1 MSUB 3 1
MADD.U 3 1 MSUB.U 3 1
MADDS 3 1 MSUBS 3 1
MADDS.U 3 1 MSUBS.U 3 1
MADD.H 3 1 MSUB.H 3 1
MADD.Q 3 1 MSUB.Q 3 1
MADDM.H 3 1 MSUBM.H 3 1
MADDMS.H 3 1 MSUBMS.H 3 1
MADDR.H 3 1 MSUBR.H 3 1
MADDR.Q 3 1 MSUBR.Q 3 1
MADDRS.H 3 1 MSUBRS.H 3 1
MADDRS.Q 3 1 MSUBRS.Q 3 1
MADDS.H 3 1 MSUBS.H 3 1
MADDS.Q 3 1 MSUBS.Q 3 1
MADDSU.H 3 1 MSUBAD.H 3 1
MADDSUM.H 3 1 MSUBADM.H 3 1
MADDSUMS.H 3 1 MSUBADMS.H 3 1
MADDSUR.H 3 1 MSUBADR.H 3 1
MADDSURS.H 3 1 MSUBADRS.H 3 1
MADDSUS.H 3 1 MSUBADS.H 3 1

For All MADD, MSUB, and MUL type instructions the result latency is reduced to 1 for accumulator forwarding
between similar instructions. Instructions with 32-bit result forwarding to 32-bit accumulate and 64-bit results
forwarding to 64-bit accumulate are considered to be similar.
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Table 71 Load store arithmetic instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
ADD.A 1 1 GE.A 1 1

ADDIH.A 1 1 LT.A 1 1

ADDSC.A 2 1 NE.A 1 1

ADDSC.AT 2 1 NEZ.A 1 1

EQ.A 1 1 SUB.A 1 1

EQZ.A 1 1 NOP 1 1

Table 72 Trap and interrupt instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
DEBUG - 1 TRAPSVY - 1

DISABLE - 1 TRAPVY - 1

ENABLE - 1 RSTV - 1

RESTORE - 1 WAIT - 1

TRAPINV? - -

1) Execution cycles when no TRAP is taken. The execution timing in the case of raising these TRAPs is the same as other TRAPs such

as SYSCALL.

2) The execution timing is the same as an IOPC TRAP

Table 73 Address move instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
MFCR 2 1 MOV.A 1 1

MTCR - 1 MOV.AA 1 1

MOVH.A 1 1 MOV.D 1 1

Table 74 Sync instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
DSYNC - 17 ISYNC? - 1

LSYNC - 17

1) Repeat rate assumes the store buffer is empty and all stores completed.
2) Repeat rate assumes that code fetch takes a single cycle.
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Table 75 Load instruction timing
Instruction Address Result Repeat Instruction |Address Result Repeat
latency latency rate latency latency rate
LD.A 1 3 1 LD.Q 1 2 1
LD.B 1 2 1 LD.W 1 2 1
LD.BU 1 2 1 LDLCX - 5-9 5-9
LD.D 1 2 1 LDUCX - 5-9 5-9
LD.DA 1 3 1 SWAP.W 2 3 6
LD.DD 2 2 2 LEAY - 1 1
LD.H 1 2 1 CMPSWAPW |2 3 6
LD.HU 1 2 1 LHA - 1 1
SWAPMSK.W 2 3 6

1) The addressing mode returning an updated address is not relevant for this instruction.

Store instruction timing

Cache and Store instructions as with Load instructions will have a result for the pre-increment, post-increment,
circular, or bit-reverse addressing modes, but do not produce a ‘register’ result.

+  The memory references is naturally aligned
+  The memory accessed takes a single cycle to accept a data item, or is snooped from the store buffer
+ Timingis best case; no cache misses, no pending stores

Table 76 Cache instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
CACHEA.| 1 1 CACHEA.WIY 1 1
CACHEA.WY 1 1 CACHELWY 1 1
CACHEIWIY 1 1 CACHEI.I¥ 1 1
CACHEAWVMY |1 1 CACHEILWVMY |1 1
CACHEILWIVMY |1 1 CACHELILVMY 1 1
CACHEA.LVMY 1 1 CACHEAWILVMY |1 1

1) Repeat rate assumes that no memory writeback operation occurs. Otherwise the repeat rate will depend upon the time for the
castout buffers to clear.

Table 77 Store instructions

Instruction Address latency | Repeat rate Instruction Address latency | Repeat rate

ST.A 1 1 STT - 6

ST.B 1 1 STW 1 1

ST.D 1 1 STLCX - 5-9

ST.DD 2 2 STUCX - 5-9

(table continues...)
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Table 77 (continued) Store instructions

Instruction Address latency | Repeat rate Instruction Address latency | Repeat rate
ST.DA 1 1 LDMST - 6

ST.H 1 1 - - -

ST.Q 1 1

4.3.5.3 Load-store and integer conditional control flow instructions

Conditional control flow instructions generally do not produce any result value and only affect the next
program counter value.

However, there are three exceptions. These are the LOOP instruction which produces an address register result,
and the integer pipeline instructions JNED and JNEI, which produce a data register result.

Table 78 LOOP, JNED, and JNEI result latency

Instruction Result latency
LOOP 41)

JNED/JNEI 1

1) For LOOP result forwarding to non-LOOP instructions. For LOOP to LOOP the result latency is 1 clock

The remaining conditional control flow instructions are the integer pipeline conditional instructions (IP
columns in table below)- JEQ, JGE, JGE.U, JGEZ, JGTZ, JLEZ, JLT, JLT.U, JLTZ, JNE, JNZ, JNZ.T, JZ and the load-
store pipeline conditional instructions (LS columns in table below) - JEQ.A, JNE.A, JNZ.A, JZ.A.

Control flow instruction timing for the TC1.8 CPU can vary due to the state of branch target buffers and fetch
FIFOs. The LOOP instruction (LP columns in table below) has the same penalties as a load-store conditional
control flow instruction:

«  Correctly predicted not taken branches incur no penalty

+  Correctly predicted taken branches incur a penalty of up to two cycles depending on the state of the fetch
FIFOs and the branch target buffer

« Incorrectly predicted LS instructions incur a three-cycle branch recovery penalty

+ Incorrectly predicted IP instructions incur a four-cycle branch recovery penalty

Timing assumptions:

« Alltargetsyield a full instruction in one access. That is, not 16-bit of a 32-bit instruction
+  All code fetches take a single cycle

Table 79 Control flow timing
Prediction-result Flow latency Repeat rate Flow latency Repeat rate
(LS, LP) (LS, LP) (1P) (1P)
Correct not-taken 1 1 1 1
Correct taken 1-3 1-3 1-3 1-3
Incorrect not-taken 3 4 4 4
Incorrect taken 3 4 4 4
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Branch prediction

The TC1.8 CPU branch prediction system contains a dedicated loop buffer for nested loops, along with a branch
target buffer and a branch history buffer.

4.3.5.4 Unconditional non CSA control flow instruction timing

Unconditional control flow changing instructions incur a penalty of up to two cycles depending on the state of
branch target buffers and fetch FIFOs.

With the exception of the LOOPU instruction executed on the loop pipeline, the remainder - FCALL*, FRET, J, JA,
JI, JI*I, JRI are all load-store instructions.

Timing Assumptions:
+ Alltargetsyield a full instruction in one access. That is, not 16-bit of a 32-bit instruction
+  All code fetches take a single cycle

The following FCALL*/FRET control flow instructions all provide results to the implicit address register pair P[10]
(A[10],A[11]).

Table 80 Unconditional FCALL/FRET control flow timing

Instruction Flow latency P[10] result latency Repeat rate
FCALL 1-3 1 1-3

FCALLA 1-3 1 1-3

FCALLI 1-3 1 1-3

FRET 1-3 1 1-3

Some of following unconditional control flow instructions provide results to the implicit address register A[11].

Table 81 Unconditional jump control flow timing

Instruction Flow latency A[11] result latency Repeat rate
J 1-3 - 1-3

JA 1-3 - 1-3

JI 1-3 - 1-3

JL 1-3 1 1-3

JLA 1-3 1 1-3

JLI 1-3 1 1-3

JRI 1-3 - 1-3
4.3.5.5 Load-store CSA instruction timing

This section summarizes the timing of the TC1.8 CPU CSA Control Flow instructions. Most change control flow,
although some (BISR, SVLCX, and RSLCX) do not, and only update the CSA structures.

Timing assumptions:

« Alltargetsyield a full instruction in one access. That is, not 16-bit of a 32-bit instruction
+  All code fetches take a single cycle

« Timingis best case; no data cache misses for context operations, no pending stores
Some of the following instructions also provide a result to the implicit address register A[11]
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Table 82 Load-store CSA control flow instruction timing

Instruction Flow latency A[11] result latency Repeat rate
BISR - - 4/81)
CALL 4/81) 1 4/81)
CALLA 4/8% 1 4/8%
CALLI 4/8% 1 4/8%
RET 4/81) - 4/81)
RFE 4/81) - 4/81)
RFM 4/8%) - 4/81)
RSLCX - - 4/8%
SVLCX - - 4/8%)
SYSCALL 4/8% - 4/8%
HVCALL 5/9%) - 5/9%)
RFH 5/97) - 5/97)

1) DSPR or cache hit/DLMU

4.3.5.6

Floating-point pipeline timing
This table defines the TC1.8 CPU floating point pipeline instruction timings.

Table 83 Floating-point instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
ABS.F 1 ABS.DF 2 1
ADD.F 2 1 ADD.DF 2 1
CMP.F 1 1 CMP.DF 1 1
DIV.F 8 6 DIV.DF 16 14
FTOI 2 1 DFTOI 2 1
FTOIN 2 1 DFTOIN 2 1
FTOIZ 2 1 DFTOIZ 2 1
- - - DFTOL 2 1
- - - DFTOLZ 2 1
FTOQ31 2 1 - - -
FTOQ31Z 2 1 - - -
FTOU 2 1 DFTOU 2 1
FTOUZ 2 1 DFTOUZ 2 1
- - - DFTOUL 2 1
- - - DFTOULZ 2 1

(table continues...
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Table 83 (continued) Floating-point instructions

Instruction Result latency |Repeatrate Instruction Result latency |Repeatrate
FTOHP 2 1 DFTOF 2

HPTOF 2 1 FTODF 2 1
ITOF 2 1 ITODF 2 1

- - LTODF 2 1
MADD.F 3 1 MADD.DF 4 2
MAX.F 1 1 MAX.DF 2 1
MIN.F 1 1 MIN.DF 2 1
MSUB.F 3 1 MSUB.DF 4 2
MUL.F 2 1 MUL.DFY 2-3 1-2
NEG.F 1 1 NEG.DF 2 1
Q31TOF 2 1 - - -
QSEED.F 1 1 QSEED.DF 2

SUB.F 2 1 SUB.DF 2 1
UPDFL - 1 - - -
UTOF 2 1 UTODF 2 1

- - - ULTODF 2 1

1) Double-Precision MUL.DF takes 3 cycles if any operand or the result is subnormal.

4.3.6

This section describes the features of the local memories of the TC1.8 CPU.
The processor implementation includes the following local memories:

Local memory details

« Data Scratch Pad Ram (DSPR)
- Single cycle memory for local data operations, with code access through SRI
« Data Cache (DCache)
- Single cycle memory for data operations

- DCache can optionally be used as additional DSPR

«  Distributed LMU (DLMU)
- Two-cycle memory for local data operations, with code access through SRI
- Contiguous with other DLMU memory in the system
- The DLMU may be implemented as a standard SRAM or as a Standby SRAM. Where standby SRAM is
available the DLMU contents will be maintained during standby power saving mode
+  Program Scratch Pad Ram (PSPR)
- Single cycle memory for local code fetch, with data access through SRI
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+  Program Cache (PCache)
- Single cycle memory for code fetch
«  Local PNVM Bank (LPB)

- None, one, or two PNVM modules with multi-cycle NVM memory, local code and data read operations
are direct access

The sizes of each of these memories is detailed in the CPU configurations section in the device specific manual.

Related information
NVM prefetch buffer (FPB) on page 173
TC4Dx CPU configuration on page 396

4.3.6.1 Data scratchpad RAM (DSPR)

The DSPR provides fast, deterministic data access to the CPU for use by performance critical code sequences.

The DSPR is organized as multiple memory “towers”. This organization allows the CPU to access 64-bit of data
from any 16-bit aligned address

The DSPR may also be accessed from the SRI Slave interface by another bus master, with both read and write
transactions supported. The DSPR may be accessed by the SRI Slave interface using any SRI transaction type,
including burst transfers. In accordance with the SRI protocol, accesses to the SRI Slave interface must be
naturally aligned.

The data scratchpad RAM is ECC protected across 16-bit data. Byte writes to the DSPR will be performed as
read-modify-write operations at the memory interface. Any read-modify-write operation that detects an error
on the read phase will not perform the write phase of operation. Byte writes to uninitialized memory always
result in an ECC error being detected on the read phase and therefore no data will be written to the memory.

4.3.6.2 Distributed LMU (DLMU)

The DLMU provides fast, deterministic data access to a segment of the global LMU, ideally for use by the local
CPU for global data.

The DLMU is organized as a 64-bit wide memory with ECC protection implemented on a 64-bit granularity.
Within a double-word, sub-double-word write accesses are performed as internal read-modify-write
operations.

The DLMU may also be accessed by an external master, with read, write, and atomic read-write sequence. The
DLMU may be accessed using any SRI transaction type, including burst transfers.

The DLMU is not cached for data accesses by the local CPU regardless of the address segment. This is the same
as for the DSPR.

Errors detected at the ECC decoders are signaled to the SMU through the SSH logic of the associated SRAM.

Any read-modify-write operation that detects an error on the read phase will not perform the write phase of
operation. Sub 64-bit writes to un-initialized memory will always result in an ECC error being detected on the
read phase and so no data will be written to the memory.

The TC1.8 CPU DLMU memory:

«  Runs at half the frequency of the TC1.8 CPU and will introduce stalls into the CPU pipeline for load
operations and store operations when the store buffers are full

«  Contains a section of standby RAM (refer to the device specific CPU configuration)

+ Does notimplement data pacing to support burst read BTR transfers in cases when no ECC error is
encountered. When a burst read encounters an ECC error in the memory, each beat of the burst that has an
error will be delayed by 1 cycle using the data pacing feature of the SRI
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4.3.6.3 Program Scratchpad RAM (PSPR)

The Program scratchpad RAM provides a fast, deterministic program fetch access from the CPU for use by
performance critical code sequences.

Note: CPU program fetch accesses to scratchpad RAM are never cached in the program cache and are
always directly targeted to the scratchpad RAM

The CPU fetch interface will generate aligned accesses (64-bit), which will result in 64-bits of instruction being
returned to the CPU.

Note that the CPU Fetch Unit can only read from the scratchpad RAM and can never write to it.

The scratchpad RAM may also be accessed from the SRI Slave interface by another bus master, such as the Data
Memory Interface (DMI). The scratchpad RAM may be both read and written from the SRI. The SRI Slave
interface supports all SRI transaction types.

The Program scratchpad RAM is ECC protected across 64-bit data. Writes to the PSPR that are less than 64 bits,
or which are 64 bits but not naturally aligned will be performed as read-modify-write operations at the memory
interface. Any read-modify-write operation that detects an error on the read phase will not perform the write
phase of operation. Sub-64 bit writes to uninitialized memory always result in an ECC error being detected on
the read phase and therefore no data will be written to the memory.

4.3.6.4 Local and global addressing

The TriCore™ architecture supports closely coupled program and data SRAM memories known as Program
Scratch Pad RAM (PSPR) and Data Scratch Pad RAM (DSPR). The local addressing of the PSPR memory is always
located at C0000000y. The local addressing of the DSPR is always located at DO000000,.

In a multiprocessor system the scratch pad memories appear in the global address map in the following
locations:

Table 84 Global address locations

CORE_ID value PSPR base DSPR base
0 701000004 70000000
1 60100000y 60000000
2 501000004 500000004
3 401000004 400000004
4 301000004 300000004
5 20100000y 200000004
6 (CPUcs) 101000004 100000004

The CPUs always use the global addresses for SRI transactions. Therefore a data load from C00000004 (a CPUs
local PSPR) will result in a SRI transaction with an address in the range 101000004 - 701FFFFF dependent on
the CORE_ID value of the processor.

Similarly a code fetch form D0000000 (a CPUs local DSPR) will result in a bus transaction with an address in
the range 10000000 - 7T00FFFFFy dependent on the CORE_ID value of the processor.
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4.3.6.5 PSPR address aliasing

In some situations the software in the PSPR is not static but dynamically loaded. For debugging this is hard

to handle in ELF files and for breakpoints and trace. To assist debugging, knowledge of which code image is
resident would ideally be available to the debug tooling.

When the option to enable the PSPR aliasing is enabled in COMPAT.PSPRALIAS==0, the TC1.8 CPU implements 8
mirrors of the physical PSPR regions per core. This means that 8 different code images can be easily
distinguished by address for local code fetches and for accesses via the SRl slave interface. The run-time
software still needs to ensure that the right code is loaded, but for debug and trace, for the MPU and within the
ELF file, the different code can be easily distinguished.

The TC1.8 CPU supports 8 aliased 128K PSPR regions between 1 Mb and 2 Mb in each CPU segment. When the
PCACHE is not required, the PSPR extension also supports the aliasing. Mapped TAGs are relocated to a
different offset.

Table 85 PSPR address locations

Memory region alias Start offset End offset
0 100000y 11FFFFy

1 1200004 13FFFFy

2 1400004 15FFFFy

3 160000y 17FFFFy

4 180000y 19FFFFy

5 1A0000y 1BFFFFy

6 1€0000y 1DFFFF,

7 1E0000y 1FFFFFy

The 8 alias regions are supported for both local and global addressing.

Concurrent use of two aliases for the same physical locations is not supported. Multiple ELF images can be
dynamically managed in non-overlapping subsets of the PSPR. When different images are loaded into
overlapping portions of the PSPR, then the software should ensure that the store buffer is flushed in case the
PSPR is used as a shared data location.

4.3.6.6 Cache and tag storage addressing

For the purposes of testing the storage arrays, or if the caches are not functionally required, the cache and tag
memories may be mapped into the system address space. When mapped the cache memories are contiguous
with the DSPR/PSPR memories respectively as detailed in the following table.

When mapped into the address space the cache memories behave as extensions to the PSPR/DSPR memories
and may be used as such.

The mapping of cache and tag memories to the TriCore™ address space is controlled by the MEMMAP register in
the VMT module.

The base address of the cache storage when mapped as SPR extension is detailed in the following table:

Table 86 Cache storage addressing when mapped

Memory Base local address Base global address

Program cache as PSPR extension | C00000004+PSPR memory size PSPR base + PSPR memory size
Data cache as DSPR extension D0000000+DSPR memory size DSPR base + DSPR memory size
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When mapped as PSPR extension, it will also be accessible in each aliased PSPR region.

The mapping of the Tag memories is provided for test purposes only. They may not be used as standard
memory.

The base address of the tag storage when mapped into the address space is detailed in the following table:

Table 87 TAG storage addressing when mapped

Memory Base local address Base global address
Program TAG C02000004 PSPR base + 200000y
Data TAG D0200000y DSPR base + 2000004
4.3.6.7 Cache architecture

The TC1.8 CPU implements both a 2-way set-associative instruction cache and a 2-way set-associative data
cache.

The data cache is a writeback cache with allocation on read and write.

Caches and PSW.S

Only one copy of an address will exist in the cache at any one time. An attempt to access an existing address
with a different master TAG ID (based on PSW.S) will result in the eviction (writeback of dirty data) or
invalidation of the current entry and a refetch using the new access information.

Caches and VMN

Only one copy of an address will exist in the cache at any one time. An attempt to access an existing address
with a new VM number will result in the eviction or invalidation of the current entry and a refetch using the new
access information.

Caches and PRS

When the option to capture the PRS in data cache is enabled COMPAT.TAGPRS, an attempt to load an existing
address with a different PRS will result in the eviction or invalidation of the existing entry. When
COMPATTAGPRS is disabled, all dirty cache data will be written back with no PRS value (PRS=0 and PRS_EN=0).

Note: This is independent of the value of CORECON.PROTEN

Data cache invalidate

To enable the fast removal of clean data from the data cache, the 'data cache invalidate' control bit is provided
in the DCON1 CSFR. The register bit DCON1.DCINV operates in a similar way to the bit PCON1.PCINV. When the
bitis set to 1 all clean data lines within the data cache are invalidated.

Related information
Virtualization and caches on page 133

4.3.6.8 Data cache (DCACHE)

The DCache is a two-way set-associative cache with a Least-Recently-Used (LRU) replacement algorithm. Each
line contains 256 bits of data along with ECC bits. A single valid bit and a single dirty bit are associated with
each line.

CPU data accesses to a cacheable memory segment target the DCache. If the requested address and its
associated data are found in the cache (Cache Hit), the data is passed to/from the CPU Load-Store Unit without
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incurring any wait states. If the address is not found in the cache (Cache Miss), the DMI cache controller issues a
cache refill sequence and wait states are incurred whilst the cache line is refilled. The CPU load-store interface
will generate unaligned accesses (16-bit aligned), which will result in up to 64-bits of data being transferred to
or from the CPU (for non-context operations). If the data access is made within a DCache line, no matter the
alignment, and a cache hit is detected then the requested data is returned to the CPU in a single cycle. If the
data access is made to the end of a DCache line, such that the requested data would span two DCache lines, a
single wait cycle is incurred (if both cache lines are present in the cache, otherwise a refill sequence is required
for the missing cache line(s)).

The data cache is of the writeback type. When the CPU writes to a cacheable location the data is merged with
the corresponding cache line and not written to main memory immediately. Associated with each cache line is
a single ‘dirty’ bit, to denote that the data in the cache line has been modified. Whenever a CPU load-store
access results in a cache miss, and each of the potential cache ways that could hold the requested cache line
are valid, one of the cache lines is chosen for eviction based upon the LRU replacement algorithm. The line
selected for eviction is then checked to determine if it has been modified using its dirty bit. If the line has not
been modified the line is discarded and the refill sequence started immediately. If the line has been modified
then the dirty data is first written back to main memory before the refill is initiated. Due to the single dirty bit
per cache line, 256 bits of data will always be written back, resulting in a SRI Burst-4 Transfer (BTR4)
transactions.

Data Cache refills always result in the full cache line being refilled, with the critical double-word of the DCache
line being fetched first. A refill sequence will always affect only one cache line. There is no prefetching of the
next cache line. Due to the uniform size of DCache refill sequences, such refills are always implemented using
SRI Burst Transfer 4 (BTR4) transactions.

All Cache SRAMs are ECC protected.

All TAG SRAMs are ECC protected

Data cache bypass

The Data Cache may be bypassed, under control of DCONO.DCBYP, to provide a direct data access path to
memory. The default value of DCONO.DCBYP is such that the data cache is bypassed after reset.

Whilst the data cache bypass is enabled, a data access request by the CPU to a cacheable address will result in
a forced cache miss. Any valid cache lines within the data cache will remain valid and unchanged whilst the
data cache is bypassed. As such data accesses to cacheable addresses with the data cache bypass enabled
behave identically to data accesses to non-cacheable addresses.

4.3.6.9 Program cache (PCACHE)

The program Cache is a two-way set-associative cache with a Least-Recently-Used (LRU) replacement
algorithm. Each PCACHE line contains 256 bits of instruction and associated ECC bits.

CPU program fetch accesses which target a cacheable memory segment (and where the PCACHE is not
bypassed) target the PCACHE. If the requested address and its associated instruction are found in the cache
(Cache Hit), the instruction is passed to the CPU Fetch Unit without incurring any wait states. If the address is
not found in the cache (Cache Miss), the PMI cache controller issues a cache refill sequence and wait states are
incurred whilst the cache line is refilled. The fetch request always returns an aligned packet to the CPU.

The program cache is ECC protected on 64-bit data.

The program TAG Ram is ECC protected on 22-bit data.

Program Cache Refill Sequence

Program Cache refills are performed using a critical double-word first strategy with cache line wrapping such
that the refill size is always 4 double-words. PCACHE refills are always performed in 64-bit quantities. A refill
sequence will always affect only one cache line. There is no prefetching of the next cache line.
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PCACHE refills are therefore implemented using an SRI Burst Transfer 4 (BTR4) transfers. The program cache
supports instruction streaming, meaning that it can deliver available instruction half-words to the CPU Fetch
Unit whilst the refill operation is ongoing.

Program Cache Bypass

The Program Cache may be bypassed, under control of PCON0.PCBYP, to provide a direct instruction fetch path
for the CPU Fetch Unit. The default value of PCONO.PCBYP is such that the PCACHE is bypassed after reset.

Whilst PCACHE bypass is enabled, a fetch request by the CPU to a cacheable address will result in a forced
cache miss, such that the cache controller issues a standard refill sequence and supplies instruction half-words
to the CPU using instruction streaming, without updating the cache contents. Any valid cache lines within the
PCACHE will remain valid and unchanged whilst the PCACHE is bypassed. As such, instruction fetch requests to
cacheable addresses with PCACHE bypass enabled behave identically to instruction fetch requests to non-
cacheable addresses.

Program Cache Invalidation

The PMI does not have automatic cache coherency support. Changes to the contents of memory areas external
to the PMI that may have already been cached in the PCACHE are not detected. Software must provide the
cache coherency in such a case. The PMI supports this via the cache invalidation function. The PCACHE
contents may be globally invalidated by writing a ‘1’ to PCON1.PCINV. The PCACHE invalidation is performed
over 64 cycles by a hardware state machine which cycles through the PCACHE entries marking each as invalid.
During an invalidate sequence the CPU may continue to fetch instructions from non-cacheable memory. Any
attempt to fetch instructions from a cacheable memory location during an invalidation sequence will result in
the CPU stalling until the sequence completes. The status of the PCACHE invalidation sequence may be
determined by reading the PCON1.PCINV bit.

4.3.6.10 DSPR access timing

The TC1.8 CPU implements a DSPR such that memory access are optimized for data aligned to the EABI rules.
Data aligned to these rules is returned in a single cycle. Data not aligned to these rules may be returned in two
cycles.

To maximize throughput for LD.DD and ST.DD instructions targeting the DSPR memory, they should use
addresses with 16-byte alignment (the architecturally supported alignment may be no faster than a pair of LD.D
& ST.D accesses).

Non-EABI aligned accesses to the DSPR can be counted by the performance counters.

4.3.7 CSFR, SFR and FSFR state

The internal processor state in the CPUs is split into two distinct groups. The majority of the registers are

core special function registers (CSFRs). These registers are architecturally defined and must be accessed using
MTCR/MFCR/MTDCR/MFDCR instructions (for access by the local processor). The remainder are SFRs and are
implementation specific.

These SFR registers are accessed using load and store instructions through the system interconnect.

The TC1.8 CPU's FLASHCON (NVM control) registers are located in the FSFR address region to ensure separation
between CPU and NVM access path.

4.3.7.1 CSFR, SFR, and FSFR address map and external access

Each CPU has a dedicated set of control and status registers accessed at the addresses detailed in this section.
These registers are distinguished as Core Special Function Registers (CSFRs), Special Function Registers (SFRs),
and NVM Special Function Registers (FSFRs).

CSFRs are usually registers defined in the architecture to support features required by an operating system
(0S), real time operating system (RTOS), or hypervisor. ACPU must access its own CSFR registers using MTCR,
MFCR, MTDCR, and MFDCR instructions. The CSFR registers of other CPUs may be accessed using load and store
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instructions to their system addresses. The update of CSFRs of other CPUs is only well defined if that CPU is
halted.

SFRs are registers that implement system features that are not usually part of the TriCore™ architecture. SFR
registers of any CPU may only be accessed using load and store instructions. The system timer, kernel reset,
overlay control, PROT, and APU registers of a CPU are mapped into its SFR address range.

PNVM control and status registers for the local NVM banks are located in the FSFR address range.

The CSFR space for each Hardware resource (HRHV,A,B) and the SFR space each occupy a separate 64 KB access
region in Segment 15 for each processor.

The FSFR space is non-contiguous with the SFR/CSFR space and occupies another 64 KB region in segment 15
for each processor.

TC18 - Physical address of any CPU CSFR or SFR or FSFR

FSFR : OxF8400000 + (CORE_ID << 18) + FSFR offset
SFR : OxF8800000 + (CORE_ID << 18) + SFR offset
CSFR HRA : OxF8810000 + (CORE_ID << 18) + CSFR offset

CSFR HRB®) : @xF8820000 + (CORE_ID << 18) + CSFR offset
CSFR HRHV®) : ©xF8830000 + (CORE_ID << 18) + CSFR offset

SFR, CSFR and FSFR bus access width
Accesses to SFR, CSFR, and FSFR registers from the system will support accesses widths of 32 and 64-bit.

Related information
FSFR range on page 172

4.3.7.2 SFR and CSFR partitioning

All new hypervisor registers will be added at offset BOOOy (Only in HRHV).

SFR HRA HRB HRHV |Offset |Type

X 00004 |STM

X 1000y | Test registers

X D000y | Kernel reset SFRs

X E0004 |APU SFRs

X FBOOy | Overlay SFRs
X X X 8100y PMA CSFRs
X X X 90004 | DMICSFRs (including integrity error)
X X X 92004 | PMICSFRs (including integrity error)
X X X A000y |FPU CSFRs

X B000y | Hypervisor registers

X X X C000y |MPU Data protection ranges CSFRs
X X D000y | MPU Code protection ranges CSFRs
X X X E0004 |MPU (Code, Data) control CSFRs

6 only accessible when virtualization is present and enabled
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SFR HRA HRB HRHV |Offset |Type
X X X E400y | Temporal protection CSFRs

FOOOy & | Debug registers
FDOOK

X Virtualization disabled

X X X Virtualization enabled (registers not replicated, trap to hypervisor
when in HRA/B)

X X X FCO0y | Performance counters
X X X FEOOy Main CSFRs

00 PCXI, PSW, PC, —

10 ----, CORECON, CPU_ID, CORE_ID,
20 BIV, BTV, ISP, ICR,

30 ----, PPRS, FCX, LCX,

40 SWID

50 CUS_ID

60 BOOTCON, LCLCON, CCON, TCCON

Not replicated => PCXI, PSW, PPRS, PC, xxxID BOOTCON, LCLCON,
CCON, TCCON

X X X FFOOy |GPRs- Only partially replicated (A0, A1, A8, A9).

Note: With the exception of hypervisor registers, non-replicated CSFRs are aliased in the memory map. For
example, PCXI can be accessed at 1FE00y, 2FE00y and 3FEQOy.

4.3.7.3 CORECON (SYSCON replacement)

In the AURIX™ TC4xx family the SYSCON register is renamed CORECON. This removes name clashes with the
SYSCON register in the SCU which does control the system.

In order to make CORECON fully virtualized, both ESDIS and BHALT bits are relocated to COMPAT.ESEN and
BOOTCON.BHALT.

The usage of (PROTSFRSE protection of the CPU core control register (CORECON) is configurable by the
application software. From system reset, as well as after any kernel reset, the register is not subject to

PROTSFRSE protection. Clearing the compatibility control register safety protection field (COMPAT.SP=0Bg)
enables the PROTSFRSE protection of the register.

Related information
System Control Unit (SCU) on page 5872

4.3.7.4 Emulator space disable

The emulator space control bit (ESDIS) was previously held in the CORECON register (SYSCON.ESDIS/
CORECON.ESDIS). For version 1.8 of the TriCore™ architecture this control is moved to the COMPAT register
bit[8]. To provide a compatible behavior from reset, the polarity of the bit is inverted and the control becomes
the emulator space enable (COMPAT.ESEN).
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4.3.7.5 Boot control: Boot halt

A new register BOOTCON (FE60y) is introduced to hold the BHALT bit.

Following a system reset, both CPUO and CPUcs will start their boot sequences. All other cores will be placed in
the boot-halt state. In the boot-halt state the core is halted, and the instruction fetch system stalled. All traps
and interrupts are ignored by a core in this state, but all memories and registers associated with the core are
available for access through the system interconnect.

A core in boot-halt has BOOTCON.BHALT set. The core will remain halted until the BOOTCON.BHALT bit is
written to “0”, when it will start to fetch from the PC defined in the PC CSFR. This will be the boot PC unless
otherwise updated. A write to “1” of the BOOTCON.BHALT will be ignored.

4.3.7.6 Floating-point error registers

The following floating point error registers are updated in respect to previous TriCore™ implementations:

FPU_TRAP_OPC: Bit[9] - Double/single precision identifier

The following FPU trap registers are renamed and contain the lower 32-bit of input operand SRC registers for
single and double precision floating-point operations. In order to improve software handling, the registers
offsets are not compatible with previous versions of the architecture to allow reading of a complete operand in
one instruction using the new MFDCR instruction.

FPU_TRAP_SRC1 -> FPU_TRAP_SRC1_L (0xa®10)
FPU_TRAP_SRC2 -> FPU_TRAP_SRC2_L (0xa@18 was previously 0xa014)
FPU_TRAP_SRC3 -> FPU_TRAP_SRC3_L (©xa020 was previously 0xa018)

The following FPU trap registers are new for version 1.8 of the TriCore™ architecture, and contain the upper 32-
bit of input operand SRC registers for double precision floating-point operations.

FPU_TRAP_SRC1_U (@xa@14)
FPU_TRAP_SRC2_U (@xa@1C)
FPU_TRAP_SRC3_U (@xa024)

4.3.7.7 BTV, BHV reset values

BTV and BHV reset values are computed using fixed offsets from the base address of the ROM associated with
the CPU instance.

For host CPUs the base address of the system BOOTROM will be used, while for the Secure CPU instance
(CPUcs) the base address of the CSROM will be used.

BTV reset value = ROMADDR_base[31:16], 16’hFE0O
BHV reset value = ROMADDR_base[31:16], 16’hFD00

4.3.7.8 Performance counters

The performance counters are decoupled from the debug system and can now be enabled on any device
without requiring the use of the debug system. This allows performance to be monitored by/within
applications.
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Table 88

Counter source details

Counter name

Function

IP_DISPATCH_STALL

The counter is incremented on every cycle in which the Integer dispatch unit is
stalled for whatever reason

LS_DISPATCH_STALL

The counter is incremented on every cycle in which the Load-Store dispatch unit is
stalled for whatever reason

LP_DISPATCH_STALL

The counter is incremented on every cycle in which the Loop dispatch unit is stalled
for whatever reason

PCACHE_HIT The counter is incremented whenever the target of a cached fetch request from the
fetch unitis found in the program cache

PCACHE_MISS The counter is incremented whenever the target of a cached fetch request from the
fetch unitis not found in the program cache and hence a bus fetch is initiated

MULTI_ISSUE The counter is incremented in any cycle where more than one instruction is issued

DCACHE_HIT The counter is incremented whenever the target of a cached request from the Load-

Store unit is found in the data cache

DCACHE_MISS_CLEAN

The counter is incremented whenever the target of a cached request from the Load-
Store unit is not found in the data cache and hence a bus fetch is initiated with no
dirty cache line eviction

DCACHE_MISS_DIRTY

The counter is incremented whenever the target of a cached request from the Load-
Store unit is not found in the data cache and hence a bus fetch is initiated with the
writeback of a dirty cache line

TOTAL_BRANCH

The counter is incremented in any cycle in which a branch instruction isin a branch
resolution stage of the pipeline (IP_EX1, LS_DEC, LP_DEC). This counter is also
incremented for ISYNC, CALL, RET, RFE, RFM, FCALL/FRET and RFH instructions

PMEM_STALL The counter is incremented whenever the fetch unit is requesting an instruction and
the Instruction memory is stalled for whatever reason
DMEM_STALL The counter is incremented whenever the Load-Store unit is requesting a data

operation and the data memory is stalled for whatever reason

Performance counter registers

The various counter sources listed above may be selected for counting by programming the M1, M2 and M3
fields in the CCTRL register. (See the TriCore™ architecture manual for register details). The mappings are listed

below.

Table 89 Performance counter registers

Name Description Offset address

CCTRL Counter Control Register FCOO0y

CCNT CPU Clock Count Register FCO04y

ICNT Instruction Count Register FCO8y

M1CNT Multi Count Register 1 FCOCH

M2CNT Multi Count Register 2 FC104

M3CNT Multi Count Register 3 FC14y
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Table 90 Multi count configuration

CCTRL M1/M2/M3 | M1CNT count function M2CNT count function M3CNT count function
000 IP_DISPATCH_STALL LS_DISPATCH_STALL LP_DISPATCH_STALL
001 PCACHE_HIT PCACHE_MISS MULTI_ISSUE

010 DCACHE_HIT DCACHE_MISS_CLEAN DCACHE_MISS_DIRTY
011 TOTAL_BRANCH PMEM_STALL DMEM_STALL
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4.3.8 Data access overlay (OVC)

The data overlay provides the capability to redirect selected data accesses to the overlay memory. Data
accesses made by the TriCore™ to Program NVM or Online Data Acquisition space can be redirected.

The presence of overlay is core specific. The TCCON register can be used to identify cores with overlay hardware
support.

Note: The CPUcs instance does not have overlay support.

Overlay memory may be located in the Local Memory (if present), in the DPSR/PSPR memory, or in another
Program NVM bank?).

Overlay functionality makes it possible for example, to modify the application’s test and calibration
parameters, which are typically stored in NVM memory, during the run-time of a program.

Only read and write data accesses are redirected. The access redirection is executed without performance
penalty.

Attention: As the address translation is implemented in the DMI it is only effective for data accesses.
Instruction fetches by the PMI or accesses by any other master, including the debug interface,
are not effected

Warning:  Overlay address modification only happens after the address has passed all the MPU checks. The
APU on all overlay memories is a final check which redirected accesses must pass to succeed

Summary of features and functions

+ Redirecting data accesses addressed to Program NVM and OLDA
«  Supportredirection to overlay memory located in:
- Program NVM7”/
- Local Memory Unit (LMU), if present, including DLMU
- DSPR or PSPR memory
« Individual overlay system per processor core
+ Upto32overlay ranges (“blocks”) available in each TriCore™ instance
«  Two levels of priority:
- 2low priority ranges with block sizes of 32 bytes up to 4 MB
- 30 high priority ranges with block sizes of 32 bytes up to 512 KB

+  Redirected address range span within an overlay memory of up to 16 MB/4 MB (low priority/high priority
blocks)

- Low priority blocks have a span of up to 16 MB for emulation devices, and are limited to a span of up to
4 MB in production devices

+  Overlay memory location and block size selected individually for every overlay block
+  Multiple overlay blocks can be enabled or disabled with one register write access

+  Programmable flush (invalidate) control for data cache in DMI

+  Overlay start/stop synchronized against data load

7 emulation devices only
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4.3.8.1 Data access redirection

The principle of redirecting data 