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ModusToolbox™ tools package version 3.7.0

About this document

A newer version of this document may be available on the web here.
Scope and purpose
ModusToolbox™ software is a set of tools and libraries that support device configuration and application

development. These tools enable you to integrate our devices into your existing development methodology.
This document provides information and instructions for using Keil pVision with ModusToolbox™ software.

The general flow for working with an Infineon device in Keil pVision includes:
« Download/install software

+  Create ModusToolbox™ application using Project Creator

+  Create project(s) in Keil pVision

«  Configure and Build projects

+  Program the device

+ Debugthe application

Document conventions

Convention Explanation

Bold Emphasizes heading levels, column headings, menus and sub-menus.

Italics Denotes file names and paths.

Monospace Denotes APIs, functions, interrupt handlers, events, data types, error handlers, file/folder
names, directories, command line inputs, code snippets.

File > New Indicates that a cascading sub-menu opens when you select a menu item.

Reference documents

Refer to the following documents for more information as needed:

+  ModusToolbox™ software installation guide - Provides information and instructions about installing the
tools package on Windows, Linux, and macOS.

+  ModusToolbox™ tools package user guide - Provides information about all the tools included with
ModusToolbox™ tools package.

+ Dashboard user guide - Provides specific information about the Dashboard tool.
«  Project Creator user guide - Provides specific information about the Project Creator tool.
+  Device Configurator guide - Provides specific information about the Device Configurator.
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1 Download/install software

1 Download/install software

1.1 ModusToolbox™ software

Download the ModusToolbox™ Setup program from https://softwaretools.infineon.com/tools/
com.ifx.th.tool.modustoolboxsetup. Refer to the instructions in the ModusToolbox™ software installation guide
for how to install the necessary ModusToolbox™ tools and packages.

Once installation of all the tools is complete, click Run to launch the Dashboard.

ModusToolbox™ Setup 1.3

File  Help

[—) Logout  Logged in as €J*********infineon.com O Refresh {@meerences

Setup has finished installing the requested packages.

ModusToolbox™ 3.5 Dashboard

File Settings Help
Leam Create

PN Create a new application for ...

.
@ . ‘ | Target IDE: None / Command line ~
.,\ M | ;
® ModusToolbox ' _% I i appl e ththco:nri\add(\ s Gt
New to ModusToolbox™ seftwar ModusTealbex™ Decumentation Wi dDWJW‘f“th app eatior
M{ '-"‘3& “L"} ! !"l ModusToolbox™ User Guide
1.2 Keil pVision (Windows only)
We recommend and have tested Keil pVision (MDK-ARM) version 5.43 for all ModusToolbox™ supported devices.
Note: Do not use version 5.42a. There is a known defect with cprj files in that version.

The default installation location for the ARM compiler is C:\Keil_v5\ARM. Set the CY_COMPILER_ARM_DIR
environment variable to the correct installation path using forward slashes. Alternatively, you can set this
variable in the Makefile for each application. Refer to the ModusToolbox™ tools package user guide for more
details about build system variables.

1.3 J-Link
For J-Link debugging, download and install J-Link software:
https://www.segger.com/downloads/J-Link/J-Link_Windows.exe
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2 Create/export application for Keil pVision

2 Create/export application for Keil pVision

This section covers the ways to get started using Keil pVision with ModusToolbox™ software.

2.1 Create/export ModusToolbox™ application

Create new application

1. Use the Dashboard to open the Project Creator tool and create a ModusToolbox™ application for Keil
pVision.
File Settings Help

Create a new application for ..

Target IDE: Arm Keil MDK (uVision) ~

NEW

Launch Project Creator

This option opens the Project Creator. After creating an
application, double-click the project file ta launch pVision
New to ModusToolbox™ software? ModusToolbox™ Documentation (*eprj or "epdsc).

50 1w ’ Arm Keil MDK (uVision) for MedusToolbox™ User Guide

Refer to the Project Creator user guide for more details.
2. Select the BSP from the list or use a buttons to create one or select one on disk.

¥4 Choose Board Support Package (BSP) - Project Creator

Settings Help

~Source Templat

Enter filter text... £ | Create from MPN... Browsefor BSP... =] KIT PSC3M3 EVE

Kit Name ¥ MCU/SOC/SIP Connectivity The PSOC™ Control C3 MCU Evaluation Kit
AIROC™ Bluetooth® BSPs (KIT_PSC3M5_EVK] is based on the PSOC™
AIROC™ Connectivity BSPs Control family of devices. It enables the

evaluation and development of applications for

PMG B5Ps the PSOC™ Control C3 MCU.

PSOC™ 4 BSPs
PSOC™ 6 BSPs
~ PS0C™ Control BSPs
KIT_PSC3M35_2G0 PSC3MSFDS2LGQT <none>

KIT_PSC3M5_CC1 PSC3MSFDS2AFQT <nones
KIT PSCaM5 CC2 PSC3MSFDS2AFG] <none>
| [ wT_pscams_evk PSC3MSFDS2AFQT <none>

P50OC™ Edge BSPs

3. On the next page, select the location, target IDE, and the application to create.

B elect Application - Project Creator

Settings Help

Application(s) Root Path:  Ci/examples/control-uvision Browse...
Target IDE: Arm Keil MDK (uVision) R
Enter filtert... £ | Browse for Application... T %‘:: B2 B This code example demonstrates a simple UART
communication by printing a "Hello World" message on a
Temnplate Application ¥ Mew Application Name Mew BSP Name  terminal and blinking an LED using a timer resource, This
~ Getting Started code example is based on PDL libraries,
(L) Empty App .
Ve BTN Blinkas For more details, see the README on GitHub.
| Helle World GEPEERE  APPKITPSCI. I
OB DEMO
Peripherals

4, Click Create. When the process completes see the messages in the console.
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2 Create/export application for Keil pVision

Updated .cyignore file to include default IDE build directories,

To open the project in UVision, double click the generated .cprj file.

The project is an ARM Trustzone secure preject. The following need to be enabled in UVision IDE:
Project-» Options-» Target-» Software Model

For more information, refer to the Keil uVision for ModusTeclbox user guide,

The application "Hello_World" was successfully exported to Arm Keil MDK {pVision).

0 error(s), 0 warning(s)

Summary:

Successfully created and exported "Hello_Waorld" application.

< Back Create

5. Click Close.

Export existing application

Instead of creating a new application, if you have a ModusToolbox™ application that was created for another
IDE or for the command line, you can export that application to be used in Keil pVision. Open a terminal
window (modus-shell in Windows) and type the following:

make uvision CY_IDE_PRINAME=[project-name] TOOLCHAIN=ARM

Note: For applications that were created using core-make-3.0 or older, you must use the make uvisions
command instead.

This sets the ToOLCHAIN to ARM in the Keil pVision configuration files but not in the ModusToolbox™ application's
Makefile. Therefore, builds inside Keil pyVision will use the ARM toolchain, while builds in the ModusToolbox™
environment will continue to use the toolchain that was previously specified in the Makefile. You can edit the
Makefile's TOOLCHAIN variable if you also want ModusToolbox™ builds to use the ARM toolchain.

Check the output log for instructions and information about various flags.

Postbuild script

The process to create or export an application for use in Keil pyVision creates a script file named
ide_postbuild.bat. This script updates the hex file as needed for security and multi-core support. It requires you
to set the CY_COMPILER_ARM_DIR environment variable. For example:

CY_COMPILER_ARM_DIR=C:/Keil_v5/ARM/ARMCLANG

Use forward slashes (even on Windows) because of UNIX/Linux path rules.

2.2 Create Keil pVision project(s)
Creating or exporting the application generates the following file in the application/project directory:
*.cprj
The cprjfile extension should have the association enabled to open it in Keil pVision.
1. Double-click the *.cprj file. This launches the Keil pVision IDE.
The first time you do this, a dialog similar to the following displays:
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Missing Required Packs

Mot installed required packs for Project 'Hello_Warld':

Infineon::CAT1E_DFP@

Do you want to install them?

1=
=]

Click Yes to install the device pack. You only need to do this once per device type.

Follow the steps in the Pack Installer to properly install the device pack.

@ pac

File Packs W

Device:
14| - Devices | Boards | |14] " packs | Examples |
o X T Show deprecoted packs aso
Device /| summary Pack Adtion Description
=% AllDevices 10146 Devices =]| | = Device Specific 0Packs No device selected -
% # ABOV Semiconductor 35 Devices = Generic 420 Packs
5 Active-Semi 17 Devices Al Semiconductor image processing library that uses D/AVEZD and Helium ¢
% ¢ Alif Semiconductor 13 Devices W) :2ureRT0S support for Al Semiconductor MS5_HP and M55_HE device
5 @ Ambiq Micro 22 Devices D/AVEZD driver CMSIS pack
% ¢ Amiccom 5 Devices License Agreement FrecRT0S Components support for Alif Semiconductor MS5_HP and M55_HE
- # Analog Devices 18 Devices Please readthe folowing fiense agreemert carefuly. D/AVERD driver CMSIS pack:
# ¢ APEXMIC 23 Devices 05 Abstraction Layer binding for FreeRTOS.
@ ARM 52 Devices OASIS PKCS #11 Cryptographic Token Interface
% @ BrainChip T Device Jocine e Lo Unit Testing for C (especially Embedded Saftware)
% # Cmsemicon 101 Devices ‘2.2 graphic lbrary optimized for Cortex-M processors,
w0 @ Cypress 178 Devices pachoLCESS o 20, Jaruay 2004 CMSIS (Common Microcontroller Software Interface Standard)
4. @ Dialog Semiconductor 20 Devices hitp//uwons, spache oro/licenses/ | CMSIS Compiler extensions for Arm Compiler GCC_Clang. and IAR Compiler
B @ ELAN 1 Device TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBLTION CMSIS Drivers for extemal devices
- ¢ VD 50 Devices CMSIS Drivers for STMicroelectronics STM3Z Series devices
B % FMSH 11 Devices - Defntons CMSIS-Driver Validation
¢ Geeny 111 Devices License”shal mean th tems and corlions o use, eproductn, CSiS Embedded Compute Library
- @ GigaDevice 388 Devices I™ | agiee to all the terms of the preceding License Agreement Bundle of FreeRTOS for Cortex-M and Cortex-A
#- ¢ HDSC 131 Devices CMSIS NN software library of efficient neural network kernels
S Himax 2Devices RTX RTOS implementation of CMSIS-RT0S2 API
- # Holtek 460 Devices ‘ Caneel Debugger visualization of and statistics
% @ Infineon 1604 Devices ( Pack for the DMAZS0 drivers.
# @ Maxim 19 Devices - ARME: ethos-u-core-dri..| 4 _Install Device Driver for the Arm(R Ethos(TM)-U NPU.
#- ¢ Megawin 18 Devices - ARM:MALICSS Install Pack for the MALICSS ISP drivers.
#- @ Microchip 337 Devices ll® ARM:mbedTLS < Install- \ARMmbedCrvmwvapm:andSSLr"‘FLSI\bvarv ﬁ
@ Mierncemi e =l [« C

Note: In some cases, you may see the following error message:
SSL caching disabled in Windows Internet settings. Switched to offline mode.

See this link for how to solve this problem: https://developer.arm.com/documentation/
ka002253/latest

When complete, close the Pack Installer and the application will be created for you in the IDE.

If you're working with a multi-core or multi-project application, a cprij file is created in each sub-project
directory. Double-click the *.cprij file in each folder (for example, PSOC™ Edge: cm33s, cm33ns, and cm55,
XMCT7xxx: cmOp, cm7_0, and cm7_1).
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3 Miscellaneous notes

3 Miscellaneous notes

This chapter contains miscellaneous notes that may be applicable to any device:
+  Supported debugger probes

+ Touse KitProg3/MiniProg4, CMSIS-DAP, and ULINK2 debuggers

+ Touse J-Link debugger

»  Suppress linker build warnings

«  Empty defines

+  Patched flashloaders

o Perform ETM/ITM trace

3.1 Supported debugger probes

+  KitProg3 on-board programmer

+  MiniProg4

«  ULINK2 in CMSIS-DAP mode

« J-Link

3.2 To use KitProg3/MiniProg4, CMSIS-DAP, and ULINK2 debuggers

1. Select the Device tab in the Options for Target dialog and check correct core is selected:

W. Options for Target ‘Target_1'

Device ]Target I Oulput] Llstlng] User ] C!CH{AEG}I Psm ] Linker I Debug] Utllmes]

|Soﬂwa|e Packs J
Vendor: Infinson Software Pack
Device: PSCIMSFDS2ZAFG T Cotex-M33 Pack: (Infineon:CAT1B_DFP@&1.1.0
Toolset: ARM URL:  hitps:/sitocls.infineon.com/cmsis_packs/CAT

Search: |

] PSC}MSFDSEABQ‘I:Corta-M}}j PSoC C3: Cortex-M33 MCU series with integrated analog and digital
1 PSCIMSFDSAACQT:Cortec-Mzz | [PoPPEr

-0 PSC3MSFDS2AFQ1: Cortex-M33
3 PSCIMSFDS2LGO1:Cortex-M323
€3 PSCIMSFDS2LHOT: Cortex-M33
£ PSC3PSFDS2ABQI:Cortex-M33
83 PSCIPSFDSIACOI:Cortex-M332
€4 PSC3PSFDS2LGOT: Cortex-h33
€3 PSCIPSFDSILHO:Cortex-M332

M e P
QK | Cancel Defaults Help
J

2, Select the Debug tab.

Note: To use the ULINK2 probe for multi-core debugging, select the CMSIS-DAP Debugger instead of
ULink for each core of the project (CM4 and CMOP).

3. Click the Settings button.

User guide 8 002-37570 Rev. *K
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3 Miscellaneous notes

W, Options for Target ‘Target_1'

Dev\cel Target | Oulputl Listingl User I C!CH{ACG}' Asm I Linker Debug | Util'rliesl

" Use Simulator with restrictions Settings i Use

™ Limit Speedto Real-Time

ICMSIS-DAP ARMy 3-M Debuggiid

¥ Load Application at Startup ¥ Runto main()
Initizlization File

¥ Load Application at Startup V¥ Run to main()
Initiglization File:

| = e e |

Restore Debug Session Settings
¥ Breakpoints V¥ Toolbox
¥ Watch Windows & Performance Analyzer
¥ Memory Display ¥ System Viewer

Restore Debug Session Settings
¥ Breakpoints ¥ Toolbox
¥ Watch Windows v Tracepoints
¥ Memory Display V¥ System Viewer

CPU DLL: Parameter:

Driver DLL: Parameter:

Dialog DLL: Parameter:

ISAHMV&M.DLL I-MPU
Dialog DLL: Parameter:

[~ Wam if outdated Executable is loaded

TCM.DLL pCM33
| |

[ Wam if outdated Executable is loaded

Manage Component Viewer Description Files ... |

o

Cancel | Defaults | Help

infineon

4, On the Target Driver Setup dialog on the Debug tab, select the following:
+ setPortto"SW"
« setMax Clockto "1 MHZz"
+ set Connectto "Normal"
+ set Reset:
- For PSOC™ 6, to "VECTRESET"
- For PSOC™ 4, PMG1, and AIROC™ CYW208xx, to "SYSRESETREQ"
+ enable Reset after Connect option
CMSIS-DAP Cortex-M Target Driver Setup
Debug |Trace I Flash Downloadl Pack |
~CMSIS-DAP - JTAG/SW Adapter— - SW Device
[KitProg3 CMISIS-DAP | IDCODE | Device Name | Move
Seral No: [TA0BTEA3002A54 SWDIO | @ (x6BAD2477  ARM CoreSight SW-DP Up |
Fimmware Version: W _IDown
Flsw) Pa I - & Automatic Detection ID CODE: I
’ . c: lswﬁ € tanual Configuration Device Hame: I—
Jimm -
= = Add | Delete Updalel AF: Ih:Q
—Debug
Connect & Reset Options Options Download Options
Connect: |Nomal x| Reset:[SYSRESETREQ | | | ¥ Clche Code I” Verffy Code Download
¥ Beset after Connect che Memary ™ Downloadto Hash
[™ Log Debug Accesses
[ ok || cancel | Help
5. Select the Flash Download tab and select "Reset and Run" option after download, if needed:
User guide 9
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3 Miscellaneous notes

CMSIS-DAP Cortex-M Target Driver Setup et

Debug I Trace Fash Download | Pack I

— Download Function RAM for Algorithm
L':“:I[' f'“ EIESE FIJ" Chip IF PI'OQIEITI

Fi ¥ Frase Sectors | Ver Start:lfhﬂﬁﬂm Size: |kDOOBO00D
C Dort e [T

— Programming Algorithm
Description | Device Size | Device Type | Address Range |
CYBChoo_SFLASH_TOC2 1k Cn-chip Flash 16007C00H - 16007FFFH
CYBCEoo_SFLASH_PKEY 3k Cn-chip Flash 16005A00H - 160065FFH
CYBCEo_SFLASH_USER 2 Cn-chip Flash 16000800H - 16000FFFH
CYBCEo0_WFLASH 3k Cn<hip Flash 14000000H - 14007FFFH
CYBCEx7_sect?56KB ™ Cn-chip Flash 10000000H - 100FFFFFH
Start: I Size:
Add | Fiemove |
ok |  Cancel | Help

6. Select the Pack tab and check if the appropriate "DFP" is enabled:

CMSIS-DAP Cortex-M Target Driver Setup

Debugl Trace I Fash Download  Fack |
— Debug D ption
Pack: Infineon:CAT1A_DFP@16.0
¥ Enable I” Enable Flash Sequences
™ Log Sequences: IC:'-sxamples'psocEZ-uvision'-.HeIIo_‘."u'orId'-Hel\o_WDrId_Sequences_'.IDg
Corfiguration I.\Debuchnﬁg\Target_'I_CYECGZMEZI-SZDM_Corlex-Md_‘I .0.dbgcont Edit... |
QK I Cancel Help
User guide 10 002-37570 Rev. *K
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3 Miscellaneous notes

3.3 To use J-Link debugger

1. Make sure you have J-Link software version 8.12 or newer.

infineon

2, Select the Debug tab in the Options for Target dialog, select J-LINK / J-TRACE Cortex as debug adapter,

and click Settings:

W Options for Target ‘Target_1'

" Use Simulator  with restrictions
™ Limit Speedto Real-Time

Device | Target | Output | Listing | User | C/C+ (4C6) | Asm | Linker Debug | Utiies |

Settings | |

@ Use: [-LINK/J-TRACECotex  v| Settngs ||

Initialization File:

Restore Debug Session Settings
¥ Breakpoirts ¥ Toolbox

¥ Memory Display ¥ System Viewer

¥ Watch Windows & Performance Analyzer

¥ Load Application at Startup ¥ Runto main{)

| Bl =

¥ Load Application at Startup ¥ Run to main{)
Initiglization File:
[ | e |
Restore Debug Session Settings———————————————————
¥ Breakpoints ¥ Toolbox
¥ Watch Windows ¥ Tracepoints
¥ Memory Display [V System Viewer

CPUDLL: Parameter:

Driver DLL: Parameter:

Dialog DLL: Parameter:

ISARMVHM.DLL I-MPU
Dialog DLL: Parameter:

[~ Wam f outdated Executable is loaded

Manage Component Viewer Description Files ... |

ITCM.DLL |1:cru'|33

[~ Wam ff outdated Executable is loaded

OK |  Cancel | Defauts | Help
3. If you see the following message, click OK in the Device selection message box:

Cortex JLink/ITrace Target Driver Setup

Debug ITrace | Flash Download |
J-Link / J-Trace Adapter

3, J-Link V7.98¢ Device Selection

JTAG Device Chain

The selected device "PSC3IMSFDS2AFQ 1:CORTEX-M33 is unknown to this version of the J-Link software.

Proper device selection is required to use the J-Link internal flash loaders

@ Please make sure that at least the core J-Link shall connect to, is selected.
== for flash download or unlimited flash breakpoints.

For some devices which reguire a spedial handling, selection of the correct device is important.

IP-Address

Connect & Reset Options Cache Options Download Options

Connect: INcnﬂal ;I Resat: INoﬂﬂﬂ| LI ¥ Cache Code I~ Verfy Code Download

[ R ¥ Cache Memory | | [~ Download to Flash
Interface TCPAP Mise

Port (Auto: 0) Modetedl Jlink Info |

Reconnect | I

© USB © TCRAP FE‘“"”‘ ENE

3 Ping | Jlink Cmdl

State: Scanning...

OK I Cancel | Apply |

S

4, Select the appropriate device in the Target device settings and click OK.

User guide
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ﬂ SEGGER J-Link V8.12 - Target device settings

Manufacturer Device Core MNumCores Flash Size

~ PSC ~  Filter Filter
Infineon PSC3xxE Cortex-M33 1 128 KB + 128 KB + 64KB + 64KB
Infineon PSC3xxE_tm Cortex-M33 1 128 KB + 123 KB + 64KB + 64 KB
Infineon PSC3xxF Cortex-M33 1 256 KB + 256 KB + 128 KB + 128 KB
Infineon PSC3xxF_tm Cortex-M33 1 255 KB + 256 KB + 128 KB + 123 KB

OK

Cancel

infineon

5. Go to the Debug tab in Target Driver Setup dialog and select:
+ setPortto"SW"
+ setMaxClockto"1MHz"
« set Connect to "Normal"
+ setReset to "Normal"
+ enable Reset after Connect option
Cortex JLink/fTrace Target Driver Setup
Debug |Trace | Flash Download |
—J-Link / J-Trace Adapter———— ~ SW Device
snN: [53300501 - IDCODE | Device Name | Move
Device: Tlink | SWD | 3 x6BA02477  ARM CoreSight SW-OP Up |
Hw: [va30  ai:[ ves2 Down|
FW:  |J-Llink V5 compiled May 720
Port: Max Clock: & Automatic Detection |0 CODE
ISW ;I |1 MHz LI € tarwal Configuration Device Mame l—
Adto Cl | sdd | Dekte | | Updatz|  IRilen
| Connect & Reset Options | cache Options Download Options
Connect: INcn‘naI d Reset: INOI‘I‘I‘IE| d ¥ Cache Code [ Verify Code Download
V¥ Reset after Connect ¥ Cache Memory [~ Download to Hash
I Interface TCP/AIP Misc
Network Settngs——————
IP-Address Part (Auto: 0) Autodetect | JLink Ifo
[2.0.0.1 ] 0 Ping | JLink Cmd
’TI Cancel | Apply |
6. Select the Flash Download tab in Target Driver Setup dialog and select Reset and Run option after
download if needed:
User guide 12
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Cortex JLink/fTrace Target Driver Setup

Debugl Trace Flash Download |

 Download Function RAM for Algorithm
Lopn ¢ ErsseFul Chip W Program
Fq  Ersesecon j Start: (k34000000 Size: [2x3000

" DonotErase  |¥ Feset and Aunt
P ing Algorithm
Description | Device Size | Device Type | Address Range
PSC3xF 256k On-chip Flash 22000000H - 2203FFFFH
PSC3nxF 256k On-chip Flash 32000000H - 3203FFFFH
Start: | Size:
Add Femove |
0K I Cancel Apply
. . .
3.4 Suppress linker build warnings

infineon

Often when building an application in uVision, you will see various warnings about unused sections defined in

the linker scripts, such as:

warning: L6314W: No section matches pattern EXCLUDE(*cy_smif.*).

To suppress these warnings, add "6314,6329" to the disable Warnings setting in the Options Linker tab.

W. Options for Target ‘Target_1'

[™ Use Memory Layout from Target Dialog
[ Make RW Sections Position Independent
[ Make RO Sections Position Independent
[~ Dont Search Standard Libraries
¥ Report ‘might fail' Conditions as Emors

Device I Target I Qutput I Listing I User I C/C++ {.ﬂ.CG}I Asm Linker | Debug I Litilties I

X/0 Base: I
B/O Base: ID:[H}D’D’D’DDD

R/W Base |(x20000000

disable Wamings: |6314.6329 I

File:

Scatter |hsps/TARGET_APP_CYSCPROTO-040T/ TOOLCHAIN_ARM/finker sct LI J Edit... |

Misc
controls

Linker |-cpu Cortex-M0+ "o

string

control  |~diag_suppress 6314 6329 —strict —scatter "bsps/TARGET_APP_CYBCPROTO-040T,/ TOOLCHAIN_

o ]

Cancel Defaults Help
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3 Miscellaneous notes

3.5 Empty defines

There is a known issue in Keil pVision with empty defines. When you try to build an application, you may see an
error similar to this:

error: You now need to define either
FIXED_POINT or FLOATING_POINT

To fix this, make sure empty defines are quoted. For example:

DEFINES+=FLOATING_POINT EXPORT=" " USE_CMSIS_DSP \

3.6 Patched flashloaders

Step 1: Identify the CMSIS Pack and FLM file

+  Determine the name and version of the CMSIS Pack containing the FLM file you want to overwrite (for
example, AIROC_DFP.1.2.0).

+ Identify the name of the patched flashloader (the FLM file) you want to overwrite (for example,
CYW208xx_SMIF.FLM). This file is located in the <app-dir=\bsps\<Kit-Name=>\config\GeneratedSource
directory.

Step 2: Locate the destination FLM file
+  Open File Explorer and navigate to the directory: %LocalAppData%
\Arm\Packs\<Pack_Name=>\<Version>\Flash

+  Replace <Pack_Name> with the name of the CMSIS Pack (for example, Infineon\AIROC_DFP) and <Version>
with the version number of the CMSIS Pack (for example, 1.2.0).

« Inthis directory, find the file named <FLM_File_Name=>.FLM (for example, CYW208xx_SMIF.FLM).
Step 3: Overwrite the FLM file

+  Ensure that Keil pVision and any other applications using the FLM file are closed.

«  Replace the destination <FLM_File_Name=>.FLM file with the patched one you want to use.

+  Make sure to keep the same file name and extension (.FLM) to avoid any issues.

Note: When using J-Link with pVision, the flashloaders will be taken from the CMSIS DFP. So, there is no need
to replace flash loaders in SEGGER J-Link software.

3.7 Perform ETM/ITM trace
Refer application note AN235279 - Performing ETM and ITM trace on PSOC™ 6 MCU for details.
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4 PSOC™ Control C3 application

4 PSOC™ Control C3 application

Follow instructions in Create/export application for Keil pyVision. At the end of the process, you should see
messages in the console. For a PSOC™ Control C3 device, one of the messages should read as follows:

The project is an ARM Trustzone secure project. The following need to be enabled in UVision IDE:
Project->0Options->Target->Software Model

In most cases, PSOC™ Control C3 applications are set to Trust Zone Secure by default. For more details about
TrustZone technology, refer to the Arm” website: https://www.arm.com/technologies/trustzone-for-cortex-m.

When you open the application in Keil pVision, you need to check the TrustZone setting. Open the Options for
Target dialog, select the Target tab, and ensure the Software Model option is set to "Secure Mode".

W. Options for Target 'Target_1'

Device Target lOLrtert] Usting] User ] C/Ce+= {ACG}] Asm ] Linker] Debug] Util'rties]

Code Generation

Infineon PSC3M5FDS2AFG1:Cortex-M33

ARM Compiler:  |V6.22 ~]
Ytal (MHz): [<undefined: ISoﬂware Model- I

Operating system: | MNone J I Use MicroLIB |
System Viewer File: Floating Point Hardware: | Single Precision -
psc3.svd J

[™ Use Custom File

Read/Only Memory Areas Read/Write Memory Areas

default  off-chip Start Size Startup default  off-chip Start Size Maolnit

™ Romi: [0x22800000 [0x20000 ~ e
[ ROM2: [032800000 [B2000 S
I~ ROMI: [ rormx[ [

on-chip on-chip

W  IROM1: 22000000  [0x40000 's F  IRAMI. |24000000  [Ox10000 r
¥ IROM2: |(x32000000 |Cx40000 o ¥ IRAM2: [(x34000000  |Cx10000 r

QK | Cancel | Defaults | Help

Save the application and select Project > Build Target to build it. The Output should display the progress,
ending with text similar to this:

A

linking...

bsps/TARGET_APP_KIT_PSC3M5_EVK/TOOLCHAIN_ARM/linker_s_flash.sct(107): warning: L6329W: Pattern
*(.cy_sharedmem) only matches removed unused sections.
bsps/TARGET_APP_KIT_PSC3M5_EVK/TOOLCHAIN_ARM/linker_s_flash.sct(113): warning: L6314W: No
section matches pattern *(Veneer$$CMSE).

Program Size: Code=16902 RO-data=1438 RW-data=312 ZI-data=64844

Finished: @ information, 2 warning and @ error messages.
".\Hello_World_Objects\Hello_World.axf" - @ Error(s), 2 Warning(s).

Build Time Elapsed: ©00:00:22

In addition to the TrustZone technology from Arm, PSOC™ Control C3 devices have various security life cycle
stages (LCS). For more details about security, refer to Application Note AN240106 - Getting started with PSOC™
Control C3 security.

The following sections provide details about working with a device with the default out of the box policy versus
a device that has been provisioned.
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4 PSOC™ Control C3 application

4.1 Device with default policy

Devices are shipped with a default policy, so you can develop and debug your application repeatedly without

any knowledge about security or code signing. This is also referred to as Development LCS. In order to create a

valid hex file for programming and debugging in this state, we must configure the application

1. Create a postbuild.bat file in the root directory of the project. The primary purpose of this is to shift the
application image from the C-Bus region to the S-Bus region. This is done because the ARM compiler
attempts to copy the Load Region to the Execution Region, which is read-only. The bat file contains three
separate lines, for example:

C:\Keil_ v5\ARM\ARMCLANG\bin\fromelf --output "Hello_World_Objects/tmp.hex" --i32combined
"Hello_World _Objects/Hello_world.elf"

[path-to-gcc]\bin\arm-none-eabi-objcopy -0 ihex "Hello_world_Objects/tmp.hex"
"Hello_world_Objects/Hello_world.hex" --change-addresses 0x20000000

del "Hello_world_Objects\tmp.hex"

Update the paths and file names to match your configuration.

Note: Copying text from a PDF file may insert additional spaces and/or line breaks.

2, Create project.ini and project2.ini files in the project root folder. These initialization files provide LoaD
commands that are needed for the application.
3. Add the following text to the project.ini file and click Save.

LOAD $L@L.hex

4, Add the following text to the project2.ini file and click Save.

LOAD $L@L.elf NOCODE CLEAR INCREMENTAL
g, main

5. Open the Options for Target dialog, select the User tab, select the After Build/Rebuild Run #1 check
box, and select the postbuild.bat file:
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4 PSOC™ Control C3 application

W, Options for Target Target 1°

Devicel Targetl Output | Listing User |C/C+s {,M.CG]I Asm I Linker I Debugl Util'rliesl

Command ltems User Command Stop on Exi..  S..
[=)--Before Compile C/C++ File
I~ Run#1 2] Mot Specified [
[ Run#2 3] Not Specified [
[=)--Before Build/Rebuild
[~ Run#1 2] Mot Specified [
[~ Run#2 5] Not Specified [
(=1 After Build/Rebuild
| ¥ Run#1 Chexamples\psocc3-uvision\Hello_World\post.., Jﬁj I\Iut Specified [
T Run#2 2] Mot Specified [
[~ Run 'After-Build' Conditionally
¥ Beep When Complete ™ Start Debugging
OK | Cacel | Defaits | Help

infineon

6. Switch to the Output tab and add a ".elf" extension to the file in the Name of Executable field, and
select the Create HEX File check box:
. Options for Target Target 1°
Devicel Target Output |Listing| User I C/C+s {,&CG]I Asm I Linker I Debugl Util'rliesl
Select Folder for Objects.. | Mame of Executable: IHeIIo_WorId L] |
% Create Executable: \Hello_Word_Objects'\Hello_World eff
¥ Debug Infomation I Create Batch File
¥ Create HEX File
¥ Browse Information
" Create Library: \Hello_World_Objects\Hella_World lib
OK |  Cacel | Defauits | Help
7. Switch to the Utilities tab, select the project.ini file in the Init File field:
User guide 17
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4 PSOC™ Control C3 application

10.
11.
12.
13.
14.

4.2

W, Options for Target Target 1°

Device] Target] Output I Listing] User ] C/C++ {ACG]] Asm ] Linker ] Debug  Uilities

Corfigure Flash Menu Command

% Use Target Driver for Flash Programming [¥ Use Debug Driver
— Use Debug Driver — Settings ¥ Update Target before Debuaging
Init File: |.'Fr0]ed.\ni J Edit...

" Use Extemal Tool for Flash Programming

Command:| J

Arguments: |
-

Corfigure Image Fle Processing (FCARM):

Output File: Add Output File to Group:
sources j
Image Files Roct Folder: ‘ ™ Generate Listing
oK Cancel \ Defauts \ Help

infineon

Switch to the Debug tab. Make sure that the Load Application at Startup check box is not checked.

Select the project2.inifile in the Initialization File field:

W, Options for Target Target 1°

DE\I’ICE] Target] Output I Llstmg] User ] CiC++ (ACG]] Asm ] Linker Debug 1 Utllmes]

" Use Simulator  with restrictions Settings (% Use: [ULINK2/ME ARMy@-M Debugg ~| Settings

[ Limit Speedto Real-Time

I¥ Load Application at Startup W Run to main() I [ {Load Application at Startup: I I

Inttizlization File: Initialization File:

[ JJ I|.-pmjec12.ini I J Edt...

Restore Debug Session Settings Restore Debug Session Settings
¥ Breakpoints ¥ Toolbox ¥ Breakpoints ¥ Toolbox
¥ Watch Windows & Peformance Analyzer ¥ Watch Windows ¥ Tracepoints
v Memory Display v System Viewer v Memory Display ¥ System Viewer
CPU DLL: Parameter: Driver DLL: Farameter:
| | [SARMVEM.DLL [-MPU
Dialog DLL: Parameter: Dialog DLL: Parameter:
| | |TCM.DLL |-pCM33
™ Wam if outdated Executable is loaded [” Wam if outdated Executable is loaded

Manage Component Viewer Description Files ... |

oK Cancel | Defauts |

Click OK to close the Options dialog.

Select Project > Build Target to build the application and execute post-build commands.
Configure the applicable debugger settings. See Miscellaneous notes.

To program the device, select Flash > Download.

To start the debugger, select Debug > Start/Stop Debug Session.

Provisioned device

If you plan to work with a provisioned device, use the Basic Secure App. This example automates the signing
steps through the ide_postbuild.bat script, which is generated automatically when you export the project (see
Create/export ModusToolbox™ application).

1.

Open the Options dialog and switch to the User tab.
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4 PSOC™ Control C3 application

infineon

2. Enable the Run #1 check box located under After Build/Rebuild. Then, paste the following command as

single line (edit paths as needed).

ide_postbuild.bat \"#L\"

W Options for Target ‘Target_1'

Command lterns User Command
[=-Before Compile C/C++ File

[ Run#1

[~ Run#2
[=- Before Build/Rebuild

[~ Run#1

[~ Run #2

=) After Build/Rebuild
[¥ Run#1 ide_postbuild.bat \"#L\"

1 Run#&d

[ Bun "After-Build’ Conditionally

Device 1 Targei] Ol.rlpl.rt] listing User |C/Ces {RCG}] Asm ] Linker] Debug 1 UIiI'rties]

. StoponExi.. 5.

J_jJ Not Specified [
J_jj Not Specified |[

J_jJ Not Specified |[
2] Not Specified [

L_:;J Not Specified |[
J_jJ Not Specified [

¥ Beep When Complete [ Start Debugging
ok |  Cancdl | Defautis | Help

3. Next, build the application. The post-build script will handle the signing process for you.
All other configuration steps are the same as those in Device with default policy.
After a successful build, you can program the device and start a debugging session.

For more details on device provisioning and hex file signing, refer Application Note AN240106 - Getting started

with PSOC™ Control C3 security.
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5 PSOC™ Edge E84 multi-core application

After creating all three projects as described in Create Keil pVision project(s). When complete, you should have
three project instances of Keil pVision open like the following image. Then, follow the instructions in this
section to configure, build, program, and debug the application.

CApsoceBd-uvision\PSOC_Edge_Hello_World\proj_cm23_ns\PSOC_Edge_Hello_ World.uvprojx - pVision = (m] x
9 proj « q proy
File Fdit Wi Praiact  Flach  Dah Parinharals  Tanls  SUCS  Wind Hal:
. ﬁ CApsoce84-uvisiom\PSOC_Edge_Hello_World\proj_cm33_s\PSOC_Edge_Hello_Waorld.uvprojx - pVision = m] *
T File Egd
: & ‘nm KA u Edge_Hi
Projed ' [°0 — ’ ] ]
‘ﬁ @ File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
=2 - —_—
i NS EH@ | 2R« PRB R = | Vam@-“o@‘-‘”.\‘
T e w4 s | e i
2 LB - | Y target VR BE e @
| Project L |
=¥ Praject: PSOC_Edge_Hella_World
& Target_1
=] pr
Build
Inpo =] pr
211’)‘;1 Build {
i— :
opri Impo| Flojed ﬁBooks | {} Func...|[l.,Temp...
Optifmm
ope1|Bulld Qutput L |
opti| Importing CPRJ project ... -
| Options set in Misc Controls: Target/ldflags/"add": —--undefined=_ scatterload copy
Cptions set in Misc Controls: Target/cflags/"add": -Wno-packed -Wno-missing-variable-declarations -Wno-missing-prototypes -Wno-missing-noreturr
Options set in Misc Controls: Target/cxxflags/"add": -Wno-packed -Wno-missing-variable-declarations -Wno-missing-prototypes -Wno-missing-noreti
S L
L Creating Browse ion 63/192 ULINK2/ME ARMvE-M Debugger
H *
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5 PSOC™ Edge E84 multi-core application

5.1 Configure and build multi-core projects

Once all projects are open, configure and build the secure CM33, non-secure CM33, and CM55 projects in
sequential order. Because they are separate projects that depend on each other, the postbuild process will fail
for the first two projects, but then will succeed on the third project.

5.1.1 Secure CM33 project
1. Open the Options dialog. Go to the Target tab and select "Secure Mode" for Software model.

kA Options for Target 'Target_1' X
Device Target IOLrtpl.rt I Listing I User I C/C++ [ﬂCG]] Asm ] Linker] Debug 1 Util'rlies]

Infneon PSEB46GPS2DBZCAA Cortex-M33 Code Generation

ARM Compiler: V622 j
RIS |<L|ndeﬂned: Software Model: Secure Mode j“
Operating system: | Nore =] | T U WiootE T ooer e [
System Viewer File: Floating Point Hardware: W
pse8d svd J
I” Use Custom File
Read/Only Memary Areas ReadWrite Memary Areas
default  offchip Start Size Startup default  off-chip Start Size Nolnit

™ ROMI- | 60000000  [Gx4000000 s ~ RAMI: r
™ ROM2: [x70000000  [Rx4D00O000 s I RAMZ: -
™ ROM3: [64000000  [Rx4000000 s I RAM3: ~

an-chip on-chip

™ I1RoM1: |22011000  [(x53000 s F  |RAM1. 024000000  [(x30000 -
[ IROM2: |B<32011000  |Ox53000 @ ¥ IRAM2: (34000000  [(x30000 r

| oK | | Cancel | | Defaults |

2. Switch to the User tab, enable the Run #1 check box located under After Build/Rebuild. Then, paste the
following command as single line (edit paths as needed).

ide_postbuild.bat \"#L\"

W Options for Target ‘Target 1'

Device } Target] Output] Lising User |C/Ce+ {ﬂCG}] Asm ] Linker] Debug } Ulil'rties]

Command ltems User Command w  StoponExi.. 5.
[z Before Compile C/C++ File
[~ Run#1 2] Not Specified [
[~ Run#2 2] Not Specified [
[=)-Before Build/Rebuild
[~ Run #1 =] Not Specified [
[~ Run 22 2] Not Specified [
= - After Build/Rebuild
[¥ Run#1 ide_postbuild.bat\"#L\" 2] Not Specified [
O L_ﬂNotSpe(ified [

™ Bun "After-Build’ Condtionally
v Beep When Complete [ Start Debugging

QK | Cancel | Defaults | Help

3. Select Project > Build Target to build the project.
This will generate an object file that needs to be referenced in the non-secure project in the next set of steps.
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The postbuild will fail with a message like:

E : ERROR : File not found: "C:\examples\edge-

uvision\PSOC_Edge Hello_World\build\project_hex\proj_cm33_ns.hex".

Check the log for details

Proceed to the next step to configure the cm33_ns project.

5.1.2 Non-secure CM33 project

1. Open the Options dialog. Go to the Target tab and select "Non-Secure Mode" for Software model.

Options for Target 'Target_1' X

I Oulput] Listing] Uzer ] C/C++ {ACG}] Asm ] Linker] Debug I Util'rtiesl
Code Generation

Device

Infineon PSEB4EGPS2DBZCAA Cotex-M33

ARM Compiler: |\c"E 22 j
AT | ettt Software Model: | ]Non—Secure Mode L] I|
Operating system: | None || I UseMicoLiB T DEnT T

System Viewer File: Floating Point Hardware: | Single Precision -

psedd svd J

[™ Use Custom File

Read/Only Memary Areas
default  off-chip Start Size

Read/Write Memoary Areas

Startup default  off-chip Start Size Molnit

™ RoMi: 60000000  [Besn000DD r ™ RAMI: r

[T ROMZ: |x70000000 |Cx4000000 - r RAMZ: -

[T ROM3: |(x64000000 |0x4000000 - r RAM3: I
on-chip on-chip

[~ |RoMi: |x22011000  |(x55000 r“ [  |RAM1{: |x24000000  |(~B0000 r
v IROMZ: |(x32011000  |(x55000 (* ¥ IRAMZ: |(x34000000 |(x80000 r
0K Cancel | Defaults | Help

2. Switch to the User tab and enable the Run #1 check box located under After Build/Rebuild. Then, paste

the following command as single line (edit paths as needed).

ide_postbuild.bat \"#L\"

W Options for Target ‘Target_1'

Device } Target] Output] Lising User | C/C++ (ACG}] Asm ] Linker] Debug } Ulil'rties]

Command ltems User Command

[=--Before Compile C/C++ File

Stop on Exi.. 5.

™ Bun "After-Build’ Conditionally
¥ Beep When Complete

[™ Start Debugging

[~ Run#1 3] Not Specified [

[ Run22 2] Not Specified [
[z Before Build/Rebuild

[~ Run #1 2] Not Specified [

[~ Run#2 2] Not Specified [
[=I- After Build/Rebuild

¥ Run#1 ide_postbuild.bat \"#L\" L_ﬂ Mot Specified [~

| RUREZ J__% Mot Specified [

o]

Cancel Defaults

Help
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infineon

3. Switch to the Linker tab and enter the path to the object file generated by the secure project in the Misc

controls section. For example:

../proj_cm33_s/PSOC_Edge Hello_World_Objects/PSOC_Edge Hello World.axf_ CMSE_Lib.o

W Options for Target ‘Target_1'

Device 1 Targei] Ol.rlpl.rt] Listing] User ] C/Ce+ {ﬂCG}] Asm Linker 1 Debug 1 Ulilities]

™ Dont Search Standard Libraries

™ Use Memary Layout from Target Dialog X/0 Base:
[ Make RW Sections Position Independent R/0 Base: |(x22011000
™ Make RO Sections Position Independert RAW Base |0x24000000

I¥ Report might fail' Conditions as Emors dzchiclilai s |

ile

Scatter | sbsps/TARGET_APP_KIT_PSE84_EVAL_EPC2/COMPONENT_CM33,/T00! v i
g 3pSs. _APP_KIT_| | . _ J E Edit...

Misc
controls

. /proj_em33_s/P SOC_EA:IEe_ﬁello_‘.’u’orld_ObjedsfP SOC_Edge_Hello_Word.axf_CMSE_Lib.o I

Linker |-cpu=Cortex-M33no_dsp

string

‘0
control  |-strict —scatter "../bsps/ TARGET_APP_KIT_PSE84_EVAL EPCZ/COMPONENT_CM33/TOOLCHAI

| 0K | | Cancel | | Defaults

4, Click OK to close the Options dialog.

5. Select Project > Build Target to build the project.

The postbuild will fail with a message like:

: E : ERROR : File not found: "C:\examples\edge-

uvision\PSOC_Edge_Hello World\build\project_hex\proj_cm55.hex". Check the log for details

Proceed to the next step to configure the cm55 project.

5.1.3 CM55 project

The default CM55 project includes a cy_syslib_ext.s that is not compatible with pVision, and the file needs to

replaced with a .c file

1. Select the project window and locate the file cy_syslib_ext.s under the Target_1 > mtb-dsl-pse8xxgp in

the project tree. Right-click on it and select Remove File 'cy_syslib_ext.s"

Note: In some older versions of uVision, there is only one folder named '<unnamed>"
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@ C\Workspace.mtw.PLATLIBS-4016\PSOC_Edge_Hello_World\proj_cm35\proj_cm35.uvprojx - pVi

File Edit View
="~y
&

Project

{E]

- BB

(e R e R R e R e R R R

]
PFEEEEPEEEREEERPPEREEEEREBRELUODUDD

3]

@ T ‘ %2| Target_1

Project Flash Debug Peripherals Tools SYCS  Window  Help
| % Ca @ || @ | &= = e 1z | @
YR AR e Y@

L H | ] o syslibextc
mtb_hal_uart.h ﬂ

mtb_hal_uart_commen.h

mtb_hal_uart_implh
mtb_hal_utils.h
mtb_hal_utils_impl.h

cy_device.c

(S I (T BT S P U

cy_syslib_ext.s

cy_autanalog.c ,7}\ Options for File "gy_syslib_ext.s'... Alt+F7

cy_autanalog_ac.c Remove File "cy_syslib_ext.s"

v

cy_autanalog_ctb.c .
Manage Project ltems..
cy_autanalog_dac.c
Cpen cy_syslib_ext.s
cy_autanalog_pte.c

cy_autanalog_sar.c Coenluicicd

cy_axidmac.c Cpen List File

cy_ble_clk.c Rebuild all target files

cy_canfd.c Build Target F7
cy_crypto.c

Translate cy_syslib_ext.s
cy_crypto_core_aes_vl.c

cy_crypto_core_aes_vi.c v | Show Include File Dependencies

cy_crypto_core_chacha.c 1

st.. -
£

v crvpto core cmac vl

2, Right click on the mtb-dsl-pse8xxgp group and select Add New Item to Group '[name]' ...

W Cexamples\edge-uvision\PSOC_Edge_Hello_ World\proj_cn55\PSOC_Edge_Hello_World.uvprojx|

File Edit View

= ‘%3 Project: PSOC_Edge_Hello_World
-4 Target_
LJ sources

core-lib

Project Flash Debug Peripherals Tools SVCS  Window  Help

=a=n- @9 o | m | iz | @
© B 8- 0] ¥ Targets
Project

1

0 async-transfer

d bt-fw-ifx-cyw55500a1
£
£

cmsis

th_syspm_callb 4% Options for Group ‘mtb-dsl-psegixgp.. Alt+F7

mtb_syspm_callb

m

Add Mew [tem to Group 'mtb-dsl-pseuegp’..

mtb_syspm_callb Add Existing Files to Group 'mtb-dsl-psefagp’...

mth svenm callh

3. Then, choose a new C source file, specify the name "cy_syslib_ext", and click the Add button.

Add Mew ltem to Group '<unnameds'

@ C File {c)
\ﬂ Asm File {s)

@ C++ File (.cpp)

A | Asm File Cpreprocessed (.5)

\ﬂ Header File {h)
\j Text File (L)

Image File {.*

‘@ User Code Template

Create a new C source fle and add it to the project.

)

X

Type: | € File (.c)
Mame: | cy_syslb_ext
Location: |C: \Workspace. mtw.PLATLIBS-40 16\PSOC_Fdge_Helo_World\proj_cm55
Close ﬁ
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4, Copy the following code and paste it into the newly created file named "cy_syslib_ext.c".

#tinclude <stdint.h>

void Cy_SysLib_DelayCycles(uint32_t cycles)

{
__asm volatile (
"adds %0, %0, #2 \n" // Add 2 to cycles
"lsrs %0, %0, #2 \n" // Logical Shift Right by 2 (divide by 4)
"beq Cy_DelayCycles_done \n" // Branch to done if cycles is zero
"Cy_DelayCycles_loop: \n" // Label for loop start
"adds %0, %0, #1 \n" // Increment cycles
"subs %0, %0, #2 \n" // Subtract 2 from cycles
"bne Cy_DelayCycles_loop \n" // Branch to loop if cycles is not zero
"Cy_DelayCycles_done: \n" // Label for loop end
: "+r" (cycles) // Output operand
)
}
uint32_t Cy_SysLib_EnterCriticalSection(void)
{
uint32_t primask;
__asm volatile(
"mrs %0, primask\n" // Save and return interrupt state
"cpsid i" // Disable interrupts
: "=r" (primask) // Output to 'primask'
: "memory"
)s
return primask;
}
void Cy_SysLib_ExitCriticalSection(uint32_t savedIntrStatus)
{
__asm volatile(
"msr primask, %0" // Restore interrupt state
: "r" (savedIntrStatus) // Input from 'savedIntrStatus'
: "memory"
)
}

5. Save thefile.

6. Open the Options dialog. Under the User tab, enable the Run #1 check box located under After Build/
Rebuild. Then, paste the following command as single line.

ide_postbuild.bat \"#L\"
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W Options for Target ‘Target_1'

Device } Target] Output] Lising User |C/Ce+ (ﬂCG}] Asm ] Llnker] Debug } Unlmes]

Command ltems User Command w  StoponExi.. 5.
[=1--Before Compile C/C++ File
[~ Run#1 3] Not Specified [
[ Run#2 2] Not Specified [
[z Before Build/Rebuild
[~ Run #1 2] Not Specified [
[~ Run#? 2] Not Specified [
[=I- After Build/Rebuild
¥ Run#1 ide_postbuild.bat \"#L\" _'ﬂ Mot Specified [~
| RUREZ l_'ﬂNotSpe(ified [

™ Bun "After-Build’ Conditionally

¥ Beep When Complete [™ Start Debugging
0K | Cancel | Defaults | Help

7. Click OK to close the Options dialog.
8. Select Project > Build Target to build the project and execute post-build commands.
This time, the postbuild will succeed, and you'll see messages similar to the following:

infineon

: E : INFO : metadata_proj_cm33_s: command "sign" validation succeeded
: E : INFO : Image saved to 'C:\examples\edge-
uvision\PSOC_Edge Hello_World\build\project_hex\proj_cm33_s_signed.hex'

: E : INFO : metadata_proj_cm33_s: command "sign" succeeded

: E : INFO : relocate_proj_cm33_ns: command "hex-relocate” validation succeeded
: E : INFO : Relocating segment 0x08340400-0x08344100 to 0x60340400-0x60344100
: E : INFO : Saved file to '../build/project_hex/proj_cm33_ns_shifted.hex'

: E : INFO : relocate_proj_cm33_ns: command "hex-relocate" succeeded

: E : INFO : merge: command "merge" validation succeeded

: E : INFO : merge: command "merge" succeeded

Searching installed tools in progress...

Searching installed tools complete
C:\examples\edge-uvision\PSOC_Edge_Hello_World\proj_cm55>ENDLOCAL
".\PSOC_Edge_Hello_World_Objects\PSOC_Edge Hello_World.axf" - @ Error(s), 39 Warning(s).
Build Time Elapsed: ©0:01:02

5.2 Debugger configuration

Next, configure projects to launch multi-core debugging.

5.2.1 Secure CM33 project

1. Create a debug_m33s.ini file in the project folder, and add the following lines to it:

LOAD $L%L NOCODE CLEAR INCREMENTAL
g, main
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2, Open the Options dialog. Select the Debug tab and select the applicable debug probe (CMSIS-DAP or
J-Link). Make sure that the Load Application at Startup check box is not selected.
KA options for Target ‘Target_1' >
Device ] Target ] Output] Listing] User ] C;’CH{H.CE}] Asm ] Linker Debug l Lkilties ]
{" Use Simulator  with restrictions Settings | | % Useq [CMSIS-DAP ARMyE-M Debugg jl Settings |
[ Limit Speed to Real-Time
¥ Load Application at Startup ¥ Run to maind) ||- Load Application at Startup | I
Initialization File: Intialization File:
Restore Debug Session Settings Restore Debug Session Settings
[+ Breakpoints [v Toolbox [v Breakpoints v Toolbox
W Watch Windows & Performance Analyzer [V Watch Windows V¥ Tracepoints
[+ Memory Display [v System Viewer [ Memory Display v System Viewer
CPUDLL: Parameter: Driver DLL: Parameter:
| | |SARMVEM.DLL |-MPU
Dialog DLL: Parameter: Dialog DLL: Parameter:
| | |TCM.DLL [pCM33
[ Wam if outdated Executable is loaded [ Wam if outdated Executable is loaded
Manage Component Viewer Description Files ... |
OK | Cancel | Defaults | Help
3. Select the debug_ma33s.ini file in the Initialization File field.
kA Options for Target Target_1' X
Device ] Target] Output ] Listing ] User ] C/C++ {ACG}] Asm ] Linker Debug l Lkilties ]
" Use Simulator ~ with restrictions Settings * Use: |CMS|S-DAP ARMv3-M Debugg j Settings
[~ Limit Speed to Real-Time
[+ Load Application at Startup [+ Run to main() [ Load Application at Startup r
Initialization File: |nitiglization File:
| J I.'-;:Iebug_mlll!s.ini J Edit....
Restore Debug Session Settings Restore Debug Session Settings
¥ Breakpoirts W Toolbox ¥ Breakpoints ¥ Toolbox
v Watch Windows & Performance Analyzer v Watch Windows Iv¥ Tracepaints
¥ Memory Display ¥ System Viewer ¥ Memory Display V¥ System Viewer
CPU DLL: Parameter: Driver DLL: Parameter:
| | SARMVBM.DLL |-MPU
Dialog DLL: Parameter: Dialog DLL: Parameter:
| | |TCM.DLL |-pCM33
[ Wam if outdated Executable is loaded [~ Wam if outdated Executable is loaded
Manage Component Viewer Description Files .. |
| oK | | Cancel | | Defaults |
4, Click the Settings button to configure the target driver.
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WA options for Target ‘Target_1' *

Device | Target | Output | Listing | User | C/C+=(AC6) | Asm | Linker Debug ]Util'rties]

" Use Simulator ~ with restrictions Settings * Use: |CMS|S-DAP ARMv3-M Debugg ~ | Settings

[ Limit Speed to Real-Time

¥ Load Application at Startup [+ PBun to main{) [ Load Application at Startup N

5. Select the Debug tab, and choose applicable connection options, the configuration settings are different
for CMSIS-DAP and J-Link. Refer to the following sections for the applicable options:

CMSIS-DAP/ULINK2 Target Driver Setup

CMSIS-DAP ARMvE-M Target Driver Setup >

Debug lTrace ] Flash Download] Pack ]

CMSIS-DAP - JTAG/SW Adapter SW Device
[Ary] ] IDCODE Device Name

SWDIO | 3 (x4C013477  ARM CoreSight SW-DP
Serial No: [1FOC0398012D24 @ ore Sig

Firmware Version: |2.0.0
I Pof[sw = =

e
Max Clockf | 1MHz - | | |
Debug
Connect & Rezet Options Cache Options Download Options
Connect: | Nomal | Reset:[SYSRESETREQ ~| | | ¥ Cache Code [ Verfy Code Download
¥ Reset after Connect ¥ Cache Memory [ Download to Fash

[~ Log Debug Accesses [ Stop after Reset

| oK | | Cancel

Use the following options:

«  Port: SW

+ Max Clock: 1 MHz

«  Connect: Normal

+ Reset after Connect: selected

Select desired Reset type. For PSOC™ Edge devices, there are two main reset types available: hardware
reset using XRES and system reset by SYSRESETREQ.

+  For SYSRESETREQ the Vector Catch method is applied. The default reset type is SYSRESETREQ.
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CMSIS-DAP ARMvE-M Target Driver Setup

Debug lTrace ] Flash Download] Pack ]

CMSI5S-DAP - JTAG/SW Adapter SW Device

o =]

Serial No: |TFOCO958012D24
Firmware Version: [2.0.0

Jw Port: |5wW -

IDCODE Device Mame
SWDIO | &) bedC013477  ARM CoreSight SW-DP

¢ —

£l

-

Max Clack: | 1MHz -

Debug
Connect & Reset Options
Connect: [Nomal | Reset]|SYSRESETREQ ~|
[V Reset after Connect

I Log Debug Accesses

Cache Options

v Cache Code
v Cache Memory

[ Stop after Reset

Download Options

[~ Verfy Code Download
™ Download to Fash

(xFO002000

Cancel |

Help

+  For XRES additional follow-up acquisition methods are available, including Test Mode acquisition,
Vector Catch, and Break Point acquisition (an alternative acquire).

The method to use is determined by the __Acquisition_Type debug variable. The debug variables are

accessible for editing at tab Pack clicking Edit button.
| [ ] Target_1_PSEB46GPS2DBZCAA_Cortex-M33_1.0.dbgconf I

// File: PSOCE84.dbgconf

// version: 1.@

// <<< Use Configuration Wizard in Context Menu >>>

// <h>Reset Finish Delay

// <i> Delay to let reset finish. Otherwise access to device can
Del

CMSIS-DAP ARMv8-M Target Driver Setup

Debug | Trace | Flash Download Pack

Debug Description
Pack: Infineon--PSEBox_DFP@1.0.0

Jue in

IiRESEtiFinishiDalsy - 30000;

rcouicitd . N W Enable I Enable Flash Sequence
// <h>Acquisition type that is applied with a hardware reset

// <o>Acquisition Type #

I” Log Sequences: ‘
// <i> Select Acquisition Type

// <i> @ - No Acquisition. Just halt ASAP right after reset
/7 <i> 1 - Test Mode

Configuration:

[[\DebugConfig\Target 1_PSE848GPS2DBZC4A_Cartex-M33_1.0.dbgeont

// <i> 2 - Vector Catch

// <i> 3 - Breakpoint

// <i> Default: Test Mode
__Acquisition_Type = 1;

/1 </h>

// <h>Trace clock prescaler option

//  <e> Enable TPIU clock setup
__TPIU_clocksetup = 15

// <i> Enable setup of trace source clock
/" <o> Prescaler value

1 <@xB-@x3FF>

__TPIU_clockdivval = 6;

// <i> Clock divider value for trace clock

// <i> As source clock the CLK_HF1 clock is used
// <i> Actual output TRACECLK clock frequency is CLK_HF1 clock divided by sum of this divider value plus 2

// <i> For example, if CLK_HF1 clock is 48@ MHz and divider value is 6 then TRACECLK clock frequency will be 58 MHz
11 <le>

/7 </h>

// <h>Trace Pin Setup

// <o> TPIU Pin Location

//  <@=> Pin Location @ (Do not configure)

//  <1=> Pin Location 1 (Option #1)

//  <2=> Pin Location 2 (Option #2)

/1 <i> Select TPIU pin location for your board configuration:

/1 <i> - Pin Location @ (No one pin will be configured for trace purpose)

// <i> - Pin Location 1 (TRACECLK: P4_3, TRACEDATA@: P4 4, TRACEDATAL: P4_5, TRACEDATA2: P4_6, TRACEDATA3: P4_7)

// <i> - Pin Location 2 (TRACECLK: P20_@, TRACEDATA@: P2@_4, TRACEDATAL: P2@_3, TRACEDATA2: P2@_2, TRACEDATA3: P2@_1)

/1 <i> Default: Pin Location @
__TPIU_pinlocation = 2;

/7 </h>

// <<< end of configuration section >>>

0K Cancel

Help

Text Editor {Configuration Wizard [

By default, the Test Mode acquisition is applied after XRES.

J-Link Target Driver Setup
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Cortex JLink/JTrace Target Driver Setup

Debug lTrace ] Flash Download]

J-Link / J-Trace Adapter SW Device
SN: |5-33DDDET"E j IDCODE Device Mame
Device: | JTrace PRO SWD | & 0x4C013477  ARM CoreSight SW-DP
HW: | V300  di:| vBixd
FW - |J—Trace PRO V3 Cortex comp

Port: Max Clock: {2

lsw  ~| [imHz  ~ e |

Auto Ck | | | |

Connect & Reset Options

Cache Options

Connect: |N0rrnal

[ Beset after Connect

j Reset: |N0rrnal

ﬂ [v Cache Code
[+ Cache Memary

Download Options

[ Verfy Code Download
[~ Download to Fash

State: ready

Interface TCP/P Misc
Metwork Settings
@ USB " TCPAP .
IP-Address Port (Auto: 0 M°d‘“'ted| Jink Info |
Secan 57 0 n . o
Q [27. 0.0 .1 ] | JIJnkad|

Cancel |

Use the following options:

«  Port: SW

+ MaxClock: 1 MHz

« Connect: Normal

+ Reset: Normal

+ Reset after Connect: selected

infineon

6. For either driver, switch to the Flash Download tab and select Erase Sectors radio button, as well as

Program, Verify, and Reset and Run check boxes.

CMSIS-DAP ARMWE-M Target Driver Setup

Debug] Trace Fash Download l Pack ]

Download Fynction RAM far Algorithm
LOAD " Erase Full Chip |+ Program
Fq | GoseSectos I Veriy Start: [(x34008100  Size: |(x00020000
(" Donot Erase | Resst and Run
Programming Algorithim
Description | Device Size | Device Type Address Range
PSES4_RRAM_NVM 428k On-chip Fash 22011000H - 22069FFFH
PSES4_RRAM_NVM 428k On-chip Fash 320711000H - 32065FFFH
Start: | Size: |

0K | Cancel |

Help

7. For J-Link, ensure the RAM size for the algorithm is set to OxFFFO.
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Cortex JLink/)Trace Target Driver Setup

Debug ] Trace Fash Download

Download Function RAM for Algorithm
Logp  © FErese FullChip [ Program
‘Fi (¢ Erase Sectors  |v Verfy Start: | (34008100 Size: |DxFFFD
" Donot Erase | Reset and Run

Programming Algorthm

Description | Device Size Device Type | Address Range

PSEB4_RRAM_NVM 428k On-chip Flash 22011000H - 22065FFFH

PSES4_RRAM_NVM 428k On-chip Flash 320711000H - 32069FFFH
Start: | Size:

o] |

0K | Cancel |

infineon

8. For either driver, if any application (secure CM33, non-secure CM33, or CM55) should be programmed
to external memory, two additional instances of flashloaders with name PSE84_SMIF need to be added
using the Add button.

CMSIS-DAP ARMvE-M Target Driver Setup
Debug] Trace Flash Download lPack ]
Download Function RAM far Algorithm
LUAD (™ Erase Full Chip ¥ Program
i (¢ Erase Sectors | Verfy Start: |(x34008100 Size: | (00020000
" Do not Erase [+ Reset and Fun
Programming Algorithm
Description | Device Size Device Type Address Range |
PSEB4 RRAM_NVM 478k On-chip Flash 22011000H - 22065FFFH
PSE84 RBRAM NVM A28k On-chip Hash 32011000H - 32065FFFH
PSEE4_SMIF 128M Ext. Flash 5P 60000000H - 67FFFFFFH
PSEB4_SMIF 128M Ext. Flash SPI 70000000H - 77FFFFFFH
Start: (70000000 Size: [(x03000000
Remove |
Make sure the second instance handle start address is 0x70000000.

9. Click OK to close the Target Driver Setup dialog.

10. Close the Options dialog.
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11.  Next, configure the project so that it also programs single combined image, which includes all three
applications: secure CM33, non-secure CM33, and CM55. Do this using a *.ini file.

+  Create a new empty file named program.ini and save it inside the secure CM33 project directory.
+ Add aLoAp command with a path to the combined image:

LOAD ..\\build\\app_combined.hex

12. Openthe Options dialog again and select the Utilities tab. Deselect the check box Update Target before
Debugging and select the created program.ini file in the Init File field.

kA Options for Target Target_1' x

Device ] Target] Output ] Listing ] User ] C/C++ [ACE}-] Asm ] Linker] Debug |Ltilties l

Configure Flash Menu Command

{* Use Target Driver for Flash Programming ¥ Use Debug Driver
— Use Debug Driver — Settings | [ Update Target before Debuagging |
Init File: | \program ini NI ]

" Use Extemnal Tool for Flash Programming

Command: | J

Arguments: |
r

Configure Image File Processing (FCARM):
Output File: Add Output File to Group:

<unnamed: -

Image Files Root Falder: [ Generate Listing

OK | Cancel | Defaults Help

13. Close the Options dialog and save the project.

5.2.2 Non-Secure CM33 project

1. Create a debug_m33ns.ini file in the project folder, and add the following lines to it:

LOAD $L%L NOCODE CLEAR INCREMENTAL
g, main

2, Open the Options dialog. Select the Debug tab and select the applicable debug probe (CMSIS-DAP or
J-Link). Make sure that the Load Application at Startup check box is not selected.
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KA Options for Target ‘Target_1'

Device ] Target ] Output] Listing] User ] Cf’CH{ﬁCG}] Asm ] Linker Debug l Litilities ]

(" Use Simulator  with restrictions Settings (* Use:

[ Limit Speed to Real-Time

¥ Load Application at Startup ¥ Run to maind) ||- Load Application at Startup | I
Initialization File: Initialization File:

[CMSIS-DAP ARMvE-M Debugg j| Settings |

I ey EE]

Manage Component Viewer Description Files ... |

Restore Debug Session Settings Restore Debug Session Settings
[+ Breakpoints [+ Toolbox [ Breakpoirts ¥ Toolbox
[+ Watch Windows & Performance Analyzer ¥ Watch Windows ¥ Tracepoints
[+ Memory Display [v System Viewer [v Memory Display Iv System Viewer
CPUDLL: Parameter: Driver DLL: Parameter:
| | |SAF~!MVEM.DLL |-MPU
Dialog DLL: Parameter: Dialog DLL: Parameter:
| | |TCM.DLL [pCM33
™ Wam if outdated Executable is loaded [~ Wam if outdated Executable is loaded

QK | Cancel | Defaults | Help

3. Select the debug_m33ns.ini file in the Initialization File field.

7] Options for Target ‘Target_1'

Device ] Target ] Output ] Listing ] User ] C/Ce+ {ACG}] Bsm ] Linker Debug ] hilities ]

[~ Limit Speed to Real-Time

" Use Simulator  with restrictions Settings * Use: |CMSIS—DAP ARMvE-M Debuggj Settings

Manage Component Viewer Description Files ... |

[ Load Application at Startup ¥ Runto main() [ Load Application at Startup -
Intialization File: Initizlizatinn Fils-
| J I.'-debug_mﬂ&‘ns.ini J Edt...
Restore Debug Session Settings Restore Debug Session Settings
¥ Breakpoints W Toolbox W Breakpoints [V Toolbox
v Watch Windows & Peformance Analyzer [+ Watch Windows [+ Tracepoints
¥ Memory Display ¥ System Viewer W Memary Display [V System Viewer
CPU DLL: Parameter: Driwer DLL: Parameter:
| | SARMVSM.DLL |-MPU
Dialog DLL: Parameter: Diglog DLL: Parameter:
| | |TCM.DLL |-|:.CMI!3
[ Wam if outdated Executable is loaded [ Wam if outdated Executable is loaded

QK | Cancel | Defaults | Help

4, Click the Settings button to configure the target driver.

KA options for Target ‘Target_1'

Device] Target] OLﬂpLﬂ] Usting] User ] C/Ce+ {PcC'En}l Asm ] Linker Debug lUtiIi‘ties]

(" Use Simulgtor ~ with restrictions Settings ¥ Use: |CMSIS-DAP ARMv8-M Debugg ~|

Settings

™ Limit Speedto Real-Time

¥ Load Application at Startup [¥ Run to main{) [ Load Application at Startup N
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5. Select the Debug tab, and choose applicable connection options, the configuration settings are different
for CMSIS-DAP and J-Link. Refer to the following sections for the applicable options:

CMSIS-DAP/ULINK2 Target Driver Setup

CMSI5-DAP ARMvE-M Target Driver Setup *

Debug lTrace ] Flash Download] Pack ]

CMSIS-DAP - JTAG/SW Adapter— —SW Device
= =] IDCODE Device Name

SWDIO | @ (x4C013477  ARM CoreSight SW-DP
Serial No: [1FOC0938012D24 @ oreSig

o |

Firmware Version: |2.0.0 J
I Pof[sw = O

Max Clockf | 1MHz - | | |

Debug
Connect & Rezet Options Cache Options Download Options

Connect: | Nomal | Reset:[SYSRESETREQ ~| | | ¥ Cache Code [ Verfy Code Download

¥ Reset after Connect ¥ Cache Memory [~ Download to Fash

I Log Debug Accesses [ Stop after Reset

| oK | | Cancel

Use the following options:

«  Port: SW

+ Max Clock: 1 MHz

« Connect: Normal

+ Reset after Connect: selected

Select desired Reset type. For PSOC™ Edge devices, there are two main reset types available: hardware
reset using XRES and system reset by SYSRESETREQ.

+  For SYSRESETREQ the Vector Catch method is applied. The default reset type is SYSRESETREQ.

CMSIS-DAP ARMWVE-M Target Driver Setup X
Debug lTrace ] Flash Download] Pack ]
CMSIS-DAP - JTAG/SW Adapter SW Device
[Any | IDCODE Device Name
SWDIO | & 0x4C013477  ARM CoreSight SW-DP
Serial No: [1F0C0998012D24 © o= [0 ]|
Fimmware Version: |2.0.0 J
& Po: [sW E
-~
Max Clock: | 1MHz hd | | | |

Debug

Connect & Reset Options Cache Options Download Options

Connect: [Nomal ~_»| Reset] |SYSRESETREQ »||| | ¥ Cache Code [ Verfy Code Download

¥ Reset after Connect ¥ Cache Memory ™ Download to Hash

I Log Debug Accesses [ Stop after Reset

Cancel | Help

«  For XRES additional follow-up acquisition methods are available, including Test Mode acquisition,
Vector Catch, and Break Point acquisition (an alternative acquire).
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The method to use is determined by the __Acquisition_Type debug variable. The debug variables are

accessible for editing at tab Pack clicking Edit button.

[ ] Target_1_PSEB46GPS2DBZC4A_Cortex-M33_1.0.dbgconf ]

/7 Fi PSOCES4.dbgconf

// Version: 1.0

// <<< Use Configuration Wizard in Context Menu >>>
// <h>Reset Finish Delay

CMSIS-DAP ARMv8-M Target Driver Setup

Debug | Trace | Flash Download Pack

// <i> Delay to let reset finish. Otherwise access to device can
Del alue dn 1
__Reset_Finish_Delay = 30000;
u
// <h>Acquisition type that is applied with a hardware reset.

Debug Description
Pack: Infineon::PSE8ox_DFP@1.0.0
¥ Enable

I Enable Flash Se:

// <o>Acquisition Type #

/1 <i> Select Acquisition Type:

// <i> @ - No Acquisition. Just halt ASAP right after reset
// <i> 1 - Test Mode

// <i> 2 - Vector Catch

// <i> 3 - Breakpoint

// <i> Default: Test Mode

™ Log Sequences: |

Confiquration:

[\DebugCorfig\Target_1_PSEB46GPS2DBZCAA_Cortex-M33_1 0 dbgcorf

_ Acquisition_Type = 1;

7/ </h>

/] <h>Trace clock prescaler option

/] <e> Enable TPIU clock setup

__TPIU clocksetup = 1;

// <i> Enable setup of trace source clock
/" <o> Prescaler value

/" <@x@-@x3FF>
__TPIU_clockdivval = 6;

OK Cancel

"
"

<i> Clock divider value for trace clock
<i> As source clock the CLK_HF1 clock is used

/4 <i> Actual output TRACECLK clock frequency is CLK_HF1 clock divided by sum of this divider value plus 2

/4 <i> For example, if CLK_HF1 clock is 480 Miz and divider value is 6 then TRACECLK clock frequency will be 50 Mz

/" <le>

/7 </h>

// <h>Trace Pin Setup

// <o> TPIU Pin Location

//  <@=> Pin Location @ (Do not configure)

//  <1=> Pin Location 1 (Option #1)

//  <2=> Pin Location 2 (Option #2)

// <i> Select TPIU pin location for your board configuration

// <i> - Pin Location @ (No one pin will be configured for trace purpose)
// <i> - Pin Location 1 (TRACECLK: P4_3, TRACEDATA@: P4_4, TRACEDATAL: P4_5, TRACEDATA2: P4_6, TRACEDATAS: P4_7)
// <i> - Pin Location 2 (TRACECLK: P26_6, TRACEDATA®: P20_4, TRACEDATALl: P28_3, TRACEDATA2: P28_2, TRACEDATAS: PZB_l)

// <i> Default: Pin Location @
__TPIU_pinlocation = 2;

11 </h>

// <<< end of configuration section >>>

Text Editor /i Configuration Wizard

By default, the Test Mode acquisition is applied after XRES.

J-Link Target Driver Setup

Cortex JLink/JTrace Target Driver Setup

Debug lTrace ] Flash Download]

J-Link / J-Trace Adapter SW Device
SN:  [533000878 -
Device: | J-Trace FRO
Hw: | V30D  di:| vaixd
FW . |J-Trace PRQ V3 Cortex comp
Port: Max Clock: O

lsw -]

[1WHz - 9

Auto Clk |

IDCODE

Connect & Reset Options

Cache Options

Connect: |Norrna| ﬂ Reset: |Norrna|
[ Beset after Connect

j [¥ Cache Code
[¥ Cache Memary

Autodetect |

Device Mame
SWD | (® (x4C013477  ARM CoreSight SW-DP

Lt |
[

—
—

Download Options

[ Verfy Code Download
[ Download to Fash

Misc

JLink Info |

State: ready

Interface TCR/IP
& USE ¢ TCP/AP Metwork Settings
|P-Address Port (Auto: D)
Sean [127. 0 0 [ o

| JLink Cmd |

Cancel |

Use the following options:

« Port: SW
« Max Clock: 1 MHz
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«  Connect: Normal
+ Reset: Normal
+ Reset after Connect: selected

6.
deselect Program, Verify, and Reset and Run check boxes.

For either driver, switch to the Flash Download tab and select Do not Erase Sectors radio button, and

CMSIS-DAP ARMvE-M Target Driver Setup

Debug ] Trace Flash Download l Pack ]

Download Function
LORAD " Frase Ful Chip [ Program

RAM for Algorithm

_Fi (" Erase Sectors [ Verify
 DonotBmse | Reset and Run

Start: |I}a<3-4DDS1 0o Size: | (00020000

Programming Algorithm

Description | Device Size Device Type Address Range

PSEB4_RRAM_NVM 478k On-chip Hash 22011000H - 22065FFFH

PSES4_RRAM_NVM 428k On-chip Hash 320711000H - 32069FFFH
Start: | Size:

.Add| |

OK | Cancel |

Help

7. Click OK to close the Target Driver Setup dialog.

Switch to the Utilities tab. Deselect the check box Update Target before Debugging.

KA Options for Target '‘Target_1'

De\rice] Target ] Output ] Usting] User ] C/C++ {H.CE}] Asm ] Linker ] Debug Ltilities ]
Configure Flash Menu Command

{* Use Target Driver for Flash Programming [+ Use Debug Driver

— Use Debug Driver — Settings | ||_ Update Target before Debugging

i File: J Edt...

" Use Extemal Tool for Flash Programming

-

Configure Image File Processing (FCARM):

Output File: Add Output File to Group:

Command:l J
Arguments: |

Image Files Root Folder: | [ Generate Listing

<unnamed> -

*

Help

9. Close the Options dialog and save the project.
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5.2.3 CMS55 project
1. Create a debug_m55.ini file in the project folder, and add the following lines to it:
LOAD $L%L NOCODE CLEAR INCREMENTAL
g, main
2. Open the Options dialog. Select the Debug tab and select the applicable debug probe (CMSIS-DAP or
J-Link). Make sure that the Load Application at Startup check box is not selected.
KA Options for Target ‘Target_1' >
Device ] Target ] Output] Listing] User ] C/Cs+ [ACE}] Asm ] Linker Debug ] tilitie:s ]
(" Use Simulator  with restrictions Settings * Use |CMS|S-DAP ARMvE-M Debugg jl Settings |
™ Limit Speed to Real-Time
¥ Load Application at Startup [+ Run to main{) |r_ Load Application at Startup | -
Intialization File: Intialization File:
Restore Debug Session Settings Restore Debug Session Settings
[+ Breakpoints [V Toolbox [ Breakpoirts ¥ Toolbox
[+ Watch Windows & Peformance Analyzer [+ Watch Windows v Tracepoints
[+ Memory Display [v System Viewer [v Memory Display Iv System Viewer
CPUDLL: Parameter: Driver DLL: Parameter:
| | |SARMVEM.DLL (-MPU
Dialog DLL: Parameter: Dialog DLL: Parameter:
| | |TCM.DLL |1:cw133
[~ Wam if outdated Executable is loaded [ Wam if outdated Executable is loaded
Manage Component Viewer Description Files ... |
QK | Cancel | Defaults | Help
3. Select the debug_mb55.ini file in the Initialization File field.
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KA Options for Target ‘Target_1'

Device] Target ] Output] IJsting] User ] C/Ce+ {P;CG}] Asm ] Linker Debug lUtiI'rties]

" Use Simulator  with restrictions
[~ Limit Speed to Real-Time

Settings (* Lsge: |CMSIS—DAP ARMwE-M Debuggﬂ Settings

[¥ Watch Windows
[¥ Memary Display

¥ Watch Windows & Perfformance Analyzer

¥ Memary Display ¥ System Viewer

[¥ Load Application at Startup ¥ Run to main{) ™ Load Application at Startup [+
Initialization File: Initialization File:
J | ||.'-J:Iebug_m55.ini U Edit... |
Restore Debug Session Settings Restore Debug Session Settings
¥ Breakpoints ¥ Toolbox [ Breakpoints [¥ Toolbax

[+ Tracepoints
[¥ System Viewer

CPU DLL: Parameter: Driver DLL: Parameter:
| | |SARMVSM.DLL |

Dialog DLL: Parameter: Dialog DLL: Parameter:
| | |TCM.DLL |1:cr\-155

[~ Wam if outdated Executable is loaded

Manage Component Viewer Description Files ... |

[~ Wam if outdated Executable is loaded

0K | Cancel | Defaults |

Help

4, Click the Settings button to configure the target driver.
Opticns for Target ‘Target_1' X
De\tice] Target] OLI‘tpLI‘t] Usting] User ] CiCs= {P«C‘E}] Asm ] Linker Debug lUtiI'rties]
" Use Simulator  with restrictions Settings (¢ Lsge: |CMSIS-DAP ARMvB-M Debugg « |  Settings
[ Limit Speed to Real-Time
¥ Load Application at Startup [V Run to main{) [ Load Application at Startup B
5. Select the Debug tab, and choose applicable connection options, the configuration settings are different
for CMSIS-DAP and J-Link. Refer to the following sections for the applicable options:
CMSIS-DAP/ULINK2 Target Driver Setup
CMSIS-DAP ARMvE-M Target Driver Setup X
Debug ]Trace ] Flash Download] Pack ]
CMSIS-DAP - JTAG/SW Adapter SW Device
[Ary | IDCODE Device Name
SWDIo i ]
Gerial No- ’_”:ﬂ:i 0998012024 (& x4C013477  ARM CoreSight SW-DP
Firmware Version: [2.0.0 J
~ Patflsw b
~
Max Clock I‘II'\"IH: - | | | |
(FOODE000
Debug
Connect & Reset Options Cache Options Download Options
Connect: |[Nomal | Reset: [VECTRESET (De v || | | ¥ Cache Code [ Verfy Code Download
™ Reset after Connect ¥ Cache Memary ™ Download to Fash
| Log Debug Accesses | Stop after Reset
o] o
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Use the following options:

J-Link Target Driver Setup

Port: SW

Max Clock: 1 MHz
Connect: Normal
Reset: VECTRESET

Reset after Connect: Not selected

Cortex JLink/JTrace Target Driver Setup

Debug ]Trace ] Flash Downloadl
J-Link / J-Trace Adapter
SN:  [933000878 -

Device: | J-Trace FRO

Hw: | va00 | vaixd
FW : |J—Trace PRQ V3 Cortex comp

Port: Max Clock:

[sw =] |1MHz =]

Auto Clk

SW Device

IDCODE Device Name
SWD | @ (x4C013477  ARM CoreSight SW-DP

Connect & Reset Options

Cache Options

I~ Reset after Connect

Connect: |Normal »| Reset: |C0re

ﬂ [¥ Cache Code
[+ Cache Memory

Interface TCP/AIP
« USB " TCP/IP

MNetwork Settings
|P-Address

Port (Auto: 0)

Autodetect |

LU |
[
—

|
—

Download Options

[~ Verfy Code Download
[~ Download to Flash

Misc

JLink Info |

Scan | 127 .

State: ready

n
: u

| JLink Cmd |

o |

Cancel |

Use the following options:

Port: SW

Max Clock: 1 MHz
Connect: Normal
Reset: Core

Reset after Connect: Not selected

infineon

6. For either driver, switch to the Flash Download tab and select Do not Erase Sectors radio button, and
deselect Program, Verify, and Reset and Run check boxes.
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CMSIS-DAP ARMwvE-M Target Driver Setup

Debug ] Trace Flash Download ] Pack l

Download Function
Lofp | ¢ Erase Ful Chip

RAM far Algorithm

(™ Erase Sectors
{* Do not Erase

Programming Algorthm

Start: |(x34008100

Size: |(x00020000

Description | Device Size Device Type | Address Range
PSEB4_RRAM_NVM 428 On-chip Fash 22011000H - 22065FFFH
PSEB4_RRAM_NVM 478k On-chip Hash 320711000H - 32065FFFH
Start: | Size:
Add | |

C o |

Cancel |

Help

7. Click OK to close the Target Driver Setup dialog.
8. Switch to the Utilities tab. Deselect the check box Update Target before Debugging.
K4 Options for Target Target_1' X
Device] Target ] Output ] IJsting] User ] C/Ce+ [ACE}] Bsm ] Linker ] Debug Utilities ]
Configure Flash Menu Command
¥ Use Target Driver for Flash Programming [+ Use Debug Driver
— Use Debug Driver — Settings | | [ Update Target before Debugaing
it File: | Ear
" Use Extemal Tool for Alash Programming
Command:l J
Argumerﬁs:l
-
Corfigure Image File Processing (FCARM):
Output File: Add Output File to Group:
<unnamed: j
Image Files Root Folder: | [~ Generate Listing
CK | Cancel | Defaults Help
9. Close the Options dialog and save the project.
5.2.4 Secure debug configuration (optional)

The BootROM on the PSOC™ Edge can temporarily disable

access to the core's AP. This behavior is determined

by the security policy during device provisioning. However, access can be re-enabled using a debug certificate.
If a debugger identifies that the AP is disabled, it will upload and verify the certificate found in the "packets/
debug_token.bin" file within the current project folder. It's essential to note that neither the name of the

certificate file nor its location cannot be changed.
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5.3 Recommended Values for __Reset_Finish_Delay

Proper device operation may require adjusting the _ Reset_Finish_Delay parameter, depending on the device's
configuration. The following show the recommended values for this parameter when using KitProg3/MiniProg4
or ULINK2 debuggers/programmers.

+  KitProg3/MiniProg4 - 20 000 - 100 000
+ ULINK2-10000 - 100 000
For example:

I [ ] Target_1_PSEB46GPS2DBZC4A_Cortex-M33_1.0.dbgconf I

// File: PSOC-ES4.dbgconf

// Vversion: 1.8

// <<< Use Configuration Wizard in Context Menu >>>
// <h>Reset Finish Delay

CMSIS-DAP ARMvE-M Target Driver Setup X

Debug ] Trace ] Flash Download  Pack

// <i> Delay to let reset finish. Otherwise access to device can  Debug DX ion
Lesos Delay yalue do )
I __Reset_Finish Delay = 30000; I Pack: Infineon::PSESxx_DFP@1.0.0
T IV Enable [~ Enable Flash Sequences
// <h>Acquisition type that is applied with a hardware reset.
// <o»Acquisition Type # ™ Log Sequences: I
// <i> Select Acquisition Type:
/f <i> @ - No Acquisition. Just halt ASAP right after reset Configuration: |.\DebugConfig\Target_]_PSEBdGGPSZDBZCdA_ConerMBJ.D.dbgconf Edit... |
// <i> 1 - Test Mode

// <i> 2 - Vector Catch

// <i> 3 - Breakpoint

// <i> Default: Test Mode
__Acquisition_Type = 1;

11 </h>

/! <h>Trace clock prescaler option

//  <e> Enable TPIU clock setup

_ TPIU_clocksetup = 1;

// <i> Enable setup of trace source clock
I/ <o> Prescaler value

/7 <GxBTBx3FF> oK Cancel Help
__TPIU_clockdivval = 6;

// <i» Clock divider value for trace clock

// <i> As source clock the CLK_HF1 clock is used

// <i> Actual output TRACECLK clock frequency is CLK_HF1 clock divided by sum of this divider value plus 2

// <i> For example, if CLK HF1l clock is 4@@ MHz and divider value is 6 then TRACECLK clock frequency will be 5@ MHz
1 </e>

fo</h>

// <h>Trace Pin Setup

// <o> TPIU Pin Location

//  <@=> Pin Location @ (Do not configure)

//  «1=> Pin Location 1 (Option #1)

//  <2=> Pin Location 2 (Option #2)

// <i» Select TPIU pin location for your board configuration:

// <i> - Pin Location @ (No one pin will be configured for trace purpose)

// <i» - Pin Location 1 (TRACECLK: P4_3, TRACEDATA@: P4 4, TRACEDATAL: P4_5, TRACEDATA2: P4 6, TRACEDATA3: P4_7)

// <i> - Pin Location 2 (TRACECLK: P2@_@, TRACEDATA@: P2@_4, TRACEDATAL: P2@_3, TRACEDATA2: P2@_2, TRACEDATA3: P2@_1)
// <i» Default: Pin Location @

_ TPIU_pinlocation = 2;

11 </h>

// <<< end of configuration section >>>

Text Editor ,v{ Configuration Wizard )’

5.4 Target programming

After preparing the combined image and setting up the debugger connection, the next step is to program the
target. To accomplish this, follow these steps:

1. Select the pVision instance designated for the secure CM33 application.

2. On the main menu, select Flash > Download.

R ChpsoceBd-uvision\PS0C_Edge Hello_World\proj_cm33_s\P50C_Edge_Hello_World.uvprojx - uVision

File Edit View Project  Flash Debug Peripherals Tools  SVCS  Window  Help
LOAD

§1 Download F3 | : E /S J.'J.le 5]
E
|y = IR
Project Configure Flash Tools... ind
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5.5 Launch multi-core debug session

Since two instances of pVision cannot debug the same core simultaneously, it is not possible to debug a secure
CM33 application and a non-secure CM33 application at the same time. The following multi-core debug
combinations are possible:

+ Debugging a secure CM33 project alongside a CM55 project.

+  Debugging a non-secure CM33 project alongside a CM55 project.

To initiate a multi-core debug session, you must open one project for the CM33 core (secure or non-scure) and

another for the CM55 core in separate instances of the IDE. Here are the steps:

1. Select the pVision IDE instance with the project for the CM33 core and start debugging by selecting
Debug > Start/Stop Debug Session.

% ChpsoceBd-uvision\PSOC_Edge Hello_ World\proj cm33_s\PSOC_Edge Hello World.uvprojx - pVision

File Edit Wiew Project Flash Debug @ Peripherals Tools SVCS  Window Help

15 H §| _ Lﬁ.| [ @ Start/Stop Debug Session Ctrl+F5

LOAD {E} Energy Measurement without Debug

EA T | ¥ Tar
Project 24 Reset CPU

This will reset the target and halt execution at the beginning of the main() function of the CM33 project.
2, Select the pVision IDE instance with the project for the CM55 core and repeat the debugging process.

This will attach to the running CM55 core, which will be in boot mode until the CM33 project starts
executing.

Note: Ensure all projects are built and programmed before launching a debug session.

The projects will be similar to these images:

C:\Workspace.mtw. PLATLIBS-4016\PSOC_Edge_Hello_World\proj_cm33_ns\proj_cm33_ns.uvpre - o | BB c\Workspace.mtw PLATLIBS-4016\PSQC_Edge_Hello_World\proj_cm53\proj_cmS5.uvprajx - wVision - o X
Fie Edt View Project Flash Debug Feripherals Tools SVCS File Edit View Project Flash Debug Peripherals Tools SVCS Window Help
1S H @ @| |a=|m | 3 VRe|@-|lec s &-|@E-| 1S H @ @| | | ® | o JA#|@-le oo &-|@-|
FEO MEFEy [ ORRBEeA-0-8-X-2-8-|%- FES ey » /[ ORBEeB-0-8-R-2-8-|%-
Registers ® E Disassembly # | Registers 2 © Disassembly 2@
Rogiter Valoe 0x08342AB2 0000 HMOVS 0,10 A |[Reguter [Vake | Te3s: Cy_GPIO Fin Init (CYBSP_FOM _CLK PORT, CYBSE_FDM CLK Pla
5 Coe 81 result = cybsp_init(); =c. 2458 HoVS 4, §onse
0x000003EC EFS30F03 DCI.W  Oxef530£03
EER /* Board initialization failed. Stop program execution */ ©¥0%000003F0 ETFE B ox3£0
Cy0x08342RB4 FTFFFFSC BL cybsp_init (0x083429F0) 0X000003F2 ETFE B o0x3£2
84 if (CY_RSLT_SUCCESS != result) v 0x000003F4 2F20 cup 7, $0x20
& o - 5) 0x000003F6 21F0 MOVS 1, #0x£0
0x000003F3 0850 LskS 0,20, 52
1] mainc ] o_syslib_exts - x B00000000 1%26: Cy_GPIO_Pin_Init (CYSBSE_PDM _DATA PORT, CYBSE_PDM DATA
| pr— — 5 Toes 0x000003FA C845 Lok 11, 720,23, 267
N .. 4 e 0%000003FC SEFS LDRSH  r3,[r7,13]
. . Ry 0x000003FE 4451 20D 9,19,16
s - Recurn: 9 0x00000400 0000 MovVs x0,z0
B | ™™ 0x00000402 2004 MoVS 0,44
o 1 - 000000404 127D ASRS 5,157,389
) 0200000406 6058 sTR 0,123, #4
76 _int-main(void)®H OO0 0x00000408 1273 ASRS 3, '6 #z !
77 D@8 ( OKFFFFFFFF ! = I3eze
1927 Cy_GPIO_Pin_Init (CYBSP_SW4_PORT, CYBSP_SW4_PIN, &CYBS
78 oy zslc ¢ zesult = CY_RSLT_SUCCESS: 3 000000370 R e e
i B _RSLT_ . D100 0x00000403 6053 STR z0, [z3, #41
. 0x0000040C 124D asgs 5,21, 49 v
20 /*-Initializethe -dev d-board peripherals - */@8 e
D a1 s 2
82 = s
oycfg_pins.c debug_msS.ini main.c ns_start_pseg4.c v x
83 /* Board initialization Zailed. Scop program sxecution-*/@E J g [ scbus. J Bl e
24 if (CY RSLT SUCCESS ! resalc)d@s 1s1a Cy_GPIO_Pin_Init (CYBSE_SDHC IOl PORT, CYBSE_SDHC_IOL a
Priviege 858 m 1920 Cy_GPIO Pin Init(CYBSP_SDHC IO2 PORT, -CYBSE_SDHC IO2
Stack sP ae CY_ASSERT(0) ;8 c 1821 Cy_GPIO_Pin Init(CYBSE SDHC_IO3 PORT, -CYBSE SDHC_I03
States 24202914 87 o B FPU / MVE 1922 Cy_GPIO_Pin_Init (CYBSP_I2C_SCL_PORT, -CYBSE_I2C_SCL P
Sec 242029140 88 |8 1923 Cy_GPIO_Pin_Init (CYBSP_I2C_SDA_PORT, CYBSE_I2C_SDA P
s FPU 9 | - - /% Enable.global interrupcs: /@8 1522 Cy_GPIO_Pin Init(CYBSE_SW2_PORT, CYSSP_SW2_PIN, &C¥3
a0 cnable_izq(); @@ DD 1025 Cy_GPIO_Pin_Init (CYBSP_PDM_CLK_PORT, -CYBSP_PDM CLK_P
o1 - - 1926 Cy_GPIO_Pin Init (CYBSP_FDM_DATA PORT, -CYBSE_PDM DATA
92 /*.Initialize retarget-io-middleware- /@3 1927 Cy_GPIO_Pin_Init(CYBSE_SW4_PORT, CYSSP_SW¢_PIN, &CYE
93 init_retargec_io(); i@ L
o - - 1920 void-reserve_cycfg_pins (void) GRS
95 7% Ax1b[20\: S ence -for:clear-screen-*/ M3 1930 £] {ER@3
B | it 1931 f#1 defined- (CY_USING HAL)GREE
- 1932 cyhal humgs_reserve (¢CYBSP_OSPI_RAM SS_ob3): GRS
BB - princE(niieseisiaxeisias . ngg 1933 cyhal tumgr_reserve (sCYBSE_BI_UART_RX_obj) ;G2im3
50 WBSOC -Edge -MCU: - Hells world. "@B 193¢ Gyhal hwmgz, ve (6CYBSE_BT_UART T ob3) ; G23
Q00 | - AR AR AR AR AR \r\m\an) ; @8 1835 cyhal humgr) ve (sCYBSP_BT_UART_CTS_obj); @3@3
101 Lom 1936 cynal_mumgr, ve (sCYBSP_BT_UART RTS ob3) ; GRS
102 printf ("Hello. Horldi\s\m\n") ; M5 1937 cyhal_hwmgr_reserve (sCYBSE_BI_HOST WAXE ob3) ; GRS
103 - prince ("For more projeccs, - @3 v 1538 cyhal_mumgsr_reserve (sCYBSP_BT_DEVICE WAKE obj) ;EREE .
Eproject | S Registers < > [ Eroject | S registers < >
Command 3 E Call Stack = Locals 3 | Command 3 E Call Stack = Locals »@
Include "C:\\WOTkspace.mtw.FLATLIBS-4016\\PSOC_Edge Hello ~ | Name Location/Value Tpe Include "C:\\Workspace.mtw.FLATLIBS-4016\\P5SOC_Edge_Hello ~ | Name Location/Value Tpe
LOAD $LiL NOCODE LOAD $LiL NOCCDE
g, main B % main 0x08342AB4 int 0 4, main
@ result 000000000 auto - uint
< > < >
> >
ASSIGN BreakDisable BreakEnable BreakKill BreakList \ 1 Call Stack + Locals | I Memory | ASSIGN BreakDisable BreakEnable BreakKill BreakList \ (1 Call Stack + Locals [ I Memory |
Creating Browse Infomation 63/191 CMISIS-DAP ARMYE-M Debugger Creating Browse Information 32/190 CMISIS-DAP ARMYE-M Debugger

The left side of the screen shows a pVision IDE instance attached to the CM33 core. The right side shows the
CM55 core has not started yet. Once the cy_sysEnablecMs5() function on the CM33 core has been executed, the
CM55 will start executing its application. You can step through the code by switching back and forth between
the two pVision IDE instances.
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6 PSOC™ 4 and PSOC™ 6 single-core application

Follow instructions in Create/export application for Keil pVision. When complete, your project should look
similar to the following. Then, use the instructions in this section to configure, build, and debug your
application.

T Clexamples

@Iﬂﬁl@'fﬁiﬂ%‘ﬁrgﬂj Liﬁ|£%’vﬁ

Eﬁ Target_
[J <unnamed>

project| @ Books | {} Func...| [y Temp...,

EBuild Output

CMSIS-DAP Debugger
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6.2

Configure and build the application
Right-click on the Target_I directory in the pVision Project view and select Options for Target 'Target_1'

File Edit WView Project Flash Debug Peripherals Tools SVCS Wi
CEL IR | | :

+ LoAD i o

@ T | #i| Target_1 ~ £Q| ﬁ £

Project Il x|

=T Project: Hello_World

Ll Targ==-
4N Options for Target Target_1... Alt+FT

Add Group...

Manage Project [tems...

Rebuild all target files

| Build Target Fr

v | Show Include File Dependencies

Select the Debug tab and then select the appropriate debugger probe. See Miscellaneous notes for
details to configure the probe.

Click OK to close the Options dialog.

Note: For applications using the PSOC™ 64 secure single-core application or AIROC™ CYW20829
single-core application, skip the next step. Instead, perform the steps outlined in the
applicable section.

Select Project > Build target.

Build Output +a
compiling cy_retarget_io.c... ~
linking...

-\1ibs\TARGET_C¥2CPROTC-062-4343H\COMPONENT_CM4\TOOLCHAIN_ARM\cyScéuxa_cmd_dual.sct (144): wazning: LE329W: Pattern *(.cy_semfunc) only matches remeved unused sectioms.
\LibS\TARGET_C¥SCPROTC-062-4343W\COMPONENT CM4\TOOLCHAIN ARM\cyScéxxa_cmd_dual.sct (170): warning: LE314W: No section matches pactern * (.Cy_app_signature) .
-\L1bs\TARGET_CY8CPROTO-062-4343W\ COMPONENT_CM4\TOOLCHAIN_ARM\CyScExxa_cnd_dual.sct (18 arning: L6314W: No section matches pattern *(.Cy_em_ceprom).
\Libs\TARGET_C¥2CPROTC-062-4343W\COMPONENT CH4\TOOLCHAIN ARM\cyScéxxa_cmd_dual.sct (1 azning: LE314W: No section matches pattern * (.cy_sflash user_data) .
\LibS\TARGET_C¥SCPROTC-062-4343W\COMPONENT CM4\TOOLCHAIN_ ARM\cyScéxxa _cmd_dual.sct (188): warning: L&314W: No section matches pattern * (.cy_sflash nar).

-\1ibs\TARGET_CYSCPROTG-062-4343W\COMPONENT_CM4\TOOLCHAIN_RRM\CySc6xxa_cmd_dual.sct (2 : L6314W: No section matches pattern *(.cy_sflash_public_key) .
: L6314W: No section matches pattern *(.cy_toc_part2).

-\1ibs\TARGET_CY8CPROTC-062-4343W\COMPONENT_CM4\TOOLCHAIN_ARM\cyBc6xxa_omd_dual.sct (2

\Libs\TARGET CY8CPROTO-062-4343W\COMPONENT CM4\TOOLCHAIN ARM\cySceuxa cmd_dual.s : LE314W: No section matches pattern * (.cy_rtec part2).

\Libs\TARGET_C¥3CPROTC-062-4343W\COMPONENT CM4\TOOLCHAIN ARM\CYSCExxa_cmé_dual.sct (2 : L6314W: No Section matches pattern * (.Cv_xip).
\Libs\TARGET_CY3CPROTG-062-4343H\COMPONENT CH4\TOOLCHAIN ARM\cyScéxxa_cmd_dual.sct (245): warning: Lé314W: No section matches pastern * (.cy_efuse).
\Libs\TARGET_C¥2CPROTC-062-4343W\COMPONENT CM4\TOOLCHAIN_ARM\cyScéuxa_cmd_dual.sct (253): warning: LE314W: No section matches pattern * (.cymeta).

Program Size: Code=19995 RO-data=s336 RW-data=440 ZI-data=1037896
Finished: 0 information, 11 warning and 0 error messages.
".\mtb-example-psocé-hello-world build\meb-example-psocé-hello-world.axf" - 0 Error(s), 11 Warning(s).

Build Time Elapsed: 00:01:31 .

CMSIS-DAP Debugger CAP_ NUM| SCRL OVR R /W

Programming/Debugging

Refer to sections for setting up the applicable debugger probe under Miscellaneous notes. Then:

1.

2.

Connect the PSOC™ 6 kit to the host PC.

As needed, run the fw-loader tool to make sure the board firmware is upgraded to KitProg3. See KitProg3
User Guide for details. The fw-loader tool is located in this directory by default:

[install-path]/ModusToolboxProgtools-[version]/fw-loader/bin/

Select Debug > Start/Stop Debug Session.
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ChlUsers\wmed\mtb-example-psoct-hello-worldymtb-example-psoct-hello-world uvprojx - pVision - O x

File Edit View Project Flash Debug Peripherals Tools SVCS  Window Help

NMEEH@| 4 DR[| 9 ¢|@= | B RrRR|IEE/E/§L® VA Q- e
SEBO BP0y DRBEaE- DO 3-0- 28| %-

Registers 2 B Disassembly N x |

Register I Value I; Ox10006EDD 4770 BX 1r Y
T 0x10006ED2 0000 MOVS r0, ro

0x1000... g9
100: cy_rslt t result;
101:
102: /% Initialize the device and board peripherals */
103: result = cybsp_init():
104: -
£ o T o o Tttt T >
0x0300... ] mainc ] g_utish v X
0x0800. . 85 [+ inc ~
O 1000... ag | *
O 1000... L B R L L Rt LR E R E e
O=E0D... 98 int main(void)
R13(SP) (xDB80F... [ Qg |_—__||{
R14(LR)  Ox1000... 100 cy_rslt t result:
R13(PC) Ox1000... 101
N <PSR (x6100... 102 /* Imitialize the device and board peripherals =/
103 result = cybsp_init();
104

105 /* Board init failed. Stop program execution */

: - 106 if (result != CY RSLT SUCCESS)

i - N | P ]
[E] Project | = Registers < 2
Command o E  call Stack + Locals x|
Load "C:\\Users\\vmed\\mth-example-psocé—hello-wo: Narne Lacation/Value Type

= % main Ox 10006ED4 int ) -
< > @ result =not in scopes auto - uin’ =

> (| T n
BS5IGN BreakDisable BreakEnable BreakKill BIeakL_istl (g:jCaII Stack + Locals | [ Memaory 1

CMSIS-DAP Debugger
You can view the system and peripheral registers in the SVD view.
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ChUsershvmedimtb-example-psoct-helle-worldymtb-example-psoct-hello-world.uvprojx - pVision - O ®
File Edit View Project Flash Debug Peripherals Tools SVCS  Window Help
NSE@| L @9 || stenviewsr | mowr |y Jae|@ecs @A
=] ' v | cPUss 1
R°5‘$|O|F}ﬁl{@ "{}| E:>| Bl Core Peripherals >|_| - Ev|3§ev
CsDo
Registers 1 El Disassembly [ n @ cruss [ x |
Register I Value - Ox10006EDO 4770 BX DMAC ~ P
= Core ||| /ox10006ED2 0000 MOVS oW v
. Prope Value
= RO 0:100078 — . EFUSE perty _
R1 (030028 o cy_rslt & Iesl g = IDENTITY m)nm; i’
R2 ' p v
R3 0000001 102: /*® Initialize FLASHC board peripherals *; NE |7
R4 0000001 103: result = cybks] GPIO —
104: v PC 0x00
e fe e s HsIOM e e Ms eOF
: 'E =--CM4_STATUS 0x 00000010
il i *
L] mainc ] g_utilsh IPC M SLEEPING r
22 L LCDo 2 SLEEPDEEP -
g'? \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ -
98 int main(void) TEERRE PWR_DONE ~
oo ik s = cs cLoacn
100 cy_rslt_t res| PDMO FAST_INT_DIV 00
102 # Tmitialize i board peripherals *
(
103 result = cyks PROFILE CM4_INTO_STATUS
104 CM4_INT1_STATUS
105 /* Board init PROT rogram execution */ o CRAA IKIT CTATLIC |
= 106 if (result != SAR 5) FAST_INT_DIV A
Thread 107 { [Bits 15..8] RW (@ (x40200008) Specifies the
R o | SCB v v s X
o-2 e 108 v WESFDT fast clock divider (from the high frequency
[El Project | = Registers < SDHC 4 > clock 'clk_hf' to the peripheral clock Y]
Command LLHELD ‘Ofﬂ LA = |
Load "C:‘\\Users\‘wvmed\\mth-example-psocé-hello-wox SMIFD kess‘l A
. i
SRSS
TCPWM 4
£
USBFS0
>
AS5IGN BreakDisable BreakEnable BreakKill BreakList BreakSet w
CMSIS-DAP Debugger t1: 0.00091820 sec L€

6.2.1 Program external memory

1. Download internal flash as described above.

Notice "No Algorithm found for: 18000000H - 1800FFFFH" warning.

2, Select the Flash Download tab in Target Driver Setup dialog and remove all programming algorithms for
On-chip Flash and add programming algorithm for External Flash SPI:
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CMSIS-DAP Cortex-M Target Driver Setup

Debug I Trace Flash Download | Pack I

— Download Function RAM for Algorithm
LUAD " Erase Full Chip ¥ Program
_Fi * Frase Sectors [V Verfy Start: |(x08026400 Size: | DOO0B00D
" DonotErase [ Resetand Run

— Programming Algarithm

CY8CEox_SFLASH_TOCZ
CY8CHooe_SFLASH_PKEY
CY8CHox_SFLASH_USER

On-chip Flash
On-chip Fash
On-chip Flash

16007C00H - 16007FFFH
16005A00H - 160065FFH
16000200H - 16000FFFH
14000000H - 14007FFFH

CY8CHoo _WFLASH
CYBCho/_sect2B6KE

On-chip Flash
On-chip Fash

10000000H - 100FFFFFH

Start: |(16007C00

Size: |b0D000400

oo | [ ]

ok |  Cancdd | Help
CMSIS-DAP Cortex-M Target Driver Setup
Debugl Trace Hash Download |F‘ack |
— Download Function RAM far Algaorithm
LOAD (" Erase Ful Chip [ Program
ii + Erase Sectors [ Verfy Stant: |(x02026400 Size: | k00002000
(" DonotErase | Reset and Run
— Programming Algarithm
Descriction evice Size e [vpe Addre== Bange
CYBCHoo_SMIF 128M Ext. Flash 5Pl 18000000H - 1FFFFFFFH
Start:I{bﬂB?DDDDDD Size: |x02000000
Add | Remove I
ok | Cancel | Help

3. Download flash.
Notice warnings:

6.2.2

1.

No Algorithm found for: 10000000H - 1000182FH
No Algorithm found for: 10002000H - 10007E5BH
No Algorithm found for: 16007CO0H - 16007DFFH

Erase external memory

infineon

Select the Flash Download tab in Target Driver Setup dialog and remove all programming algorithms for

On-chip Flash and add programming algorithm for External Flash SPI:
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2.

CMSIS-DAP Cortex-M Target Driver Setup

Debug I Trace Flash Download | Pack I

RAM for Algorithm

— Download Function
LUAD " Erase Full Chip ¥ Program
_Fi * Frase Sectors [V Verfy

" Donot Erase | Reset and Run

Start: | (k08026400 Size: | b00DDB000

— Programming Algarithm

CY8CEox_SFLASH_TOCZ
CY8CHooe_SFLASH_PKEY
CY8CHox_SFLASH_USER

On-chip Flash
On-chip Fash
On-chip Flash
On-chip Flash
On-chip Fash

16007C00H - 16007FFFH
16005A00H - 160065FFH
16000200H - 16000FFFH
14000000H - 14007FFFH
10000000H - 100FFFFFH

CY8CHoo _WFLASH
CYBCho/_sect2B6KE

Start: I{b:'IGDDT-"CDD Size: |Ek<00000400

oo | [ ]

CMSIS-DAP Cortex-M Target Driver Setup

DElegl Trace Hash Download |pad{ |

— Download Function
LOAD (" Erase Ful Chip [ Program
ii + Erase Sectors [ Verfy

(" DonotErase | Reset and Run

RAM far Algaorithm

Start: |kx03026400 Size: | k00002000

— Programming Algarithm

Descrption

Start: I{MEDDDDDD Size: | k08000000

Add | Remove I

ok | Cancel | Help

Click Flash > Erase in menu bar.
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7 PSOC™ 6 and XMC7xxx multi-core application
Follow instructions in Create/export application for Keil pVision. After creating all the projects in separate
instances, your application should look like this:

B Cl\examplesimchAEmpty App\proj cmOph\proj cm0p.uvprojx - pVision

File Cexamples\xmcTx\Empty_Apphproj_em7_O\proj_cm?_O.uvprojx - pVision

Fle i e y_App\proj_cm

M
File Edit View Project Flash Debug Peripherals Tools 5SVCS Window Help
5

Projel

=BT LIEER R YY I 1| o acla-lecoa-|@-| 1
POl 2 5 2 ] 8 rarget R B e S
= Project Lo |

=% Project: proj_em7_1
&l Target1

ope: Bl g [@oo. [ Fu. | OyTe. |

Opt]Imp
Optiopt ] Build Output il x|
Opt)Importing CPRJ project ... -
CptiCptions set in Misc Controls: Target/ldflags/"add": --predefine="-D CORE _CM7_1 =1"
—Wno-packed -Wno-missing-variable-declarations -Wno-missing-prototypes —F

—| Opticns set in Misc Contzels: Target/cflags/"add":

Options set in Misc Controls: Target/cxxflags/"add": —Wno-packed -Wno-missing-variable—declarations —Wno-missing-prototypes

Creating Browse Information 71/175 ULINK2/ME Cortex Debugger

Then, use the instructions in this section to configure, build, and debug your application.

7.1 Configure CM0+ project
1. Go to Project > Options for Target <target_name>, switch to the Debug tab, select the applicable
debug probe (CMSIS-DAP or J-Link) as shown:

i Options for Target 'Target 1'

Device | Target | Output | Listing | User | C/C++ (AC6)| Asm | Linker Debug | Lifties |
™ Use Simulator with restrictions Settings & Use: lCM5IS-DAP Debugger ;l Sel'tlngsl
™ Limtt Speedto Real-Time

- . —~ [l _ .- ||—.. - . [l _ -

+ Ifusing ULINK2, select the CMSIS-DAP Debugger option as the debug probe, because the ULINK2
driver does not support multi-core debugging

2. Click the Settings button to configure the target driver.
« Ifyou select the J-Link probe, a pop-up window might display reporting that the device is unknown
to J-Link software.

B J-Link V7.70e Device Selection ? *

The selected device "XMC72000-E272K58384: CORTEX-MOP™ is unknown to this version of the J-Link software.

Pleaze make sure that at least the core J-1ink shall connect to, is selected.
Proper device selection is required to use the J-Link internal flash loaders
for flash download or unlimited flash breakpoints.

For some devices which require a spedal handling, selection of the correct device is impartant.
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+ Ifso, click OK and select the device manually in the opened Target device settings dialog. For
XMC7200 devices, there will be three aliases, each dedicated to a separate core.

E SEGGER J-Link V7.70e - Target device settings x
Selected Device: XMC7200-5384 CMOp_tm Little Endian ~ | |Core #0 ~
Manufacturer Device Core MumCores Flash Siz

~ | xmc7200 v [Filter [Fiter |
XMC7200-8384_CMOp_tm ‘| Cortes-MD

Infinecn HMCTI00-8384_CM7_ 0 tm Cortex-M7 1 B384 KE...

Infinecn HMCTI00-8384_CM7_1 tm Cortex-M7 1 B384 KE...

3. Switch to the Flash Download tab, select the Erase Sectors radio button, and select the Program,
Verify, and Reset and Run check boxes.

CMSI5-DAP Cortex-M Target Driver Setup pd

Debug ] Trace Flash Download ] Pack I

Download Function RAM far Algarithm
Lopp | ¢ Eese RulChip v Program
Fi_ {* Erase Sectors v Veri

" DonotErase  [v §

Start: |(x03002400 Size: |(x 00002000

Programming Algorithm

Description | Device Size | Device Type | Address Range |

CY8CExA_SFLASH_TOCZ 1k On-chip Flash 16007C00H - 16007FFFH

CYBCEA_SFLASH_PKEY 3k On-chip Flash 16005A00H - 160065FFH

CYBCExA_SFLASH_USER X On-chip Flash 16000800H - 16000FFFH

CYBCEeA_WFLASH A2k On-chip Flash 14000000H - 14007FFFH

CYBCExA_sect256KE 2ZM On-chip Flash 10000000H - 101FFFFFH
Start: | Size:

rdd | |
| QK | | Cancel |

4, Click OK to close the Target Driver Setup dialog.

5. Next, configure the project so that it also programs other image(s) from the CM4/CM7 project(s). Do this
using the *.ini file.
«  Create a new empty file named load_cmx.ini and save it inside the CM0+ project directory.
+ Add aLoap command with a path to the CM4/CM7 images. For example:

LOAD "..\\proj_cm4\\proj_cm4_Objects\\proj_cm4.axf"

+ Add as many LoaD commands for all the CM4/CMT projects as you have.
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6. Go to Project > Options for Target <target_name>, select the Utilities tab, and specify the created

load_cmx.ini file in the Init File edit field.

7] Options for Target ‘Target 1'

Device ] Target l Output l Listing l User l C/Ce+ {ACE}I Asm l Linker l Debug Ltilities
Configure Flash Menu Command

* |se Target Driver for Flash Programming [+ Use Debug Driver

— Use Debug Driver — Settings ¥ Update Target before Debugging

| it Fie: [Noad_cmini |

" Use Extemal Tool for Flash Programming

Command:| J

|

7. Switch to the Debug tab, and click the Settings button.

The configuration settings are different for CMSIS-DAP/ULINK2 and J-Link. Refer to the following sections for

the applicable options:

CMSIS-DAP/ULINK2 Target Driver Setup

Use the following options:
« Port: SW

+ Max Clock: 1 MHz

+  Connect: Normal

+ Reset: SYSRESETREQ

CM5I5-DAP Cortex-M Target Driver Setup

Debug ]Trace ] Flash annlnad] Pacl ]

CMSI5-DAP - JTAG/SW Adapter SW Device

| Log Debug Accesses [ Stop after Reset

[ary] | IDCODE Device Name
SWDIO | @ (x6BAD2477  ARM CoreSight SW-DP
Serial No: [181201A50024941 ® L J
Firmware Version: [2.0.0 J
rd Potflsw -] 2
E |
Max Clock 1| 1MHz -
- | ose | o] po

Debug

Connect & Reset Options Cache Options Download Options

Comnect[Nomal ]| Reset| [svsReseTREG ~ ||| | ¥ Cache Code [~ Verfy Code Download

¥ Reset after Connect [w Cache Memary [ Download to Flash

oK | | Cancel
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J-Link Target Driver Setup

Use the following options:

Port: SW

Max clock: 1 MHz
Connect: Normal
Reset: Normal

Cortex JLink/ITrace Target Driver Setup

Debug |Trace | Flash Downloadl
—dJ-Link / J-Trace Adapter

— SW Device

IDCODE

| Device Name | b

SWD

% Automatic Detection

" anual Configuration

{2} (x6BADR477  ARM CoreSight SW-DP

ID CODE: I

15

Device Mame: I

SM: -
Device: | J-Link:
HW: | V1010 di:| V770e
FW - IJ-IJnk W10 compiled Jul 22 2{
Pt Max Clock:
fsw =] [1MHz -]
Auto Ck |

bdd | | Delete | Update |

IR len: I

Conn

Connectl INorrnaI - |I Heget;l INorrnaI vI

Cache Options
¥ Cache Code

Download Options
[~ Verify Code Download

¥ Cache Memory

[ Download to Fash

¥ Reset after Connect

~ Interface TCP/IP Misc
& USB  TCP/P Network Settings .
IP-Address Port (Auto: 0) Autodetect | Jink fo |
Sean | 27.0 .0 .1 :[ o0
|2 ' : | Ping | JLink Cmd |
State: ready
ok | Cancel | pepy |

That completes configuring the CMO+ project. The next step is to configure CM4/CMT project(s).

7.2

Configure CM4/CM7 project

1. Open the Options dialog to the Utilities tab, and deselect the Update Target before the Debugging

check box.

Device I Targetl Outputl Listingl User | C/Cer {ACG)' Asm I Unkerl Debug tilities |

— Canfigure Flash Menu Command

% Use Target Driver for Aash Programming
— Use Debug Driver —

¥ Use Debug Driver

Settings | I [~ Update Target before Debugging I

Init File: |..\pmr_m?_u_im|

™ Use Extemnal Tool for Flash Programming

Command:l

=
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2, Switch to the Debug tab, select the applicable debug probe (CMSIS-DAP or J-Link).

+ Ifusing ULINK2, select the CMSIS-DAP Debugger option as the debug probe, the ULINK2 driver does
not support multi-core debugging.

3. Click the Settings button to configure the target driver.

4, On the Target Driver Setup dialog, switch to the Flash Download tab, select the Do not Erase radio
button, and deselect the Program, Verify, and Reset and Run check boxes.

CMSI5-DAP Cortex-M Target Driver Setup *

Debug ] Trace Fash Download ] Pack ]

Download Fynction RAM far Algaorithm

LOAD " Erase Full Chip [~ Program;
(" Frase Sectors [ Ve
¢ DonotErase [ Reset and Run

Start: |(x08026400 Size: |(x 00002000

Programming Algorithm

Description | Device Size Device Type Address Range

CYBCExA_SFLASH_TOCZ 1k Cn-chip Flash 16007C0O0H - 16007FFFH

CYBCExxA_SFLASH_PKEY 3k Cn-chip Flash 16005A00H - 16D065FFH

CYBCExxA_SFLASH_USER i 3 Cn-chip Flash 16000800H - 16D00FFFH

CYBCExA_WFLASH 32 Cn-chip Flash 14000000H - 14D07FFFH

CYBCExA_sect?56KB 2M Cn-chip Flash 10000000H - 101FFFFFH
Start: | Size:

Add | |
| QK | | Cancel |

5. Switch to the Debug tab.
The configuration settings are different for CMSIS-DAP/ULINK2 and J-Link. Refer to the following for the
appropriate options:
+  CMSIS-DAP/ULINK2 Target Driver Setup - Use the following options:
- Port: SW
- MaxClock: 1 MHz
- Connect: Normal
- Reset: VECTRESET
- Reset after Connect check box: deselected
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CMSIS-DAP Cortex-M Target Driver Setup

Debug |Trace I Flash Downloadl Pack I

—CMSIS-DAP - JTAG/SW Adapter — - SW Device

[Any =l IDCODE

| Device Name

| tove

Serial No: |1B1ZD‘IP~SD|]249-H
Fimmware Version: IZ.D.D

7 pw Pot:fsw |

Max C]odc:I‘IMHz vl

% Automatic Detection
" Manual Configuration

sdd | Delete | | Update |

SWDIO | & 1x6BAD2477  ARM CoreSight SW-DFP

[

|0 CODE: I

Device Manme: |

AP IDJ(D2

—Debug

Conpact & Booot Dictinne

Connect: INon‘naI LI Reset: IVECTHESI:—I' LI

I Reset after Connect I
Log Debug Accesses | Stop after Reset

Cache Options

¥ Cache Code
V¥ Cache Memory

Download Options

[™ Verfy Code Download
[ Download to Hash

ok | Cancad | Help
J-Link Target Driver Setup - Use the following options:
- Port: SW
- Max Clock: 1 MHz
- Connect: Normal
- Reset: Core
- Reset after Connect check box: deselected
Cortex JLink/JTrace Target Driver Setup Lt
Debug |Trace I Flash Downloadl
—J-Link / J-Trace Adapter — SW Device
SN:  [50107842 =] IDCODE | Device Name | oz
Device: | Ik SWD | & (x6BA02477  ARM CoreSight SW-DP Up |
HW: [ V100 di:| V7.70e Down|
FW IJ—IJnk W10 compiled Jul 22 20
Part: Max Clock: % Automatic Detection 1D CODE: I
Sy - 1 MHz - " tanual Configuration Device Mame: I
Auto Clk | Add | Delete | Updatel IF len: I
—Connect & Reset Options Cache Options Download Options
Connect: [Nomal ~ +| Resat: [Core l|| ¥ Cache Code I~ Verify Code Download
[~ Reset after Connect ¥ Cache Memory [ Download to Hash
—Inteface TCPAP Misc
& © TCPAP Metwork Settings ;
IP-Address Port (Auto: 0) Autodetect | Jink nfo |
5=6"| 127. 0 .0 .1 :[ 0
| | Ping | Link Cmd |
State: ready

o]

Cancel | Apply

6. Click OK to close the Target Driver Setup dialog.
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7. Save the project(s).

7.3 Building pVision multi-core projects

Once all projects are open, go ahead and build each one using Project > Build target.

7.4 To use J-Link debugger with XMC7000 devices

«  Program set-up instructions
+ Debugset-up instructions

7.4.1 Program set-up instructions

infineon

1. Select the Debug tab in the Options for Target dialog, select "J-LINK / J-TRACE Cortex" as the debug

adapter, and click Settings.
7] Options for Target ‘Target 1'

Device] Target ] Output] Usting] Iser ] CACa+ [ACE}] Asm ] Linker Debug lLItiIities]

*

(" Use Simulator  with restrictions Setiings | | © Use: [[JUNK / J-TRACE Contex v

I Limit Speed to Real-Time

Manage Component Viewer Description Files ... |

v Load Application at Startup [+ Run to main{) v Load Application at Startup I+ Run to main{)
Initialization File: Inttialization File: P
g
| | |
Restore Debug Session Settings Restore Debug Session Settings

[+ Breakpoirts [V Toolbox [v Breakpoints W Toolbox

¥ Watch Windows & Performance Anatyzer ¥ Watch Windows ¥ Tracepoints

[+ Memary Display [ System Viewer v Memary Display [v System Viewer
CPUDLL: Parameter: Driver DLL: Parameter:
|SAF~!MCM3.DLL |-F~!EMAP -MPU |SAF~!MCM3.DLL |-MPU
Dialog DLL: Parameter: Dialog DLL: Parameter:
|DCM.DLL |-pCM? |TCM.DLL |1:cru|?
[ Wam if outdated Executable is loaded [~ Wam if outdated Executable is loaded

QK ‘ Cancel ‘ Defaults ‘ Help

2, On the Debug tab in the Cortex J-Link/JTrace Target Driver Setup dialog, select "SW" for Port, 2 MHz for

Max Clock, and "Connect under Reset" on the Reset pull-down menu, and then click OK.
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Cortex JLink/JTrace Target Driver Setup

Debug |Trace I Flash Dcwnloadl

—J-Lnk / J-Trace Adapter — SW Device

SN:  [504403253 | IDCODE | Device Name | il
Device: | J-lnk Utra SWD | @ (x6BA02477  ARM CoreSight S\W-DP Up |
HW: | vaoD di:| V770 Dc"””l
FW:  |J-Link Utra V4 compiled Sep .

Part: Max Clock: ¥ sutomatic Detection 1D CODE: I

[sw =] [zMHz  ~ ' Manual Configuration  Device Name: |

Auto Clk tcd | Delete | Update | IRiler |
Connect & Reset Options Cache Options Download Options

Connect: INonTlaI vl Reset: Nc-rrn-al vI ¥ Cache Code

[ Verify Code Downl

oad

[~ Reset after Connect ¥ Cache Memory [ Download to Flash
Interface TCPAP Misc ———
d USESF TCR/F n‘,i:: il befors Booloade | pog 0. 0) Autodetect Jink o |
can = : . .
sme;l; — IT»E\:E;TE;@? [0 re ||| duekcma]
lTl Cancel | Apply |

infineon

3. Select the Utilities tab in the Options for Target dialog and deselect the Update target before

Debugging check box.
Options for Target 'Target 1' *
Devicel Target I Cutput I Listingl User I C/Ce+= {ﬁCG}I Asm I IJnkerI Debug Ltilities
— Configure Flash Menu Command
& Use Target Driver for Flash Programming ¥ Use Debug Driver
— Use Debug Driver — Settings | [~ ipdate Tanget before Debuaging:
i Fie: J Edt... |
" Use External Tool for Flash Programming
Command:l |
ﬂrguments:l
[T Fun Independent
—Configure Image File Processing (FCARM):
Output File: Add Output File to Group:
Source ;I
Image Files Root Folder: I [” Generate Listing
ok | Cancel | Defauts | Help
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7.4.2 Debug set-up instructions

1. Select the Debug tab in the Options for Target dialog, select "J-LINK / J-TRACE Cortex" as the debug
adapter, and click Settings.

KA Options for Target ‘Target 1' X
Deuice] Target I Output I Usting] User ] CAC++ {ﬁCE}] Asm ] Linker Debug l | tilities ]
(™ Use Simulstor  with restrictions Settings * lge: IJ-LINK,-’J-TR,’-\CE Cortex -]
[~ Limit Speed to Real-Time
¥ Load Application at Startup [+ Run to main{) v Load Application at Startup v Run to main()
Initialization File: Inttialization File: [
1y
| e ] o
Restare Debug Session Settings Restore Debug Session Settings
Iv Breakpoints v Toolbox lv Breakpoints ¥ Toolbox
v Watch Windows & Performance Analyzer v Watch Windows ¥ Tracepoints
Iv Memoary Display Iv System Viewer v Memary Display Iv System Viewer
CPUDLL: Parameter: Driver DLL: Parameter:
|SAF~:MCM3.DLL |-F~:EMAP MPU |SAHMCM3.DLL |—MPU
Dialog DLL: Parameter: Dialog DLL: Parameter:
[DCM.DLL [pCM7 |TCM DLL [pCM7
[~ Wam i outdated Executable is loaded [ Wam ff outdated Executable is loaded
Manage Component Viewer Description Files .. |

OK ‘ Cancel ‘ Defaults ‘ Help

2, On the Debug tab in the Target Driver Setup dialog:
+  Port:select "SW"
+  Max Clock: select 2 MHz
+ Reset pull-down: select "Normal," "Core" or "Reset Pin"
« Download Options: enable "Verify Code Download" and "Download to Flash"
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Cortex JLink/)Trace Target Driver Setup >

Debug lTrace | Flash Download |

J-Link / J-Trace Adapter SW Device
SN: |5[M4D3253 ﬂ IDCODE Device Name
Device: | J-Link Utra SWD | (3 (x6BA02477  ARM CoreSight S\W-DP
HW: | v400 di:| vi70
FW - |J—Link Ultra V4 compiled Sep .
Port: Mazx Clock: O
lsw  ~| |zmHz ||| © |
Auto Ck ‘ | |
Connect & Reset Options Cache Options Download Options
Connect: |Nomal ~ | Reset: v Cache Code ¥ Verfy Code Download
™ Reset after Cormect =R | ¥ Cache Memory | ||¥ Download to Flash
— Care L
Reset Pin -
Interface TCP/IPConnect under Reset | - Misc
MNetwaor Halt after Bootloader
(v USB " TCPAP !
IP-Ade ot before Bootioader | oo o0y o) Autodetect ik Info |

Scan l? fB?tli-Isalt after Kemel : 0 ‘

Core and Peripherals JLink Cmd |

el LPC1200
oK | Cancel | |
7.5 Launch multi-core debug session

To launch a multi-core debug session, all your pVision projects must be opened in separate IDE instances.

1. Open a pVision IDE session with the project for the CM0+ core and start debugging by pressing Debug >
Start/Stop Debug Session. This will program all images, reset the target, and halt at the beginning of
the CMO+ project main().

2. Repeat the same process for the CM4/CM7 core(s). This will attach the running CM4/CM7 core that will be
spinning in the boot code until the CMO+ project starts it.

Note: Ensure both projects are built before launching a debug session.

For dual-core MCUs, the projects will be similar to these images:
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CAm o A x sion - o X mi ¥ _ema.vpro ision - o X
File Edt View Poject Fiash Debug Peripherals Tools SVCS Window Help File Edt View Poject Fiash Debug Peripherals Tools SVCS Window Help
NS @ % L@ |« =|m V| B soeinerissisze [V B o | @ | S&-B-|NsSddl s wd |« =|m | G| B rasnonesze M B¢ |@-] e 0o & @-[@-]
FEO MEEo ¢ ORBREaRA-0-8-0-8-8-|%- FEO vrru /DR ReEaR-0-8-X-8-8-|%-
Registers 3 E Disassembly 3 | Registers 3 E Disassembly (N
Register Value Gx]00004f1\ 05FR DCW Ox05F2 ~ | Register Value 0x1000AASA BDSO FOP {x7,pct ~
=
D0B02000 /* Enable global interrupts */ 50: ey_zslt_t result;
e enabie_ixa(); 51 )
080000000 52: /* Initialize the device and board peripherals */
000000000 /* Enable CM4. CY_CORTEX M4 APPL ADDR must be updated if CM¢ memory layou,, 0x1000ARSC B580 PUSH x7,11}) v
0x10003800 o - T > < T - T >
0¢10009800
[ linkernsct ] mainc ] ousseme - x [ tinkersct ] mainc - x
3% | * Software or any product o circult described in the Software. Cypress doss m 38 | * including Cypress's product in a HAigh Risk Product, the manufacturer ~
3% |+ not suchorize its products for use in any products whers a malfunction or 33 |+ of such system or spplicaticn assumes all risk of such uss and in doing
36 | * failuze of the Cypress product may reasenably be expected to result in 0 | * so agrees to indemnify Cypress against all liability.
00 37 | * significant property damage, injury or death ("High Risk Product™). By B 2 S Bl ool
0x10009800 38 | * including Cypress's product in a High Risk Product, the manufacturer 42 -
39 | * of such system or application assumes all risk of such use and in doing 43 "ey_pdl.h"
(x08002000 40 | * so agrees to indemnify Cypress against all liability. (x080FF800 44 "cyhal.h"
0x10000115 41 0x1000A3CD 45 "cybsp.h"
0x1000042C 42 L 0x1000A2 46
(x61000000 43 (x61000000 47
Banked 44 "cycfg.h"™ 48 1int main(void)
System 45 [ <0
Intemal 46  int main(void) 50 cy_zslt_t resulc:
Mode The: (> A= 51
Priviege 48 /* Enable global interrupts */ 52 /* Initialize the device and board peripherals */
Stack. a9 _ enable_izq(); 53 result = cybsp_init() ;
50 54 if (zesult != CY_RSLT_SUCCESS)
51 /* Enable CM&. CY_CORTEX M4 AFFL ADDR must be updated if (M4 memory layo 55 €
52 Cy_SysEnableCMé (CY_CORTEX M2 APPL ADDR); 56 C¥_ASSERT(0);
53 57 )
54 for (::) s |
55 { 59 /* Enable global interrupts */
se Cy_SysEm_DeepSleep (CY_SYSPM_WAIT FOR_INTERRUPT); 60 _enable_izqq);
57 ) 61
s8 |3 62 Cy_GPIO_Pin FastInit(GPIO_PRT11, 1, CY_GPIO DM STRONG, O, HSIOM SEL GEIO
55 v 63 v
Erroec | £ Registers < > [ B | = registers < >
Command 1 B Call Stack + Locals 2 E|commana 2 B call Stack = Locals @
Load "C:\\mtw-psocé-multi-core\\Multicore Empty App\\proj Name Location/Value e Load "C:\\mbw-psocé-multi-core\\Multicore Empty App\\Proj Name Location/Value Type
BS \\proj_cm4\main.c\49
9 main 0x1000042C int£) pred =% main 0x1000AA9C intf)
¥ resut 0cCTBAGBFC auto - uint
< > < >
B B
ASSICN BreakDisable BreakEnable Breakkill BreakList | &1 can stack + Locais [Ewiemor 1 A5SICN BreakDisable BreakEnable Breakkill BreakList | &1 can stack + Locais [Ewiemor 1
Debug: Client Mode CMISIS-DAP Debugger CMISIS-DAP Debugger

The left side of the screen shows a pVision IDE instance attached to the CM0+ core. The right side shows the
CM4 core has not started yet. Once the Cy_SysEnablecMa() function on the CMO+ core has been executed, the
CM4 will start executing its application. You can step through the code by switching back and forth between the
two pVision IDE instances.
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8 PSOC™ 64 secure single-core application

Follow instructions in Create/export application for Keil pVision. The project creation process also generates an
ide_postbuild.bat file used to execute postbuild commands for the application. When complete, use these
instructions to configure, build, and debug your application.

Note: For a PSOC™ 64 secure MCU, you must also follow the instructions in the Secure Boot SDK user guide
to generate keys and provision the device.

1. Using the Keil pVision IDE, create an empty project.ini file in the project root folder.
2. Type LOAD $L@L.hex in the project.ini file and save the file.

_] main.c _] Cy_pra.c D project.ini
1 [LOAD SL@L.hex

3. Then, select Project > Options for Target 'Target 1'... to open the Options dialog.
4, Select the User tab and enable the Run #1 check box under After Build/Rebuild. The enter or select the
ide_postbuild.bat file.

W Options for Target ‘Target_1'

Device 1 Target] Ol.rtpl.rt] ListinfCH- {ACG}] HAsm ] Linker] Debug 1 Ulil'rties]

Command ltermns User Command W Stopon Exi. S
[=)--Before Compile C/C++ File
[~ Run #1 2] Not Specified [
[~ Run#2 2] Not Specified [
[ Before Build/Rebuild
[ Run#1 ‘_ﬂ Not Specified [
[~ Run#2 5] Mot Specified ||
(= After Build/Rebuild
Run #2 2] Not Specified [

™ Bun "After-Build’ Conditionally

[v¥ Beep When Complete [™ Start Debugging
QK | Cancel | Defaults | Help
/

5. Select the Output tab and enable the Create HEX File check box.
6. On the same Output tab, add an ".elf" extension in the Name of Executable field.
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Options for Target "Target 1'

Devicel Target Output |Listir1g| User I C/Ce+= {ﬁCG}I Asm I IJnkerI Debugl thilitiesl

Select Folder for Objects... | Name of Executable: |=-Dsocﬁ-securehlinkﬁed-freertosm

* Create Executable: ‘mib-examplepsocE-secureblinkyledfreertos_Objects'mtb-example-psocE-secun

¥ Creats HEX File

¥ Browse Information

¥ Debug Information [ Create Batch File

" Create Library: \mtb-example-psocB-secure-blinkyledfreertos_Objects'\mtb-example-psoc-secure-blinkyled freert

| ok || cancel || Defauts |

infineon

7. Select the Utilities tab and select the project.ini file using the [...] button. Then, click OK to close the

options dialog.

Options for Target 'Target 1'

Devicel Target I Output I Listingl User I C/C++ {N:G}l Asm I Unkerl Debug

— Corfigure Flash Menu Command
¢ Use Target Driver for Flash Programming ¥ Use Debug Driver

Init File: I.\project.ini

" Use Extemal Tool for Flash Programming

— Use Debug Driver — Settings | ¥ Update Target before Debugging

Command:l

Argumerﬂs:l

[T Fun Independent

—Corfigure Image File Processing (FCARM):

Output File: Add Output File to Group:
S0Urces LI
Image Files Root Folder: I [~ Generate Listing
oK | Cancel |  Defauts | Help

8. Select Project > Build Target to build the application and execute post-build commands.

After performing these steps, you should be able to run debug, erase, and program for PSOC™ 64 secure MCUs.
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9 AIROC™ CYW20829 single-core application

Follow instructions in Create/export application for Keil pVision. Then, use these instructions to configure,
build, and debug your application.

1. Create a program.ini file in the project root folder and add the following text:

.\build\last_config\mtb-example-empty-app.final.hex

2, Create a debug.ini file in the project root folder and add the following text:

LOAD $L%L NOCODE CLEAR INCREMENTAL
g, main

3. Open the Options dialog and switch to the User tab.
4, Enable the Run #1 check box located under After Build/Rebuild. Then, paste the following command as
single line (edit paths as needed).

ide_postbuild.bat \"#L\"

W Options for Target ‘Target_1'

Device 1 Target] OLrtert] Liging User |C/Ces {ACG}] Asm ] Linker] Debug 1 Ulil'rties]

Command ltems User Command w  StoponExi.. 5.
[=- Before Compile C/C++ File
[~ Run #1 5] Mot Specified [
[~ Run 22 2] Not Specified [
[=--Before Build/Rebuild
[~ Run #1 2] Not Specified [
[~ Run#2 2] Not Specified [
[=-After Build/Rebuild
v Run#1 ide_postbuild.bat \"F1\" ‘_ﬂ Not Specified [
| RUREZ l_ﬂNotSpe(ified [

™ Bun "After-Build’ Conditionally

¥ Beep When Complete [™ Start Debugging
0K | Cancel | Defaults | Help

5. Switch to the Utilities tab and select the program.ini file in the Init File field.
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W, Options for Target 'Target_1'

De\ricel Targetl Qutput | Listingl User | C/’Cﬂ{,ﬂ.CG)l Asm I Linker | Debug Ltilties

—Configure Flash Menu Command
¥ Use Target Driver for Aash Programming ¥ Use Debug Driver

— Use Debug Driver — Settings ¥ Update Target before Debugging

| Init File: I.\Dmgram.ini Edit...

{” Use Extemal Toal for Aash Programming

Cnmmand'l _I

.Nguments:l
I FunIndzpendent

—Canfigure Image File Processing (FCARM):

Output File Add Output File to Group:
sources LI
Image Files Root Folder: I ™ Generate Listing
ok | Cancel | Defauts | Help

6. Switch to the Debug tab.
«  Make sure that the Load Application at Startup check box is not checked.
+  Select the debug.ini file in the Initialization File field.

W. Options for Target 'Target 1'

Device I Tanget I COutput | Listing I User | C/C++ {,ﬂ.CG)l Asm I Linker Debug | Ltilities I
" Use Simulator  with restrictions Settings |  Use: [ULINK2/ME ARMv3-M Debugg | Settings
[~ Limit Speed to Real-Time
[V Load Application at Startup V¥ Run to main() [~ Load Application at Startup I ¥ Run to main(]
Initialization File: Initialization File:
| | Eai | | [debugini Ed...
Restore Debug Session Settings ————————— Restore Debug Session Settings ——————————
¥ Breakpaints v Toolbox ¥ Breakpoints v Toolbox
¥ Watch Windows & Performance Analyzer ¥ Watch Windows V¥ Tracepoints
¥ Memory Display [V System Viewer ¥ Memory Display ¥ System Viewer
CPU DLL: Parameter: Driver DLL: Parameter:
f | [SARMVEM.DLL |-MPU
Dialog DLL: Parameter: Dialog DLL: Parameter:
| | |TCM DLL |1)CM33
[~ Wam if outdated Executable is loaded ™ Wam if outdated Executable is loaded
Manage Companent Viewer Description Files .. |
ok | cancel | Defauts | Help

7. Click OK to close the Options dialog.

8. On the main menu, select Project > Build Target to build the application and execute post-build
commands.

After following these steps, you should be able to run Debug, Erase, and Program for the AIROC™ CYW20829
device.
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After you have successfully built the application and programmed the device, you may wish to make changes,
such as configuring hardware settings for the BSP and the device, as well as adding and updating libraries. To
do that, you will need to open a specific ModusToolbox™ tool or configurator, make appropriate hardware or
library changes, and then re-export to update the application.

10.1 Configure hardware

Configuring hardware involves using the BSP Assistant tool to change the device and/or configurations. We
recommend that you back up your project files first. Then, open the Library Manager using one of the methods
described in Opening ModusToolbox™ tools and configurators. Refer to the BSP Assistant user guide for all the
details about how to use this tool.

If you just want to modify parts of the existing device such as peripherals, ports/pins, clocks, etc., you can open
the Device Configurator from the BSP Assistant, or as described in Opening ModusToolbox™ tools and
configurators. For more details about that tool, refer to the Device Configurator user guide.

10.2 Add/update libraries

Another way to make changes to your application is by adding and updating various libraries. You do this with
the Library Manager. We recommend that you back up your project files first. Then, open the Library Manager
using one of the methods described in Opening ModusToolbox™ tools and configurators. For more details about
the Library Manager, refer to the user guide.

10.3 Opening ModusToolbox™ tools and configurators

When working with a ModusToolbox™ application in Keil pVision, it is not as convenient to open various tools
and configurators as it is using Eclipse or Visual Studio Code. Those IDEs have customized plug-ins or
extensions that provide a more integrated experience. Still, there are some ways to open various
ModusToolbox™ tools for use with Keil pyVision. Here are a few of them:

10.3.1 Configuring Keil pVision

One option to open ModusToolbox™ tools is to configure the Keil pVision Tools menu using the Customize Tools
Menu dialog to add shortcuts to the various tools. This is a one-time configuration for each tool you wish to
add. Then, the tools will be available for all your ModusToolbox™ applications running in Keil pVision.

Customize Tools Menu

ModusTooIbox BSF Assistant
ModusToolbox Library Manager Export...

™ Prompt for Arguments
W Run Minimized
™ Run Independent

FroTETiE |C:'-.Users'-\folleﬂcj ‘Modus Toolboxtools_3.5\modus-shell\bin® .,

Initial Folder: | J

Arguments: |-c "PATH=/usr/bin:8$PATH; make C "SP"/.. device-configurator”

QK Cancel | Help |
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On this dialog, click the Menu Content "New" button and enter a name for the tool. Then, complete the
following:

. Command: [path-to-modustoolbox-tools]\modus-shell\bin\bash.exe

This opens the bash shell from the tools package installation location. You can navigate to the executable
using the [...] button.

. Arguments: -c "PATH=/usr/bin:$$PATH; make -C '$P' [tool-name]"
This passes a command to the bash shell to open the specified [tool-name] (for example, device-
configurator, bsp-assistant, library-manager, etc.).

The variable '$p' is the pVision project directory, and it is quoted because it returns a Windows-style path,
which does not work without the quotes in bash. If the application is multi-core, add /. . to navigate to one
directory higher where the Makefile is located.

+  Run Minimized: This check box is optional. If selected, the bash shell is minimized in the Taskbar running
the command to open the tool.

For more details about this dialog, refer to the Keil pVision user guide/help.

10.3.2 Using modus-shell

Another way to open tools and configurators and update the application is to use the modus-shell bash
terminal. Open this tool from the installation directory or by typing "modus-shell" in the Windows Search box.

As described in the ModusToolbox™ tools package user guide "ModusToolbox™ build system' chapter, you can
run numerous make commands in the application directory. These include launching tools and configurators.
In the modus-shell terminal, navigate to the application or project directory containing the Makefile, and run a
make [tool-name] command. For example:

cd mtw/example/Hello_World

make library-manager

For consistency, the [tool-name] is always the name of the tool file name on disk, such as library-manager,
bsp-assistant, device-configurator, etc. You can view tool/configurator names by using the make help
command.

When you open tools and configurators this way, they are opened in context with your application.

10.3.3 Opening directly

Another way to open any ModusToolbox™ tool or configurator is directly by launching it from the installation
directory, under tools_[version]. On Windows, you can also use the Search box and type the name of the tool.
After the tool opens, you will have to find the configuration file or project directory from the tool to use it with
your application. Each tool and configurator includes a user guide for how to do this.

10.4 Re-export to update application

After running a tool or configurator to make some change, you will need to update the application in Keil
pVision using the make uvision command with the modus-shell terminal.

Note: It's very important to pay attention to the name of your cprj file(s). The name is always the one you
specified when creating the project. However, if you exported from another IDE without using the
CY_IDE_PRINAME variable, the name will come from the project Makefile, which might be different than
the cprj file name..
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The basic command is as follows:

make uvision CY_IDE_PRINAME=[existing-cprj-name] TOOLCHAIN=ARM

After running the command, verify the cprj file(s) is(are) updated, and then double-click to overwrite the uprojx
file(s). When you view the project in Keil pVision, you will see the updated file structure.
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