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Visual Studio Code for ModusToolbox™ user guide

ModusToolbox™ tools package version 3.8.0

About this document
Scope and purpose

This document provides information and instructions for using Visual Studio Code (VS Code) with
ModusToolbox™ software.

ModusToolbox™ software is a set of tools and libraries that support device configuration and application
development. These tools enable you to integrate our devices into your existing development methodology.

A newer version of this document may be available on the web here.

Document conventions

Convention Explanation

Bold Emphasizes heading levels, column headings, menus and sub-menus.

Italics Denotes file names and paths.

Monospace Denotes APlIs, functions, interrupt handlers, events, data types, error handlers, file/folder
names, directories, command line inputs, code snippets.

File > New Indicates that a cascading sub-menu opens when you select a menu item.

Reference documents

Refer to the following documents for more information as needed:

+  ModusToolbox™ software installation guide - Provides information and instructions about installing the
tools package on Windows, Linux, and macOS.

+  ModusToolbox™ tools package user guide - Provides information about all the tools included with
ModusToolbox™ tools package.

+  Debuggingin Visual Studio Code

+  GitHub - Marus /cortex-debug: Visual Studio Code extension for enhancing debug capabilities for Cortex-M
Microcontrollers
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1 Download/install software

1 Download/install software

1.1 ModusToolbox™ software

Download the ModusToolbox™ Setup program from https://softwaretools.infineon.com/tools/
com.ifx.th.tool.modustoolboxsetup. Refer to the instructions in the ModusToolbox™ software installation guide
for how to install the necessary ModusToolbox™ tools and packages.

1.2 VS Code

The ModusToolbox™ tools package includes various tools to create and manage applications, but it does not
include VS Code. If you do not already have VS Code installed on your computer, you can download it from the
website:

https://code.visualstudio.com/

After opening an application in VS Code, it will recommend several extensions. The Cortex-Debug extension is
required for build and debug. Other extensions such as Arm” Assembly, ModusToolbox™ for VS Code, and clangd
improve the development and debug experience. Use the search under Extensions to locate and install them:

»] File Edit Selection View Go

EXTENSIONS (SIS

Search Extensions in Marketplace g

> INSTALLED 1
» RECOMMENDED 2
» MCP SERVERS

v o D

B

+  Cortex-Debug

Cortex-Debug ‘D 52ms
ARM Cortex-M GDB Debugger support for VSCode

marus23 i

«  Arm’Assembly

Arm Assembly
. Arm assembly syntax support for Visual Studio Code

dan-c-underwood i3

+  ModusToolbox™ for VS Code

ModusToolbox™ for VS Code o) 186ms
@ Comprehensive development environment far Infinec...

infineon-technologies-ag £21
+ clangd
clangd ' 161ms
@ C/C++ completion, navigation, and insights
£ 1LV )
1.3 J-Link

For J-Link debugging, download and install J-Link software:
https://www.segger.com/downloads/J-Link
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2 Getting Started

2 Getting Started

This section covers the ways to get started using VS Code with ModusToolbox™ software
+  Create new application

+  Export existing application

+  OpenworkspaceinVS Code

2.1 Create new application

Creating an application includes several steps, as follows:

2.1.1 Step 1: Open Project Creator tool

The ModusToolbox™ Project Creator tool is used to create applications based on code examples and template
applications. The tool is provided in GUI form and as a command line interface. For more details, refer to the
Project Creator user guide. By default, the tool is installed in the following directory:

<user_home>/ModusToolbox/tools_<version>/project-creator

Open the Project Creator tool as applicable for your operating system. You can launch it from the
ModusToolbox™ Dashboard. .

¥ Choose Board Support Package (BSP) - Project Creator

Settings Help
~Source Templat
Enter filter text... £ Create from MPN... Browse for BSP... 5 KIT PSC3MS5 EVK
Kit MName ~  MCU/SOC/SIP Connectivity The PSOC™ Control C3 MCU Evaluation Kit (KIT_PSC3M5_EVK] is

AIROC™ Bluetooth® BSPs based on the PSOC™ Control family of devices. It enables the
AIROC™ Cannectivity BSPs evaluation and development of applications for the PSOC™ Control
PMG BSPs CIMCL;
PSOC™ 4 BSPs
PSOC™ 6BSPs
PSOC™ Control BSPs
PSOC™ Edge BSPs
Reference Design BSPs
TRAVEQ™ BSPs
USE BSPs
Wireless Charging BSPs
XMC™ BSPs

Summary:

BSP: KIT_PSC3M5_EVK

Press "Mext" to select application.

Next > Close
Note: The ModusToolbox™ Assistant extension has an internal process to create an application. Refer to the
extension guide.
2.1.2 Step 2: Choose Board Support Package (BSP)

When the Project Creator tool opens, expand one of the BSP categories under Kit Name and select an
appropriate kit; see the description for it on the right. For this example, select the KIT-PSC3M5_EVK kit. The
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2 Getting Started

following image is an example; the list of boards available in this version will reflect the platforms available for
development.

Choose Board Support Package (BSP) - Project Creator

Settings Help

~Source Templat:

Enter filter text.. /7 Crestefrom MPN... Browse for BSP... [ KIT PSC3MS5 EVK

Kit Name ¥ MCU/SOC/sIP Connectivity The PSOC™ Control C3 MCU Evaluation Kit (KIT_PSCIMS_EVK] is
AIROC™ Bluetooth® BSPs based on the PSOC™ Control family of devices, It enables the
AIROC™ Connectivity BSPs evaluation and development of applications for the PSOC™ Centrol
PG BSPs GG,
PSOC™ 4 BSPs

PSOC™ 6 BSPs
PSOC™ Control BSPs
KIT_PSC3M5_2GO PSCIMSFDSZLGOT  <nones

¢

KIT_PSCaM5_CC1 PSC3MSFDS2AFQT  <none>
KIT_PSCaM5_CC2 PSC3MSFDS2AFQT  <none>

| KIT_PSC3M5_EVK PSC3MSFDSZAFQT  <none>

~ PSOC™ Edge BSPs
KIT_PSE34_Al PSEB46GPS2DBZCAA LBEESHY2FY (CYWS55513IUBG)

KIT_PSES4_EVAL_EPC2Z  PSEB46GPS2DBZCAA CYW35513IUBG
KIT_PSES4_EVAL_EPC4 PSEB46GPS4DBZCAA CYWS5513IUBG
Reference Design BSPs
TRAVEQ™ BSPs
USB BSPs
Wireless Charging BSPs
XMC™ BSPs

Summary:
BSP: KIT_PSC3M5_EVK

Press "Mext" to select application.

Next > Close

2.1.3 Step 3: Select application
To select an application:
1. Click Next > to open the Select Application page.

This page displays example applications, which demonstrate different features available on the selected
BSP. In this case, the KIT-PSC3M5_EVK provides the PSOC Control MCU. You can create examples for
various peripherals and security.

2. Click Browse... next to Application(s) Root Path to create or specify a folder where the application will
be created.

3. Pull down the Target IDE menu and select Microsoft Visual Studio Code.

4, Under the Template Application column, expand Getting Started and select Hello World from the list.
This example exercises the PSOC™ Control MCU to blink an LED.

User guide 5 002-37543 Rev. *K
2026-03-21



Visual Studio Code for ModusToolbox™ user guide

2 Getting Started

2.1.4

1.

User gui

¥ Select Application - Project Creator

Settings Help

Application(s) Root Path:  C:/examples/control-vs-code|

Browse...

Target IDE: Microsoft Visual Studio Code

Enter filter text...

Template Application
~ Getting Started
Empty App
(Z) FreeRTOS Blinky
| Hello World
(”) ooB DEMO
Peripherals
Security

“ Mew Application Name New BSP Name

Hello_World APP_KIT_PSC3M35_EVK

4 Browse for Application.. T =

“Hello World" message on a terminal and blinking an LED using a timer
resource. This code example is based en PDL libraries.

For more details, see the README on GitHub.

= B This code example demonstrates a simple UART communication by printing

Template Application(s): Hello World
Application(s) Root Path: C:/examples/control-vs-code

Press "Create” to create the selected application(s).

< Back Create

Close

Note:

The actual application names available might vary.

infineon

Type a name for your application or leave the default name. Do not use spaces in the application name.
Also, do not use common illegal characters, such as:

SPVAN S IR I

Step 4: Create application

To create the application:

Click Create.
The tool displays various messages.

de
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2.2

Select Application - Project Creator

Settings Help

C:/examples/control-vs-code Browse...
Microsoft Visual Studio Code ~
Enter filter text... Browse for Application.. ¥ = B2 5| [ This code example demonstrates a simple UART communication by printing a
“Hello World" message on a terminal and blinking an LED using a timer
Template Application ~ ~  Mew Application Name New BSP Name resource. This code example is based on PDL libraries.

~ Getting Started
Empty App
(O) FreeRTOS Blinky

For more details, see the README on GitHub.

\ Hello World Hello_Weorld APP_KIT_PSC3M3_EVK
(O ooe pEmo
Peripherals
Security

Info: The following entered on the command line will create the exact same project as that created with the GUI tool:
C:/Users/follettcj/ModusToolbox/tocls_3.6/project-creater/project-creator-cli.exe --board-id KIT_PSC3M3_EVK --beard-uri http://github-mirrer.infineen.com/Infinecns
TARGET_KIT_PSC3M5_EVK --board-commit latest-v2.X --app-id mtb-example-ce240510-hello-werld --app-uri http://github-mirrer.infineen.com/Infineon/mtb-example-ce240310-hello-world
--app-commit latest-v1.X --target-dir Ci/examples/control-vs-code --user-app-name Hello_World --use-modus-shell

Starting application creation for 'Ci/examples/control-vs-code/Hello_World'.

Acquiring the application source ‘http://github-mirror.infineon.com/Infinean/mtb-example-ce240510-hello-world.

Git#0> Cloning into 'Hello_World'...

< Back Create

When the process completes, a message states that the application was created.

The application "Hello_World" was successfully exported to Microsoft Visual Studio Code.
0 error(s), 0 waming(s)

Summary:

Successfully created and exported "Hello_Werld" application.

< Back Create Close

Click Close to exit the Project Creator tool.

Export existing application

infineon

If you have a ModusToolbox™ application that was created for another IDE or the command line, you can export
that application to be used in VS Code. Open a terminal window in the application directory and run the
command make vscode.

2.3

Open workspace in VS Code

In VS Code, select File > Open Workspace from File, navigate to the location of the application that was just
created, select the workspace file, and click Open.
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2 Getting Started

:d Open Workspace from File X
« v h <« Users » Test » mtw3.1 > vscode » Hello_World » v | O 2 Search Helle_World
Organize = New folder =~ [ @
@ My Desktop 2 MName Date modified Type Size
wscode File folder
@ My Documents .
bsps File folder
& My Sync build File folder
deps File folder
3 This PC P i
- images File folder
< 3D Objects libs File folder
[ Desktop | Hello_World.code-workspace Code Workspace ...
Documents
{ Downloads
J’! Music
[&] Pictures
B videos
e Windows (C:)
A R h= e
File name: |HeIIo_WorId.code-workspace v| Code Workspace (*.code-works ~

Depending on your settings in VS Code, you may see a message about trusting the authors. If so, click Yes, |
trust the authors.

@ Do you trust the authors of the files in this workspace?

Code provides features that may automatically execute files in this workspace.

If you don't trust the authors of these files, we recommend to continue in restricted
mode as the files may be malicious. See our docs to learn more.

C:\Wsers\Test\mtw3.1l\vscode\Hello World\Helle World (Workspace)

Yes, | trust the authors Mo, | don't trust the authors

Trust workspace and enable all features Browse workspace in restricted mode

VS Code opens with the Hello_World workspace in the EXPLORER view.

User guide 8 002-37543 Rev. *K
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) Fle Edit Selection View Go Run Terminal Help £ Helle World (Warkspace) Domop - m] x

@ EXPLORER

~ HELLO_WORLD (WORKSPACE)
~ Hello_World
» Nscode
> bsps
> build
> deps
> images
> libs
.cyignore
€ .gitignore
Hello_World.code-warkspace
LICENSE
€ main.c
M Makefile
openocd.tcl
@ README.md
~ mtb_shared
> catlcmOp Show All Commands | Cir
» cmsis
> core-lib
» core-make Find in Files Ctri | + [ Shift |+ | F
> mtb-hal-cati
>
>
>

mtb-pdl-cat Start Deb
recipe-make-cat1a o
retarget-io gg

> OUTLINE
> TIMELINE

User guide 9 002-37543 Rev. *K
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3 Add/modify application code

Code example applications work as they are, and there is no need to add or modify code in order to build or
program them. However, if you want to update and change the application to do something else, open the
appropriate file in the code editor.

Double-click the main.c file to open it.

>G File Edit Selection View Go Run Terminal Help jeo. Hello_ Warld (Workspace)

EXPLORER C mainc x®

* HELLO_WORLD (WORKSPACE) [ B 0 @ Hello_World > € mainc >.
e s e i ey eeeah iy e eaig e e e e el e e
v Hello World 33 * Software or any product or circuit described in the Software. Cypress does
> wscode 34 * not authorize its products for use in any products where a malfunction or
> bsps 35 * failure of the Cypress product may reasonably be expected to result in
5 build 36 * sgignificant property damage, injury or death ("High Risk Product™). By
> deps 37 * including Cypress's product in a High Risk Product, the manufacturer
5 images 28 * of such system or application assumes all risk of such use and in doing
o 39 * s0 agrees to indemnify Cypress against all liability.
> libs D R RRRE AR KRR R R R R R R KRR R KR KR R R KRR AR R R AR RN
.cyignore a1
€ _gitignore 42 #include "cyhal.h"
Hello_ World.code-workspace 43 #include "cybsp.h”
LICENSE a4 #include "cy_retarget_io.h"
BT
46
M Makefile a7 G T T TP
openocd.tcl 48 * Macros
(@ README.md 10 R R R R R R R R R KRR bR AR R R R R A
~ mtb_shared ce /* LED blink timer clock value in Hz */
> caticmop 51 #define LED_BLINK_TIMER_CLOCK_HZ (10660)
» cmsis o2 ) ) )
3 cora-lib 53 /* LED blink timer period value */
54 #define LED_BLTNK_TTMER_PERTOD (9999)
» core-make 55
> mtb-hal-cati 56
> mtb-pdl-cati 57 R
> recipe-make-catla 58 * Function Prototypes
DO R R R R R R R R R R R R

> retarget-io

60 void timer_init(void);
61 static void isr_timer(void *callback_arg, cyhal_timer_event_t event);

62
> OUTLINE 63
> TIMELINE 64 AR RO GO0 IO IOOKOE IO F OO0 KOO0 GO KOO IOROE X0

In1,Col1 Spacesd UTF-8 LF C MIB & &

As you type into the file, a dot will appear in the file’s tab to indicate changes were made. The file icon will also
indicate that there are unsaved changes.

:IQ Eile Edit Selection WVMiew Go Run Terminal Help =

EXPLORER C mainc | ®

HELLO_WORLD (WORKSPACE) Hello_World > € mainc >,

002-37543 Rev. *K
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4 Using ModusToolbox™ tools

4 Using ModusToolbox™ tools

4.1 ModusToolbox™ Assistant extension

The easiest way to open various ModusToolbox™ tools with VS Code is by installing the ModusToolbox™
Assistant extension, which provides access to tools, configurators, and documentation.

) File Edit Selection View Go Run - Q PSOC_Edge_Machine_Learning_Face_ID_Demo (Workspace) &~ IEN =]

@ EXPLORER ModusToolbox™ for VS Code X @ g -

> OPEN EDITORS
~ PSOC_EDGE MACH... [ Ba C @&
~ PSOC_Edge_Machine_Learning_Fa...
Z_; > .modustoolbox
> wscode

{4} Getting Started (&) Create Praject (5 Recent 1 Application % Dev Kits ¥2 LCs % Settings >

> application_code
NS o
=3 ? bsps

! 7 ™
> b Welcome to ModusToolbox™ for VS Code
% > configs o
> d
=] 5 m:;es Your comprehensive development environment for Infineon's ModusToolbox™ ecosystem.
> libraries Build embedded applications with ease using our integrated tools and libraries.
> proj_em33_ns
? proj_em33_s _ -
> proj_ems5 (& Create New Project (© Recently Opened

> templates

.clangd
.cyignare
€ .gitignore
.mtbqueryapi .

M common_sppm Quick Start
M common.mk
LICENSE

M Makefile .
openocd.tcl (&) Watch Intro Video
PSOC_Edge_Machine_Learning_F...

@ READMEmd

> proj_cm33_s

> proj_cm33_ns
> proj_cm55 RESOU rces
~ mtb_shared

.clangd

® = L

> OUTLINE
> TIMELINE Code Examples Documentation Community

| ®oho 8 &)

4.2 Command line

Alternatively, you can open various ModusToolbox™ tools using make commands in the terminal. Select
Terminal > New Terminal, then select the main project folder for your application (in this case, Hello_World):

View | Belect current working directory for new termina ‘ ]

Hello World CAUsers\Testimiw3. 1\wscode

mtb_shared C\Users\Test\mtw3.1\wscode

KSPAC

Note: On Windows, use the modus-shell (Cygwin) terminal.

This section covers a few of the tools you might open more frequently. For a complete list of the tools available,
refer to the tools package user guide.

002-37543 Rev. *K
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4 Using ModusToolbox™ tools

4,.2.1 Library Manager

To add, remove, or modify libraries, open the Library Manager using the following command:

make library-manager

Refer to the Library Manager user guide for details about that tool.

4.2.2 BSP Assistant

To create or modify a BSP, open the BSP Assistant using the following command:

make bsp-assistant

Refer to the BSP Assistant user guide for details about that tool.

4.2.3 Device Configurator

To view peripherals, pins, clocks, etc., open the Device Configurator using the following command:

make device-configurator

The Device Configurator provides access to the BSP resources and settings. Each enabled resource contains one
or more links to the related APl documentation. There are also buttons to open other configurators for
CAPSENSE™, QSPI, Smart I/0, etc. For more information, refer to the Device Configurator user guide, which is
also available by selecting View Help from the tool’s Help menu.

¥ C/mtw/getting_started2/Hello_World/bsps/TARGET_APP_KIT_PSC3M5_EVK/config/design.modus - Device Configurator

File Edit Settings View Help
PSCIMSFDS2AFQ1 TCPWMIO0] Group[1] 16-bit Counter 0 (TCPWM_COUNTER) - Parameters g x
Peripherals  Pins  Analog  System  Peripheral-Clocks ~ DMA Enter filter text... 4 0 TERBR
Enter filter text.. B K E P Name Value
Resource Name(s) Personality ~ Overview
Communication
“ Digital (2) Configuration Help  Open Timer - Counter (TCPWM) Documentation
“ Timer, Counter, and PWM (TCPWM)
TCPWMID] Group 0 ~ General
~ TCPWMID] Group 1 (2) Clock Prescaler Divide by 32 v
TCPWMID] Group[1] 16-bit Counter 0 TCPWM_COUNTER Timer - Counte '@ Ceunter Resoluticn (% 16-bits
O TCPWMID] Group[1] 16-bit Counter 1 tepwm_0_group_1_cnt_1 '@ Run Mode Continuous ~
D TCPWMID] Group[1] 16-bit Counter 2 tepwm_0_group_1_cnt_2 '@ Period 10000
() TCPWMIO] Group(1] 16-bit Counter 3 tepwrn_0_group_1_cnt_3 (7) Compareor Capture  Capture -
() TCPWMID] Group(1] 16-bit Counter 4 tepwm_0_group_1_cnt 4 (Z) swapping Enable O
O TCPWMID] Group[1] 16-bit Counter 5 tepwm_0_group_1_ 5 '@ Count Direction Up ~
() TCPWMID] Group[1] 16-bit Counter 6 tcpwm_0_group_1_ ~ Glitch Filter
O TCPWMID] Group[1] 16-bit Counter 7 tepwm_0_group_1_ 7 '@ Glitch Filter Enable O
O TCPWMID] Group[1] Motif 0 tepwm_0_group_1_mot.. ~ Capture
~ TCPWMID] Group 2 (Z) Capture 0 Input Disabled v
(Z) TCPWMID] Group(2] 16-bit Counter 0 tepwrn_0_group_2_cnt_0 (@ Capture 1 Input Disabled -
() TCPWMID] Group(2] 16-bit Counter 1 tcpwm_0_group_2_cnt_1 ~ Interrupt Seurce
U T el St e e TCPWMID] Group[1] 16-bit Counter 0 (TCPWM_COUNTER) - Param... Code Pre...
Motice List g x
oS (T
¥ Fix Description Location
| Ready
. . . . ®
Note: The Device Configurator cannot be used to open Library Configurators, such as Bluetooth™.
H *
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5 Build the Application

5 Build the Application

Building the application is not specifically required, because building will be performed as part of the
programming and debugging process. However, if you are running VS Code without any hardware attached you
may wish to build your application to ensure all the code is correct.

Select Terminal > Run Task. Then select Build Hello_World.

K] File Edit Selection View Go RunHeIp

bele:tlke task to run ‘

-1 New Terminal Ctrl+Shift+”
EXPLORER -
’ Build Hello World racently used 1 &3 X
~ HELLO_WORLD (WORKSPACE) Clean Hello World
> mtb_shared : Library e lo_World
& Run Build Task.. Crl+shiftsB Tool: Library Manager Hello World
B grunt contributed
Run Active File
B gulp
Run Selected Text B jake
B3 npm
B3 typescript
B3 eppbuild
Show All Tasks...

Configure Tasks...

Configure Default Build Task...

Build information will display in the Terminal.

PROE OUTPUT  DEBUG CONSOLE

Mm@ o~ x

TERMIMAL

(e}
3
3

2

05 Build {Hello_World) - Task (

file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file
file

ext
ext
ext
ext
ext
ext
ext
ext
ext
ext
ext
ext
ext
ext
ext
ext
ext
ext
ext

Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling
Compiling

The build should complete successfully with messages similar to the following:

cy_ctdac.c
cy_dma.c
cy_dmac.c
cy_efuse.c
cy_efuse vi.c
cy_ephy.c
cy_ethif.c
cy_evigen.c
cy_flash.c
cy_flash_srom.c
cy_flash_wv2.c
cy_gpio.c

cy i2s.c
cy_ipc_bt.c
cy_ipc_drv.c
cy_ipc_pipe.c
cy_ipc_sema.c
cy_keyscan.c
cy_lin.c

PROBLEMS QUTPUT DEBUG CONSOLE TERMINAL PORTS MEMORY XRTOS
= Build complete =

| Section Mame |  Address | size |

| .text | exizeeeeee | 29848 |

| .ARM.exidx | exizee7ase | 8 |

| .copy.table | ex12e874a8 | 24 |

| .zero.table | exi2ee7abs | 8 |

| .ramvectors | ex34pe0000 | 624 |

| .data | ex3deee27e | 1128 |

| .noinit | ex3d@ee6ds | 84 |

| .bss | ex34@0072c | 852 |

| .heap | ex34@00a80 | 58752 |

| .cy_sharedmem | ex34eefsea | 8 |

Total Internal Flash (Available) 262144

Total Internal Flash (Utilized) 31816
n Terminal will be reused by tasks, press any key to close it.
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6 Program/debug

This section covers various aspects of programming and debugging using VS Code:
+  Program/debug common

+  Program/debug using KitProg3/MiniProg4

+  Program/debug using J-Link

+  Multi-core debugging

+  Program/debug secure configuration devices

6.1 Program/debug common

The VS Code GUI shows these launch configurations by default:

« Launch: This builds the associated project, programs project-specific output file, and then starts a
debugging session.

+  Attach: This starts a debugging session attaching to a running target without programming or resetting.
+  Erase Device: This erases all internal memories.
« EraseAll: If present, erases all internal and external memories.

«  Program: This builds the associated project, programs project-specific output file, and then runs the
program.

6.1.1 Program

Open the main menu, select Terminal > Run Task. On the selection menu, select the "program" task.

| I’-.ele:'. the task to run |

Build Hello_World configured
Clean Hello_World

Erase Device Hello_ World

Program Hello World o
Rebuild Hello_World

Tool: Library Manager Hello_World

If needed, VS Code builds the application and messages display in the Terminal. If the build is successful, device
programming starts immediately. If there are build errors, then error messages will indicate as such. When
programming completes successfully, the LED will start blinking.

SLLLLT]])

CTTTTTTT
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6.1.2 Debug

Select the Run and Debug icon in the VS Code Activity Bar, select the Launch PSoC C3 CM33
(KitProg3_Miniprog4) or Launch PSoC €3 CM33 (JLink) Launch Configuration, and click Start Debugging
icon or press F5.

| RUN AND DEBUG [ D] Launch PSoC €3 CM33 (KitProg3_MiniProg) (Hello_World) ~ | & +-

| RUN AND DEBUG | [» | Launch PSoC €3 CM33 (JLink) (Hello_World) ~ | &% ---

If needed, VS Code builds the application and messages display in the Console. If the build is successful, VS
Code switches to debug mode automatically. If there are build errors, then error messages will indicate as such.

®) FEile Edit Selection View Go - &« £ mtb-example-ce240510-hello-world (Workspace) 8- o Q O - O %
RUN AND DEBUG | [>| Launch PSOC C3 CM33 (KitProg3_b~ | 48 - DI ¥ T O Fopine X E Preview READMEM g -
v VARIABLES Hello_World > € main.c > @ main
/O ~ Local BT e e
el o A ons N L =
E_G > Global 98  * Return: S
> Static: ./main.c 99 * int
> Registers 18
> WATCH 102 int main(void)
B8 v cawsmcx Paused onbreskpoint L 183 { -
main@@x12008978 C:/miw/getting_started2/Hello_World/mai... 1“; cy_rslt_t result;
. 85
(=] 186  #if defined (CY_DEVICE_SECURE) s
18
189 =
118 esult = &udt_ob -
111 CY_RSLT_SUCCESS == result
112 Zurt nhi
- BREAKPOINTS + & & PROBLEMS @)  OUTPUT  DEBUGCONSOLE  TERMINAL -+ Filter (e.g, text, lexclude, \.. o=
v CORTEX LIVE WATCH ** Target acquired m
Hint: Use & Enable "liveWatch™ in your launch.json to enable this... [psc3.cm33] b ed due to debug-request, current mode: Thread
xPSR 080800 pc: 8x1088727e msp: 0x34001dd4
kitp acquiring device in Test Mode using custom target sequence...
adap srst delay: 5@
Info : Boot status [@x5220@418: CYBOOT IDLE BRANCH REACHED]
- i in Test Mode
 XPERIPHERALS
> BACKUP @ 0x42220000
> CANFDO @ 0x42800000
@ > CPUSS @ 0x421c0000
> CPUSS_PPU @ 0x42105000 cELE
{?,} > CPUSS_SL_CTL @ 04218000 S =
®0\A/2h w; L;m(: %ié“&aam@,uiniw (Hello World)  clangd: idle In103,Col 1 Spacesi4 UTF-8 LF {} C & MTB:Ready (Hello World) [

6.1.3 Changing programming interface SWD/JTAG

To change the target interface, update the application’s bsp.mk file by adding a make variable as shown
(possible values are ‘swd’ and ‘jtag’).

MTB_PROBE_INTERFACE=swd

Then, regenerate launch configurations:

User guide 15 002-37543 Rev. *K
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6.1.4 Update debugger serial number

If there are two or more debugger probes connected to your computer, the first detected probe will be used by
default. There should not be more than one probe with the same serial number. Use this method if you want to
use only one specific device. Use OS-specific tools to determine the serial number of connected USB devices.

Update application's bsp.mk file by adding variable below with the serial number specified, and regenerate
launch configurations:

MTB_PROBE_SERIAL=0BOBOF9701047400

6.1.5 Add Live Watch

While debugging an application in VS Code, it is possible to add a Live Watch variable. This topic provides an
example using the Hello World application.

Note: Live Watch is not supported for multi-core applications.

1. Open the application's launch.json file, and locate the launch configuration. In this case "Launch PSoC
C3 CM33 (KitProg3_MiniProg4)".

2, Scroll to the end of the configuration and add the following:

"liveWatch": {
"enabled": true,
"samplesPerSecond": 4

3. Open the main.c file and declare a global variable:

volatile int count = 0;

4, Add the code to increment the variable every time the LED is blinking:

count++;

/* Check if timer elapsed (interrupt fired) and toggle the LED */
if (timer_interrupt_flag)

/* Clear the flag */
timer_interrupt_flag = false;

/* Invert the USER LED state */
Cy_GPIO_Inv(CYBSP_USER_LED_PORT, CYBSP_USER_LED PIN);

/* Increment the count in Cortex Watch */
count++;

}

5. Launch a serial terminal such as PuTTY to monitor the output.
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Note:

This step may only be required for applications that have output, such as Hello World.

6. Start the debugger. When it stops at main(), add the count variable to the CORTEX LIVE WATCH section
and press the [Enter] key.
P #] File Edit Selection View Go - || cwrﬂ I
@ RUM AND DEBUG | [» | Launch PSoC C3 Enter Live Watch Expression (Press 'Enter’ to confirm or 'Escape’ to cancel)
> VARIABLES Live-Watch > € main.c > @ main
p >WATCH a7 Jf:i(*-3*3-*3-3-:3'3*33*3'33'3**3*3
% CALL STACK R a4 * rate. The while loop also ch
3_9 v FIENTINIE Ei stops/restarts LED blinking.
~ CORTE)( LIVE WATCH 7 Ox 97  * parameters:
% Hint: Use & Enable "liveWatch® in YO agg expression to Live Watch window | *  void
99
lea * Return:
=: 181 * int
7. Check that the variable was added to the list and click on Run/Continue to proceed with debugging.
8. Observe that the variable's value increments as the code is running.
( ’o File Edit Selection View Go & j mtb-example-ce240510-hello-world (Worl
Q) RUNANDDERUG| D Launch PSOC C3 CMI33 (KitPrev @& - ® 1 O &~
> VARIABLES Live-w Pause (F8) o o 5 @3 main
)WAT(H a7 fH*'H*K'*K—RR—H*HH*H—KK
» CALL STACK Pausad on breakpoint o4 * rate. The while loop
2,9 v CETTa0TE En stops/restarts LED bl
s CORTEX LIVE WATCH o s
- 97 Parameters:
count: Bx4 08 * wvoid
& 99
6.1.6 Add SEGGER SWO/RTT Grapher

You can use the SEGGER real-time transfer (RTT) to visualize the output of the target performed via the SWO
pin. This section provides an example:

1. Start by adding the live watch described in the previous topic.
2. In the main.c file, add an include for the SEGGER RTT header file:
#include "SEGGER_RTT.h"
3. Also, change the "count" global variable to uint32_t:
static uint32_t count = 0;
4, Next, locate the main "for" loop. Insert these two lines directly before the loop:
SEGGER_RTT_Init();
SEGGER_RTT_ConfigUpBuffer(@, NULL, NULL, ©, SEGGER_RTT_MODE_BLOCK_IF_FIFO_FULL);
User guide 17 002-37543 Rev. *K
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5. Then, inside the loop, update the count=count+1; line to add CySysLib_Delay(); and SEGGER_RTT_Write();
commands, as follows:

for (53)
{
Cy_SysLib _Delay(1090);
count=count+1;
if(count%256==0)
{
count=0;

}
SEGGER_RTT_Write(@, &count, sizeof(count));

/* code continues */

6. Manually add a new file in the deps directory named, segger-rtt.mtb, with the following content:

https://github.com/SEGGERMicro/RTT#main#$$ASSET_REPO$$/RTT/main

7. Edit the .cyignore file with the following content:

# Segger RTT
$(SEARCH_RTT)/main/Examples
$(SEARCH_RTT)/main/Syscalls/SEGGER_RTT_Syscalls_IAR.c

8. Open the Library Manager and click Update, or run make getlibs to update the application and acquire
the RTT library.
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9. Open the launch.json file and, in the same "Launch" configuration where you added the live watch, and
add the rttconfig configuration, as follows:
"liveWatch": {
"enabled": true,
¥
"rttConfig": {
"enabled": true,
"address": "auto",
"decoders": [
{
"label": "",
"port": 0,
"type": "graph",
"encoding": "unsigned",
"graphId": "count",
"scale": 1
}
1
¥
10. Then, add the graphconfig configuration:
"graphConfig": [
{
"label": "RTT variable test",
"timespan": 20,
"type": "realtime",
"annotate": true,
"maximum": 255,
"minimum": 9,
"plots": [
{
"graphId": "count",
"label": "value of count",
"color": "#FF000Q"
}
]
}
]
11. Save allfiles, start the debugger, and then click Continue.
VS Code will display the RTT grapher.
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SWO/RTT Graphs [09:52:16 GMT-0800 (Pacific Standard Time)] X

Cortex-Debug SWO/RTT Grapher

RTT variable test

200 ‘/_/—/"—/J
150 -

100 —

See https://community.infineon.com/t5/ModusToolbox/Using-Segger-RTT-library-in-ModusToolbox/td-p/
965434 for expanding instructions for this example. To learn more about SEGGER RTT support, review these
links:

+  https://github.com/Marus/cortex-debug/wiki/SEGGER-RTT-support
+  https://github.com/Marus/cortex-debug/wiki/SWO-Output#output-graphing-graphing
+  https://github.com/SEGGERMicro/RTT.git

6.1.7 BMI for XMC1xxx/4xxx devices

XMC1xxx/4xxx devices use the Boot Mode Index (BMI) value to determine their boot mode and debug
configuration after power-up. This value is stored in flash config sector 0.

The default boot mode is either:

« ASC_BSL (Bootstrap Loader) - for new, out-of-the-factory, devices. This mode allows erasing and
programming flash via UART or SPI interface using the onboard J-Link Lite debugger and legacy Infineon
tools, but does not allow programming and debugging in ModusToolbox™ and using the standalone J-Link
debugger.

«  SWDO (Serial Wire Debug via Channel 0) - for Infineon kits, like XMC1100 Boot Kit. This mode allows any
flash operations and debugging via the SWD interface.

There are several other modes, including using different channels (pins), SPD protocol, and flash protection
scheme, which you may want to activate (switch to) during the development and production life cycles.

Refer to the following documentation for more details about BMI implementation and usage for XMC1xxx/4xxx
devices.

« Boot Mode Index (BMI) XMC™ microcontrollers
+ Tooling - Boot mode options XMC4000
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+ AN_201511_PL30_005 - Boot mode handling for XMC1000
+  XMC1100 AB-Step Reference Manual
+  SEGGER KBA - Infineon XMC1000: BMI - Boot Mode Index

Switching BMI with the onboard J-Link Lite debugger
With the on-board J-Link Lite debugger, you can switch the BMI using the SEGGER J-Link Commander tool,
which is a part of the J-Link Software Pack that must be installed to use XMC1xxx/4xxx in ModusToolbox™.

1. Connect the XMC™ Kit to USB and start J-Link Commander.
2, In J-Link Commander, connect to the target device, providing its name and specifying the SWD interface.

sction, '?' for help

lt>: XMC1166-8064

e speed [kHz]. <D

IC1160-pB64" selected

«  Use GetBMI command to obtain the current BMI.
+  Use SetBMI command without parameters to list all Boot Mode Indexes.
«  Use SetBMI <index> command to set switch to desired BMI.

The debugger is now able to connect and identify the target after switching the BMI.
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Switching BMI with stand-alone J-Link debugger

Stand-alone J-Link debuggers will automatically switch the BMI mode from ASC_BSL to SWDO0 on target
connection.

No additional steps required for programming and debugging in ModusToolbox™ if Channel 0 is used for debug
pins (SWDIO - P0.14, SWCLK - P0.15).

If a BMI other than SWDO is required, you can use one of three *.pex scripts (ASC_BSL to SWD1, ASC_BSL to
SPDO, and ASC_BSL to SPD1) available in SEGGER’s KBA. You can also use the J-Flash tool, where the desired
BMI mode can be applied after programming, like in the example project file.

Project information 5 X
Setting Value
(-1 General ] xMC1000_Example - Project settings X
Project name ¥MC1e88_Example G |
Host connection USB [Device @] TEHZ: tert Exit steps are a sequence of actions executed by JFlash after programming flash memory
- arg NLerace
[-1TIF ~ MCU # Action Value Value1 Comment
Type SWD .
Init. steps 0 Halt
Init. speed 4068 kHz - |
speed P 1000 kHz @ 1 Write 32bit 0x20000000 0x380120FF RAMCode 1 |
(-] Targor = E‘“: ] 2 Write 32bit  0x20000004 0xDIFC2800 RAMCode 2
neu T — LT pmrf uction 3 Write 330t 0x20000008 0x63014801 RAMCode 3
- - erformance
Core Cortex-Me 4 Write 32bit 0x2000000C 0x47084801 RAMCode 4
Endian Little 5 Write 3zbit  0x20000010 0x00000108 ROM_FUNCTION_TABLE_START + 0x08
Check core ID  Yes (Bx4BABO4TT) 6 Write 32bit  0x20000014 0xD0000FFCO ASC_BSL
Use target RAM 16 KB @ 8x288288088 7 \Write Register PC{R15) 0x20000000 SetPC to start position
[+] Internal flash 8 Go
+ oy Ed love Up
OK Cancel
Log P X
creating new project ...
- Mew project created successfully
Close project
- Project closed
Opening project file [C:\Tasks'\XMC1_<4xxx BMI\XMC1@2@_Example.jflash] ...
- Project opened successfully
to data file specified!
Failed to open data file [C:\Tasks\XMC1_gxxx_BMIN]...
|List of MCU devices read successfully (12893 Devices)
H *
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6.2 Program/debug using KitProg3/MiniProg4

Most PSOC™-based kits use KitProg3/MiniProg4 as the default programmer/debugger, so there is nothing to
configure for them.

6.2.1 Connect the Kit

Follow the instructions provided with the kit to connect it to the computer with the USB cable.

6.2.2 KitProg Firmware Loader

The PSOC™ MCU kits include on-board programmer/debug firmware, called KitProg. KitProg3 is the latest
firmware version. However, some older kits come with KitProg2 firmware installed, which does not work with
the ModusToolbox™ software and you must update them to KitProg3. KitProg3 provides the CMSIS-DAP (Bulk)
protocol by default, which is up to ~2.5 times faster than the CMSIS-DAP (HID) protocol. Both modes can be
used via OpenOCD.

To update it, use the ModusToolbox™ Programmer GUI or the fw-loader CLI tool. Both are provided with the
ModusToolbox™ Programming tools package available from the Setup program.

For more details about these tools, refer to the ModusToolbox™ Programmer GUI user guide or the Firmware
Loader user guide.

Note: On a Linux machine, you must run the udev_rules\install_rules.sh script before the first run of the
fw-loader.
6.2.2.1 Supplying power with KitProg3_MiniProg4

If using the KitProg3 connector on a kit, power is generally supplied by the host PC. When using a MiniProg4,
power is not supplied via the MiniProg4 by default. It is expected that the target MCU will be powered
externally. However, the MiniProg4 does provide the ability to supply power to the target MCU.
Note: Verify the voltage range supported by the target MCU, since it can be damaged by supplying
unsupported voltage. Make sure that your MCU is not powered externally before supplying power
via the KitProg3_MiniProg4 launch configuration. This supply is limited to approximately 200 mA and
is protected against excess current draw. You can select 1.8V, 2.5V, 3.3V, or 5 V.

6.2.2.1.1 Turning power supply on

Debug session

To turn power supply on during a debug session, edit the Launch configurations:

1. Open the Run and Debug view, select the launch configuration to be modified, and click the gear icon
that opens the selected launch configurations in launch.json file.

] File Edit Selection View Go Run - o
ﬂ_;j RUM AND DEBUG | [> | Launch PSoC~ | @ --- Hello_Wor
- VARIABLES Open ‘launch,json
™
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Look for the openocbPreConfiglLaunchCommands property. If it is not present, add it. Update the property to

include the following value:

"set ENABLE_POWER_SUPPLY <mV>"

Where <mv> defines target voltage in millivolts. For example:

Hello_World.code-workspace launchjson @

Hello_World » wscode aunchjson > [ ]configurations > {} 1 > [ 1 openOCDPreConfigLaun
99 "${workspaceFolder}",

168 "${config:modustoolbox. toolsPath}/openocd/scripts/”

161 1,

182 "ppen0CDPreConfiglaunchCommands™: |[

183 "sat ENABLE POWER SUPPLY 3388",

184 "set ENABLE_ACQUIRE 1"

185 1.

186 "configFiles™: [

167 "openocd.tcl”

168 1.

Save the changes to the file.

Programing or erasing

To turn power supply on when programing or erasing, edit the Task configurations:

1. On the main menu, select Terminal > Configure Task....
Select a task to configure |
orld
Erase Device Hello_Warld
Quick Program Hello_World
Rebuild Hello_World
Tool: Library Manager Hello_World
3 Grunt task detection is tuned off. Enable grunt task detection...
£ Gulp task detection is turned off. Enable gulp task detection...
33 Jake task detection is turned off. Enable jake task detection...
2, On the dialog, select the task to be modified, which opens the tasks.json file to that task.
3. Update the task to add the following value to the args property:
_MTB_RECIPE__OPENOCD_INTERFACE=\"source [find interface/kitprog3.cfg]; set
ENABLE_POWER_SUPPLY <mV>";\
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Where <mv> defines target voltage in millivolts. For example:

"label": "Program",
"type": "process",

"command": "bash",
"args": [

"--norc",

"o,

"make -j8 program _MTB_RECIPE__OPENOCD_INTERFACE=\"source [find interface/

kitprog3.cfg]; set ENABLE_POWER_SUPPLY 3300";\ --output-sync"

1,

"windows": {

"command": "${config:modustoolbox.toolsPath}/modus-shell/bin/bash.exe",
"args": [

"--norc",

et

"export PATH=/bin:/usr/bin:$PATH ; ${config:modustoolbox.toolsPath}/modus-
shell/bin/make.exe -3j8 program _MTB_RECIPE__OPENOCD_INTERFACE=\"source [find interface/
kitprog3.cfg]; set ENABLE_POWER_SUPPLY 3300";\ --output-sync"

]

¥
"problemMatcher": "$gcc",
"group": {
"kind": "build"
}

¥

4, Save the changes to the file.

6.2.2.2 Power cycle programming mode with KitProg3_MiniProg4

Note: This section is applicable to PSOC™ 6 and PSOC™ 4 only.

By default, Launch Configurations use Reset mode to program the device. However, Reset mode is not available
in all situations (for example, if the XRES pin is not available on the part's package). In these cases, Launch
Configurations use an alternative reset with software. However, using the software reset type is not sufficient in
cases in which access to the device's DAP is restricted (such as when set by security settings).

If there is no XRES pin available and DAP access is restricted, the only way to reset a part is to use Power Cycle
mode. Follow these instructions to add commands to the launch configuration and switch to Power Cycle
mode.

Note: Verify the voltage range supported by the target MCU, since it can be damaged by supplying
unsupported voltage. Make sure that your MCU is not powered externally before supplying power
via the KitProg3_MiniProg4.

Debug session

To enable power cycle during a debug session, edit the Launch configurations:

1. Open the Run and Debug view, select the launch configuration to be modified, and click the gear icon
that opens the selected launch configuration in the launch.json file.
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¥] File Edit Selection View Go Run L
@ RUM AMD DEBUG | [» | Launch PSoC ~ Hello_Wor
~ VARIABLES Cpen 'launch.json

Y

Look for the openocDPreConfigLaunchCommands property. If it is not present, add it. Update the property to

include the following value:
« ForPSOC™6:

"set ENABLE_POWER_SUPPLY <mV>",
"set ENABLE_ACQUIRE 2"

« ForPSOC™4:

"set ENABLE_POWER_SUPPLY <mV>",
"set PSOC4_USE_ACQUIRE 2"

Where <mv> defines target voltage in millivolts. For example:

launchjson @

Empty_PSoC4_App > .vscode launchjson > [ Tconfigurations > {} 0 > [ ]openOCDPreConfiglaunchC

1

"open0CDPreConfiglaunchCommands”: [
"set EMABLE_POWER_SUPPLY <mV»",
"set PSOC4_USE_ACQUIRE 2"

BB
L= Y B

1
Save the changes to the file.

Programing or erasing

To enable power cycle when programing or erasing, edit the Task configurations:

1. On the main menu, select Terminal > Configure Task....
Select a task to configure |
Build Hello World
Build & Program Hello World
Erase Device Hello World
Quick Program Hello_World
Rebuild Hello_World
Tool: Library Manager Hello_World
483 Grunt task detection is tuned off. Enable grunt task detection...
83 Gulp task detection is turned off. Enable gulp task detection...
23 Jake task detection is turned off. Enable jake task detection...
2, On the dialog, select the task to be modified, which opens the tasks.json file to that task.
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3. Update the task to add the following value to the args property:
+ ForPSOC™6:

_MTB_RECIPE__OPENOCD_INTERFACE=\"source [find interface/kitprog3.cfg]; set
ENABLE_POWER_SUPPLY <mV>; set ENABLE_ACQUIRE 2;\"

. For PSOC™ 4:

_MTB_RECIPE__OPENOCD_INTERFACE=\"source [find interface/kitprog3.cfg]; set
ENABLE_POWER_SUPPLY <mV>; set PSOC4_USE_ACQUIRE 2;\"

Where <mv> defines target voltage in millivolts. For example:
4, Save the changes to the file.

6.3 Program/debug using J-Link

Most PSOC™-based BSPs default to using the KitProg3/MiniProg4 programmer/debugger launch configurations.
This section covers how to use J-Link.

6.3.1 Configure J-Link programmer/debugger settings

1. Open your ModusToolbox™ application's bsp.mk file and enter the following variable:

BSP_PROGRAM_INTERFACE=JLink

2, Also enter the following variable to specify the path to the J-Link install directory:

MTB_JLINK_DIR=<path to J-Link>

3. Save the bsp.mk file.

4, In a bash Terminal run:

make vscode

When the command completes, J-Link configurations will be shown. These are the same configurations
described in Program/debug common, but applicable to J-Link.

User guide 27 002-37543 Rev. *K
2026-03-21



o~ _.
Visual Studio Code for ModusToolbox™ user guide |n f| neon

6 Program/debug

RUM AND DEBUG | [> | Launch PSaC C3 CM33 (JLink) (Hello_ World) ~
+ VARIABLES Launch PSoC C3 CM33 (JLink) (Hello_World)
Attach PSoC €3 CM33 (JLink) (Hello_World)

Mode,js...
Docker: Build...
Python Debugger...

R7 ® O

CMake Debugger...

C++ (Windows)...

C++ (GDB/LLDB)...

Add Config (Hello_world)...
Add Cenfig (mtb_shared)...
Add Config (workspace)...

B &

5. Open the settings.json file and <app>.code-workpace file to verify the path to the J-Link GDB server.
For example, the default on Windows is:

"cortex-debug.JLinkGDBServerPath": "C:/Program Files/SEGGER/JLink/JLinkGDBServercCL.exe"

settingsjson X

d » .wscode > settings.json

] 7D/

"modustoolbox.toolsPath”: "C:/Users/follettcj/ModusToolbox/tools_3.1",
"cortex-debug.armToolchainPath™: "${config:modustoolbox.toolsPath}/gcc/bin",
"cortex-debug.openocdPath”: "${config:modustoolbox.toolsPathl/openocd/bin/openocd.exa",
"cortex-debug.JLinkGDBServerPath.windows™: “C:/Program Files/SEGGER/JLink/JLinkGDEServerCL.exe",
"cortex-debug.JLinkGDBServerPath.osx": "/Applications/SEGGER/JILink/JLinkGDBServerCLExe",
"cortex-debug.JLinkGDBServerPath. linux"”: "JLinkGDBServerCLExe"

19
mtb-example-hal-hello-world.code-works
Hello_World > mtb-example-hal-hello-world.code-workspace > ...
21 .
22 "cortex-debug.armToolchainPath™: "${config:modustoolbox.toolsPath}/gcc/bin”,
23 "cortex-debug.openocdPath”: "${config:modustoolbox. toolsPathl/openocd/bin/openocd.exa”,
24 "cortex-debug.JLinkGDBServerPath.windows™: "C:/Program Files/SEGGER/JLink/JLinkGDBServerCL.exa",
25 "cortex-debug.JLinkGDBServerPath.osx": "/Applications/SEGGER/JLink/JLinkGDBServerCLExe",
26 "cortex-debug.JLinkGDBServerPath.linux": "JLinkGDBServerCLExe"
27 Fa

6.3.2 Connect the Kit

Follow the instructions provided with the kit and from SEGGER to connect it to the computer with the J-Link
probe.
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6.4 Multi-core debugging

Projects created for VS Code also provide debug configurations for multi-core applications. They support these
probes:

+  KitProg3 onboard programmer

+  MiniProg4

+  J-Link (See Configure J-Link programmer/debugger settings)

6.4.1 Configurations

The configurations support debugging one core at a time and multiple cores as well. After the application has
opened, there will be several configurations available for use in the Run and Debug tab of Activity Bar as
shown.

@ RUM AND DEBUG | [» | Multi-Core Debug (KitProg3_MiniProg4) (PSOC_Edge_Hello_World) e
% VARIABLES Multi-Core Debug (KitProg3_MiniProg4) (PSOC_Edge_Hello_World)
p > WATCH
> CALLSTACK proj_cm33_ns Launch PSOCES4 CM33 (KitProg3_MiniProgd) (proj_cm33_ns)
g} % BREAKPOINTS proj_cm33_ns Attach PSOCEB4 CM33 (KitProg3_MiniProg4) (proj_cm33_ns)
proj_cm33_s Launch PSOCE84 CM33 (KitProg3_MiniProg4) (proj_cm33_s)
ﬂb proj_cm33_s Attach PSOCE84 CM33 (KitProg3_MiniProgd) (proj_cm33_s)
D@ Launch PSOCES4 CM55 (KitProg3_MiniProg4) (proj_cm55)
Attach PSOCES84 CM55 (KitProg3_MiniProgd) (proj_cm55)

These include:

+  Multi-Core Debug: programs multiple hex files, launches OpenOCD/J-Link GDB Server and starts multi-
core debug session

+ Launch <device>: launches debug session on the chosen core
+  Attach <device>: attaches to the running core

In addition to these configurations, there is associated VS Code tasks available through the main menu
Terminal > Run Task.

« Erase Device: erases all internal memory banks.

+  Program <application_name>: downloads combined hex file into the flash.
«  Program <project_name>: downloads project-specific hex file into the flash.
« EraseAll: If present, erases all internal and external memories.

6.4.2 Launch the configuration

To launch multi-core debugging, run the Multi-Core Debug configuration. You will end up with a debug session
containing two debug processes in CALL STACK view.
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®) File Edit Selection View Go - 7 Dual-CPU_Empty_PSoC6_App (Workspace) D= 0om - [m] X
RUN AND DEBUG | [> | Multi-Core Debug {JLink) (Dual-CPU_Empty_PSoCé I 2 ¥ T O Ov tyPSoCs App.code-w e C ma: X & & 0
~ VARIABLES proj_cm0p > € mainc > &) main(void)
v Local 38 * including Cypress's product in a High Risk Product, the r =
result: <optimized out> 39 * of such system or application assumes all risk of such us
> Global 4a * 5o agrees to indemni
A1 ERRREEREEREERCRRERAER
> Static a2
[N > Reustes 43 #include "cy_pdl.h” =
B 44 #include "cycfg.h"
45 #include "cybsp.h™
45 -
> waTQH 47 int main(void)
|C 48 {
VCA%LSTACK 5] 49 /* Enable global interrupts */
| ~ 17} Multi-Core Debug (JLink) (Dual-CPU_Empty PSoC6_App) PAUSED ON BREAKPOINT | se enable_irg();
x10000118 mainc (48 51 - -
I‘M Attach PSoC6 CM4 (JLink) (proj cmd) iuwmcl 52 cy rslt t result;
5 OUTPU DEl TERMINAL ~ MEMOR XRTOS 4o oA X
Read 2 bytes @ address 6x6066012A (Data = OXE7FS) bash Task
Received monitor command: halt [ gdb-server
Halting target CPU...
...Target halted (PC - 8x00000124) [ gdb-server-1
Read 2 bytes (@ address 8x1806476C (Data = 6xB503)
 BREAKPOINTS Setting breakpoint @ address @x1808476C, Kind = 2, Type =

THUMB, BPHandle = ©x@88l
> CORTEX PERIPHERALS Starting target CPU...

> CORTEX REGISTERS

®0A0 £ Multi-Core Debug (lLink) (Dual-CPU_Empty_PSoC6_App) Ln48 Col1 Spaces4 UTF8 IF (}C MTB & @

Once a session has started, the CMO+ core is halted at the beginning of main(), while the CM4 core is spinning in
an endless loop in boot code, waiting for start. It will start and halt at main() as soon as the application running
on the CMO+ executes the cy_SysEnablecma() function.

In the CALL STACK view you can observe two debug processes, each of them associated with a specific core. You
can switch between the cores by selecting the appropriate process.

Note: There is one limitation for XMC7000 MCUs. Before launching a multi-core debug session, you must
program the MCU by launching the Program Application configuration.

6.4.3 Multi-core debug CM33 secure application booting from RRAM

When using multi-core debug CM33 secure applications booting from RRAM (for example
PSOC_Edge_RTC_periodic_wakeup), you must configure the launch configuration to add the SMIF IP enabling
commands.
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{} launch.json X

e =

PSOC_Edge_RTC_periodic_wakeup > .wscode > {} launchjson > Launch Targets > {} Add CMS55 to CM33 PSOCES4 (KitProg3_MiniProg4)
"configurations™:

"name”: "Multi-Core Debug (KitProg3 MiniProg4)”,
“type": "cortex-debug",
"request™: "launch”,
"cwd"”: "${workspaceFold
"executable": "proj_cm3
"servertype": "openocd”,
"searchDir": [
"${workspaceFolder}"”,
"${config:modustoolbox.toolsPath}/. ./
"hsps/TARGET_APP_KIT_PSE84 EVAL/config/
1,
"configFiles™: [
"openocd . tcl”
1.
"preLaunchCommands™: [
"add-symbol-file proj cm33 ns/build/last config/proj cm33

} ns.elf”

1.
"open0CDPreConfiglaunchCommands™: [
"set DEBUG_CERTIFICATE ./packets/debug_token.bin"

1-

"overridelLaunchCommands™: [
"set mem inaccessible-by-default off”,
"-enable-pretty-printing”,
"set remotetimeout 987,
"monitor reset init",
"monitor h write_image er {build/app_combined.hex}",
"monitor

"overrideRestartCommands™: [
"monitor reset hal

1,

Add the following to "overrideLaunchCommands" and "overrideRestartCommands" parameters in the "Multi-
Core Debug" configuration:

For KitProg3/MiniProg4

monitor mww ©x54004054 ©
monitor mww ©x54004050 4
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For J-Link

monitor memU32 0x54004054=0
monitor memU32 0x54004050=4

6.5 Program/debug secure configuration devices

The BootROM on devices such as PSOC™ Control and PSOC™ Edge can temporarily disable access to the core's
Access Port (AP). This behavior is determined by the security policy during device provisioning. However, access
can be re-enabled using a certificate (debug token). If the debugger identifies that the AP is disabled, it will
upload and verify the certificate located in the ./packets/debug_token.bin file within the current project folder.

Note: For details about PSOC™ Control C3 and PSOC™ Edge E8 MCU security, refer to Application Notes:
+  AN240106 - Getting started with PSOC™ Control C3 security
+  AN237849 - Getting started with PSOC™ Edge security

By default, the certificate is located in ./packets/debug_token.bin in the application root folder for both
OpenOCD and Segger J-Link.

6.5.1 OpenOCD

You can optionally make changes to the certificate’s setting using make commands and OpenOCD commands.

Make variable (Program and Debug
You can optionally specify a different path and address for the certificate using the following OpenOCD
commands:

To change the location and name of the certificate (address cannot be changed) for programming and
debugging, use the make variable CY_DBG_CERTIFICATE_PATH.

You can use the variable in the Makefile. For example:

CY_DBG_CERTIFICATE_PATH=../new_location/new_name_4_token.bin

Note: If you use this variable, it will apply the new path to the certificate for all Launch Configurations
(Debug, Program, Erase), but you must first regenerate the Launch Configuration using the make
vscode command.

You can also run the make variable in a terminal, and it will only apply to the specific make command. For
example:

make program CY_DBG_CERTIFICATE_PATH=../new_location/new_name_4 token.bin
make erase CY_DBG_CERTIFICATE_PATH=../new_location/new_name_4_ token.bin
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OpenOCD commands (Debug only)

Another option to specify a different path and address for the certificate is by using the following OpenOCD
commands. These apply only during a debug session:

"set DEBUG_CERTIFICATE %PATH_TO_TOKEN%"
"set DEBUG_CERTIFICATE_ADDR %HEX_ADDRESS%"

launchjson X
SOC_Edge Hello World > .wscode launch,json >

33 "configurations™: [

34 {

a8 1,

49 "preLaunchCommands™: [

50 "add-symbol-file proj cm33 ns/build/last config/proj cm33 ns.elf”
51 1,

52 "open0CDPreConfigLaunchCommands™: [

53 "set DEBUG_CERTIFICATE ./packets/debug token.bin”
54 1

6.5.2 J-Link

For single-core applications, the certificate must be located in ./packets/debug_token.bin in the application root
folder. Its name and location cannot be changed.

For multi-core applications, there must be multiple certificates located in ./packets/debug_token.bin in the
application root folder, as well as all sub-project folders. The names and locations cannot be changed.
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Revision |Date Description
o 2023-05-16 | New document.
*A 2023-07-18 |Added instructions for using MiniProg4 and powering the MCU.
*B 2024-01-25 |Updates for version 3.2 tools package.
*C 2024-10-02 |Updates for version 3.3 tools package.
*D 2024-10-11 Updated information about tasks and power control.
*E 2024-12-06 | Updates for version 3.4 tools package.
*F 2025-03-24 | Updates for version 3.5 tools package.
*G 2025-05-20 | Added note that Live Watch is not supported for multi-core applications.
Updated path to fw-loader; located only in Programming tools.
*H 2025-09-03 | Updates for version 3.6 tools package.
Added section for multi-core debug CM33 secure application booting from RRAM.
*| 2025-12-12 | Updates for version 3.7 tools package.
Added BMI topic for XMC1xxx/XMC4xxx devices.
Updated information on the ModusToolbox™ extension.
*J 2026-01-19 | Added section for program/debug secure configuration devices.
*K 2026-03-21 Updates for version 3.8 tools package; updated ModusToolbox™ extension.
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