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Eclipse for ModusToolbox™ user guide

About this document

A newer version of this document may be available on the web here.
Scope and purpose
ModusToolbox™ software is a set of tools that enable you to integrate our devices into your existing

development methodology. One of the tools is a multi-platform, Eclipse-based Integrated Development
Environment (IDE) that supports application configuration and development.

This document provides information about creating applications as well as building, programming, and
debugging them using Eclipse.

Document conventions

Convention Explanation

Bold Emphasizes heading levels, column headings, menus and sub-menus

Italics Denotes file names and paths

Monospace Denotes APlIs, functions, interrupt handlers, events, data types, error handlers, file/folder
names, directories, command line inputs, code snippets

File > New Indicates that a cascading sub-menu opens when you select a menu item

Reference documents

Refer to the following documents for more information as needed:
+  ModusToolbox™ software installation guide

+  ModusToolbox™ tools package user guide

+  Eclipse survival guide
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1 Getting started

1 Getting started

This section provides a basic walk-through for how to create a couple applications using Eclipse, selecting a
BSP. It also covers how to build and program them using Eclipse and basic launch configurations supplied for
the applications.

+ Installing Eclipse

« Launch Eclipse

+  Configure tools & toolchains

+  Open Project Creator tool

«  Build application

+  Program application

«  Export/share application

« Import application

«  Search online for code examples
+ Searchonline for libraries/BSPs
+  Access training material

1.1 Installing Eclipse

Beginning with the ModusToolbox™ tools package version 3.4.0, Eclipse for ModusToolbox™ is no longer
included by default. Instead, it is a separate package that you can install via the ModusToolbox™ Setup
program.

The Setup program is located on our website here: https://softwaretools.infineon.com/tools/
com.ifx.tb.tool.modustoolboxsetup. It is used to install base packages and additional packages on Windows,
Linux, and macOS. Refer to the ModusToolbox™ software installation guide for specific instructions.

1.2 Launch Eclipse

Eclipse is installed in the following directory, by default:
C:\Users\<UserName=>\Infineon\Tools\ModusToolboxEclipse

Note: If the software is not installed in the default location, you will need to set an environment variable.
Refer to the ModusToolbox™ software installation guide for details.

To launch Eclipse:
«  OnWindows, select Eclipse for ModusToolbox™ <version> item from the Start menu.
+  Forother operating systems, run the "modustoolbox" executable file.

+  You can also launch Eclipse from the dashboard for all operating systems. For more information refer to the
dashboard user guide.

When launching Eclipse, it provides an option to select the workspace location on your machine. This location
is used by Eclipse for creating and storing the files as part of application creation for a particular platform. The
default workspace location is a folder called "mtw" in your home directory. You may add additional folders
under the "mtw" folder or to choose any other location for each workspace.

For more details about Eclipse, refer to Eclipse documentation, as well as the Eclipse survival guide.
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1.3 Configure tools & toolchains

To configure Tools and Toolchains, open the Preferences menu and select ModusToolbox™ Tools.

[ Preferences [m] X

type filter text ModusToolbox™ Tools (CR =
» General
» C/C++
» Help

» Install/Update Custom Installation Paths

Select Default Version  3.7.0.18102 ~

» Language Servers ModusToolbox™ Tools (directories containing project-creator/project-creator.exe)
» MCU
~ ModusToolbox™ hless
GCC_ARM Toolchain Remowve
IAR Toolchain
JLink Probe
LLVM_ARM Toolchain

ModusToolbox™ Toaols Down

Terminal

Auto-discovered paths:

» Mylyn - C\Users\VegaO\ModusTeolboxitools_3.6
» Remote Development - Ch\Users\VegaO\ModusToolboxitools_3.7
» Run/Debug

» Terminal

» TextMate

» Version Control (Team)

Restore Defaults Apply

‘:?;‘ \\i. 12| Apply and Close Cancel

To select your preferred toolchain, open the Properties menu and choose between the different toolchain
options.

[ Properties for Empty_App-Example-Edlipse [m] X
type filter text ModusToolbox™ vy g
> Resource
Arm Toolchains Paths MedusToolbox™ Tools Version  <none> -
Builders )
o Build Selected Toolchain [acc_arm ~]
5 C/C++ General Toolchsin Version s
s oo Toolchain Directory LLVM_ARM
Project Natures AR
Project References ILink Version ARM
Run/Debug Settings
Task Repasitory NOTE: Eclipse for ModusToolbox™ attempts to automatically discover available tools and toolchains. If you have installed one in an unexpected
WikiText location you can add custom locations via the Workspace Preferences.
*Windows : Window » Preferences > MadusToolbox™
*Linux : Window » Preferences » ModusToolbox™
" mac0S : Eclipse for ModusToelbox » Settings... » ModusToolbox™

Custom tool and toolchsin installations are made available to any ModusToslbox application project in any workspace.

Restore Defaults Apply

@ Apply and Close Cancel

See the table below for more specific information on available tools and toolchains.

Sub-pane Purpose
GCC_ARM Toolchain View auto-discovered GCC_ARM toolchains and provide custom install paths when
necessary.

Auto-discovery will find installations installed by ModusToolbox™ Setup program.

IAR Toolchain View auto-discovered IAR toolchains and provide custom install paths when
necessary.

Auto-discovery will look for IAR toolchain installations in the common search
directories (defined below).

User guide 4 002-24375 Rev. *W
2026-09-11



o _.
Eclipse for ModusToolbox™ user guide |n f| neon

1 Getting started

Sub-pane Purpose

JLink Probe View auto-discovered SEGGER J-Link installations provide custom install paths
when necessary.

Auto-discovery will look for SEGGER J-Link toolchain installations in the common
search directories (defined below).

Note: J-Link installation directories must include the version number
(e.g.,C:\Program Files\SEGGER\JLink_V896

LLVM_ARM Toolchain View auto-discovered LLVM_ARM toolchains and provide custom install paths
when necessary.

Auto-discovery will look for LLVM_ARM toolchain installations in the common
search directories (defined below).

Terminal Integrated terminal used to enter various commands for the selected project.

Note: For more information on this sub-pane, see Use integrated terminal

Common auto-discovery search directories for each OS include:
Windows:

+  %ProgramFiles¥% (typically C:\Program Files)

e %ProgramFiles(x86)% (typically C:\Program Files (x86))

+  %ProgramFiles(Arm)% (typically C:\Program Files (Arm))

e %USERPROFILE% (user's home directory)

+ c:\rootof drive C:

Linux:
D /usr/local/
. /opt/

+  $HOME (user's home directory)
macOS:

. /Applications/

. /usr/local/

e /opt/

«  $HOME (user's home directory)

Note: The ARM toolchain is not supported by the Tools & Toolchain configuration preferences. It continues to
use the cy_coMPILER_ARM_DIR environment variable.

1.4 Open Project Creator tool

Click the New Application link in the Eclipse Quick Panel.
You can also select File > New > ModusToolbox™ Application.
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Q hw - Hello_World/README.md - Eclipse IDE for ModusToolbox™

File Edit Mavigate Search Project Run  Window Help
Newr Alt+Shift+N > =] Project...
Open File...

™ Other... Ctrl+N
[} Open Projects from File Systermn...

Recent Files 3 E ModusToolbox™ Application Ctrl+7

These commands launch the Project Creator tool, which provides several applications for use with different
development kits. The kits available may change over time.

For more details about using this tool, refer to the Project Creator user guide.

1.5 Build application

After loading an application, build it to generate the necessary files. Select a project. Then, in the Quick Panel,
click the Build Application link.

Messages display in the Console, indicating whether the build was successful or not. For more details about
building applications and the various Consoles available, see the Build applications chapter.
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1.6 Program application

There are many more details about programming an application. This section only covers it briefly. For more
detailed information, see the Program and debug chapter.

In the Project Explorer, select the desired project. Then, in the Quick Panel, click the <app-name> Program
(KitProg3_MiniProg4) link for a PSOC™ MCU application, and <app-name> Program for an AIROC™ Bluetooth®
application.

Note: The Advanced KitProg3 Programming item in the Quick Panel is used to launch the ModusToolbox™
Programmer with the device and a HEX file already selected and configured for you. You must build
your application before using this item. For more details on using the Programmer tool, see the
ModusToolbox™ Programmer user guide.

1.7 Export/share application

There are several ways to share a ModusToolbox™ application. Refer to the ModusToolbox™ tools package user
guide in the "Version Control and sharing applications" chapter for more general details.

Using Eclipse, you can use the export function to essentially make a copy of your application that you can share
with a colleague. There are several ways to export using Eclipse. The option we recommend is to select the
application and then use File > Export > General > Archive File, which creates a ZIP file.

[ Export O X
Select b, |
/
Export resources to an archive file en the local file system. E / 5 |

Select an export wizard:

| type filter text |

w = General

[T ArchiveFile
L2 File System
j Preferences

= C/C++

= Install

= Run/Debug

= Team

If?j' < Back Einish Cancel

Keep in mind that a typical ModusToolbox™ application includes many libraries that are available on GitHub.
These get regenerated during the make getlibs command. Therefore, you can substantially reduce the size of
your exported application by excluding the libraries. Plus, the exported mtb_shared folder might retain hard-
coded paths that would cause issues after importing the application.

For multi-core applications, Eclipse export function shows the core project folders along side the main
application folder. These project folders are included in that main application folder, so you should exclude
them from the export process as well.

On the Export dialog, select only the main application folder(s) to export. You may need to review your
application in Eclipse to determine which folders you should exclude. By default, subproject folders include an
extension after the application name.
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Archive file

Please enter a destination archivefile.

~ WS Multicore_Empty_App

(= .mtblaunchConfigs

(= .settings

= bsps

~ [W] (= proj_cmip
(= miblaunchCenfigs

[ = settings
P O&bud |

= d
O & libs

v [m[= pro;_cm._;;
= .mtblaunchConfigs
= settings
(= build
[= deps

E_ = libs |
~ (m] (= proj_cm7_1

(= .mtblaunchConfigs

L)

IEHCTE

KKl

(= settings

[ C1& buid ]

] = deps

L] & libs |

DL—'E' Multicore_Empty_App.proj_cmip
[EE Multicore_Empty_App.proj_cm7.0
15 Multicore_Empty_App.proj_em7_1
&5 mtb_shared

<]

Filter Types... Select All Deselect All

To archive file:

Note: Ignore the extra project folders shown at the bottom of the window under the destination archive
files. They are a byproduct of Eclipse and unnecessary to the export process.

Click Browse... to navigate to the location to save the archive and provide a file name.
Click Finish to generate the archive file.

Note: Make sure build, libs, and mtb_shared are not selected to exclude them from the archive.

1.8 Import application

If you have a ModusToolbox™ application that you want to import into Eclipse, run the make getlibs command
before importing it into Eclipse.

Note: Ifthe application is included in a ZIP file, you will need to extract it before running various commands.

Then, either use the Import Existing Application In-Place link on the Quick panel or open through the File >
Import ModusToolbox™ > Import Existing Application In-Place option.

Note: This option does not copy or move the application location on disk; it only makes a reference for
Eclipse to the current application location.

On the next page, click the Browse... button, navigate to the application directory, and click Select Folder.
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¥ |mport ModusToolbox™ Project O X

Project information.

Enter the directory of the ModusToolbox™ project to be
imported.

Project Location: | Ch\Users\VegaO\mtw-example| Browse ...

Click Finish to begin the import process. This will take a few moments, and then the application will display in
Eclipse Project Explorer.

If the Console displays a message, such as "Error creating Eclipse configurations," open the Library Manager
and click Update. This runs the make getlibs operation to generate the necessary files and libraries.

Note: There are various ways to import examples into Eclipse. If you prefer a different method, make sure
that all of the project files are copied into the workspace directory.

1.9 Search online for code examples

Infineon provides many code examples. These examples allow you to explore the capabilities provided by the
SDK, create applications based on them, examine the source code demonstrated in them, and read their
associated documentation. The Quick Panel provides a link to access online code examples. Click the Search
Online for Code Examples link. This opens a web browser to the GitHub repository to select and download the
appropriate examples.

1.10 Search online for libraries/BSPs

Infineon also provides all the libraries and BSPs online at GitHub. The Quick Panel provides a link to access
these. Click the Search Online for Libraries and BSPs link. This opens a web browser to the GitHub repository
that shows the ModusToolbox™ software page.

1.11 Access training material

Infineon also provides training material at GitHub. The Quick Panel provides a link to access these. Click the
Training Material link. This opens a web browser to the GitHub repository that shows the ModusToolbox™
training page.
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2 GUI description

The GUI is based on Eclipse. It uses several plugins, including the Eclipse C/C++ Development Tools (CDT)
plugin. For more information about Eclipse, refer to the Eclipse Workbench User Guide. We also provide a
document called the Eclipse survival guide, which provides tips and hints for how to use Eclipse.

The GUI contains Eclipse menus and toolbars, plus various panes such as the Project Explorer, Code Editor, and
Console. One difference from Eclipse is the "ModusToolbox™ Perspective." This perspective provides the "Quick
Panel," and adds tabs to the Project Explorer. "Perspective" is an Eclipse term for the initial set and layout of
views.

& Vega0 - PSOC_Edge_Hello_Warld proj_em55/main.c - Eclipse for ModusToolbox™ - o x
File Edit Source Navigate Search Project Run Window Help MenUS & TOOlba rs ‘
=6 [®-&-@ 2i%iw 2 2R SiH-0-Q-i®S 7~ - Bl - -m Q s
[y Project Explorer X 3 Debug Registers 7, Peripherals 5% Y 2 = 8 NREADMEmd 18 mainc X = B [ Makefile X =8
> 15 mtb_shared Switch back to the classic C/C- + editing experience - Learn more X traer unseanies 08
/15 PSOC_Edge_Hello_World| 10 —_—
= :SP‘Z 9= Outine X =g
S ; ;
> G configs 4 B 1% n |
> (> images M : i mmain int (void|
i s Code Editor
> =5 PSOC_Edge_Hello_World.proj_cm33_s ns) 8
> &5 PSOC_Edge_Hello_World.proj_cm33_:
> (= deps -
s Project Explorer
S8 maine
ions O Breakpaints =8
PSOC_Edge_Hello_World
» Start
» Build
» Launches
) Tools
» BSP Configurstors Bl Console X[ Problems =3 Progress [] Memory 8 Terminal % BB ME-0-=0
» Library Configurators ModusToolbox™ Console
S o Log file(s) for this session are stored at: C:\Users\VegaO\AppData\local\Temp\Logs1376848011470960290
Quick Panel Console
. . . . - . .
Note: If you switch to a different perspective, you can restore the ModusToolbox™ Perspective by clicking

the ModusToolbox™ icon button in the upper-right corner. You can also select Perspective > Open
Perspective from the Window menu. To restore the ModusToolbox™ Perspective to the original layout,
select Perspective > Reset Perspective from the Window menu.

The following describe different parts of the GUI:

+ Menus and toolbars - Use the various menus and toolbars to access build/program/debug commands for
your application. Many of these are covered in the Eclipse Workbench User Guide. Note that some menu
and toolbar items have been removed from standard Eclipse. We recommend using the Quick Panel with
ModusToolbox™ version 3.2.

+  Project Explorer - Use the Project Explorer to find and open files in your application. See Project Explorer
for more information.

+  Quick Panel - Use this tab to access appropriate commands, based on what you select in the Project
Explorer.

« Code Editor - Use the Code Editor to edit various source files in your application.
+ Console - Use these tools to review messages and access the integrated terminal.
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2.1 Project Explorer

In Eclipse, after creating an application, the Project Explorer contains one or more related project folders. The
following images show a PSOC™ MCU application and an AIROC™ Bluetooth® application.

PSOC™ MCU Application AIROC™ Bluetooth® Application

s Project Explorer 1 Debug Registers Peripherals Project Explorer # Debug ii! Registers 7, Peripherals

&5 Audio_Handsfree
5 Hello_World
n Includes
= bsps
build
deps
images
libs
& mainc
LICENSE
Makefile
= README.md
&5 LE_Hello_Client
& mtb_shared

Both types of applications contain a similar project structure. Each contains the main application source code,
and a Makefile. Note that PSOC™ MCU applications contain a libs directory, while AIROC™ Bluetooth®
applications have a wiced_btsdk project with shared SDK, BSPs, and libraries for all applicationsin a
workspace.

2.2 Quick Panel

As stated previously, the Quick Panel is part of the "ModusToolbox™ Perspective." It provides quick access to
commands and documentation based on what you have selected in the Project Explorer.

The Quick Panel contains links to various commands and documentation, organized as follows:

«  Start - This contains the New Application link to create new applications, and links to find Code Examples,
Libraries, BSPs, and training material.

«  Build - This contains different project-related links based on the project that is selected in the Project
Explorer, as well as the type of application. Links here include: Build and Clean the application.

+ Launches - This contains various Launch Configurations, based on the selected application project and
device, which can be used to program the device and launch the debugger. For more information, see
Launch configurations.

«  Tools - This contains links to the various tools available for the selected project. For more information, see
Use configurators and Use tools.

«  BSP Configurators - This contains links to BSP and application configurators available for the selected
project.

« Library Configurators - This contains links to library configurators available for the selected project.

« Documentation - This may contain several documents in HTML format, which are included as part of the

chosen BSP. This also includes the most recent version of the Eclipse for ModusToolbox™ release notes and
User Guide.
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3 Configure applications

This chapter covers how to make various changes to your application. It includes:
«  Modify code

+  How-to set configuration options

+  Use configurators

+ Usetools

+ Useintegrated terminal

+ Refresh Quick Panel

+ Rename application

«  Restore shared directory

3.1 Modify code

Most code examples work as they are, and there is no need to add or modify code in order to build or program
them. However, if you want to update and change an application to do something else, or if you are developing
your own application, open the appropriate file in the code editor.

«  PSOC™MCU: In the Project Explorer, double-click the main.c file.

& Pro.. # 4 De.. {Re. #Peri. O MREADMEmd [ mainc = ==
25 Y § * including Cypress's product in a High Risk Product, the manufacturer ~
~ & Hello_ World * of such system or application assumes all risk of such use and in doing
& Indudes * so agrees to indemnify Cypress against all liability.
*’F’F*’F’F’F’f’F’F"f*’F’F*’F’F’F*’F’F"f’f’F’F"f’f’F’F"f’F’F’F’f’F’F"f’f’F’F"f’F’F’F’f’F’F"f’f’F’F"f’F’F**’F’F**’F’F**’F**’F’F**’F’F**’F’F*’F/
& build
& deps 2 #include “"cy pdl.h"
= images 2 #include “"cyhal.h"
= libs #include "cybsp.h"
2 #include "cy retarget io.h"
= LICENSE
& Makefile B R EAIKHEAA KR H KKK F A I K KA K AAH KK AHHH KA HA K KA F KA F I KKK AA KK H KKK A A KK KK
= makefile.init * Macros
B READMEmd  RESORSSORRR Rl ol Rk SHR SRR SRR R R s stk ok /
. "y " ; M n M M n M M
Note: The "includes" in this example show "unresolved inclusions" because the files are located in the

mtb_shared folder. This and other issues with IntelliSense are resolved after a build.

«  AIROC™ Bluetooth®: In the Project Explorer, expand the <app-name> project folder and double-click the
application <app-name>.c file.

I Proj... 2 {S-Deb... 11 Regi.. % Peri... = 0 l€] hello_sensor.c E2 = 0
= = 3 ~
=95 7 8
VTg§ LE_Hello_Sensor ~ } hello sensor_state_t;
PR
i, Binaries #pragma pack(1)
[ Includes /* Host information saved in NVRAM */
(= build = typedef PACKED struct
(= COMPONENT_CYW920721B2EVK-03_design_m )
= deps BD_ADDR  bdaddr; /* BD address of

uintlé_t characteristic_client configuration; /% Current value

. libs uintd_t  number_of_blinks; /* sensor config
_!ﬁ helle_sensor.c } host_info_t;
[h[ MEelo_zensor. #pragma pack()

.
1] wiced_bt_cfg.c
u -9 = typedef struct

= LICENSEtxt

makefile uintlé_t handle;

= makefile.init uintlé_t attr_len;

[w| README.md ~ wvoid *p_attr;
< > } attribute_t;

As you type into the file, an asterisk (*) will appear in the file’s tab to indicate changes were made. The Save/
Save As commands will also become available to select.

Note: C/C++ Search is no longer supported by ModusToolbox™ Eclipse due to programmatic disabling of
indexing. You should disable C/C++ Search via the Search > Search > Customize menu. Other search
types are not affected.
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3.2 How-to set configuration options

Since a ModusToolbox™ application is based on the GNU-make system, most of the project configuration is
controlled by editing the Makefile. This section contains common configuration options that Eclipse users need
to be aware of. For more information about the ModusToolbox™ build system, see chapter five in the tools
package user guide.

3.2.1 Specify debug and release configurations

Edit the project/application Makefile CONFIG parameter. Valid options are: Debug, Release, and Custom. If you
set the value to Custom, then also set the optimization flag in the cFLAGS variable.

Note: Do not use the global configuration Debug/Release menu items, and do not use the Project > Build
Configurations option. These are both ignored.

3.2.2 Exclude files/folders from build

By default, a ModusToolbox™ application includes a.cyignore file that specifies files and folders to exclude from
a build. You can add entries to this file. You can also edit the Makefile to add cYIGNORE make variables.

Do not use Resource Configurations > Exclude From Build... This will be ignored.

3.2.3 Specify linker settings (including per-file linker settings)

Edit the project/application Makefile for these variables: CFLAGS, CXXFLAGS, ASFLAGS, LDFLAGS
There is no other way to specify linker settings in Eclipse.

3.24 Specify probe and generate launch configs

Most PSOC™-based kits use KitProg3/MiniProg4 as the default programmer/debugger, and they show those
configurations in the Quick Panel.

Switch to J-Link programmer/debugger

If you want to use SEGGER J-Link as the programmer/debugger, do the following to change configurations:
1. Open your ModusToolbox™ application's bsp.mk file, and type the following variable:

BSP_PROGRAM_INTERFACE=]Link

2, Also enter the following variable to specify the location of where J-Link will be installed:

MTB_JLINK_DIR=<path to J-Link>

w

Save the bsp.mk file.
4, Click Generate Launches for <project_name>.
When Eclipse refreshes, J-Link configurations will be shown.

Note: For more information on specifying the correct location of J-Link installation, refer to the
Configure tools & toolchains section.
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Switch back to KitProg3

If you want to switch back to KitProg3, delete the variables you entered above and regenerate the launch
configurations.

3.2.,5 Configure search paths

Source files under the project root directory are automatically included into a build. Additional files/directories
can be added to the search path using the SEARCH make variable.

Do not add a source file to the project as a link (for example, by dragging and dropping a file into a project and
selecting Link to files). This will be ignored.

3.3 Use configurators

ModusToolbox™ software provides graphical applications called configurators that make it easier to configure a
hardware block. However, before you make changes to settings in configurators, you should first copy the
configuration information to the application and override the BSP configuration or create a custom BSP. If you
make changes to a standard BSP library, it will cause the repo to become dirty. Additionally, if the BSP is in the
shared asset repository, changes will impact all applications that use the shared BSP. For more information,
refer to the ModusToolbox™ tools package user guide.

Each configurator provides a separate guide, available from the configurator's Help menu.

3.3.1 Launching configurators from Eclipse

To launch a configurator from Eclipse, right-click on the <app-name> project in the Project Explorer, select
ModusToolbox™, and then select the appropriate configurator.

Note: You can also launch available configurators from links in the Quick Panel.

Depending on the enabled resources in your application, there may be several configurators available to
launch.

+ Ifyou launch the Device Configurator from Eclipse, you are opening the project’s design.modus file, which
is responsible for holding all of the BSP configuration information. It contains the following:

- Selected device
- Resource parameters
- Constraints

« Ifyou launch any of the other configurators from Eclipse, they will open using that configurator’s
configuration file (design.cycapsense, design.cyseglcd, etc.). These files are specific to the given resource,
and they may rely on configuration data from the design.modus file.

3.3.2 Launching configurators without Eclipse

To launch any Configurator without using Eclipse, refer to the applicable configurator guide for details about
configuration information. You may need to open a configuration file or create a new one.

3.4 Use tools

In addition to the configurators, there are several tools, including Library Manager, BTSpy, ClientControl, and
Device Firmware Update (DFU) Host Tool. Many tools do not apply to all types of projects. So, the available
tools depend on the project/application you have selected in the Project Explorer.
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3 Configure applications

34.1 Launching tools from Eclipse

To launch a tool from Eclipse, right-click on the <app-name> project in the Project Explorer, select
ModusToolbox™, and then select the appropriate tool.

[Z5 Project Explorer X % Debug 1! Registers %, Peripherals =% W § = f [ READMEmd X
~ 2 Hel New S
Bl o HAL: Hello world
=4
=y Open in New Window
e~  Showln Alt+Shift+W > This code example demonstrates a simple U
= | e ModusToolbox™ > Tools e. The
& | Show in Local Terminal > BSP Assistant 1.20
[ | B Copy Ctrl+C Device Firmware Update Host Tool 2.20
= | Paste Ctrl+V Library Manager 2.20 |
@ | #® Delete Delete BSP Configurators fe.
) | Source > CAPSENSE™ Configurator 6.20
& mtt Move... CAPSENSE™ Tuner 6.20
Rename... F2 Device Configurator 4.20
Note: You can also launch available tools from links in the Quick Panel.
.
3.4.2 Library Manager

The Library Manager allows you to select which Board Support Package (BSP) and version should be used by
default when building a ModusToolbox™ application. It also allows you to add and remove libraries, as well as
change their versions.

For more information about how to use this tool, refer to the Library Manager user guide.

3.4.3 BTSpy and ClientControl

BTSpy is a trace utility that can be used in the AIROC™ Bluetooth® applications to view protocol and generic
trace messages from the embedded device. The tool listens on the UDP port 9876 and can receive specially
formatted message from another application on the same or different system.

BTSpy can be used in conjunction with ClientControl to receive, decode and display protocol application and
stack trace messages. ClientControl communicates with the embedded app to perform various functionalities,
tests, exercising features, etc.

3.4.4 DFU Host tool

The Device Firmware Update (DFU) Host tool is a stand-alone program used to communicate with a PSOC™ MCU
that has already been programmed with an application that includes device firmware update capability. For
more information, refer to the Device Firmware Update Host tool user guide.
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3.5 Use integrated terminal

Eclipse for ModusToolbox™ software includes an integrated terminal where you can enter various commands for
the selected project. To view the terminal, click the Terminal tab in the bottom pane. Then, select a project in
the Project Explorer to open a shell in the project directory.

Note: You can configure the terminal colors for the Workspace under Window > Preferences >Terminal.

3.5.1 Switch projects

When you switch projects, Eclipse creates additional tabs and automatically switches between them, so that a
shellin the current project directory is always in focus. To disable this automatic switching, deselect the Track
Current Project button in the terminal toolbar.

B Console [2] Problems [ Memory @ Terminal &3 I==.,| Bt Ig & Bl &= 0
&) Helle_World ModusShell B AnyCloud_BLE_CapSense Buttons_and_Slider ModusShell 532

~fmitw2. 4/7-14/hw/AnyCloud_BLE_CapSense_Buttons_and_Slider
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3.5.2 Specify alternate shell

By default, the terminal uses your login shell on Linux and macOS, or the "modus-shell" Cygwin bash shell

provided with your ModusToolbox™ tools installation on Windows. You can specify a different shell from
Window > Preferences > ModusToolbox™ Tools.

[ Preferences a ot

[ type filter text | | ModusToolbox™ Tools R AR

General

C/C++ Shell for terminal view | |
Context

DoDD

Help Arguments to shell | --login -i

Install/Update

MCL

ModusToolbox™ Tools
Remote Development
Run/Debug

Team

Terminal

Restore Defaults Apply

(. |\=. (L] Apply and Close Cancel

3.5.3 Update local terminal settings

By default, the local terminal uses your User home directory as the Initial Working Directory. You can specify
different options from Window > Preferences > Local Terminal.

[ Preferences

[m] x

type filter text Local Terminal - T8
> General

> C/Ce+ Local Terminal Settings:
> Help Initial Working Directory
5 Install/Update

User home ~| Browse.. Variables...
> Language Servers

. mcu Note: The chosen initial working directory might be overwritten by the current selection of
the active view.

> MedusToolbox™

> Mylyn "Show In ..." Custom Entries

> Remote Development

> Run/Debug

© Terminal Git Bash C:\Users\VegaO\AppData\Local\Progra... e

5 TedMate

3 Version Cantrol (Team)

Mame Path Add...

Remove

Restore Defaults Apply

@ s o4

Note: Linux and macOS include additional settings for Shell Command and Arguments.
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3.54 Connect to remote machine/board

You can also connect to a remote machine or board via serial, telnet, or SSH by clicking the Open a Terminal
button in the terminal toolbar.

B Console [2] Problems [ Memory @ Terminal &3 S |.N| Ie G ’._“,.”::| &= g
&) Helle_World ModusShell B AnyCloud_BLE_CapSense Buttons_and_Slider ModusShell 532

~fmtw2.4/7-14/hw/AnyCloud BLE_CapSense_Buttons_and_Slider

Q Launch Terminal

Choose terminal: |iGit Bash

Settings
Encoding: | UTF-8 ~
@

Use the Choose terminal pull-down menu to select the appropriate terminal.

3.6 Refresh Quick Panel

When you use tools external to Eclipse, such as the Library Manager or Device Configurator, it is likely that
Eclipse will not refresh to detect changes made in those other tools. Use this link to refresh Eclipse. You may
notice new documentation links or a new Active BSP in the Quick Panel as an indication that your application
has new libraries and/or components.

3.7 Rename application

3.7.1 Single-core application

Eclipse for ModusToolbox™ software uses the standard Eclipse rename functionality. That is, right-click on the
application and select Rename. If you use the rename feature, you will need to update your application’s
launch configurations. The easiest way to do this is to use the "Generate Launches..." link in the Quick Panel.
After renaming the application, select it in the Project Explorer and notice that there is only one item under
Launches. Click on the Generate Launches for... link. After a few moments, the generate process completes.
Click on the application again in the Project Explorer and notice that all the items are shown under Launches in
the Quick Panel.

3.7.2 Multi-core application

To rename a multi-core application, you cannot use the standard Eclipse rename functionality. Follow these
steps instead:

1. Right-click on the affected project(s) and select Delete to remove from the Eclipse workspace.

2, On the dialog do not select "Delete project contents on disk". Click OK.
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¥ Delete Resources

'e‘ Remove project 'Hello_Werld' from the workspace?

| [CliDelete project contents on disk (cannot be undone)

Project location:

Chexamples\control-eclipse-3.6-8-8\Hello_Werld

Preview > Cancel

3. Go to the workspace location on disk and manually rename the relevant project directories.

4, When renaming a child project (e.g., proj_cm33_s) for a multi-core application, edit the application
Makefile. Look for MTB_PROJECTS=. .., and update the list with the new child project names.

5. Open a Terminal (modus-shell in Windows) and run make eclipse.
6. Switch back to Eclipse and select Import Existing Application In-Place using the Quick Panel.

3.8 Restore shared directory

Various shared libraries imported from GitHub are located in a shared directory named mtb_shared (by default)
adjacent to your application directories. You can delete the mtb_shared directory at any time because it can be
recreated. You might do this when sharing the application, for example. The shared directory only contains files
that are already controlled and versioned, so you should not check it into a revision control system.

When using Eclipse, if you delete the shared library directory from disk and then regenerate it, the directory will
not be restored properly. This is because several files required by Eclipse are not restored as they were when
the application was created. To resolve this issue:

1. Regenerate the mtb_shared directory and assorted libraries on disk using make getlibs or the Library

Manager.
2. In Eclipse, delete the "mtb_shared" folder shown in the Project Explorer.
Note: Do NOT select the check box "Delete project contents on disk" (if you do, you will have to

regenerate it again).

3. Then, select File > Import > C/C++ > Existing Code as Makefile Project and click Next >.

Import O X
Select \‘
Creates a new Makefile project in a directory containing existing code E r 5 |

Select an import wizard:

type filter text

= General -~
v = C/C++
C/C++ Executable
ﬁ.aj C/C++ Project Settings
Existing Code as Makefile Project
= Git
= Install W

@' < Back Finish Cancel

4, On the Import Existing Code page:
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New Project

Import Existing Code

Create a new Makefile project from existing code in that same directory

Project Name
mtb_shared

Existing Code Location
C:\Users\SirrineCaitl\mtw3.0\mtb_shared Browse... |

Languages
C v C+t

Toolchain for Indexer Settings

<none>
'ARM Cross GCC |

Cross GCC

Show only available toolchains that support this platform

@ < Back Next > Cancel

Under Existing Code Location, click Browse..., navigate to the application's root directory, select
the "mtb_shared" folder, and click Select Folder.
+ Under Toolchain for Indexer Settings, select ARM Cross GCC.

+  Click Finish.
5. After the import completes, build the application.
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4 Build applications

This chapter covers various aspects of building applications. Building applications is not specifically required,
because building is performed as part of the Program and debug. However, if you are running Eclipse without
any hardware attached, you may wish to build your application to ensure all the code is correct.

o Build with Make
«  Build with Eclipse

4.1 Build with Make

You can build applications from the command line using Make. Refer to the ModusToolbox™ tools package user
guide (also located in the ~\ModusToolbox\docs_<version> directory) for more information.

4.2 Build with Eclipse
After loading an application, it is best to first build everything to generate the necessary files. Click on a project
in the Project Explorer. Then in the Quick Panel, click the "Build Application" link.

Building an application will typically allow IntelliSense to work better. It may also be useful to right-click on a
project and select Index > Rebuild to allow IntelliSense to find references.

Messages display in the Console, indicating whether the build was successful or not.

B Console &2 @G"j.;| Y| :E-'-|=‘E':=?'=E

CDT Build Console [HelloWorld]
| .data | Ox@EEeIZEC | -

| .cy_sharedmem | exeseszazs |

| .noinit | exeseszass |

| .bss | ®exes@Bacc | 984

| .heap | exessazese |

| .cy_sflash_user_d | exlepeeses |

| .cy_toc_part2 | exleBa7ces |

Total Internal Flash (Available) 1848576
Total Internal Flash (Utilized) 44772

Total Internal SRAM (Available) 292864
Total Internal SRAM (Utilized) 279928

87:27:22 Build Finished. @ errors, @ warnings. (tock 43s.348ms)

< >

Note: Be aware that there are several Console views available.

You can access the different views using the Display Selected Console| & ~ | button (or the pull-down arrow).
The Global Build Console is the only way to see all of the results in one place. If you just have the standard
Console open, it resets every time a new project in the application starts building. You won’t see any errors if
they are not on the final project that gets built.

For subsequent updates, we recommend that you use the Build Application option from the Quick Panel.

Note: When the active build configuration is changed it affects only the selected project. The active build
configuration for any dependent projects is specified separately for each project. Therefore, if you
want to use the same configuration for all projects (for example, Debug or Release), it must be set for
each project. It is possible to select multiple projects at once from the Project Explorer and then select
the active configuration.
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5 Program and debug

Programming and debugging are native to your chosen development environment. Infineon devices are
supported in the major program and development solutions. Primarily, this means J-Link and OpenOCD. These
solutions provide for programming flash within a device and provide a GDB server for debugging.

This chapter covers various topics related to building and debugging, including:
+ PSOC™MCU programming/debugging

- Launch configurations

- PSOC™ Control: Setting the OpenOCD probe frequency

- Debug connection options

- KitProg Firmware Loader

- Supplying power with KitProg3_MiniProg4

- Power cycle programming mode with KitProg3_MiniProg4

- Switch to J-Link programmer/debugger

- Using JTAG interface in MiniProg4

- Changing programming interface SWD/JTAG

- Erasing external memory

- Programming eFuse

- Select specific CMSIS-DAP device

- Select Specific J-Link Device

- PSOC™4 flash security programming

- Debugging/programming for secure configuration devices
«  AIROC™Bluetooth® programming/debugging

- Program configuration

- Attach configurations

- Debugsettings
+  XMC1xxx/4xxx devices programming/debugging
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5.1 PSOC™ MCU programming/debugging

5.1.1 Launch configurations

The flow for programming and debugging is similar for all devices. Eclipse contains several Launch
Configurations that control various settings for programming the devices and launching the debugger.
Depending on the kit and type of applications you are using, there are various Launch Configurations available.
There are two sets of configurations: one for KitProg3_MiniProg4 (included on-board on most Infineon PSOC™ 6
and PSOC™ 4 based kits) and another for SEGGER J-Link.

Note: The KitProg3_MiniProg4 launch configuration also supports the MiniProg4, which you attach to
the kit via a 10-pin debug connection. See the MiniProg4 product page for details. The MiniProg3
is not supported. See also Supplying power with KitProg3_MiniProg4 later in this document for
configuration requirements.

The Debug/Attach Launch Configurations are shown in the Run/Debug Configurations dialog, similar to the
following.

[ Debug Configurations O X

Create, manage, and run configurations

.ﬁ. | - - Configure launch settings from this dialog:

| | - Press the 'Mew Cenfiguration’ butte...a configuration of the selected type.

[£] GDB Hardware Debugging - Press the 'Mew Prototype’ button to..ation prototype of the selected type.
v [£] GDB OpenOCD Debugging

E Hello_World Attach (KitProg3_MiniProg4)

[] Hello_World Debug (KitPreg3_MiniProgd) = - Press the 'Duplicate’ butten to copy the selected configuration,

[£] GDEB PyOCD Debugging

[£] GDB SEGGER J-Link Debugging
& Launch Group { - Press the 'Filter' button te configure filtering options.

- Press the 'Export’ button to expert the selected configurations.
3 - Press the 'Delete’ button to remove the selected configuration.

- Select launch configuration(s) and ...otype' menu item to link a prototype.
- Select launch configuration(s) and...pe’ menu item to unlink a prototype.

- Select launch configuration(s) and ... item te reset with protetype values.

Edit or view an existing configuration by selecting it.

Configure launch perspective settings from the Perspectives’ preference
page.

Filter matched 7 of 11 items

|/"_P} Debug Close

In addition to the Debug and Attach Launch Configurations, Program/Erase configurations are available in the
External Tools Configurations dialog. You can open this dialog from the Run menu or by selecting the down
arrow next to the Run and Debug commands.
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Q External Tools Configurations O X
Create, manage, and run configurations @
Run a program 5
prog F '
,ﬁ 3 =T Configure launch settings from this dialog:
g g g
| type filter text | - Press the 'Mew Configuration’ butten to..ate a configuration of the selected type.
v ‘;ﬁ Program - Press the 'New Prototype’ button to cre..iguration prototype of the selected type.

Cﬁ Hello_World Erase Device (KitProg3_MiniProgd)

; - Press the ‘Export’ button to export the selected configurations.
@, Hello_World Program (KitProg3_MiniProgd) ressihe bxport butionto export the selected connigurations

=| - Press the 'Duplicate’ butten to copy the selected configuration.
3 - Press the 'Delete’ button to remove the selected configuration.

[ - Press the 'Filter' button to configure filtering options.
- Select launch configuration(s) and the..rototype’ menu item to link a prototype.
- Select launch configuration(s) and the..totype' menu item to unlink a prototype.

- Select launch configuration(s) and the...enu item to reset with prototype values.

Edit or view an existing configuration by selecting it.

Configure launch perspective settings from the 'Perspectives' preference page.
Filter matched 3 of 3 items

'/?:' Run Close

These configurations include the application name and protocol, for example:
+  Hello_World Program (KitProg3_MiniProg4)
+ Hello_World Debug (JLink) For more information, see Debug connection options.

Note: KitProg3_MiniProg4 configurations may not work if a J-Link probe is attached to the kit.

When an application is created, the tool generates the following launch configurations for KitProg3 by default.
You can edit the Makefile to create configurations for J-Link instead. See Specify probe and generate launch
configs for further details. Some items display in the Quick Panel, and some are in the Run/Debug
Configurations or External Tools Configurations dialogs only.

+  Attach: This launch configuration starts a debugging session attaching to a running target without
programming or reset.

« Debug: This launch configuration builds the associated project, programs the project-specific output file,
and then starts a debugging session.

+ Erase Device: This launch configuration erases all internal memories.
+  Erase All:If present, this launch configuration erases all internal and external memories.

«  Program: This launch configuration builds the associated project, programs the project-specific output
file, and then runs the program.

5.1.2 PSOC™ Control: Setting the OpenOCD probe frequency

The MTB_PROBE_FREQUENCY_KHZ variable lets you override the OpenOCD adapter clock speed used by every
debug-probe operation (program, erase, debug). It applies to all KitProg3- / MiniProg4-based programming and
debugging flows on every supported PSOC™ Control family device, as well as the other recipes that share the
common program/IDE infrastructure.
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Use it when:

+  The default adapter speed is unstable on your board (long flying leads, bus extenders, level shifters).

«  You need to slow the probe down for compatibility with custom hardware, or speed it up to reduce
program/debug latency on a clean setup.

How to:

Define it once in the application Makefile:

MTB_PROBE_FREQUENCY_KHZ=2000

Regenerate the launch configs by clicking the option in the Quick Panel.

5.1.3 Debug connection options

A typical PSOC™ 6 application created for Eclipse may have launch configurations set up for one of two probes:
Infineon KitProg3 (built into Infineon kits) or Segger J-Link.

Communication Firmware |Debug Connection More Information
Infineon-provided KitProg3 | OpenOCD via CMSIS- https://www.infineon.com/cms/en/design-support/
DAP tools/programming-testing/psoc-programming-
solutions/
SEGGER-provided J-Link DLL | SEGGER J-Link SEGGER J-Link
5.1.4 KitProg Firmware Loader

The PSOC™ MCU kits include onboard programmer/debug firmware, called KitProg. The CYSCPROTO-062-4343W
kit has KitProg3 by default. However, the CYS8CKIT-062-BLE and CY8CKIT-062-WIFI-BT kits come with KitProg2
firmware installed, which does not work with the ModusToolbox™ software. You must update to KitProg3.
KitProg3 provides the CMSIS-DAP (Bulk) protocol by default, which is up to ~2.5 times faster than the CMSIS-
DAP (HID) protocol. Both modes can be used via OpenQCD.

To update it, use the ModusToolbox™ Programmer GUI or the fw-loader CLI tool. Both are provided with the
ModusToolbox™ Programming tools package available from the Setup program.

For more details about these tools, refer to the ModusToolbox™ Programmer GUI user guide or the Firmware
Loader user guide.

Note: On a Linux machine, you must run the udev_rules\install_rules.sh script before the first run of the
fw-loader.
5.1.5 Supplying power with KitProg3_MiniProg4

If using the KitProg3 connector on a kit, power is generally supplied by the host PC. When using a MiniProg4,
power is not supplied via the MiniProg4 by default. It is expected that the target MCU will be powered
externally. However, the MiniProg4 does provide the ability to supply power to the target MCU.

Note: Verify the voltage range supported by the target MCU, since it can be damaged by supplying
unsupported voltage. Make sure that your MCU is not powered externally before supplying power
via the KitProg3_MiniProg4 launch configuration. This supply is limited to approximately 200 mA, and
is protected against excess current draw. You can select 1.8V, 2.5V, 3.3V, or 5 V.
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5.1.5.1 Turning power

supply on

To turn power supply on, edit the Debug/Attach Launch configurations:

1.

Open the Launch Configuration to modify, and select the Debugger tab.

[ Debug Configurations

Create, manage, and run configurations
€3 [Startup]: Image file does not exist

e B X BT
[ type filter text |
[£] GDE Hardware Debugging
+ [] GDB OpenOCD Debugging
[£] Hello_World Attach (KitProg3_MiniProgd)
Debug (KitProgs_MiniProgd)

[t ] GDB Py! ebugging
[5] GDB SEGGER J-Link Debugging
. Launch Group

Filter matched 7 of 11 items

5
@

o X
Name: | Hello_World Debug (KitProg3_MiniProg4) |
5] Mainfl %5 Debugger i Startup| & Source| [] Common| %, SVD Path

0Open0CD Setup &

Start OpenQCD locally

Executable path: | S{openocd_path}/S{openocd_executable) | Browse...|  Variables...

Actual executable | C:/Users/FollettC)/ModusToolbox/tools_3.3/openocd/bin/openocd.exe

(to change it use the global or workspace preferences pages or the project properties page)

GDE port: 3333

Telnet port:

Config options: [ _s *§{openocd_path}../scripts" ~

-5 “bsps/TARGET_APP_CYBCKIT-06252-43012/config/GeneratedSource”

-c "source [find interface/kitprog3.cfg]"

-c "transport select swd" v
Allocate console for OpenOCD Allocate cansole for the telnet connection

GDE Client Setup

[~ Start GDB session

Executable name: | S{cy_tools_path:CY_TOOL_arm-none-eabi-gdb_EXE} Browse...| | Variables...

Actual executable: | C:/Users/FollettC)/ModusToolbox/tools_3.3/gcc/bin/am-none-eabi-gdb.exe |

Other options: | | .

Revert Apply
Debug Close

In the Config options field, insert the following line (after -c "source [find interface/kitprog3.cfg]"):

-c "set ENABLE_POWER_SUPPLY

<mv>"

Where <mv> defines target voltage

in millivolts. For example:

Config options:

"set ENABLE POWER_SUPPLY 3300']

"bsps/TARGET_APP_CY8CKIT-06252-
"source [find interface/kitprog3.cfg]”

43012/ config/Generated5ource” ~

Aaln Aow

"transport select swd"

3. Click Apply to save the change.

And for the Program/Erase Launch configurations:

1.
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External Tools Configurations
Create, manage, and run configurations

Run a program

Mame: | Hello_World Pregram (KitProg3_MiniProgd)

FeEX BY-~
||| [ETMsin| & Refrech| [, Build| A8 Environment| =] Common

)
C?/.

[ type fiter text
v @ Program Location:
(G Hello Waorld Ersse Device (KitProg3 MiniProg4) [ Stey_tools_pathimodus-shelly/bin/makeS{cy_exe_platform_ext)
@ Hello_Weorld Program (KitProg3_MiniProg4)
Browse Workspace... | | Browse File System... | Variables...
Warking Directory:
Slcy_prj pathiB6ATBA5-5chG-45h2-94f1 - ceadbeB2Tete)
Browse Workspace... | Browse File System... | Vsriables...
Arguments:
j8 program
Variables...
Note: Enclose sn srqument contsining spaces using double-quotes (7).
) Show Command Line Revert Apply
Filter matched 2 of 3 items
Run Close

2. In the Arguments field, add the following:

_MTB_RECIPE__OPENOCD_INTERFACE="source [find interface/kitprog3.cfg]; set ENABLE_POWER_SUPPLY

<mv>;"

Where <mv>defines target voltage in millivolts. For example:

ﬁ External Tools Configurations
Create, manage, and run configurations

Run a program

Name: | Empty_App Erase Device (KitProg3_MiniProg4)

FFoEREX| B Y-
Main | " Refresh| [y Build I Environment | [C] Common

3
(‘3/.

| type filter text
v @ Program Location:
C_E AT R ER T T | S{c)r_tools_path:mDdus-shelI}_»’bln_a’makeS{cy_exe_p\atForm_extH
G Empty_App Program (KitProg3_MiniPro:
Browse Workspace... | | Browse File System... Variables...
Working Directory:
| S{cy_pri_path:3c368324-feld-4325-8d38-32c6c3d0ch43}
Browse Workspace... | | Browse File System... Variables...
Argurments:
-j8 erase _MTB_RECIPE__OPEMOCD_INTERFACE="source [find interface/kitprog3.cfg]; set
ENABLE_POWER_SUPPLY 3300;"
Variables...
Mote: Enclese an argument centaining spaces using double-quotes ().
< >
. X Show Command Line Revert Apply
Filter matched 3 of 3 items
Run Close

5.1.6

Note: This section is applicable to PSOC™ 6 and PSOC™ 4 only.
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By default, Launch Configurations use Reset mode to program the device. However, Reset mode is not available
in all situations (for example, if the XRES pin is not available on the part's package). In these cases, Launch
Configurations use an alternative reset using software. However, using the software reset type is not sufficient
in some cases when access to the device's DAP is restricted (such as when set by security settings).

If there is no XRES pin available and DAP access is restricted, the only way to reset a part is to use Power Cycle
mode. Follow these instructions to add commands to the launch configuration and switch to Power Cycle
mode.

Note: Verify the voltage range supported by the target MCU, since it can be damaged by supplying
unsupported voltage. Make sure that your MCU is not powered externally before supplying power
via the KitProg3_MiniProg4.

To update Debug Launch configurations:
1. Open the Launch Configuration to modify and select the Debugger tab.

| Debug Configurations m} X

Create, manage, and run configurations

7 . 5 X | = Name: | Empty_App Debug (KitProg3_MiniProg4) |
‘t;-peﬁltertat | 2 Mainl% Debuggerlb Startup | &~ Source| ] Common | 2, SVD Path

[T] GDB Hardware Debugging
+ [ ] GDB Open0CD Debugging
[T ] Empty_App Attach (KitProg3 MiniProgd) [ Empty_app || Browse..

Project:

C/C++ Application:
| ${cy_prj_path:3c568324-fe0d-4525-8d38-52c6c3d0cb43 )/ build/last_config/mtb-example-empty-app.elf

[c | GDE PyOCD Debugging
[T] GDB SEGGER J-Link Debugging
g Launch Group Variables... Search Project... Browse...

Build (if required) before launching

Build Configuration: |Select Automatically v
() Enable auto build () Disable auto build
(®) Use workspace settings Configure Workspace Settings...
< > :
Filter matched 7 of 11 items L Apply
2. In the Config options field, insert the following lines(after -c "source [find interface/

kitprog3.cfg]"):
+ ForPSOC™6:

-c "set ENABLE_POWER_SUPPLY <mv>"
-c "set ENABLE_ACQUIRE 2"

. For PSOC™ 4:

-c "set ENABLE_POWER_SUPPLY <mVv>"
-c "set PSOC4_USE_ACQUIRE 2"

Where <mv> defines target voltage in millivolts. For example:

Config options: -c "source [find interface/kitprog3.cfg]" -
- "set ENABLE_POWER_SUPPLY 3300"

-c "set ENABLE_ACQUIRE 2"

-c "transport select swd" v

And for Program/Erase Launch configurations:
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1. Open the External Tools Configuration to modify, then select the Main tab.

[ External Tools Configurations O x
Create, manage, and run configurations
Run a program _:HI
EE = X | ST Name: | Empty_App Program (KitProg3_MiniProgd) |
‘ type filter text | Main | " Refresh| [, Build | i Environment | [C] Common
~ ‘é, Program Location:
‘é Empty_App Erase Device (KitProg3_MiniProgd) ‘ S{cy_tools_path:modus-shell}/bin/make${cy_exe_platform_ext} ‘
G, Empty_App Program (KitProg3_MiniProg4)
Browse Workspace... | Browsg File System... Variables...
Working Directory:
‘ &l cy_prj_path:5c368324-feld-4525-8d38-52cbc3d0ch43}
Browse Workspace... | Browse File System... Variaples...
Arguments:
-j@ program
Variables...
Note: Enclose an argument containing spaces using double-quotes ().
3 . Show Command Line Revert Apply
Filter matched 3 of 3 items

2. In the Arguments field add the following:
«  ForPSOC™6:

_MTB_RECIPE__OPENOCD_INTERFACE="source [find interface/kitprog3.cfg]; set ENABLE_POWER_SUPPLY

<mV>; set ENABLE_ACQUIRE 2;"

« ForPSOC™4:

_MTB_RECIPE__OPENOCD_INTERFACE="source [find interface/kitprog3.cfg]; set ENABLE_POWER_SUPPLY

<mV>; set PSOC4_USE_ACQUIRE 2;"

Where <mv> defines target voltage in millivolts. For example:
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[ Extemal Tools Configurations m] X

Create, manage, and run configurations

Run a program ':l'l
@} b = X ‘ = Name: | Empty_App Program (KitProg3 MiniProgd) |

|t}-peﬂ|t&rtaxt | Main| " Refresh | [,3; Build B Environment| [ Common

v % Program Location:

@, Empty_App Erase Device (KitProg3_MiniProg4)

%E o App P (KitProg3_ MiniProgs) |S{cy_tuuls_path:mDdus-shell}p’bmf'makES{cy_exE_platfurm_axt} |
mpty_App Program (KitProg3_MiniProg:

Browse Workspace... | | Browse File System... Variables...

Working Directory:
| ${cy_prj_path:5c368324-feld-4525-8d38-52cbc3d0ch43}

Browse Workspace... | | Browse File System... Variables...

Arguments:

-j& program_MTB_RECIPE_OPENOCD_INTERFACE="source [find interface/kitprog3.cfg]; set ENABLE_POWER_SUPPLY
<mV>; set ENABLE_ACQUIRE 2/

Variables...
Note: Enclose an argument containing spaces using double-quotes [*).
< >
Show Command Line Revert Apply
Filter matched 3 of 3 items
A
‘\3/' Run Close

5.1.7 Using JTAG interface in MiniProg4

The MiniProg4 can interact with the target via the SWD or JTAG protocol. By default, the SWD protocol will be
used.

In order to use JTAG, you need to add specific commands for the appropriate Debug Configuration. Under the
Debugger tab in the Config options field (after -c "source [find interface/kitprog3.cfg]"), insertthe
following lines:

. -c "cmsis_dap_vid_pid 0x04B4 OxF151 0x04B4 OxF152"

. -c "transport select jtag"

Mame: | Hello_World Debug (KitProg3)

[E| Main | %5 Debugger| = Startup | B Source | [C] Common | Z, SVD Path
TET L b =

A
Config optiens: -5 "/libs/TARGET_CYBCKIT-062-WIFI-ET/COMPOMEMNT_BSP_DESIGN_MODUS/GeneratedSource” ~
-c "source [find interfacae'kitpr0q3.ch]"|
-c "puts stderr {Started by GNU MCU Eclipse}"
-¢ "source [find target/psoch.cfg]” v
Allocate conscle for OpenOCD Allocate console for the telnet connection
5.1.8 Changing programming interface SWD/JTAG

Usually MCUs support programming/debugging via SWD and JTAG interfaces. The SWD interface is the default,
but you can switch to JTAG, and vice-versa.

To change target interface, update application’s bsp.mk by adding make variable as shown below (possible
values are ‘swd’ and ‘jtag’) and regenerate launch configurations:

MTB_PROBE_INTERFACE=swd

Note: There might be a difference in how the MCU functions depending on the selected debugging interface.
All known issues are documented in Release Notes.
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5.1.8.1 Single-core projects

Kitprog3/MiniProg4

To change the target interface for KitProg3_MiniProg4, do the following:

1. Open the Debug Configurations dialog and select the required configuration.

2, Switch to the Debugger tab and find the "transport select ..." entry in Config options.
3. Set to the value to either 'swd' or 'jtag' as applicable.

Name: | Multicore_Empty_App_XMC7000 Program Application (KitProg3_MiniProg4)

[El Main % Debugger “_# Startup| %~ Source| [ Common| %, SVD Path
OpenOCD Setup
Start OpenOCD lacally

Executable path: ‘ ${openocd_path}/${openocd_executable}

Actual executable: ‘ C./Users/lishchynskyi/ModusToolbox/tools_3.1/openocd/bin/openocd.exe

(to change it use the global or workspace preferences pages or the project propert

GDB port:

Telnet port:
Tcl port: 6666
Config options: | ¢ "source [find interface/kitprog3.cfgl”
-c "transport select swd"
-C pu%s s)faerr 15?aﬁea by GNU MCU Eclipse}”
Allocate console for OpenOCD Allocate console for t

J-Link

For J-Link, there is a dedicated radio button in the Debug Configurations dialog, under the Debugger tab.
Select the applicable option:

(to change it use the global or workspace preferen

Device name: | |
Endianness: @ Little (O Big

Connection: @uss__Or | | U3
Interface: ﬁ) SWD  OJTAG
Initial speed: O Auto O Adaptiv @ Fixed kHz

GDB port; 2331

5.1.8.2 Multi-core projects

There is a special case for multi-core debugging. This is usually launched via the 'Debug MultiCore'
configuration. To switch from one interface to another, the same interface must be set across all involved
configurations. The Debug Configurations dialog shows the list of configurations that are launched as a part of
multi-core debugging.

E Debug Configurations

Create, manage, and run configurations

Launch several other configurations sequentially

HeEX BV~ ﬂame“ Dual-CPU_Empty_PSoC6_App Debug MultiCore (KitProg3_MiniProg4)

[ type filter text | & Launches [ Common

[£] GDB Hardware Debugging
GDEB Open0CD Debugging
[£] GDB PyOCD Debugging
] GDB SEGGER J-Link Debugging
~ @& Launch Group
@ Dual-CPU_Empty_PSoC6_App Debug MultiCore (KitProg3_MiniProg4)
& Multicore_Empty_App_XMC7000 Debug MultiCore (KitProg3_MiniProg4)

Name
[€] GDB OpenOCD Debugging:Dual-CPU_Empty_PSoC6_App.proj_cm0Op Debug (KitProg3_MiniProg4)
[£] GDB OpenOCD Debugging:Dual-CPU_Empty_PSoC6_App.proj_cmd Add CM4 to CMO+ (KitProg3_MiniProg4)
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5.1.9 Erasing external memory

To erase external memory use the Erase All configuration:

[ External Tools Configurations [m| X
Create, manage, and run configurations
Run a program "I'
R =, | B Y- Name: | Empty_App Erase All (KitProg3_MiniProg4) ‘
| type filter text | Main | . Refresh| [,y Build R Environment| [] Common
VQ; Program Location:
Empty_App Erase All (KitProg3_MiniProg) ‘ 5{cy_tools_path:modus-shell}/bin/makeS{cy_exe_platform_ext} |
Empty_App Erase Device (KitProeg3_MiniProg4)
CE Empty_App Program (KitProg3_MiniProg4) Erowse Workspace... | Browse File System... Variables...
Working Directory:
‘ S{cy_pr_path:21bb0d7c-5ach-4408-a893-1edf3afedfab}
Browse Workspace... | | Browse File System... Variables...
Arguments:
-j8 erase MTB_ERASE_EXT_MEM=1
Variables...
Mote: Enclose an argument containing spaces using double-quotes ().
. X Show Coemmand Line Revert Apply
Filter matched 4 of 4 items —

However, for PSOC™ 6 and PSOC™ 64 Secure Boot kits by default, erasing of external memory is turned off. To
turn it on, you must modify the "Erase" launch configuration options in the External Tools Configuration as

follows:

1. Open the External Tools Configuration to modify, and select the Main tab.

[ External Tools Configurations O X
Create, manage, and run configurations
Run a program =
FeREX BY- Mame: | Empty_App Erase Device (KitProg3_MiniProgd) |
[typefilter text ||| BT Main| & Refresh| [} Build| I Environment| (] Common
agram Location:
Empty_App Erase Device (Kitbrog3 MiniProg¢ ||| ['g/cy vools_pathimodus-shell)/bin/makeStcy_exe_platform_ext} |
Empty_App Program (KitProg3_MiniProgd)
Browse Workspace... || Browse File System... | Variables..
Working Directory:
[ Stey_prj_path:5c568324-fedd-4525-8d38-52c63d0c643}
Browse Workspace... | Browse File System... | Variables..
Arguments:
8 erase
Variables...
Neote: Enclose an argument containing spaces using double-quotes (*).
< >
Show Command Line Revert Apply
Filter matched 3 of 3 items

2. In the Arguments field add the following:

MTB_ERASE_EXT_MEM=1
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[ External Tools Canfigurations O X

Create, manage, and run configurations

Run a program ’:r'
—iad
FeEX B Y-~ Name: | Empty_App Erase Device (KitProg3_MiniProgd) |
‘ type filter text ‘ Main | /" Refresh| [} Build | B Environment | ] Common
+ @, Program Location:

4y Empty_App Erase Device (KitProg3_MiniProg4)

% : “m P (KitBrog3. MiniProgs) |S{cy_tuu\s_path:mudus-shE\I}a’b\m’makeS{:y_Exe_plat‘FUrm_at} ‘
mpty_App Program (KitPreg3_MiniProg:

Browse Workspace... | Browsg File System... Varjables...

Working Directory:
| ${cy_prj_path:5c568324-fe0d-4525-8d38-52cBc3d0cb43}

Browse Workspace... | Browse File System... Variables...

Arguments:

BEPENIITE_ERASE EXT_MEM=1

Variables...

Note: Enclose an argument containing spaces using double-quotes ().

< b

Show Command Line Revert Appl
Filter matched 3 of 3 items —

‘/?-) Run Close

5.1.10 Programming eFuse

PSOC™ 6 MCUs contain electronic fuses (eFuses), which are one-time programmable. They store device specific
information, protection settings and customer data.

By default, eFuses are not programmed even if they are present in the programming file. To enable eFuse
programming, add the following command for the Program Configuration, under the Main tab in the
Arguments field (after -j8 program):

"_MTB_RECIPE__OPENOCD_TARGET=source [find target/$(_MTB_RECIPE__ OPENOCD_DEVICE_CFG)]; psoc6
allow_efuse_program on;"

Attention: Since blowing an eFuse is an irreversible process, Infineon recommends programming only in
mass production programming under controlled factory conditions and not prototyping stages.
Programming fuses requires the associated I/0 supply to be at a specific level: the device VDDIOO
(or VDDIO if only one VDDIO is present in the package) supply should be set to 2.5V (+5%).

5.1.11 Select specific CMSIS-DAP device

If there are two or more CMSIS-DAP devices connected to your computer, the first detected device will be used
by default. KitProg3 supports both CMSIS-DAP modes: HID and BULK. BULK devices are selected first, then HID
devices. You can specify a CMSIS-DAP device by:

« VID and PID of the USB device
+  Serial Number of the USB device
« VID, PID, and Serial Number of the USB device
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There are two ways of specifying a CMSIS-DAP device:

+ Add a specific command for the appropriate Debug Configuration, under the Debugger tab in the Config
options field (after -c "source [find interface/kitprog3.cfg]"

Name: | BlinkyLED Debug (KitProg3) |

[ Main | %5 Debugger| = Startup t - Source| [[] Common | &, SVD Path
rerpror oo

Config options: -5 "S{workspace_loc}/BlinkyLED_config/GeneratedSource” "
-¢ "source [find interface/kitprog3.cfg]”

-c "source [find targetf'psocﬁ.cfg]"l

-c "gdb_port 3332" hd

Allocate console for OpenOCD Allocate console for the telnet connection

+  Modify ModusToolbox™ application's bsp.mk by adding a MTB_PROBE_SERIAL variable, and regenerate launch
configurations

5.1.11.1 Selecting by VID and PID

Use OS-specific tools to determine the VID and PID of connected devices. For example, on Windows, use the
Device Manager. Use the "cmsis_dap_vid_pid" command to select a CMSIS-DAP device with a specific VID and
PID. If there are two or more devices with the same specified VID/PID pair, OpenOCD uses the first detected
device from the passed list.

+  To specify KitProg3 in CMSIS-DAP BULK mode with VID = 0x04B4 and PID = 0xF155:

cmsis_dap_vid_pid ©x04B4 OxF155

+  To specify KitProg3 in CMSIS-DAP HID mode with VID = 0x04B4 and PID = 0xF154:

cmsis_dap_vid_pid ©x04B4 OxF154

+  To specify any (HID or BULK) connected KitProg3 device:

cmsis_dap_vid_pid ©x04B4 OxF154 ©x04B4 ©OxF155

5.1.11.2 Selecting by serial number

There should not be more than one device with the same serial number. Use this method if you want to use
only one specific device. Use OS-specific tools to determine the Serial Number of connected devices. You can
also use the fw-loader utility with --device-1ist option. See PSOC™ 4 flash security programming.

Use the "cmsis_dap_serial" command to select a CMSIS-DAP device with a specific Serial Number.

+  To specify a CMSIS-DAP device with Serial Number =0B0BOF9701047400 via Debug Configuration the
following command is used:

-c "adapter serial ©BOBOF9701047400"

« Alternatively, update the application's bsp.mk by adding the variable below, and regenerate launch
configurations:

MTB_PROBE_SERIAL=0BOBOF9701047400
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5.1.11.3 Selecting by both VID/PID and serial number

You can use both commands together in any order directly in Debug Configuration. For example:

cmsis_dap_vid_pid 04B4 F155 cmsis_dap_serial ©BOBOF9701047400

When updating through an application's bsp.mk, add the variable below, and regenerate launch configurations:

MTB_PROBE_SERIAL=@BOBOF9701047400; cmsis_dap_vid pid 04B4 F155;

5.1.12 Select Specific J-Link Device

If there are two or more J-Link devices connected to your computer, the first detected device is used by default.
You can select a specific J-link device by setting the serial number for the appropriate Debug Configuration,
under the Debugger tab:

MName: | BlinkyLED Debug (J-Link)

[E] Main | %5 Debugger| = Startup B Source| [[] Commeon | 2, SVD Path
- LR

(to change it use the global or workspace preferences pages or the project properties page)

Device name: | CYB8CEo7_CM4_sect236KE | Supperted device names
Endianness: @ Little (O Big

Connection: ® USB (@] | 504402250 | (USE zerial or [P name/address)

Interface: (@) SWD O ITAG

Initial speed: (® Auto O Adaptive (O Fixed kHz

Alternatively, update the application's bsp.mk by adding the variable below, and regenerate launch
configurations:

MTB_PROBE_SERIAL=0BOBOF9701047400

5.1.13 PSOC™ 4 flash security programming

PSOC™ 4 devices include a flexible flash-protection system that controls access to flash memory. This feature
secures proprietary code, but it can also be used to protect against inadvertent writes to the bootloader portion
of flash. Refer to the device’s Architecture Technical Reference Manual for details.

Flash consists of rows (64/128/256 bytes, depending on the PSOC™ 4 device). Each row of flash can have its
protection level independently set. You can assign one of two protection levels to each row, as shown in the
following table:

Protection Setting Allowed Not Allowed
Unprotected External read and write, Internal read and -
write
Full Protection External read, Internal read External write, Internal write

To apply flash security, include the appropriate data in the application by creating an array of num_rows / 8
size, where num_rows is the actual number of flash rows on the device. Each byte of this array is responsible for
protection of 8 flash rows, and it sets one of two protection levels:

« 0-unprotected
« 1-full protection
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For example, to protect the first 25 rows and the last 5 out of 256 rows, include the following array in your
application:

CY_SECTION(".cyflashprotect") _ USED
static const unsigned char flash_protect[0x20] =
{

OxFF, OxFF, OxFF, Ox0l1l, Ox00, O0x00, Ox00, Ox00, Ox00, O0x00, O0x00, Ox00, 0Ox00, Ox00, 0x00,
0x00,

0x00, 0x00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, Ox00, O0x00, 0x00
¥

To enable flash security, program the device with the updated code. If you wish to reprogram a protected
device, you must first erase it.

5.1.14 Debugging/programming for secure configuration devices

The BootROM on devices such as PSOC™ Control and PSOC™ Edge can temporarily disable access to the core's
Access Port (AP). This behavior is determined by the security policy during device provisioning. However, access
can be re-enabled using a certificate (debug token). If the debugger identifies that the AP is disabled, it will
upload and verify the certificate located in the " /packets/debug_token.bin" file within the current project folder.

Note: For further details about PSOC™ Control C3 and PSOC™ Edge E8 MCU security, refer to the following
Application Notes:

«  AN240106 - Getting started with PSOC™ Control C3 security
+  AN237849 - Getting started with PSOC™ Edge security

By default, the certificate is located in ./packets/debug_token.bin in the application root folder for both
OpenOCD and Segger J-Link.

5.1.14.1 OpenOCD

You can optionally make changes to the certificate’s setting using make commands and OpenOCD commands.

Make Variable (Program and Debug)

To change the location and name of the certificate (address cannot be changed) for programming and
debugging, use the make variable CY_DBG_CERTIFICATE_PATH.

You can use the variable in the Makefile. For example:

CY_DBG_CERTIFICATE_PATH=../new_location/new_name_4_token.bin

Note: If you use this variable, it will apply the new path to the certificate for all Launch Configurations
(Debug, Program, Erase), but you must first regenerate the Launch Configuration via the Quick Panel.

You can also run the make variable in a terminal, and it will only apply to the specific make command. For
example:

make program CY_DBG_CERTIFICATE_PATH=../new_location/new_name_4_token.bin
make erase CY_DBG_CERTIFICATE_PATH=../new_location/new_name_4_ token.bin
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OpenOCD commands (Debug only)

Another option to specify a different path and address for the certificate is by using the following OpenOCD
commands. These apply only during a debug session:

-c "set DEBUG_CERTIFICATE %PATH_TO_TOKEN%"
-c "set DEBUG_CERTIFICATE_ADDR %HEX_ADDRESS%"

Name: PSOC_Edge_Hello World.prej_cm35 Attach (KitProg3_MiniProg4)

5] Main %5 Debugger| b Startup| & Source| [ Comman| %, SVD Path
Open0CD Setup
Start OpenOCD locally

Exccuteble path:  S{oper

Actual executable: C:

1.6/openocd/bin/ dexe

s or the project properties page)
GDB port: 3133

Telnet port: aam

Tel port:
Config options

T

Allocate console for OpenOCD Allocate console for the telnet connection

GDB Client Setup
Start GDB session

Executable name:  ${mtb_tools_path:f1635cdb-4¢75-416-b0d 1-2266eb72F147,CV_TOOL_arm-none-eabi-gdb_EXE} Browse... Variables..

Actual executable: C:/Users/Vega0/Modus tools_3.7/.././Infineon/Tools/mtb-gi bi/14.2.1/ge</bin/; bi-gdb exe

set mem inaccessible- by-default off
set remotetimeout 60

5.1.14.2 J-Link

For single-core applications, the certificate must be located in ./packets/debug_token.bin in the application root
folder. Its name and location cannot be changed.

For multi-core applications, there must be multiple certificates located in ./packets/debug_token.bin in the
application root folder, as well as all sub-project folders. The names and locations cannot be changed.

5.1.14.3 Multi-core debug CM33 secure application booting from RRAM

When using multi-core debug CM33 secure applications booting from RRAM (for example
PSOC_Edge_RTC_periodic_wakeup), you must configure the launch configuration to add the SMIF IP enabling
commands.
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= =]
ﬁ - = X | = Mame: | PSOC_Edge_RTC_periedic_wakeup.proj_cm33_s Debug Multicore (KitProg3_MiniProgd)
|b;-'pefi\tertext | [E] Main %Debugger [ Startup 'E Source| [[] Comman % SVD Path
[£] GDB Hardware Debugging Initizlization Commands
~ [c] GDB OpenOCD Debugging [lnitial Reset. Type: | init

E proj_cm33_s Attach (KitProg3_MiniProg4)

[E] proj_cm33_s Debug (KitProg3_MiniProg4)
PSOC_Edge_RTC_periodic_wakeup.proj_cm33_ns Attach (KitProg3_MiniProgd)

[T PSOC_Edge_RTC_periodic_wakeup.proj_cm33_ns Debug (KitProg3_MiniProgd)

E PSOC_Edge RTC_periodic_wakeup.proj_cm33_s Debug Multicore (KitProg3_MiniProg4)
[T] PSOC_Edge_RTC_periodic_wakeup.proj_cm55 Add CM35 to CM33 (KitProg3_MiniProgd

Enable Arm semihosting

[T] PSOC_Edge_RTC_periodic_wakeup.proj_cm55 Attach (KitProg3_MiniProgd) Load Symbols and Executable
[©] PSOC_Edge RTC periodic_wakeup.proj_cm535 Debug (KitProg3_MiniProg4) Load symbols
% gg: Z;’SGCE[)R[JJ_&E:EQD':EUQQW O Use project binary: Users/protsak/mtw/PSOC_Edge_RTC_periodic_wakeup/proj_cm33_s/build/last_config/p
v (il Launch Group (®) Use file: | S{cy_pri_path:3d7dBafa-3166-4014-9566-1cbéddb| | Workspace... File System...
R PSOC_Edge RTC_periodic_wakeup Debug MultiCore (KitProg3_MiniProg4) Syt e (s |:|

[ Load executable
Use project binary:  Users/protsak/mtw/PS0C_Edge_RTC_periodic_wakeup/proj_cm33_s/build/last_config/|

Use file: Workspace... File System...

Runtime Options
[]Debug in RAM

Run/Restart Commands

[ Pre-run/Restart reset Type: | init

add-symbel-file ${cy_prj_path:1a882e69-2e84-4b92-3868-25a2e2af 2325}/ build/last_config/proj_cm33_ns.elf

monitor reset_halt cm33
monitor mww Dx 54004054 0
monitor mww 0x 54004050 4

[ set program counter at (hex):

[ Set breakpoint at:

Continue

Restore defaults

< >
§ R Revert Apply
Filter matched 14 of 25 items

Add the following under the Startup tab under Run/Restart Commands:

For KitProg3/MiniProg4

monitor mww ©x54004054 ©
monitor mww ©x54004050 4

For J-Link

monitor memU32 0Ox54004054=0
monitor memU32 ©x54004050=4

5.2 AIROC™ Bluetooth® programming/debugging

AIROC™ Bluetooth® applications have different launch configurations than PSOC™ MCU applications. Bluetooth®
applications use External Tools configurations for programming the device, and Attach configurations for
attaching to the debugger. The Program launch configurations are available from the Quick Panel. Each
configuration is preceded by the application name.
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5.2.1 Program configuration

This launch configuration runs a script and programs the device's memories.

+  <app-name> Program: Program is used to build and program embedded applications onto the target
device.

5.2.2 Attach configurations

The Attach configurations are used to attach to the debugger without first programming the device. They
include:

« <app-name> Attach_JLink

+ <app-name> Attach_KitProg3_MiniProg4

5.2.3 Debug settings

AIROC™ Bluetooth® devices use the JTAG SWD interface on a kit for debug via OpenOCD or J-Link probe.
Typically, GPIOs need to be reprogrammed (via firmware) to enable SWD, so debug can't be performed directly
after a device reset. The debugger is usually attached to a running device and symbols only are loaded.

The CYW920819EVB-02 and CYBT-213043-MESH kits have additional requirements in order to launch Eclipse
debugger. In general, most debugging for these kits is done with logs and sniffers, since real time execution is
usually needed for the protocols to run properly.

Refer to the AIROC™ Hardware Debugging document for more details.

5.3 XMC1xxx/4xxx devices programming/debugging

5.3.1 BMI for XMC1xxx/4xxx and PSOC™ Control C1xxx devices
XMC1xxx/4xxx devices use the Boot Mode Index (BMI) value to determine their boot mode and debug
configuration after power-up. This value is stored in flash config sector 0.

The default boot mode is either:

+ ASC_BSL (Bootstrap Loader) - for new, out-of-the-factory, devices. This mode allows erasing and
programming flash via UART or SPI interface using the onboard J-Link Lite debugger and legacy Infineon
tools, but does not allow programming and debugging in ModusToolbox™ and using the standalone J-Link
debugger.

«  SWDO (Serial Wire Debug via Channel 0) - for Infineon kits, like XMC1100 Boot Kit. This mode allows any
flash operations and debugging via the SWD interface.

There are several other modes, including using different channels (pins), SPD protocol, and flash protection
scheme, which you may want to activate (switch to) during the development and production life cycles.

Refer to the following documentation for more details about BMI implementation and usage for XMC1xxx/4xxx
devices.

« Boot Mode Index (BMI) XMC™ microcontrollers

+ Tooling - Boot mode options XMC4000

+ AN_201511_PL30_005 - Boot mode handling for XMC1000
+  XMC1100 AB-Step Reference Manual

+  SEGGER KBA - Infineon XMC1000: BMI - Boot Mode Index
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Switching BMI with the onboard J-Link Lite debugger
With the on-board J-Link Lite debugger, you can switch the BMI using the SEGGER J-Link Commander tool,
which is a part of the J-Link Software Pack that must be installed to use XMC1xxx/4xxx in ModusToolbox™.

1. Connect the XMC™ Kit to USB and start J-Link Commander.
2, In J-Link Commander, connect to the target device, providing its name and specifying the SWD interface.

?* for help

. =Default>: XMC11e6-

+  Use GetBMI command to obtain the current BMI.
+  Use SetBMI command without parameters to list all Boot Mode Indexes.
+  Use SetBMI <index> command to set switch to desired BMI.

r.com/J-Link_Try

(ASC_BSL)

] SPDB
) SPD1

map to
AP
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Switching BMI with stand-alone J-Link debugger

infineon

Stand-alone J-Link debuggers will automatically switch the BMI mode from ASC_BSL to SWDO on target

connection.

No additional steps required for programming and debugging in ModusToolbox™ if Channel 0 is used for debug
pins (SWDIO - P0.14, SWCLK - P0.15).
If a BMI other than SWDO is required, you can use one of three *.pex scripts (ASC_BSL to SWD1, ASC_BSL to

SPDO0, and ASC_BSL to SPD1) available in SEGGER’s KBA. You can also use the J-Flash tool, where the desired
BMI mode can be applied after programming, like in the example project file.

D SEGGER J-Flash V8.44a -

Project information

F X

Setting
[-] General
Project name
Host connectien
[-1T11F
Type
Init. speed
Speed
[-] Target
MCu
Core
Endian
Check core ID
Use target RAM
[+] Internal flash

Value

¥MC1888_Example
USE [Device 8]

SWD
4888 kHz
4888 kHz

Infineon XMC120@-ezee
Cortex-M@

Little

Yes (Bx4BABB4TT)

16 KB @ @xZoeopoes

Example jflash]

EJ XMC1000_Example - Project settings

*

General
Target Interface
v MCU
Init. steps
Exit ;teés
Flash
Production
Performance

Exit steps are a sequence of actions executed by JFlash after programming flash memory

# Action Value Value1 Comment

0 Halt

1 Write 32bit  0x20000000 0x380120FF RAMCode 1

2 \Write 32bit 0x20000004 0xD1FC2800 RAMCode 2

3 Write 32bit 0x20000008 0x68014801 RAMCode 3

4 Write 32bit  0x2000000C 0x47034801 RAMCode 4

5 \Write 32bit 0x20000010 0x00000108 ROM_FUNCTION_TABLE_START + 0x08
& Write 32bit 0x20000014 0xD000FFCO ASC_BSL

7 Write Register PC(R15) 0x20000000 SetPC to start position

8 Go

+ Insert Edit Move Up ™
oK Cancel

Log

creating new project ...

- New project created successfully

Close project

- Project closed

opening project file [C:\Tasks\XMC1_4wx0i BMI'\XMC1888 Example.jflash] ...

- Project opened successfully

No data file specified!

Failed to open data file [C:\Tasks\XMC1_fxxx BMIN]...
|List of MCU devices read successfully (12893 Devices)
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