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Getting started with Trusted Firmware-M (TF-M) on
PSOC™ Edge

About this document
Scope and purpose

This application note explains how to get started with Trusted Firmware-M (TF-M) on the PSOC™ Edge MCU. It
describes how to build a TF-M-based application, add TF-M to an existing application, and use the services
offered by TF-M with ModusToolbox™.

Intended audience
This is an introductory document for getting started with TF-M that is intended for users who are familiar with

application development with PSOC™ Edge in ModusToolbox™ and PSOC™ Edge Protect Bootloader. For more
information, see AN235935 Getting started with PSOC™ Edge E8 on ModusToolbox™ software.
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1 Introduction

1 Introduction

Trusted Firmware-M (TF-M) is an open-source initiative that implements the Arm’ Platform Security
Architecture (PSA) specifications. This implementation enables chips, real-time operating systems, and devices
to become PSA Certified. TF-M leverages the security features of the MCU hardware to establish an isolated
secure processing environment (SPE), where sensitive information can be securely processed and stored. In
Armv8-M and Armv8.1-M architectures, TF-M relies on the isolation capability of Arm” TrustZone”, while in
architectures earlier than Armv8-M, physical core isolation is necessary.

TF-M consists of the following components:

+  TF-M core: TF-M core manages isolation among partitions of SPE and between the SPE and non-secure
processing environment (NSPE). It manages communication among partitions of SPE and between SPE
and NSPE. The TF-M core also manages execution of SPE partitions NSPE application

+  Secure services: TF-M includes secure services such as Crypto, Internal Trusted Storage (ITS), Protected
Storage (PS), firmware update, attestation, and platform. The secure services are utilized by NSPE
application via PSA APIs. The secure services are organized into a cohesive software unit referred to as
"partition"

Figure 1Lillustrates the high level design of TF-M. For more information about TF-M, see Trusted Firmware-M

documentation.
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Figure 1 TF-M overview
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2 Getting started with TF-M

This section describes how to build an application based on TF-M in ModusToolbox™. A starter template
application "PSOC™ Edge basic TF-M application" is available in ModusToolbox™.

TF-M is available for both Edge Protect Category 2 (EPC2) and Edge Protect Category 4 (EPC4) parts. For more
information about Edge Protect Category see here.

2.1 Prerequisites

It is assumed that the reader is familiar with PSOC™ Edge application development with ModusToolbox™
software. If you are new to PSOC™ Edge application development software, see the AN235935 Getting started
with PSOC™ Edge E8 on ModusToolbox™ software application note for getting started with application
development.

TF-M is designed to work together with the Edge Protect Bootloader, so the reader is expected to have a basic
understanding of the Edge Protect Bootloader. If you are new to Edge Protect Bootloader see AN237857 Edge
Protect Bootloader for PSOC™ Edge.

2.2 Boot flow

When the PSOC™ Edge device comes out of reset, the immutable boot firmware on the Secure Enclave (SE) is
executed first. In EPC 2 device, the immutable boot firmware then initializes basic run time services (Basic RT
services), enables the CM33 CPU, which executes extended boot from RRAM. In case of EPC4 device, the
immutable boot firmware initializes secure enclave run time services (SE RT services), enables the CM33 CPU,
which executes the extended boot from RRAM. Extended boot can launch the next application from two
addresses. When the BOOT SW (DIP switch), connected to GPIO 17.6, is set to OFF (LOW), the extended boot
launches the image from primary boot address and if BOOT SW is set to ON (HIGH), the extended boot launches
the image from the alternate boot address. By default, the primary boot address is configured as 0x32011000
(RRAM) while the alternate boot address is 0x70100000 (external flash). These boot addresses can be changed
by provisioning the device with the appropriate OEM policy. See "Alternate boot location" section from
AN237849 Getting started with PSOC™ Edge security.

The extended boot launches the first OEM application, that is the Edge Protect Bootloader from RRAM (default
placement). The Edge Protect Bootloader is placed at address 0x32011000. The Edge Protect Bootloader
authenticates the TF-M (M33 SPE), M33 NSPE, and M55 NSPE applications and transfers control to TF-M. In EPC2
devices, TF-M is launched from external flash. In case of EPC4 devices, TF-M is loaded into SRAM from external
flash by Edge Protect Bootloader and executed from SRAM. TF-M performs necessary device initialization, sets
up isolation boundaries using various protection units, and starts the M33 NSPE.

Figure 2 summarizes the above-described boot flow:
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Figure 2 Boot flow in PSOC™ Edge MCU with Edge protect Bootloader
2.3 Application creation and programming procedure

This section provides step-by-step instructions to get started with PSOC™ Edge basic TF-M application. It
provides guidance on how the create the PSOC™ Edge basic TF-M application and how to integrate Edge Protect
Bootloader into it. If you need to add TF-M to an existing application, please refer to Add TF-M to an existing
application for instructions.

2.3.1 Create basic TF-M based application

Create basic Trusted Firmware-M (TF-M) based application for KIT_PSE84 EVAL_EPC2 Or KIT_PSE84_EVAL_EPC4 as
shown below. The example is available under the Security section of the code example category.

Note: Windows has 260 character path length limit. A longer path to workspace may exceed this limit and
cause build failure with TF-M application. Ensure that the path <workspace_pPath>\<TF-M_app_name>\
(including back slashes) must be less than or equal to 32-characters. For example €:\TF-M_workspace
can be used as workspace path and TF-M application name can be set as TF-M.

Application note 6 002-40096 Rev. *D
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| Settings  Help

Source Template

Enter filter text. 7 Create from MPN... Browse for BSP.. [=| [+] KIT PSE84 EVAL EPC2
Kit Name MCU/SOC/SIP Connectivity The PSOC™ Edge E84 Evaluation Kit (KIT_PSE84_EVAL) is based
> AIROC™ Bluetooth® BSPs on the PSOC™ Edge family of devices. It enables the evaluation
> AIROC™ Connectivity BSPs and development of applications for the PSOC™ Edge E84 EPC2
> PMG BSPs MCL.
> PSOC™ 4 BSPs This evaluation kit carries a PSOC™ E84 EPC2 MCU
7 PSOC™GBSPs (PSEG46GPS2DBZC4A) on a SODIMM based detachable SOM
>_PSOC™ Control BSPs board connected to the base-board. The MCU SOM also has
v PSOC™ Edge BSPs 128 Mb QSPI flash, 1 Gb Octal flash, 128 Mb Octal RAM,
KIT_PSE84_EVAL_EPC2 PSEB46GPS2DBZC4A CYW55513IUBG PSOC™ 4000T as CAPSENSE™ co-processor and on-board
KIT_PSE84 EVAL EPC4 PSEB46GPS4DBZC4A CYW55513IUBG AIROC™ Wi-Fi & Bluetooth® combo (CYW55513IUBG).
> Reference Design BSPs i i
5 TRAVEO™ BSPs The base—bqa rd has M.2 interface connectors for |n_ter_facmg
5 USB BSPs external radio modules based on AIROC&#_EMBZ Wi-Fi &
. Bluetooth® combos and external memory interfaces. The base-
7 Wireless Charging BSPs board features an on-board programmer/debugger{KitProg3),
> XMC™ BSPs ETM/ITAG/SWD debug headers, custom display capacitive
touch panel connector, R-Pi compatible MIPI-DSI and MIPI-DSI
custom display, Analog and PDM microphones, Headphone
connector, Speaker, USB Host Type-A and USB device Type-C
connectors, RJ45 Ethernet connector, M.2 (B-key) memory
interface and M.2 (E-key) radio interface, Infineon’s Shield2Go
interface, Mikroelektronika's mikroBUS compatible headers, &-

Axis IMU sensor, 3-axis Magnetometer, microSD cardholder,
CAPSEMNSE™ buttons and slider, user LEDs and user buttons.
The MCU power domain supports following operating voltages

Finished loading the manifest data (3349 ms)
0 error(s), 0 warning(s)

Summary:

BSP: KIT_PSE84_EVAL EPC2

Press "Next” to select application.

Next > Close

Figure 3 Select BSP for PSOC™ Edge MCU
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Select Application - Project Creator 2.50

BSP: KIT_PSE84_EVAL_EPC2
Template Application(s): PSOC Edge Basic TF-M Application
Application(s) Root Path: C;/TF-M_workspace

Press "Create” fo create the selected application(s).

- a X
Settings Help
Application(s) Root Path:  C:/TF-M_workspace Browse...
Target IDE: Eclipse for ModusToolbox™ v
Enter filter text.. Browse for Application.. ¥ 2= - This code example demonstrates how to use the Alternate
Serial Interface (ASF) capabilities of Extended boot to load
Template Application ~ New Application Name  New BSP Name and execute a CM33 RAM application from SRAM in
Audio SPE(Secure Processing Environment). The application also
Bluetooth® performs a read and write operation on RRAM and external
Getting Started flash memory.
Grapmcs : For more details, see the README on GitHub.
Machine Learning
Peripherals
~ Security
—m meis g o e g v o
| PSOC Edge Basic TF-M Application TF-M APP_KIT_PSE84_EVAL EX.
== ka2
Summary:

< Back Create

Close

Figure 4 Creation of Basic TF-M application for PSOC™ Edge MCU

2.3.2 Add Edge Protect Bootloader to TF-M application

The TF-M based application is designed to work together with Edge Protect Bootloader. To ensure seamless

integration between the TF-M application and the Edge Protect Bootloader application, it is imperative for the
bootloader application to have detailed knowledge of the TF-M application's configuration parameters such as
memory location, size, upgrade method, etc. To achieve this, the Edge Protect Bootloader application must be

added as a project within the TF-M application.

The Edge Protect Bootloader is available as a separate code example with the title PSOC™ Edge Protect
Bootloader in ModusToolbox™. Follow the steps provided below to integrate Edge Protect Bootloader in TF-M

application

1. Create the PSOC™ Edge Protect Bootloader application for KIT_PSE84_EVAL_EPC2 Or KIT_PSE84_EVAL_EPC4
BSP which is used for creating TF-M application as shown in Figure 5. The example is available under the

Security section of the code example category

Application note
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Choose Board Support Package (BSP) - Project Creator 2.50 - O X

Settings Help

~Source Templat:

nter filter text.. Create from MPN... Browse for BSP.. (=] [+ KIT_PSE84 EVAL EPC2
Kit Name ¥ MCU/SOC/sIP Connectivity The PSOC™ Edge E84 Evaluation Kit (KIT_PSE84_EVAL) is based on
AIRQC™ Bluetooth® BSPs the PSOC™ Edge family of devices. It enables the evaluation and
AIROC™ Connectivity BSPs development of applications for the PSOC™ Edge E84 EPC2 MCU.
PMG BSPs

o This evaluation kit carries a PSOC™ Edge E84 EPC2 MCU

LIS LS (PSEB46GPS2DBZCA4A) on a SODIMM based detachable SOM
PSOC™ 6 BSPs board connected to the base-board. The MCU SOM also has 128
PSOC™ Control BSPs Mb QSPI flash, 1 Gb Octal flash, 128 Mb Octal RAM, PSOC™ 4000T
PSOC™ Edge BSPs as CAPSENSE™ co-processor and on-board AIROC™ Wi-Fi &
5513IUBG) Bluetooth® combo (CYW55513IUBG).

<

KIT_PSE84_EVAL_EPC2 PSEB46GPS2DBZC4A CYWS55513IUBG
KIT PSEB4 EVAL EPC4 PSEG46GPSADBZCAA CYWS5513IUBG The base-board has M.2 interface connectors fgr interfacing

external radio modules based on AIROC™ Wi-Fi & Bluetooth®
eference Design B5Ps )

. combos and external memory interfaces. The base-board features
TRAVEO™ BSPs an on-board programmer/debugger(KitProg3), ETM/JTAG/SWD
USB BSPs debug headers, custom display capacitive touch panel connector,
Wireless Charging BSPs R-Pi compatible MIPI-DSI and MIPI-DSI custom display, Analog
XMC™ BSPs and PDM microphones, Headphone connector, Speaker, USB Host
Type-A and USB device Type-C connectors, RJ45 Ethernet |
connector, M.2 (B-key) memory interface and M.2 (E-key) radio
interface, Infineon’s Shield2Go interface, Mikroelektronika's
mikroBUS compatible headers, 6-Axis IMU sensor, 3-axis
Magnetometer, microSD cardholder, CAPSENSE™ buttons and
slider, user LEDs and user buttons. The MCU power domain
supports following operating voltages - 2.7 V, 3.3 V, 4.2 V and the
peripheral power domain supports operating voltages - 1.8 V and
33V.

[Kitlds: KIT_PSE84_EVAL]

summary:
BSP: KIT_PSE84_EVAL_EPC2

Press "Next" to select application.

I Next > I Close

Figure 5 Select BSP for PSOC™ Edge MCU
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‘

Settings Help

Select Application - Project Creator 2.50

Application(s) Root Path:  C:/TF-M_workspace Browse...

Target IDE: Eclipse for ModusToolbox™

Enter filter text.. Browse for Application.. ¥ 2 [ [= [+ Tnisis Edge Protect Bootloader code example for PSOC™

Edge MCU.
Template Application ~ New Application Name New BSP Name

D PSQOC Edge cryptography AES demonstration

O PSOC Edge cryptography SHA-256 demonstration

O PSOC Edge DFU User-defined Commands

() PSOC Edge MBEDTLS PSA Crypto

PSQC Fdge MCLU QTW Llodate

PSOC Edge Protect Bootloader PSOC_Edge_Protect_Bootloader APP_KIT_PSE84_EVA I
T SUT CUUT SR CoauTTg

Sensing

Wi-Fi

Summary:

BSP: KIT_PSEB4_EVAL_EPC2
Template Application(s): PSOC Edge Protect Bootloader
Application(s) Root Path: C/TF-M_workspace

Press "Create” to create the selected application(s).

< Back I Create I Close

Figure 6 Creation of Edge Protect Bootloader application for PSOC™ Edge MCU

Verify that both Edge Protect Bootloader and TF-M application are created successfully and visible in
project explorer of IDE

Q TF-M_workspace - PSOC_Edge_Protect_§ \DME.md - Eclipse for - = X
File Edit Navigate Search Project Run Window Help
o~ & @ =] RSO R idE 5 v v B~ Al = Q Eld
[ Project Explo.. X 45 Debug i Registers % Peripherals ~ O [ READMEmd [ README.md X =8 s
. aa— . N
— e PSOC™ Edge MCU: Edge Protect bootloader
> &% PSOC_Edge_Protect_Bootloader
& TF-M

This code example demonstrates the integration of the PSOC_Edge_Protect_Bootloader library with a user application or other code examples using
PSOC_Edge_Basic_Secure_App as a reference implementation throughout this document. This example demonstrates the usage of
PSOC_Edge_Protect_Bootloader on Infineon's PSOC™ Edge MCU for secure boot and secure fimware update.

PSOC_Edge_Protect_Bootloader is an open-source MCUboot library based bootloader for Infineon's PSOC™ Edge MCU. MCUboot is the primary
bootloader in popular loT operating systems such as Zephyr and Apache Mynewt.

Although the instructions are demonstrated with PSOC_Edge_Basic_Secure_App, they are applicable to other code examples as well.

This code example has a three project structure: CM33 secure, CM33 non-secure, and CM55 projects. All three projects are programmed to the external
QSPI flash and executed in Execute in Place (XIP) mode. Extended boot launches the CM33 secure project from a fixed location in the external flash,
which then configures the protection settings and launches the CM33 non-secure application. Additionally, CM33 non-secure application enables CM55
CPU and launches the CM55 application.

View this README on GitHub.

ar ° =n . .
| Quick Panel - Variables % Expressions e Breakpoints Provide feedback on this code example.

Eclipse for R - t

ModusToolbox™ equirements .
~ Start < >

& New Application Markdown Source |Preview

& import Existing Application In-Place © Console % [2] Problems =g Progress @ Memory 4 Terminal %@ - v=0
& Search Online for Code Examples ModusToolbox™ Console

& Search Online for Libraries and BSPs [Log file(s) for this session are stored at: C:\Users\DHANAN~1\AppData\Local\Temp\Logs13322240808918021897

& Training Material

& Refresh Quick Pane!

~ Project

Figure 7 Eclipse IDE Project Explorer

2, Navigate to project explorer and select the proj_bootloader project from Edge Protect Bootloader
application and copy it

Application note 10 002-40096 Rev. *D
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ﬁ TF-M_workspace - TF-M/common.mk

- Eclipse for ModusToolbox™

File Edit Navigate Search Project Run Window Help

[25 Project Explorer % 45 Debug ! Reg
mtb shared
&5 PSO

ige_Protect_Bootloader

[mif 2 [ B~R @i 0% [IEEARIE 2R AR AT F-=l g 2l
isters % Peripherals ESY E =8 [commenmk %
New >
Go Into

S beps Open in New Window
’ Zbu": Show In AIt+Shif+W >
> configs
£ >
s & docs & ModusToolbox
> &= images Show in Local Terminal >
T lers & copy cnc |
I =5 PSOC_Edge Protect | proj_t (in proj_t : | R e el
& common_app.mi sEE elete
[& common.mk Source >
LICENSE
L& Makefile Rename... F2
&) READMEmd R I
iy Import.
[l Quick Panel - Variables < Expressions e Breakpoints 4 Export.

Eclipse for
ModusToolbox™

~ Start

New Application

mport Existing Application In-Place
& Search Online for Code Examples

& Search Online for Libraries and BSPs

Build Project

Clean Project

Refresh F5
Close Project

Close Unrelated Projects |

[ Training Material
@ Refresh Quick Panel

~ PSOC_Edge_Protect_Bootloader.proj_bootloader (APP_KIT_PSE84 EVAL_ © RunAs

% Build Project
o Clean Project
Bl ModusToolbox™ Build Configuration Guide

~ Launches

4 PSOC_Edge_Protect Bootloader.proj_bootloader Debug (KitProg3_MiniPr

=% PSOC_Edge Protect Bootloader.proj_bootloader

Build Configurations >
Build Targets >
Index > !
Source >
5
4 Debug As >
Restore from Local History... |
#  Run C/C++ Code Analysis |
Team >
Compare With > |
Configure >
Properties Alt+Enter

Figure 8

Copy proj_bootloader project
3. Select the TF-M application, press right click and select paste option

E TF-M_workspace - Eclipse for ModusToolbox™
File Edit Navigate Search Project Run Window Help
[mild [ &R ~@i¥ 9% EEARE A R R AT -
project Explorer X 45 Debug ' Registers 7. Peripherals BESY § =t
New >
Go Into
> & ce_internal Open in New Window
> (= docs Show In Alt+Shifts W >
7 & Images ModusToolbox™ >
> = install R R 5
+ & proj_bootloader Show in Local Terminal
» = templates Copy Ctr|eC
> 1% TF-M.praj_cm33_ns (in proj_cm3 @ Paste p————
> & TF-M.proj_cm33_s (in proj_cm33_s
- i N o Delete Delete
> & TF-M.proj_cmS55 (in proj_cm5s,
o 4 Binaries Source ’
> B Archives
[& common_app.mk Rename. F2
L k
& common.ml & Import.
[ Quick Panel - Variables £ Expressions i Export.. =t
ECleSe for Build Project
ModusToolbox™ Clean Project
- Start Refresh F5
Close Project
= New Application d -
Close Unrelated Projects
= Import Existing Application In-Place
@ Search Online for Code Examples Build Configurations >
>
& Search Online for Libraries and BSPs Build Targets
Index >
< Training Material
@ Refresh Quick Panel Soice %
-~ TF-M (APPKIT PSEB4 EVALEPC2) O RunAs 2
>
& Build Application % Debug As
. Restore from Local History...
 Clean Application
3 Run C/C++ Code Analysis
& ModusToolbox™ Build Configuration Gu
Team >
~ Launches Compare With >
& TF-M Debug MultiCore (KitProg3_MiniP Configure &
B Properties Alt+Enter

Application note

Figure 9

Paste proj_bootloader project
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4, During the copy operation a copy project window pops up. Change the project name to TF-
M.proj_bootloader. Deselect the Use deafult
location option and choose browse option to set the path to TF-M application.

Append \proj_bootloader to the TF-M application path as shown below

BvRvE =]

EAR IR AR Rl TR A MRS R R A = Q w|E
i3 Project Explo.. X %5 Debug ifiiRegisters 2 Peripherals = O [ READMEMd [ READMEmd X =08 s
2%V 3 o
5 ‘ . A
v ESTEM PSOC™ Edge MCU: Edge Protect bootloader
> & bsps
> & build
> & ce_internal This code example demonstrates the integration of the PSOC_Edge_Protect_Bootloader library with a user application or other code examples using
> & docs PSOC_Edge_Basic_Secure_App as a reference implementation throughout this document. This example demonstrates the usage of
& images PSOC_Edge_Protect_Bootloader on Infineon's PSOC™ Edge MCU for secure boot and secure fimware update.
> (= templates

PSOC_Edge_Protect_Bootloader is an open-source MCUboot library basn_eq bootloader for Infineon's PSOC™ Edge MCU. MCUboot is the primary

> 5 TF-M.proj_cm33_ns (in pro,
bootloader in popular loT ope

> & TF-Mproj_cm33.s (in
> & TF-M.proj_cms5 (in proj_cmsS
4 Binaries

[ Copy Project a] X

Although the instructions arel?[oje([ name: TF-M.proj bootloader I

e to other code examples as well.

& common_app.mk
& common.mk

2 library-managerlog
b Makefile

This code example has a (hreli Use defaultlocation_|

s. All three projects are programmed to the external

QSPI flash and executed in E
" | ¢ CATF-M, TF-M T 1
which then configures the prg [-oc2ior _CATF-M-workspac\TF-Miprol_bootoader

project from a fixed location in the external flash,
Browse.

CPU and launches the CM55

Choose file system: default

nally, CM33 non-secure application enables CM55

[® README.md
View this README on GitHul

(&4 Quick Panel (- Variables % Expressions % Breakpoints = O Provide feedback on this cod|

Eclipse for -
ModusToolbox™ Requirements o

~ start < >

Markdown Source | Preview

Cancel

& New Application

& import Existing Application In-Place © Console (2 Problems 53 Progress 0 Memory 4 Terminal x @ @ i

@ Search Online for Code Examples & PSOC_Edge_Protect_Bootloader.proj_bootloader ModusShell | & TF-M ModusShell X | &) PSOC_Edge_Protect Bootloader ModusShell

& Search Online for Libraries and BSPs

@ Training Materiat $
& Refresh Quick Pane!
~ TF-M (APP_KIT PSE84_EVAL EPC2)
& Build Application
¥ Clean Application
2 ModusToolbox™ Build Configuration Guide
Connected - Encoding: UTF-8

Figure 10 Rename project and change location

After successfully copy, the Edge Protect Bootloader project is added to TF-M application. Select the
TF-M project, navigate to Quick panel and select Generate Launches for TF-M

5.

E TF-M_workspace - PSOC_Edge_Protect_Bootloader/README.md - Eclip
File Edit Navigate Search Project Run Window Help
=l B -]~ & 8 ==
5 Project Explo.. X % Debug i Registers % Peripherals = O [¥
E% Y §
= mtb_shared I
Protect_Bootloader
= bsps 1
> & build F
> & ce_internal F
> (= docs
> (&= images F
> (= templates k
> & TF-M.proj_bootloader (in proj_bootloader y
> & TF-M.proj_cm33_ns (in proj_cm33_ns
> & TF-M.proj_cm33_s (in proj_cm33_s 1
> &8 TF-M.proj_cm55 (in proj_cm35) (
> 4 Binaries N
s common_app.mk ¢
| common.mk
2 lihenns manannrlan \
[l Quick Panel = Variables “f Expressions e Breakpoints ~ B P
@ Clean Application I
& ModusToolbox™ Build Configuration Guide
= Launches
8 TF-M Debug MultiCore (KitProg3_MiniPrag4) M
Q. TF-M Program Application =]
I & Generate Launches for TF-M I g
E ModusToalbox™ Launch Canfiguration Guide ah
~ Tools $
I BSP Assistant 1.50
k&l Device Firmware Update Host Tool 2.80

Figure 11 Generate launches
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6. Open the Makefile for TF-M application which is located in <Workspace_Path>\TF-M directory and add
proj_bootloader to MTB_PROJECTS as shown below

MTB_PROJECTS=proj_cm33_s proj_cm33_ns proj_cm55 proj_bootloader

7. Open the common.mk file from TF-M application which is located in <workspace_Path>\TF-M directory
and update the COMBINE_SIGN_JSON to point to signer combiner JSON file which is generated by Device
Configurator

COMBINE_SIGN_JSON?=./bsps/TARGET_$(TARGET)/config/GeneratedSource/boot_with_bldr.json

2.3.3 Build and Program TF-M application

Once the integration of Edge Protect Bootloader and TF-M application is completed, it is ready for build and

program operation. Select the TF-M application and click on Program application to build and program TF-M
application as shown in below figure.

File Edit Source Navigate Search Project Run Window Help

(mild \;}g-@-n,—a\p HEvO v Ry @O B

Project Explorer % 1 Debug 't Registers 3. Peripherals 8BS Y § =0
[P |

> = bsps

> & build

> = docs

> = images

> = install

5 = templates
> &5 TF-M.proj_bootloader (in proj_bootloader,
> & TF-M.proj_cm33.ns (in
> &S TF-M.proj_cm33.s (in p
> &5 TF-M.proj_cm55 (in proj_cm55.

b -

s Quick Panel (-Variables & Expressions ®e Breakpoints
Eclipse for

ModusToolbox™

- Start

&2 New Application

—— O

= Import Existing Application In-Place

& Search Online for Code Examples

& Search Online for Libraries and BSPs

& Train ng Material

@ Refresh Quick Pane

~ TF-M (APP_KIT_PSE84_EVAL_EPC2)

@ Build Application

# Clean Application

&l ModusToolbox™ Build Configuration Guide
~ Launches

& TF-M Debug MultiCore (KitProg3_MiniProg4)
@ Generate Launches for TF-M

& ModusToolbox™ Launch Configuration Guide

& TF-M

Figure 12 Build and Program TF-M application

After successfully programming the application, the extended boot launches the Edge Protect Bootloader. The
Edge Protect Bootloader verifies image magic number of next all three images from the external flash (with the
quad SPlinterface), and launches the TF-M image. TF-M initializes the SPE and transfers control to M33 NSPE.
The M33 NSPE enables M55 NSPE. Upon successful launch, you will see the following logs on the serial terminal
as shown in Figure 13:
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Yl COMA49 - Tera Term VT — a X

| File Edit Setup Control Window Help
PSOC Edge MCU: Basic Trusted Firmware—-M (TF-M)> based Application

TF-M Internal Trusted Storage (ITS> service

ITS Storage data: Hello YWorld
BStoring data in ITS...

Figure 13 PSOC™ Edge basic TF-M application logs

Note: On Windows systems, if the TF-M application path exceeds 32 characters, an error stating File not
found may occur during TF-M build process. It may be caused by a path length
exceeding 260 characters on Windows. To resolve this, shorten the path of workspace and application
name.

2.4 Application structure and build artifacts

2.4.1 Application structure

The PSOC™ Edge basic TF-M application consists of three projects:
+ proj_cm33_s

e proj_cm33_ns

+  proj_cm55

«  proj_bootloader (added separately)

proj_cm33_s: This is a CM33 secure project that contains the TF-M. TF-M is available in source code format and
is placed in the ifx-tf-m-pseg84epc2(EPC2 device) and ifx-tf-m-pse84epc4(EPC4 device) library that can be
managed using the Library Manager offered by ModusToolbox™. The library is placed in the <workspace_Path>/
mtb_shared directory and functions as an independent, self-contained application. It contains all the necessary
components and dependencies required to operate independently. The proj_cm33_s project directory contains
only the essential Makefile and dependencies; it does not contain any source code. Any source code placed in
this directory will be excluded from the build process. Instead, ModusToolbox™ compiles the TF-M application
provided within the ifx-tf-m-pse84epc2/ifx-tf-m-pse84epc4 library.

proj_cm33_ns: This is the CM33 non-secure project. This project has the TF-M NSPE interface and can call PSA
APIs to request secure services from TF-M. The TF-M interface is available in a separate ifx-tf-m-ns library that
is placed in <Workspace_Path>/mtb_shared directory. The interface must be initialized by CM33 non-secure
project before requesting service from TF-M.
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proj_cmb55: This is the CM55 non-secure project. This project also has TF-M NSPE interface, that is, this project
is an off-core NSPE, which can request services from TF-M. The TF-M interface is available in a separate ifx-tf-
m-ns library and is placed in <workspace_Path>/mtb_shared directory. The interface must be initialized by the
CM55 project before requesting service from TF-M.

proj_bootloader: This is the EPB project integrated in TF-M application. This project is launched by extended

boot and executes in M33 SPE. The EPB is based on MCUBoot bootloader which is available in ifx-mcuboot-
pses4 library. The EPB authenticates the other three projects and transfers control to TF-M.

Basic TF-M

Application

[ . o> — >~y ——
C’:{:_ii\j;JE CM33 NSPE CM55 NSPE CM33 EPB
. Project Project Project
Project
CM33 SPE CM33 NSPE CM55 NSPE CM33 EPB
(hex) (hex) (hex) (hex)
CM33 SPE CM33 NSPE CM55 NSPE CM33 EPB
(*Signed hex) (*Signed hex) (*Signed hex) (*Signed hex)
fffff . T [ 1

| |
| 1
| |
| Combined Hex File |
| |
| |
| |

Programmed into RRAM/External Flash

NSPE: Non-Secure Processing Environment

SPE: Secure Processing Environment
* Project signing is optional and dictated by the Edge Protect Bootloader and extended boot configuration

Figure 14 TF-M application structure

2.4.2 Build artifacts

The build artifacts (hex, bin, elf, etc.) of each project of PSOC™ Edge basic TF-M application are placed into their
individual project directories.

«  proj_cm33_s: When building TF-M, the normal ModusToolbox™ application build flow is bypassed. Instead,
TF-M uses cMake as the build system generator and GNU Make as the build system. The output of cMake is
placed in the proj_cm33_s/build/APP_<BSP_NAME>/<CONFIG> directory. The build system compiles the TF-M
source code from the mtb-shared/ifx-trusted-firmware-mdirectory and generates the tfm_s.hex, tfm_s.bin,
tfm_s.map, tfm_s.elf, and tfm_s.axf artifact files and places them in the proj_cm33_s/build/
APP_<BSP_NAME>/<CONFIG>/bin directory. The object files (.0) and library files (.a) are placed in proj_cm33_s/
build/APP_<BSP_NAME>/<CONFIG> directory. The tfm_s.hex and tfm_s.elf artifacts are copied to the
proj_cm33_s/build/APP_<BSP_NAME>/<CONFIG> directory and renamed as <APPNAME>.hex and <APPNAME>.elf by
TF-M build system.
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The TF-M build system also installs the essential non-secure interface files in <TF-M_app_name>/install.
These files enable a non-secure interface to request secure services from TF-M. As part of the build process,
ModusToolbox™ copies the <APPNAME> . hex tO <TF-M_app_name>/build/project_hex directory

«  proj_cm33_ns, proj_cm55 and proj_bootloader: Like any other ModusToolbox™ application, the artifacts
of the build process are placed in their respective build/APP_<BSP_NAME>/<CONFIG> directories and the hex
files are copied to <TF-M_app_name>/build/project_hex directory

After building all four projects, ModusToolbox™ looks for all four <APPNAME> . hex, signs the individual images and
merges them to create a app_combined. hex file, which is the combination of all four projects. The signing and
merging of all four projects is governed by boot_with_bldr.json thatis located in bsps/TARGET_<BSP_NAME>/
config/GeneratedSource directory. This json file is auto generated based on the memory map configured in Edge
Protect Bootloader Solution configuration which is available under Solutions tab in Device Configurator.

2.5 TF-M Logging

TF-M provides an option to log status, exceptions, and faults that are useful to debug the application. By
default, TF-M logs are enabled in the code example.

The logs can be disabled by commenting the following line from <workspace_Path>/<TF-M_app_name>/
proj_cm33_s/Makefile:

#TFM_CONFIGURE_EXT_OPTIONS+= -DTFM_EXCEPTION_INFO_DUMP=ON -DPLATFORM_EXCEPTION_INFO=ON
-DIFX_FAULTS_INFO_DUMP=ON -DTFM_SPM_LOG_LEVEL=TFM_SPM_LOG_LEVEL_DEBUG
-DTFM_PARTITION_LOG_LEVEL=TFM_PARTITION_LOG_LEVEL DEBUG

When the logs are enabled, TF-M logs all the Secure Partition Manager (SPM) and all other partition's status,
faults, and exceptions. TF-M dumps the exception stack frame, type of fault, the bus master that caused the
fault, etc through UART. For example, if the M33 NSPE tries to change the protection context (PC) of the M33
CPU, it leads to PPC fault as shown in Figure 15.
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Figure 15 TF-M fault and exception loggin
g -M fault and logging

Serial Communication Block 2 (SCB2) UART lines are connected to KitProg3 on the PSOC™ Edge Evaluation Kit;
therefore, it is used for logging by TF-M. When logging is enabled in TF-M, SCB2 must be assigned to M33 secure
(M33S) domain, that is, it is marked as secure and cannot be accessed directly by NSPEs. This configuration is
set from Peripheral Protection Controller (PPC) configuration, available under System tab in Device
Configurator. It is possible to use some other instance of SCB for logging. To enable logging in such cases:

1. Enable the desired SCB instance with the 1Fx_TFM_sPM_UART alias and set the personality to UART.
Configure the clock and Rx/Tx lines accordingly

2, Update the peripheral protection controller (PPC) protection settings of the new SCB instance by
assigning it to M33S domain through PPC configuration in device configurator. Ensure that Rx/Tx pins
have secure attribute set to Secure access

Itis important to note that the secure SCB cannot be accessed by NSPE for logging or communication. If
accessed, it will result in a fault. To prevent such faults, users can choose any of the following options:
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+  Use platform service (for logging): TF-M offers a platform service for message logging. The logging
service transfers the message from NSPE to TF-M (SPE) where TF-M uses the secure SCB2 to log the
messages. This is the default logging method used in the TF-M code example. See the Platform service
section for instruction on how to use the platform partition's logging service

+  Use other SCB (for logging and communication): Use any other SCB than secure SCB for NSPE logging or
communication. Configure the new SCB with desired personality (UART/I2C/SPI) along with its associated
Rx/Tx pins. The SCB must be assigned to non-secure domain (M33_M55 domain) with PPC configuration
(available under System tab in Device Configurator) and the pin's secure attribute must be set as non-
secure access to make it accessible to NSPEs

See ModusToolbox™ Device Configurator user guide for more information about PPC configurations in device
configurator.
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3 Add TF-M to an existing application

TF-M can be added to an existing application using Library Manager provided by ModusToolbox™. Adding TF-M
to an existing project involves the following steps:

+ Add TF-M libraries to the application

+ Update application's memory and protection configuration with Edge Protect Configurator

+ Integrate Edge Protect Bootloader in the application

+ Add and Initialize the TF-M interface in NSPE

Note: After adding TF-M library, all source code placed in proj_cm33_s directory will be ignored by the build
process. Instead the TF-M source code available in ifx-tf-m-pse84epc2 or ifx-tf-m-pse84epc4 library
is built.

3.1 Add TF-M libraries to application

TF-M source code is available in the in ifx-tf-m-pse84epc2 (for EPC2 device) and ifx-tf-m-pse84epc4 (for EPC4
device) library and the NSPE interface is available in ifx-tf-m-ns library. The following steps show how to add
TF-M to PSOC™ Edge Hello World code example, but the same steps are applicable to other applications.

1. Select your application and open Library Manager.

E TF-M_workspace - Hello_World/README.md - Eclipse for ModusTo
File Edit Navigate Search Project Run Window Help
O~ | B~/ FrO0~-Gido S5
I3 Project Explo.. x #%Debug ! Registers % Peripherals ~ O

> 125 Hello_World

> = mtb_shared

&

k& Quick Panel = Variables € Expressions ®e Breakpoints — O

% Generate Launches for Hello_World

E ModusToolbox™ Launch Configuration Guide
~ Tools

I BSP Assistant 1,50

kel Device Firmware Update Host Tool 2.80

[~ brary Manager 2.50

k& ModusToolbox Setup
ModusToolbox™ Programmer 5.5
& ModusToolbox™ archiv ng and sharing 1.6

k& ModusToolbox™ sett ngs 1.10

Figure 16 Open Library Manager
2. Add ifx-tf-m-pse84epc2 or ifx-tf-m-pse84epca library to proj_cm33_s project as per target device
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Add Library - Library Manager 2.50 X
Target Project] proj_cm33.s v
Enter filter text... T E [#  ifx-tr-m-pse8depc2
|
Name ~  Version Trusted Firmware-M (TF-M) implements the Secure Processing Environment (SPE)
O cmsis-dsp 1.10.1 Release that aligns with the guidelines outlined by Platform Security Architecture (PSA) for
O command-consale 6.3.0 release secure devices. TF-M provides a set of secure services conforming to the PSA
functional API. The secure sevices provided include PSA Crypto, PSA Secure Storage,
D dfu 6.1.0 release .
and PSA Attestation,
O emeeprom 2.60.0 release
O emfile 300 release Version details: 2.1.300 release
O emusb-device 2.1.0 release
O emusb-host 2.1.0 release
O enterprise-security 3.3.0 release
D http-client 1.8.0 release
O http-server 3.3.0 release
() ife-mbedtls 3.6.300 release
O il-mcuboot-psed4 1.0.0 release
=ttt T
| ifx-tf-m-pse84epc2 2.1.300 release
[ AT 240000
O Ipa 5.8.0 release
D Iwip-freertos-integration 1.2.0 release
O lwip-network-interface-integration 1.7.0 release
D ml-middleware 3.1.0 Release
O ml-tflite-micro 3.1.0 Release
O matt 4.7.0 release
%) mtb-ipc 1.0.0 release
O mtb-littlefs 3.0.0 release
Y mth-srf 1.0.0 release
Cancel
Figure 17 Add TF-M library
3. Add TF-M interface library to proj_cm33_ns project (M33 NSPE)
| Add Library - Library Manager 2.50 X
Target Project] proj_cm33_ns ~
Enter filter text... T = [F  ifcttmens
Name ~  Version Trusted Firmware-M (TF-M) Non-secure Client Extension (NSCE) library.
D azure-c-sdk-port 1.6.0 release
O block-storage 1.3.1 release Version details: 2.1.300 release
D buffer-pool-manager 1.0.1 release
O cmsis-dsp 1.10.1 Release
O command-console ©.3.0 release
O dfu 6.1.0 release
D emeeprom 2.60.0 release
O emfile 3.0.0 release
D emusb-device 2.1.0 release
O emusb-host 2.1.0 release
O enterprise-security 3.3.0 release
O http-client 1.8.0 release
O http-server 3.3.0 release
() ibc-mbedtls 3.6.300 release
[l ifamacioot ocod 100 alas
| I ifx-tf-m-ns 2.1.300 release I
F——
P ™
O littlefs 2.4.0 Release
O Ipa 5.8.0 release
D Iwip-freertos-integration 1.2.0 release
O Iwip-netwark-interface-integration 1.7.0 release
O ml-middleware 3.1.0 Release
D ml-tflite-micro 3.1.0 Release
m maqtt 4.7.0 release
Cancel
Figure 18 Add TF-M interface to M33 NSPE
4, Add TF-M interface library to proj_cmss project (M55 NSPE). This is an optional step required only if M55

NSPE uses TF-M services or security aware PDL
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Add Library - Library Manager 2.50 X
Target Project:
Enter filter text... ¥ = [#  ifx-tf-m-ns
|
Name ~  Version Trusted Firmware-M (TF-M) Non-secure Client Extension (NSCE) library.
O emeeprom 2.60.0 release
O emfile 3.0.0 release Version details: 2.1.300 release
D emusb-device 2.1.0 release
O emusb-host 2.1.0 release
D enterprise-security 3.3.0 release
O http-client 1.8.0 release
O http-server 3.3.0 release
O ifi-mbedtls 3.6.300 release
[ERETY oot 24 1000
| I if-tf-m-ns 2.1.300 release I
F——
=ity ™ =rSftreten
O littlefs 2.4.0 Release
O Ipa 5.8.0 release
O Iwip-freertos-integration 1.2.0 release
O Iwip-network-interface-integration 1.7.0 release
O ml-middleware 3.1.0 Release
D ml-tflite-micro 3.1.0 Release
O matt 4.7.0 release
 mtb-ipc 1 elease
D mitb-littlefs 3.0.0 release
%y mtb-srf 1.0.0 release
O netxduo-network-interface-integration 1.5.0 release
D nonrtos-lwip-mbedtls 1.0.1 release
[ nta-hnntinarler-ahstractinn 170 release
Cancel
Figure 19 Add TF-M interface to M55 NSPE
5. Update the application after adding the necessary libraries
Library Manager 2.50 = o X
Settings Help
Application Directory: C:/TF-M_workspace/Hello_Wor Browse.

Name
~ BSPs
O APP_KIT_PSE84_EVAL EPC2 (ACTIVE)
proj_cm33_ns Libraries
proj_cm33 s Libraries
proj_cms$ Libraries

AddBSP  Add Library

¥ Update Available

= &

Remove

Starting to refresh dependencies for project ‘proj_cm33_ns'.
Refreshed all dependencies for project 'proj_cm33_ns.

Changelog for project *proj_cm33_ns":
ifi-tf-m-ns version release-v2.1.300 added

Starting to refresh dependencies for project ‘proj_cm33 s'
Refreshed all dependencies for project Proj_cm33.s.

Changelog for project "proj_cm33.s™:
ifx-tf-m-pse8depc2 version release-v2.1.300 added
ifx-mbedtls version release-v3.6.300 added

mbedTLS Acceleration version release-v3.0.0 added

Starting to refresh dependencies for project 'proj_cms5'.
Refreshed all dependencies for project ‘proj_cmSs'.

Changelog for project "proj 55
ifi-tf-m-ns version release-v2.1.300 added

Click “Update" to commit the changes

I Update I Close

Figure 20

3.2

Update application libraries

Update memory and protection configuration

After adding TF-M libraries, the next step is to add the necessary memory regions and update the protection
configuration. This can be achieved with Edge Protect Configurator.

1.

Application note
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E TF-M_workspace - Hello_World/README.md - Eclipse for ModusTa
File Edit Navigate Search Project Run Window Help

[milhd &~/ ~ & -0~ G-id™o 5

[#5 Project Explo.. * %% Debug ! Registers % Peripherals ~ 8
ER-S

> 125 Hello_World

> = mtb_shared

ll Quick Panel - Variables € Expressions ®e Breakpoints ~ 8

4 Generate Launches for Hello_World

2 ModusToolbox™ Launch Conf guration Guide

~ Tools
i Bsp Assistant 1.50
kil Device Firmware Update Host Tool 2.80
k&l ModusToolbox Setup
ModusToolbox™ Programmer 5.5
k& ModusToolbox™ archiv ng and sharing 1.6

& ModusToolbox™ sett ngs 1.10

Figure 21 Open Edge Protect Configurator

2, After opening the Edge Protect Configurator, the Edge Protect Configurator provides an option to add
the default memory regions and update security configurations for TF-M. Select yes to update the
application with these changes

Edge Protect Configurator 1.20 4

o Do you want to automatically configure memory for TF-M?
You will be able to change the default configuration later.

Following actions will be performed:

1. Enable memory region "TFM_ITS"

2. Enable memory region "TFM_PS"

3. Enable memory region "TFM_NV_COUNTERS"

4. Change memory region "m33s_nvm" domain to "M335_CODE"
5. Enable and configure Protection

6. Enable PPCs

Yes No

Figure 22 Update application with Edge Protect Configurator

3. Optionally you can select which TF-M profile, isolation level and partitions will be enabled. Additionally,
user defined Application RoT partitions can be created from Edge Protect Configurator
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C/TF-M_workspace/Hello_World/bsps/TARGET_APP_KIT_PSE84_EVAL_EPC2/config/design.edgeprotect - Edge Protect Configurator 1.20

TF-M Isolation Level

Level 2

i

Non-Secure Processing
Environment

File Edit View Settings Help
[} I
LERWNO-G-
General TF-M Services and Domains
Parameters
i Application Software Trusted Firmware-M
TF-M Profile Medium s

Secure Processing Environment

Customer
Application

PSA
API

Application RoT Service

Custom App RoT Service

~N
=
o
-

Protected Storage

infineon

Internal Trusted Storage

Initial Attestation
Platform

Secure Partition Manager
(SPM)

Isolation Boundary

Figure 23

Application note
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File Edit View Settings Help
NERLNSO-G-

General TF-M Services and Domains

@Add — Remove

Service

~ PSA RoT Services
Initial Attestation TFM_SP_INITIAL_ATTESTATION
. Crypto TFM_SP_CRYPTO

Internal Trusted Storage TFM_SP_ITS
~ App RoT Services
[ Protected Storage TFM_SP_PS

Figure 24 Enable/Disable TF-M Partitions

3.3 Integrate Edge Protect Bootloader

This step is optional and only required if the Edge Protect Bootloader is not already integrated into the
application. To add Edge Protect Bootloader:

1. Create Edge Protect Bootloader application and import it as a project in your application as described in
Add Edge Protect Bootloader to TF-M application

2. Add ifx-mcuboot-pse84 to proj_cm33_s project

3. Open Device Configurator, navigate to Solution tab and enable Edge Protect Bootloader Solution. Select
the Add

memory region for "bootloader_nvm" to add the region. Thisis a 160KB region
and is associated with M33S domain. Ensure that it is placed at 0x00011000 offset in RRAM. This is the
location from which extended boot launches the next application when boot switch is low. The
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[ C/TF-M_workspace/Hello_Worid/bsps/TARGET_APP_KIT_PSES4_EVAL_EPC2/config/design.modus* - Device Configurator 5.50

file  Edit  Setings  View  Help
PSEB46GPS2DBZCAA  CYWSSST3IUBG Edge Protect Bootioader Solution - Parameters
Peripherals  Analog  Pins  Clocks  System  Memory  DMA
Enter filter text YEBE A B Name Value
Resource Name(s) Personality ~ Documentation
| A\ Edge Protect Bootloader Solution. EdgeProtect Bootioade wration-10_~ |

@ Edge Protect Solution

Notice List
Fix Description

Edge Protect Bootloader EdgeProtect Bootloader

Overview

Edge Protect-1.0 v

~ MCUBoot config

Upgrade mode overwrite

Logging level dbg

FIH level

EY

Image count

Validate boot slot
Validate upgrade siot
Measured boot

HW rollback protection

DOOO0 « g

Edge Protect Bootloader Solution - Parameters ~ Code Preview

Application 0: No secondary slot region is selected. Firmware upgrade functionality will not be available for this application.
Application 0: Selected secondary slot region s not supported. Please select a different memory region.
! Application 1: No secondary slot region is selected. Firmware upgrade functionality will not be available for this application.
Application 1: Selected secondary slot region s not supported. Please select a different memory region.
Application 2: No secondary slot region is selected. Firmware upgrade functionality will not be available for this application.

Code generation has been disabled for 'CM33 0 Secure MPU' from the design file. TF-M dynamically reconfigures MPU because TF-M needs to protect more than 8 memory regions.

This means that no error checking is performed for consistency across connected peripheral settings. To get system-level consistency checking for

(=] Application 2: Selected secondary slot region is not supported. Please select a different memory region.
(i}

|g \. v Memory region not found for reserved region: bootloader_nvm

ol 'Add memory region for ‘bootloader_nvm' jl evelBRC

Ready

@ A\~ [he current Protection Level supports register-fevel PPC
PPC settings, switch to 'Secure Services +Peripherls’
The DPLL_LP might be used as a source clock for QSPI. In case when the CM33 Secure application executed from exteral flash the user should ot reconfigure a clock tree related to the appropriate QSP! interface.

This means that no error checking is performed for consistency across connected peripheral settings. To get system-level consistency checking for

x

Location

PSE846GPS2DBZCAA: Edge Protect Bootloader Solution
PSEB46GPS2DBZCAA: Edge Protect Bootloader Solution
PSEB46GPS2DBZCAA: Edge Protect Bootloader Solution
PSEB46GPS2DBZCAA: Edge Protect Bootloader Solution
PSEB46GPS2DBZCAA: Edge Protect Bootloader Solution
PSEB46GPS2DBZCAA: Edge Protect Bootloader Solution
PSE846GPS2DBZC4A: CM33 0 Secure MPU

Memory

PSEB46GPS2DBZCAA: Peri 0
PSEB46GPS2DBZCAA: Peri 1
PSEB46GPS2DBZC4A: Clocks

Figure 25

Add Edge Protect Bootloader NVM memory region

file  Edit  Settings  View

PSEB46GPS2DBZCAA  CYWSSS13IUBG

Solutions  Peripherals  Analog  Pins
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Resource

Memory
) Memory Region 0
el
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v
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Memory Region 1
Memory Region 2
Memory Region 3
Memory Region 4
Memory Region 5
Memory Region 6
Memory Region 7
Memory Region 8
Memory Region 9
Memory Region 10
Memory Region 11
Memory Region 12
Memory Region 13
Memory Region 14
Memory Region 15
Memory Region 16
Memory Region 17

Notice List

Fix  Description

me

)

=]
Ready

Help
Memory -Pa..8 X
Clocks  System  Memory  DMA Enter f. O »
YEE 4 B Memory Regions  Memory Address View  Peripheral Address View  Read Me Name
Namef(s) Personality El [ X v Overview
Memory Regions ‘ms(rum‘on Tightly Coupled Memory (TCM) 256 KB‘
memory_region_d Memory Regic
‘Dala Tightly Coupled Memory (DTCM) 256 KB‘
memory_region_data-
memory._region_data-1.0 =
Summary Help:
nory_region_dats
memory_region_data-1.0 a 5) ox
nory_region_d R Read Me Help

{8 C/TF-M_workspace/Hello_Worid/bsps/TARGET_APP_KIT_PSES4_EVAL_EPC2/config/design.modus* - Device Configurator 5.50

nory_region_data-1

ion_data

y_region_d:

mory_region_data-1.0

ory_region_datz Memory Ranges

ory._region_data-1.0

Range Id

gion_data

o | 0000000
M33_MS5 (Domain 4)

0 (1 uB) exten
[ M33NSC (Domain 3)

M33 (Domain 1) [ M335 (Domain 0)

Legend:

<

Application 0: No secondary slot region s selected. Firmware upgrade functionality will not be available for this application.
Application 0: Selected secondary slot region s not supported. Please select a different memory region.
Application 1: No secondary slot region is selected. Firmware upgrade functionality will not be available for this application.

Annlication 1: Selected secondarv slot reaion is not sunnarted. Please select a different memorv reqian.

nory_region_d: 0x0005B000 0x00008000 (32 KB) CM33 non-secure and Ch ~_Memory Definitiog

pory redicndatas 0 0x00063000 0x00002000 (8 KB) skl Conf
memory_region_datz-1.0 0x00065000 0x00004000 (16 KB)
gion.data-1.0 W35 (Domain 0) 0x00063000 0x00001000 (4 £3)

m, TEM_ITS,TFM_PS, T

M335_CODE (Domain 6)

Memor.

Location

PSEB46GPS2DBZCA4A: Edge Protect Bootloader Solution
PSEB46GPS2DBZC4A: Edge Protect Bootloader Solution
PSEB46GPS2DBZC4A: Edge Protect Bootloader Solution
PSFR46GPSINR7CAA: Fdae Protect Rootloader Solution

Figure 26
4.

Place bootload_nvm region in RRAM

Open Device Configurator, navigate to Memory tab and create secondary slot memory regions for image

update. The secondary slots should be placed in external flash memory and should have the same size
as their corresponding primary slots
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File  Edit  Settings  View  Help
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) Memory Region 19 vres_0_memory_region_data_19  memory_region_data-1.0 -
Legend: [l M33 (Domain 1) M33_M55 (Domain4)  IM33NSC (Domain 3)  [liM335 (Domain 0) [l M335_CODE (Domain 6) »  Memor. @
Notice List & x
Fix  Description ~  Location
o f;ttng:nerancn has been disabled for 'CM33 0 Secure MPU' from the design file. TF-M dynamically reconfigures MPU because TF-M needs to protect more than 8 memory e p—
Ready
5. Navigate back to Edge Protect Solution tab and update slot information for all three images
File  Edit  Settings  View  Help
PSEB46GPS2DBZCAA  CYWSSST3IUBG Edge Protect Bootloader Solution - Parameters 8 x
Peripherals  Analog  Pins  Clocks  System  Memory — DMA Enter filter text O VYE®
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(@) stage SERAM App
(2 Watchdog
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(2) Bootloader project name
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(?) Output hex file path
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Edge Protect Solution vres 0_edge_protect 0 Edge Protect-1.0

Application 0 Configuration
=

T

(@)
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proj_bootloader
+/.../../build/project_hex/proj_bootloader.nex
/./../build/project_hex/proj_bootloader_signed.hex

(@]

() Secondary slot region

@ m33s_upgrade_slot (Memory Region 27)

(@ Ram load
~ Build & Deployment
(@) Project name
() Input hex file path
(2 Output hex file path

(@]

proj.cm33 s
/..-1../build/project_hex/proj_cm33 s hex
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< Primary SIot Configuration
() Primary slot memory
(@) Primary slot offset
() Primary slot size
() Secure Access

Serial Memory Interface block 0, memory 1 (S25F51285)
0x00100000
0x00240000

PTEEToTTT
~ Memory Slots
(?) Secondary slot region
Edge Protect Bootioader Solution - Parameters

Notice List

Description

Fix

Ready.

Code generation has been disabled for ‘CM33 0 Secure MPU" from the design file. TF-M dynamically reconfigures MPU because TF-M needs to protect more than 8 memory
regions.

& m33_upgrade_slot (Memory Region 28)
Code Preview

Location

PSEB46GPS2DBZC4A: CM33 0 Secure MPU

x

Figure 28 Application 0 configuration
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File  Edit  Settings  View  Help
PSEB46GPS2DBZC4A  CYWSS5131UBG Edge Protect Bootioader Solution - Parameters a8 x
| Solutions | peripherals  Analog  Pins  Clocks  System  Memory  DMA nter filter te O YEM®H
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@ Edge Protect Solution " Primary slot offset 0x00100000
Primary slot size 0400240000
~ Memory Slots
I (?) Secondary slot region & m33_upgrade_slot (Memory Region 28) Iv
v RAM Load
() Ram load @)
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(@) Project name proj_cm33_ns
Input hex file path J.1.1./build/project_hex/proj_cm33_nshex
() Output hex file path /././-/build/project_hex/proj_cm33_ns_signed.hex
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Primary slot size 0400240000
(2) Secure Access
~ Application 2 Configuration
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(2 Ram load (@)
~ Build & Deployment
(?) Proiect name oroi cmS5
Edge Protect Bootloader Solution - Parameters  Code Preview
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Fix  Description ¥ Location
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Ready
Figure 29 Application 1 configuration
File  Edit  Settings  View  Help
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v meaT
Mbedtls crypto configuration file 1e84)/boot/platforms/COMPONENT_PSE84/mcuboot_config/ifx_mbedtis_crypto_config.h
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Edge Protect Bootloader Solution - Parameters. Code Preview
Notice List 8 x
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Fix  Description ~ Location
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Ready

Figure 30 Application 2 configuration

6.

3.4 Add TF-M interface to use TF-M services

Save the changes to generate required files for the application and close the Device Configurator

To use the secure services provided by TF-M, the interface must be initialized to enable communication
between the NSPE and SPE. The initialization function for the NSPE interface, tfm_ns_interface_init(), must
be called by the CM33 NSPE. This can be achieved by including the tfm_ns_interface.h and os_wrapper/
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common . h header files in the M33 NSPE code. The below code snippet shows how to initialize the TF-M interface
on the M33 NSPE. Once the Interface is initialized, both M33 NSPE and M55 NSPE can use TF-M services.

#include "tfm_ns_interface.h"
#include "os_wrapper/common.h"
int main(void)
{
cy_rslt_t result;
uint32_t rslt;
/* Device initialization */
result = cybsp_init();
/* Initialize TF-M interface */
rslt = tfm_ns_interface_init();
if(rslt != OS_WRAPPER_SUCCESS)
{
CY_ASSERT(0);
}
/* User application */
}
Note: The security aware PDL is integrated as part of Platform partition. To use these PDL APIs in your
application, TF-M interface must be first initialized.
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4 TF-M architecture

Figure 31 and Figure 32 provide a high-level view of the TF-M for PSOC™ Edge devices. They show where each
component resides, runs, and how it interfaces with other components.

TF-M for EPC2

CM33 CM55
M33 NSPE

M33 NS User Application

M55 NSPE User Application

PSA Developer Security SRF IPC
APIs Aware PDL handling
" 1 1 Security PSA Developer
v A Aware PDL APls
TF-M | | SRF | IPC
Interface | | Interface |
A
NSC veneer
— —— —TrustZone Isolation— —— —— — SRF Interface TF-M Interface

User
Partition(s)

- SPM/PRoT (PC2 privileged)
Attestation Crypto Platform
- ARoT (PC2 unprivileged)

Crypto SW
implementation M33 NSPE (PC2 privileged)
Edge Protect
Bootloader M55 NSPE (PC6 privileged)
i |
I | TF-M
LI
Crypto HW
accelerator
Figure 31 PSOC™ Edge EPC2 TF-M architecture
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CM33
M33 NSPE

M33 NS User Application

TF-M for EPC4

PSA Developer Security SRF IPC
APIs Aware PDL handling
A A A
Y Y
TFFM | | SRF
Interface | | Interface

NSC veneer

—— =TrustZone Isolation— — —— —

User

Partition(s)

Platform Crypto Attestation

Crypto SW
implementation

Edge Protect
Bootloader

Crypto HW

Secure Enclave
accelerator

CM55

M55 NSPE User Application

Security PSA Developer
Aware PDL APIs

SRF Interface TF-M Interface

- Secure Enclave (PC1, privileged)
- SPM (PC2 privileged)
- PRoT (PC2 unprivileged)
- ARoT (PC4 unprivileged)

M33 NSPE (PC5 privileged)

- M55 NSPE (PC6 privileged)

-———1

: | TF-M

Figure 32 PSOC™ Edge EPC4 TF-M architecture

PSOC™ Edge is a CM33 + CM55 dual-core MCU. The CM33 implements the TrustZone® extension, while CM55 does
not have TrustZone’ implemented and therefore runs in non-secure (NS) mode. TF-M runs in the SPE on the
CM33 CPU. The SPE is further partitioned into two domains: PSA Root of Trust (RoT) and the application RoT.

The PSA RoT consists of the following components:
+  Edge Protect Bootloader (not part of TF-M)
+  TF-M Secure Partition Manager (SPM)
«  TF-M PSARoT partitions
- Crypto
- Fwu
- Platform
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- Attestation

- TS
The application RoT domain houses the following:
+  Protected storage partition

+  User-defined partition (optional): This is where user-defined services can be implemented in a new
partition as part of the application RoT

These partitions can be enabled/disabled from Edge Protect Configurator as per application needs. The Edge
Protect Configurator also provides an option to create new user defined application RoT partitions. See Edge
Protect Configurator user guide for more information.

Note: Firmware update partition is not supported with Infineon's port of TF-M. The non-secure application
must write the upgrade images in secondary slots using Security aware SMIF Peripheral Driver Library
(PDL) and the EPB shall perform the swap or overwrite operation to upgrade the image.

The SPM and secure services are implemented in separate partitions. The partitions execute in privilege levels
as described in Table 1 and Table 2. The SPM is a core component of TF-M which manages the isolation
boundaries between these partitions. SPM sets up the execution environment for other secure partitions and
NSPEs then transfers control to M33 NSPE. When NSPE requests for secure service, SPM manages the state
transitions and schedules the execution of pending requests from NSPEs.

Infineon also provides Secure Request Framework (SRF) to facilitates secure access to certain system resources
from the NSPE with security aware Peripheral Driver Library (PDL). In the Infineon port of TF-M, the SRF is
seamlessly integrated into TF-M interface. Out of the box, SRF provides support for serial memory interface
(SMIF), real time clock (RTC), system power management (SysPM), and system clock (SysClk) modules. The
support for these security aware PDL APIs are offered as service by Platform partition of TF-M. Comprehensive
list of supported APIs can be found within the respective PDL and SRF documentation. Additional PDL APIs and
user-defined functions can be incorporated into the SRF as per specific use case requirements. Refer to the SRF
documentation for more details on integration and configuration process.

4.1 Intercommunication between SPE and NSPE

The PSOC™ Edge device has NSPE on both CM33 and CM55 CPU and the TF-M NSPE interface is available on
both. The communication between the M33 NSPE and CM33 SPE (TF-M) is facilitated through non-secure
callable (NSC) function calls. Non-secure callable functions contain the special secure gateway (SG) instruction
placed in the NSC memory. When the NSC function call is performed from the NS software, it executes the SG
instruction that performs the state change from NS to S and the control is transferred to TF-M, where the secure
partition manager (SPM) handles the scheduling of requested services. The SRF is integrated with the TF-M
interface. As a result, when the M33 NSPE invokes a security-aware PDL API, SRF encapsulates the request as a
call to the Platform partition of TF-M. This call is then handled by the SPM, which is responsible for managing
and executing secure service requests.

The M55 NSPE utilizes Inter-Processor Communication (IPC) to communicate with M33 CPU. When the M55
NSPE initiates a call for TF-M secure service or a security aware PDL, the TF-M M55 interface encapsulates the
request into an SRF request which is sent via IPC. This IPC request is then received by the M33 CPU and handled
by M33 NSPE. The SRF on M33 NSPE then forwards the request to the TF-M interface. The request is further
processed by the SPM within TF-M, and a response is sent back to the M55 NSPE through the M33 NSPE SRF
using IPC.

If the M33 NSPE operates with an RTOS, two dedicated threads are created: one for receiving SRF IPC requests
and another for processing those IPC requests. These threads are created during device initialization by
cybsp_init(). However, in a bare-metal M33 NSPE system, the handling of SRF IPC communication (between
M33 NSPE and M55 NSPE) must be implemented by the user application. The mtb_srf_ipc_receive_request()
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and mtb_srf_ipc_process_pending_request() APIs can be used for SRF IPC handling in a bare-metal M33 NSPE
system as shown below. See SRF API documentation for more information.

int main(void

/* Device initialization */
result = cybsp_init

for

/* User application code */

srf_result = mtb_srf_ipc_receive_request(&cybsp_mtb_srf_relay context
IPC_TIMEOUT
if(srf_result != CY_RSLT_SUCCESS

CY_ASSERT(0

srf_result = mtb_srf_ipc_process_pending_request(&cybsp_mtb_srf_relay context
if(srf_result != CY_RSLT_SUCCESS

CY_ASSERT(®

4,2 Isolation in TF-M

The PSA Firmware Framework-M (PSA FF-M) specification defines three isolation levels to ensure data
confidentiality. These three levels of isolation address the varying security needs of devices with varying
capabilities.

+ Level lisolation: Theisolation boundary exists between the SPE and NSPE

« Level 2isolation: The isolation boundary exists between the SPE and NSPE as well as between the PSA
RoT and App RoT

+ Level 3isolation: The isolation boundary exists between the SPE and NSPE, between the PSA RoT and App
RoT, and between each App RoT partition

The PSOC™ Edge EPC2 device is PSA L2 compliant and supports isolation level 2 (L2) and isolation level 3 (L3),
with L2 being the default isolation level. The EPC4 device supports both isolation level 2 (L2) and isolation level
3(L3), with L3 configured as the default isolation level. The default isolation level can be changed from Edge
Protect Configurator.

To establish these isolation boundaries between domains effectively, SPM uses protection mechanisms such as
TrustZone’, memory protection unit (MPU), memory protection controller (MPC), and peripheral protection
controller (PPC). TrustZone’ is a core component of the CM33 CPU that partitions the address space of the
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entire device using the implementation defined attribution unit (IDAU) and secure attribution unit (SAU) in to
secure and non-secure regions.

In addition to TrustZone®, PSOC™ Edge implements Infineon's proprietary protection contexts (PC) for
additional security. Protection context isolates shared resources in a system from different software
components as well as from multiple masters. It acts like a pseudo-state, thereby adding an additional security
attribute to the bus masters over the existing NS attribute of TrustZone®. PSOC™ Edge supports eight PCs with
each software layer executed using a predefined PC. The PC and NS attribute is used by MPC and PPC to ensure
isolation of memory and peripherals between different software components.

For granular access control of memories, TF-M utilizes MPC and MPU for the following:

«  The MPC divides memory into fixed-size blocks and provides access control permissions for Read/Write/
Non-secure access for each protection context to ensure data confidentiality among partitions

+  The MPU controls code execution allowance and access to memory by unprivileged code
Table 1 and Table 2 summarize the execution privilege level of each firmware component.

Table1 Privilege level of EPC2 software component

Software component NS attribute PC Priv attribute
Edge Protect Bootloader |S PC2 Priv

TF-M core (SPM) S PC2 Priv

PSA RoT S PC2 Priv

App RoT S PC2 Unpriv

M33 NSPE NS PC2 Priv

M55 NS application NS PC6 Priv

Table 2 Privilege level of EPC4 software component

Software component NS attribute PC Priv attribute
SE RT services S PC1 Priv

Edge Protect Bootloader |S PC2 Priv

TF-M core (SPM) S PC2 Priv

PSA RoT S PC2 Unpriv

App RoT S PC4 Unpriv

M33 NSPE NS PC5 Priv

M55 NS application NS PC6 Priv

TF-M isolates peripherals using the PPC. The PPC provides access restrictions of peripherals among software
components based on attributes such as non-secure, privileged, and protection context.

The protection attributes for MPC (read/write/non-secure/PC) and PPC (non-secure/privileged/PC) are grouped
together and abstracted in a protection domain. For example, the M33S (secure) protection domain defines
secure read and write access to memory and secure privileged access to peripherals (PPC regions) for bus
masters with PC2 and PC7. The Device Configurator allows users to create up to 16 protection domains. Each
memory region and PPC region in the device is assigned a protection domain through the Device Configurator.
During the device initialization, the MPC and PPC are configured such that the memory regions and peripherals
have appropriate access permissions as per their assigned protection domain.

The Edge Protect Configurator provides the necessary default protection domains required for TF-M across
both EPC2 and EPC4 devices. The Edge Protect Configurator works in conjunction with Device configurator to
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assign these domains to memory regions associated with TF-M as well as to peripherals. The security
permission for each protection domain can be viewed from Systems tab in Device Configurator. See Edge
Protect Configurator User Guide and ModusToolbox™ Device Configurator user guide for more information.

4.3 Profiles in TF-M

The features of TF-M are highly customizable. To cater to devices with different capabilities and their use cases,
TF-M provides a set of profiles. A profile is a group of configuration options used for building TF-M. TF-M
provides four profiles; small, medium, and ARoT less and large. Table 3 table provides a brief summary of the
features offered in each TF-M profile. Out of the four profiles, Infineon's port of TF-M for PSOC™ Edge device
supports medium and large profiles with medium being the default for both EPC2 and EPC4. The default TF-M
profile can be changed from Edge Protect Configurator.

Table 3 TF-M profiles
Small (not Medium ARoOT less (not Large
supported) supported)
Isolation level Level 1 Level 2 Level 1 Level 3
Crypto capabilities |+  Symmetric + Symmetricand |+ Symmetricand |+ Larger
cipher suite asymmetric asymmetric symmetric and
« SHA256 cipher suite cipher suite asymmetric
hashing . SHA256 « SHA256 cipher suite
hashing hashing + SHA
256/384/512
hashing
Services/partitions |+ ITS « TS « TS « TS
+ Initial + Initial + Initial + Initial
Attestation Attestation Attestation Attestation
(symmetric) (asymmetric) (asymmetric) (asymmetric)
+ Crypto e PS « FWU « PS
+ Crypto « Crypto « Crypto
«  FWU (not
supported)

The configuration options defined by a TF-M profile can be customized further as per the application's
requirements. The following table compares the default configuration used by Infineon's port of TF-M for
PSOC™ Edge EPC2 and EPC4 devices:

Table 4 PSOC™ Edge E84 EPC2 and EPC4 default TF-M configurations
Configuration EPC2 EPC4
Profile Medium Medium
Isolation level Level 2 Level 3

(table continues...)
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Table 4 (continued) PSOC™ Edge E84 EPC2 and EPC4 default TF-M configurations
Configuration EPC2 EPC4
Services/Partitions o« ITS « ITS
« Initial attestation (asymmetric) |« Initial attestation (asymmetric
.« PS with Secure Enclave)
« Crypto « PS
«  Platform +  Crypto (with Secure Enclave)
+  Platform
NV counters location RRAM Secure Enclave
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5 Services offered by TF-M
The following services are offered by TF-M to the SPE and NSPE:

5.1 Cryptography

TF-M provides a cryptography service as an implementation of the PSA crypto APl in a PSA RoT secure partition
within TF-M. This implementation utilizes the MbedTLs library. The crypto service can be used by applications
running in the NSPE or by other services of TF-M (running in the SPE) through PSA crypto APIs.

TF-M can be configured and built for four different profiles, each providing a different level of functionality.
These profiles offer the following cryptography capabilities:

«  Small: Provides only symmetric cipher, SHA256, and HMAC (not supported on PSOC™ Edge)

«  Medium: Provides symmetric and asymmetric cryptography (as recommended in (RFC 7925) and CoAP
(RFC 7252)), along with SHA, HMAC, and asymmetric key algorithms for signing or verification, and public-
key cryptography-based key exchange

+  ARoT less: Same as medium profile (not supported on PSOC™ Edge)

« Large: Provides symmetric and asymmetric cryptography as defined in TLS 1.2, SHA, HMAC, asymmetric
key algorithms for signing or verification, public-key cryptography-based key exchange, and key derivation

By default, TF-M for PSOC™ Edge EPC2 and EPC4 devices is built with the medium profile. The crypto
implementation for the PSOC™ Edge EPC2 device uses the following:

« Acrypto hardware accelerator for accelerated algorithms
+  Software implementation from the Mbed TLS library for other algorithms

The selection to use the hardware accelerator or software implementation is defined at compile-time
configuration. By default in EPC2 device, hardware accelerator support is enabled in TF-M. Accelerator support
can be enabled or disabled by passing the following Make configuration in proj_cm33_s/Makefile

TFM_CONFIGURE_OPTIONS+= -DIFX_MBEDTLS_ACCELERATION_ENABLED:BOOL=0ON/OFF

In EPC2 devices, the cryptography service uses ITS to store the persistent keys while the volatile keys are stored
in an SRAM region, which is allocated to Crypto partition.

The crypto implementation for the EPC4 device uses the following:

«  Secured enclave (SE) for robust security

« Acrypto hardware accelerator for accelerated algorithms (PSA L2 certifiable)
+  Software implementation from the Mbed TLS library for other algorithms

In EPC4 device, it is recommended to use the Secure Enclave for crypto operation and keep the crypto
hardware accelerator disabled. If built with a crypto hardware accelerator, the resulting system cannot meet
PSA L3/4 requirements. EPC4 devices use the key lifetime attribute to specify if the secured enclave or M33
software implementation can be used for crypto operations. If the SE is used for crypto operation then both
persistent and volatile keys are stored inside the SE. The following code snippet shows an example of how to
set a key attribute to use SE for crypto operation:

psa_set_key_ lifetime(&key_attributes
PSA_KEY_LIFETIME_FROM_PERSISTENCE_AND LOCATION
PSA_KEY_LIFETIME_VOLATILE
PSA_KEY_LOCATION IFX_SE

For SHA256 hashing, two options are available with EPC4 device; SE or software implementation. Unlike other
crypto operations, the SHA256 selection must be done at compile time, by default, SHA256 with SE is enabled.
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This selection is done by setting the 1Fx_USE_sW_sHA Make configuration flag to OFF for SE implementation and
ON for M33 software implementation:

TFM_CONFIGURE_OPTIONS+= -DIFX_USE_SW_SHA:BOOL=0FF/ON

For the SHA384/512 family, software implementation is used and SE support is not available. For the complete
list of supported SE crypto operations, see the "SE_RT_Services" section in the PSOC™ Edge E84 MCU
architecture reference manual.

In addition to the predefined profiles, TF-M offers the flexibility to customize the crypto suite by adding or
removing specific algorithms that align with the application's requirements. This can be achieved by defining a
customized crypto configuration header file and setting the TFM_MBEDCRYPTO_PLATFORM_EXTRA_CONFIG_PATH CMake
variable with the path of the header file. The following snippet shows how the CMake variable can be set via
proj_cm33_s/Makefile

TFM_CONFIGURE_OPTIONS+= -DTFM_MBEDCRYPTO_PLATFORM_EXTRA_CONFIG_PATH="Path to config file"

The PSOC™ Edge MCU: Trusted Firmware-M (TF-M) Crypto - EPC2 and PSOC™ Edge MCU: Trusted Firmware-M
(TF-M) Crypto - EPC4 code examples show how to use crypto service of TF-M. The EPC2 code example utilizes
the hardware accelerator and the EPC4 code example uses the hardened Secure Enclave to demonstrate
cryptography service.

5.2 Secured storage

TF-M provides the following two services for secure storage of assets:

5.2.1 Internal trusted storage (ITS)

ITS is a PSA RoT service designed for storing the most security-critical device data, such as cryptographic keys,
in the internal RRAM storage. In PSOC™ Edge, RRAM NVM is used to store the ITS assets. By default, ITS supports
the storage of ten assets, with a maximum asset size of 512 bytes.

The PSOC™ Edge MCU: Basic Trusted Firmware-M application - EPC2 and PSOC™ Edge MCU: Basic Trusted
Firmware-M application - EPC4 code examples demonstrate the use of ITS service to store assets from NSPE in
secure memory.

5.2.2 Protected storage (PS)

PSis an application RoT service that offers encrypted storage of assets in the internal RRAM. PS uses AES-CCM
based AEAD encryption to protect the assets. By default, PS supports the storage of ten assets, with a maximum
asset size of 2 KB.

5.3 Initial attestation service

The initial attestation service serves as a key mechanism to prove the genuineness of the device. Upon request,
TF-M can create an initial attestation token (IAT) that is compliant with the IETF entity attestation token (EAT)
specification. The attestation token contains a list of claims that serve as evidence to prove the identity of the
device. The following list of claims are provided in the attestation token:

« bootseed
+ challenge
« client_id
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+ implementation_id
« instance_id
« profile_id
«  security_lifecycle
+ sw_components (for each image)
- measurement_description
- measurement_value
- signer_id
- sw_component_type
- sw_component_version
The EPC2 device includes software component measurements for the following images:
«  CM33 SPE (TF-M)
« CM33 NSPE
« CM55NSPE
The EPC4 device includes software component measurements for the following images:
+  SE RRAM boot
«  SERT services
« Extended boot (L1 boot)
«  CM33SPE (TF-M)
« CM33NSPE
« CM55NSPE

This list of claims is encoded in concise binary object representation (CBOR) format and signed by initial
attestation private key (256-bit ECC key) as per the CBOR object signing and encryption (COSE) specification
(RFC 8152). A certification verification service verifies the token with the initial attestation public key. In EPC2
device, the attestation token is generated locally on M33 SPE while in EPC4 device, the attestation token
generation is carried out by SE.

The initial attestation service relies on the Edge Protect Bootloader for boot measurements of all images to
generate the attestation token. To get boot measurements, boot measurements feature must be enabled. This
can be enabled in the Edge Protect Bootloader Solution in Device Configurator. See AN237857 Edge Protect
Bootloader for PSOC™ Edge for more information.

The PSOC™ Edge TF-M based initial attestation - EPC2 and PSOC™ Edge TF-M based initial attestation - EPC4
code examples show how to use an initial attestation service to generate an attestation token and how the IAK
public key can be extracted from the device for token verification.

Note: «  Thesigneridis an optional claim and is not included for SE ROM firmware, extended boot and SE
RT service images

«  The SE ROM firmware is the root of trust therefore the boot measurement (SHA256 hash) value of
SE ROM firmware is not available

5.4 Platform service
The platform service leverages the platform-specific features of the MCU and offers it to the NSPE via the
platform partition of TF-M. TF-M for PSOC™ Edge offers the following platform services:

Non-volatile counters: TF-M offers up to three non-volatile counters of four bytes each to the NSPE. The NSPE
can use the platform service to either read or increment the NV counters. Include the tfm_platform_api.h
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header file in the NSPE project and use the tfm_platform_nv_counter_increment() and
tfm_platform_nv_counter_read() APIs to use the service.

System reset: The registers required to reset the system are protected and cannot be accessed by the NSPE.
The system reset service provides a way to the NSPE application to reset the platform. To reset the device,
include the tfm_platform_api.h header file in the NSPE project and call the tfm_platform_system_reset() API
function.

NSPE logging: The logging platform service can be used by the NSPE to log messages on the serial terminal
using UART. This service can be quite useful when only one SCB of the MCU is available and both the TF-M and
NSPE applications need to log. Before using NSPE logging, secure logging in TF-M must be enabled. To enable
logging add the following Make configuration in secure (proj_cm33_s) project Makefile.

TFM_CONFIGURE_EXT_OPTIONS+= -DTFM_EXCEPTION_INFO_DUMP=ON -DPLATFORM_EXCEPTION_ INFO=ON
-DIFX_FAULTS_INFO_DUMP=ON -DTFM_SPM_LOG_LEVEL=TFM_SPM_LOG_LEVEL_DEBUG
-DTFM_PARTITION_LOG_LEVEL=TFM_PARTITION_LOG_LEVEL_ DEBUG

To use this service, the NSPE application must include the ifx_platform_api.h header and call the
ifx_platform_log msg() API.

Security aware PDL: The Infineon's port of TF-M has an SRF framework integrated in to TF-M as part of the
platform partition. It provides security aware driver implementation of the following modules: SMIF, RTC,
SysClk and SysPM. The supported APIs from these modules can be called from NSPE and their implementation
is provided as part of platform partition in TF-M. See SRF and PDL documentation for complete list of
supported APIs.
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6 TF-M memory map

This section describes the memory configuration and usage associated with TF-M for the PSOC™ Edge device.
Figure 33 illustrates the default memory layout for basic Trusted Firmware-M (TF-M) based application, showing
the division of various memories for the secure and non-secure processing environments for code, data, and
shared regions.
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infineon

EPC2 RRAM

0x1000 0000 / 0x0000 0000

ITCM(256 KB)

0x3200 0000
System Reserved (68 KB)
0x3201 1000

Edge Protect Bootloader
(160 KB)
0x3203 9000

Unused (212 KB)

0x3206 3000
TF-M ITS area (8 KB)

0x3206 5000
TF-M PS area (16 KB)

0x3206 9000
TF-M NV counters (4 KB)

0x3206 A000

System Reserved (88 KB)
0x3207 FFFF

0x1003 FFFF / 0x0003 FFFF
0x1200 0000/ 0x0200 0000

Reserved

RRAM (512 KB)

0x1207 FFFF / 0x0207 FFFF

Reserved

0x1400 0000 / 0x0400 0000

0X140F FFFF, 0X040F FFFF

SRAM aliasing on CM33
C-AHB bus (1 MB)

Reserved

0x1600 0000, 0x0600 0000

System SRAM aliasing
on CM33 C-AHB bus (5120 KB)

0x164F FFFF, OX064F FFFF

Reserved

0x1800 0000, 0x0800 0000

SMIFO (XIP_Port0)
aliasing on C-AHB bus (64 MB)

Ox1BFF FFFF, Ox0BFF FFFF

OXLFFF FFFF, OXOFFF FFFF

SMIF1 (XIP_Port1)
aliasing on C-AHB bus(64 MB)

Reserved

0x3000 0000, 0x2000 0000

DTCM (256 KB)

0x3003 FFFF, 0x2003 FFFF

Reserved

0x3200 0000, 0x2200 0000

0x3007 FFFF, 0x2207 FFFF

RRAM aliasing on S-AHB
bus (for write) (512 KB)

Reserved

0x3400 0000, 0x2400 0000

SRAM 0 (512 KB)

0x340F FFFF, 0x240F FFFF

SRAM 1 (512 KB)

0x3600 0000, 0x2600 0000

Reserved

0x364F FFFF, 0x264F FFFF

System SRAM
(SoCMEM) (5120 KB)

Reserved

0x5000 0000, 0x4000 0000

0x5800 0000, 0x4800 0000

Peripheral
Region

0x5803 FFFF, 0x4803 FFFF

CM55_ITCM aliasing (256 KB)

0x5807 FFFF, 0x4807 FFFF

CM55_DTCM aliasing (256 KB)

0x7000 0000, 0x6000 0000

Reserved

SMIFO (64 MB)

OX73FF FFFF, OX63FF FFFF

SMIF1(64 MB)

OXTTFF FFFF, OX67FF FFFF

Reserved

0xF000 0000, 0XE000 0000

PPB/EPPB (1 MB)

0XFOOF FFFF, 0XEOOF FFFF

Reserved

OXFFFF FFFF

0x3400 0000
System Reserved (4 KB)
Bootloader shared data 0x3400 1000
(GIKB) 0x3400 2000
0x3403 7000
TF-M data (132 KB)
0x3405 8000
M33 NS code (160 KB)
0x3407 FFFF
0x3408 0000
M33 NS code (244 KB)
0x340B D000
M33 NS data (256 KB)
0x340F D000
0x340F FFFF
0x3600 0000
CM55 code (256 KB) x
0x3604 0000
CM55 data (512 KB)
_ o
0x3633 C000

GPU buffer (1.77 MB)

0x364F FFFF

0x7000 0000
Unused (1 MB)
0x7010 0000
TF-M image (2 MB)
0x7030 0000
TF-M signature (256 KB)
0x7034 0000
CM33 NS Image
(2MB)
0x7054 0000
CM33 NS signature
(256 KB)
0x7058 0000
CM55 Image
(2.75 MB)
0x7084 0000
CM55 signature
(256 KB)
0x7088 0000
CM33 S Secondary slot
(2.25 MB)
0x70AC 0000
CM33 NS Secondary slot
(2.25 MB)
0x70D0 0000

CM55 Secondary slot
(3MB)

OXTOFF FFFF

EPC4 RRAM

0x3200 0000

System Reserved (68 KB)

Edge Protect Bootloader
(160 KB)

TF-M ITS area (8 KB)

TF-M PS area (16 KB)
Unused (4 KB)

System Reserved (256 KB)

0x3201 1000

0x3203 9000
0x3203 B00O
0x3203 FO00
0x3204 0000

0x3207 FFFF

EPC2

Unused (212 KB)

Figure 33
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«  SMIF interface

- Bydefault, the PSOC™ Edge Evaluation Kit has a 16 MB NOR flash interfaced with SMIF0 that has a
sector size of 256 KB. The first 1 MB memory is unused

- Thenext 2 MBiis allocated for the TF-M image. If swap upgrade mode is used, the image trailer is
required to be placed in a different sector than the image. Therefore, the TF-M image requires an
additional 256 KB for the trailer

- 2MBand 2.75 MB slots are allocated for the CM33 NSPE image and CM55 image respectively, with the
extra 256 KB required to place the image trailer on a new sector

« RRAM

- The RRAM is used for placing extended boot, Edge Protect Bootloader, TF-M ITS region, TF-M NV
counters (for EPC2 device), and TF-M protected storage. The remaining space is available to NS
applications

« SRAM

- Thefirst 8 KB of SRAMO is used for shared data by extended boot and the Edge Protect Bootloader,
containing the boot measurements passed by the bootloader to the next firmware. This shared data is
critical for the functioning of the Initial Attestation service

- Thenext 212 KB is unused in EPC2 device. In EPC4 device it is used for TF-M execution
- The next 132KB is used for TF-M data
- Therest of the SRAMO and SRAM1 are available to NS applications and shared data
«  System SRAM (SoCMEM)
- The SoCMEM is not used by TF-M and is entirely available to NS applications
« Instruction TCM (ITCM) and data TCM (DTCM)
- Thetightly-coupled memories (TCMs) are used only by the CM55 application and is not used by TF-M

6.1 Changing the TF-M memory map

The TF-M application memory map can be customized to satisfy the requirements of the use case. The default
TF-M map can be changed by updating the memory sections in the memory tab of Device Configurator. The
Device Configurator allows changing the size and location of memory regions as well as creating new regions
and assigning protection domains to them. Refer to the memory tab section in Device Configurator User Guide
for detailed instructions on modifying the memory map.

Note: When TF-M is executed from external flash (XIP), the PS storage area must be placed in RRAM. Writing
to external flash while executing in XIP is not supported.
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7 Secure boot and image upgrade

By default, image authentication is disabled in both extended boot and Edge Protect Bootloader. Enabling
secured boot enables the Chain of Trust (CoT) where each software is authenticated by the preceding software.
In PSOC™ Edge MCU, the Root of Trust (RoT) is anchored in the Immutable boot firmware, which is executed by
Secure Enclave (SE). To establish the full chain of trust:

« Enable secured boot in extended boot
+  Enable secured boot in the Edge Protect Bootloader and sign the bootloader
+ Enableimage signing in PSOC™ Edge basic TF-M application

To enable secured boot in extended boot, the ownership of the device must be transferred to the OEM and the
OEM policy must be updated, and the device must be provisioned with the new policy. See the "Enable secured
boot by Extended Boot" section from AN237849 - Getting started with PSOC™ Edge security for guidance.

To enable secured boot in Edge Protect Bootloader, signing the bootloader and TF-M application, follow the
instructions from AN237857 Edge Protect Bootloader for PSOC™ Edge.

The Edge Protect Bootloader is also responsible for updating the images. The Edge Protect Bootloader allows

two image upgrade modes:

+ overwrite:The Edge Protect Bootloader copies the image from secondary slot and overwrites the primary
slot

+ swap:The Edge Protect Bootloader uses a scratch area to swap the images from primary and secondary

slot. The upgrade mode requires two extra memory regions, a scratch region for performing the image
swapping operation and a swap status region to track the progress and state of the swap operation

Refer AN237857 Edge Protect Bootloader for PSOC™ Edge for detailed instructions on how to select upgrade
mode.
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Glossary

Arm’ TrustZone’
An Arm’ technology used for isolating SPE and NSPE address space.

Edge Protect Bootloader (MCUboot)

An open-source secure bootloader library for 32-bit MCUs aiming to define a common infrastructure for the
bootloader and system flash layout on microcontroller systems, and to provide a secure bootloader that
enables easy software upgrade.

EPC2
Refers Edge Protect category 2 device which supports SESIP/PSA Level 2.

EPC4

Refers to Edge Protect category 4 device supports SESIP/PSA Level 3. EPC4 device features a Secured Enclave
for secure processing and storage of sensitive data.

Extended boot

This is the first code executed by the CM33 during the secured boot process. It interprets the oem_poL1cy file and
boots the first OEM code based on the policies in this file.

ITCM and DTCM

Instructions tightly-coupled memory (ITCM) and data tightly-coupled memory (DTCM) are volatile, low-latency
memories that can be used by the processor for execution and data processing.

ModusToolbox™

Itis an Eclipse-based embedded design platform for loT designers that offers a single, coherent, and familiar
design experience. The platform combines the industry's most deployed Wi-Fi and Bluetooth” technologies
with the lowest power, most flexible MCUs, and best-in-class sensing capabilities.

MPC
Memory protection controller. This hardware block is used for access control to memory based on protection
context (PC) and secure/non-secure (S/NS) attributes.

MPU

Memory Protection Unit. These hardware blocks are used to permit or restrict access to sections of memory or
peripherals for CPU bus masters.

NSC
Non-secure callable (NSC) is a special type of secure region which is permitted to hold secure gateway (SG)
instructions that allows state transition from non-secure to secure state.

NSPE

Non-secure processing environment. It is a space that is not isolated from other software running on the device.
Data from the NSPE can be accessed by other software. Typically, the NSPE has limited access to memory and
peripherals.

PC

Protection context. An Infineon proprietary access control mechanism that adds an additional layer of security
over TrustZone".
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PPC

Peripheral protection controller. These hardware blocks are used for isolating peripheral regions based on
protection context (PC), S/NS attributes, and privileged/unprivileged attributes.

PSA

Arm’ Platform Security Architecture. Arm’ PSA is a comprehensive security framework developed to enhance
the security of loT devices by providing standardized practices, reference implementations, and certification
processes.

PSA Certified

PSA Certified program offers a low-cost, time-saving way for implementing security. PSA Certified framework
ensures security is designed into a device right from hardware to software.

PsoC™

It is a programmable, embedded design platform that includes a CPU, such as the 32-bit Arm” Cortex'-M0, with
both analog and digital programmable blocks. This platform accelerates embedded system design with
reliable, easy-to-use solutions such as touch sensing, and enables low-power designs.

SE

Isolated hardware block consisting of two CM0O+ CPUs in lockstep architecture. The SE is responsible for
handling sensitive data while ensuring confidentiality.

SPE

Secure processing environment. It is an isolated and protected space where data can be processed and stored
securely. Data from the SPE is not accessible to the outside world but SPE has full access to the system's
resources.

TF-M
Trusted Firmware-M. It is an open-source initiative by Arm’ that implements the secure processing environment
(SPE) for Armv8-M, Armv8.1-M architectures, and dual-core platforms.

TSBA-M

Arm’ Trusted Base System Architecture. It is an architecture for designing and implementing secure devices
which is part of Arm” PSA
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Trademarks

Trademarks

The Bluetooth” word mark and logos are registered trademarks owned by Bluetooth SIG, Inc., and any use of
such marks by Infineon is under license.

PSOC™, formerly known as PSoC™, is a trademark of Infineon Technologies. Any references to PSoC™ in this
document or others shall be deemed to refer to PSOC™.

Application note 48 002-40096 Rev. *D
2025-10-14



Trademarks

All referenced product or service names and trademarks are the property of their respective owners.

Edition 2025-10-14
Published by

Infineon Technologies AG
81726 Munich, Germany

© 2025 Infineon Technologies AG
All Rights Reserved.

Do you have a question about any
aspect of this document?

Email: erratum@infineon.com

Document reference
IFX-elp1717744370712

Important notice

The information contained in this application note is
given as a hint for the implementation of the product
only and shall in no event be regarded as a description
or warranty of a certain functionality, condition
or quality of the product. Before implementation
of the product, the recipient of this application
note must verify any function and other technical
information given herein in the real application.
Infineon Technologies hereby disclaims any and all
warranties and liabilities of any kind (including without
limitation warranties of non-infringement of intellectual
property rights of any third party) with respect to any
and all information given in this application note.

The data contained in this document is exclusively
intended for technically trained staff. It is the
responsibility of customer’s technical departments to
evaluate the suitability of the product for the intended
application and the completeness of the product
information given in this document with respect to such
application.

Warnings

Due to technical requirements products may contain
dangerous substances. For information on the types
in question please contact your nearest Infineon
Technologies office.

Except as otherwise explicitly approved by Infineon
Technologies in a written document signed by
authorized representatives of Infineon Technologies,
Infineon Technologies’ products may not be used in
any applications where a failure of the product or
any consequences of the use thereof can reasonably
be expected to result in personal injury.
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