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Warnings

Due to technical requirements, components may contain dangerous substances. For information on the types in
question, please contact the nearest Infineon Technologies Office.
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Introduction and Requirements

1 Introduction and Requirements

The Infineon XC2000/XE166 Family of devices (Table 1) include a built-in CAN Bootstrap Loader (CAN BSL).
Using the CAN BSL, it is possible to load code or data into the internal PSRAM of the device via the MultiCAN
interface. What is not available however, is a built-in mechanism for internal flash programming.

This application note will demonstrate how to program the internal flash of XC2000/XE166 devices via the CAN
BSL.

Table 1 XC2000/XE166XE166 Derivative with CAN BSL

Derivative Package

XC228x, XC228xM PG-LQFP-144

XC226x, XC226xM, XC226xN PG-LQFP-100

XC238x, XC238xA PG-LQFP-144

XC236x, XC236xA, XC236xB PG-LQFP-100

XC233xA, XC233xB PG-LQFP-64

XC2786X, XC2785X PG-LQFP-144

XC2766X, XC2765X, XC2764X PG-LQFP-100

XE167, XE167M PG-LQFP-144

XE164, XE164M, XE164N PG-LQFP-100

XE162M, XE162N PG-LQFP-64

XE169H, XC229xH PG-LQFP-176 (coming soon)
XE167H, XC228xH PG-LQFP-144 (coming soon)

The example described makes use of the Tasking compiler tool. However to debug and download readable Hex
files, it is possible to directly use the Hitex tool (HiTOP53) included in the Infineon UConnect-CAN XE164 kit.

1.1 Hardware Requirements
The following hardware is required for the example described in this application note:

+  Two XC2000/XE16x boards
— If a compiler and debug tool are already installed, the application software can run in any two Infineon Easy
Kit boards equipped with a target device listed in Table 1. The Infineon UConnect-CAN XE164 comes with
a free compiler and debug tool development suite (a size limited evaluation version). In the example
described in this document, the UConnect-CAN XE164 is the host’ board, while the XE167FM EasyKit with
active CAN BSL, acts as the ’slave’ board.
* Terminal program; MTTTY for example.
— This is used to give commands to the host and to display actual states and error messages.
+ CAN bus cable
« CAN Analyzer tool (optional)
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2 CAN BSL (Bootstrap Loader) in the XC2000/XE166

A built-in CAN Bootstrap Loader (BSL) is implemented in the Infineon XC2000/XE166 family of devices.

CAN BSL provides a mechanism to load program code or data via the MultiCAN module into the PSRAM of a
device, and to start executing the loaded code from address EO 0000, (address of the first transmitted byte).

CAN BSL (Bootstrap Loader) in the XC2000/XE166

The CAN BSL is an integrated mechanism that can be selected via port configuration during a system start after
a Power-on Reset, or through write configuration registers and trigger then a software reset. For more details,
please see Chapter 2.1.

The CAN BSL uses a CAN node 0 interface and configures the MultiCAN module to the baud rate of the host
device.

Once communication has been established, the BSL receives a defined number of messages (the number defined
in the host) for downloading the code or data. The received code or data is sequentially written to the PSRAM.

Once the download has finished, the program code that has been loaded is executed and the BSL is terminated.
The complete load sequence is based on the following three CAN standard frames:

* Initialization Frame
— sent by the external host to XC2000/XE166
* Acknowledge Frame
— sent by the XC2000/XE166 to the external host
+ Data Frames
— sent by the external host to the XC2000/XE166
The initialization frame is used in the XC2000/XE166 device for baud rate detection.
After successful baud rate detection, the XC2000/XE166 reports to the external host via the acknowledge frame.
Data frames can then be transmitted from the host to the XC2000/XE166 device. Data frames are always
transmitted in 8 bytes.

Table 2 CAN Bootstrap Loader Frames

Frame Type Parameter Description
Initialization Frame |ldentifier 11-bit, don’t care
DLC=8

Data byte 0-1

0x5555

Data byte 2-3

acknowledge message identifier ACK_ID
(use bits [13:0], bit 13=IDE)

Data byte 4-5

Data Message Count MSG_CNT
Must be <= 1FEOH for 64KBytes SPRAM, see Chapter 2.2
For example; MSG_CNT=0x200 for 0000,-0FFF, (4KBytes)

Data byte 6-7

Data Message |dentifier MSG_ID

Acknowledge
Frame

Identifier

ACK_ID as received bytes [3:2] of the Initialization Frame

DLC=4

Data byte 0-1

BTR register value in XC2000

Data byte 0-1

Data bytes [3.2] of the Initialization Frame

Data Frame

Identifier

Data Message Identifier MSG_ID as sent by data bytes [7:6] of the
Initialization Frame

DLC=8

Data byte 0-7

Data Bytes, assigned to increasing destination (PSRAM) addresses

Application Note
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CAN BSL (Bootstrap Loader) in the XC2000/XE166

21 Entering the CAN BSL

The XC2000/XE166 enters CAN BSL mode, when the CAN BSL mode is selected within the startup configuration

upon a reset signal. Bit field HWCFG=xxx101, in register STSTAT indicates the CAN BSL mode.

Bit field HWCFG is updated either by:

* Hardware: with a pull-up/down resistor when the configuration pins P10.2-0 has the value 101, at Power-On,
or after an Internal Application Reset.

+ Software: when 000xx101, is written into bit field SWRSTCON.SWCFG and an Application Reset is triggered
with SWRSTCON.SWBOOT=1 (Software Boot configuration selection).

Note: To directly generate a software reset request trigger, either use the instruction SRST, or set bit
SWRSTCON.SWRSTREQ = 1.

Notes

1. Because of a hardware bug (see Chapter 8.1 '/RESET_X.002’) the bit field HWCFG in the register STSTAT is
unable to indicate the actual start-up mode selected in early XC2000/XE 166 devices. This bug is fixed in the
M-, N-, 5-, H- series of devices (see Table 1).

The type of software reset should be configured first RSTCONO.SW = 1x,)

The type of instruction (SRST) is defined via bit field RSTCONO.CPU.

01, is reserved. It can not be configured for RSTCONO.CPU or RSTCONO.SW.

For example code, please see Chapter 8.2.

oA wbd

The CAN BSL initializes the MultiCAN as follows:

* CAN node 0 of the MultiCAN module is used.

* Message Object 0 (MOQ) is configured as Receive Object to receive the initialization and data frame.

* Message Object 1 (MO1) is configured as Transmit Object to transmit the acknowledge frame.

+ CAN input/output pins: P2.6=RxDCO0 and P2.5=TxDC0. RXSEL=0x0003.

* In CAN BSL the system clock is provided by OSC_HP circuitry (supplied by a external oscillator or an external
clock source). fgyg:=fosc is selected by SYSCONO.CLKSEL=01,.

During the initialization phase:

« The Bit Timing Mode is used for baud rate detection and analysis of the bit timing.
* The Analyzer Mode is used to monitor the CAN frame without active participation.
» All Acceptance Mask bits of the receive object MOO are OFF.

After the initialization phase:

* The Analyzer Mode is switched off. The bit timing mode for CAN node 0 does not change.
+ BTRis set with the calculated value and SJW=01,.
» All Acceptance Mask bits of the receive object MOO are ON: CAN_MOAMRO=01FFF,FFFF,,.
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CAN BSL (Bootstrap Loader) in the XC2000/XE166

2.2 Loading the User Code

The sequence for loading the user code is as follows:

» The code is downloaded starting at address 0E0,0000,,. Consecutive data bytes are stored at incrementing
addresses.

» After receipt of the last CAN data frame, the Bootstrap Loader sequence is finished and executes a jump to
address 0E0,0000.

+ XC2000/XE166 has 64K PSRAM (0E0,0000,, - OEO,FFFF,), but the last 255 bytes are dedicated to the on-
chip firmware; i.e. If code or data is downloaded to that area it will be overwritten afterwards by the on-chip
firmware. Therefore the maximum CAN message count (MSG_CNT) in the initialization frame is 8192-32.

23 Exiting CAN BSL
After the Bootstrap Loader has been activated, the Watchdog Timer and the Debug system are disabled.

The Debug system and Watchdog Timer are released automatically when the BSL terminates after having
received a set number of messages from the host (the number of messages is defined via a variable in the host).

The CAN BSL is also aborted after a Power On Reset, if the non-BSL port configuration has been used (see
Chapter 2.1).

Application Note 8 V1.0, 2009-10



o~ _.
. AP16164
@l neo/n Flash Progamming via CAN BSL (Bootstrap Loader)

General System Description

3 General System Description

As host device, the UConnect-CAN XE164 is connected to a PC via a JTAG/UART interface. The XE164 should
be in Standard Start mode.

As slave device, the XE167FM EasyKit is connected to the host via a CAN interface. The XE167FM should be in
active CAN BSL mode.

This application note describes software for the host board. The host device takes control of the slave device via

the CAN bus, while commands are received and process status changes are reported via the JTAG/UART
interface to the PC COM port.

CAN BUS

N

CAN node 0 CAN node 0
Receive upgrade
Transmit upgrade Uconnect XE164 . application SW from
application SW via Host board Eag)lla}f/g );(I)E;g?M CAN bus in CAN
the CAN bus in (standard start CAN BSL mode BSL mode and
standard start mode mode) program then into the
internal flash
JTAG/
ASC

Download Hex files and
report status information
via JTAG/UART

PC

usB

Figure 1 System Overview

There are three different pieces of code (three Tasking projects) for the host device associated with this application
note:

+ Transmitter Program: CAN_BSLMaster
Initializes the MultiCAN module in the host device (including the CAN transmit pins and configuring the
initialization frame) to establish the communication with the slave.
Defines a port pin to signal the process of starting, data transmission, and termination of the download
sequence.
Initializes the USIC module and configures UOCO as the ASC interface to communicate with the PC COM
port.

— Code should be compiled for the location of the internal flash at address 0C1,0000,,.
* Receiver Program: CAN_Loader
Must first be downloaded to the slave device in active CAN BSL mode. After a successful download, this
code will be executed.
It contains commands for a ‘handshake’ between the host and slave devices.
Defines a port pin to signal the process status on the slave board.
Code should be compiled for the location of the internal PSRAM, at address 0E0,0000,,.
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General System Description

* Application Software: MainApplication_XE16x
— This is the upgrade software.
— In this application note we create a MultiCAN module application. CAN objects are configured in order that
the slave can receive messages from the host and also execute commands.
— Code should be compiled for the location of the internal flash, at address 0C0,0000,,.

Uconnect XE164 XE167M Easy Kit

0xE0,0000 0xE0,0000

,CAN_BSLMaster
0xC1,0000

0xC0,0000 0xC0,0000

Figure 2 Memory Map
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General System Description

3.1 Master Board

One method of connecting a PC to a microcontroller is to use the PC COM port to download a generated hex file
into the microcontroller. In this case the microcontroller must be in active ASC BSL mode. Infineon provides
freeware tools, such as Memtool and Minimon, to support on-chip flash programming.

Another method is to use the JTAG interface. In this application example, UConnect-CAN XE164 is used as a
'USB-to-CAN bridge’ to download and program the XC2000/XE166 internal flash from the PC.

The UConnect-CAN XE164 is a low cost USB stick providing full evaluation capability for the new XE164
microcontroller. For detailed information about the XE164 UConnect stick, please refer to www.infineon.com.

USB Connector -

Power LED (green) -

Debug LED (red)

P2.7 LED (blue)
P2.8 LED (blue)

A

A A

Target Connector -t

P5.9 | P15.0 | GND

Pin/Signal on the target

connector CANL ;PO.? P0.6 | PO.O | PO.1 | P5.8 | P5.0 | +5V

Figure 3  UConnect_CAN XE164

At one end of the UConnect-CAN XE164 is the USB connector. Inside there is an FT2232 chip with two USB
channels. One channel is for the JTAG interface supporting the OCDS feature, while the other channel acts as the
virtual COM port. This serial channel is connected to pins P7.3 and P7.4 of the XE164 USIC module (Tx and Rx
of the UOCO ASC interface).

To start the serial interface either Windows HyperTerminal software, or freeware like MTTTY, can be used.
The HiTOP53-UConnect-XE164 can be used for debugging.
Tools can be directly installed from the UConnect-CAN XE164 kit's CD.

On the other side of the UConnect stick is the Target Connector (Figure 3). XE164 port pin P2.6 (CANO_Rx) and
P2.5 (CANO_Tx) are connected to CAN transceiver.

To start this application SW pin CANL and pin CANH on host board UConnect-CAN XE164 and slave board
XE167FM EasyKit (see Figure 5) must be connected together.

Application Note 11 V1.0, 2009-10
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General System Description

3.1.1 Transmitter Program (Project File: CAN_BSLMaster)

The Transmitter program is the main program for the host board. It controls the interface between the development
environment (the PC) and the CAN bus.

The UConnect-CAN XE164 board has an 8MHz quartz crystal for the input oscillator circuit. At startup, through a
function call, the system frequency is changed to 40MHz via the internal PLL configuration and Pin 2.8 is defined
for system clock output.

The Transmitter program uses the communication peripherals of the microcontroller:

« The USICO channel 0 is configured as UART (19200Baud) to communicate serially to the HyperTerminal on
the PC.

* The MultiCAN module CAN node 0 (Rx=P2.6, Tx=P2.5) is configured with 200Kbaud to communicate to the
slave.

* Message Object 0 is defined as Receive object.

* Message Object 1 is defined as Transmit object.

In the CAN initialization routine the Initialization Frame is configured as per the description in Table 2. No interrupt
is defined in the CAN or USIC module (polling system).

After initialization, the download from host to slave begins.

Master Board Slave Board

CAN BSL PROCESS

PC >
CSP=0xC1 CAN Int. Frame
RUN’
(JTAG)‘ CAN Ack. Frame
—

CAN_BSL_EXECUTIO|
Command

,a,e,c,r | ,CAN_BSLMaster

Status/ LCAN_Loader
Error COMMUNICATION
(UART) Via CAN
—
MAIN_EXECUTION
Command
o
Status/ ,MainApplication_
Error COMMUNICATION XE16X'
(UART) Via CAN
>

Figure 4 Data Communication on the CAN Bus

After a successfully download sequence, which can be seen with reporting on the terminal program communicated
via the PC COM port, several commands can be selected to control the handshake between the host device and
the slave (see Chapter 5 for details).
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General System Description

3.1.2 Receiver Program (Project File: CAN_Loader)

The Receiver program is a piece of code for the slave device. It's role is to program the application program
(received via the CAN bus) into the internal flash. The Receiver program must be downloaded into SPRAM in CAN
BSL mode.

The built-in CAN BSL only provides a mechanism to load code via the CAN bus into the PSRAM. To program the
internal flash of XC2000/XE166 devices, the flash driver (software code of flash command sequences, such as
‘erase’ and 'program’ for example), must be implemented and included in the CAN_Loader project file and be
downloaded to the device.

The Receiver program is composed of two main parts:

* Flash Driver
— all the flash programming routines used to program the flash memory.
» Communication Sequence
— between the host and the slave, including signal handling (the commands of the CAN message object) for
the handshake.

Port 10 is defined as GPIO output, to signal a successful download to the slave board.
Once in CAN BSL mode on the slave board (i.e. after a Power-on Reset), the 'CAN_Loader.hex’ code can be

downloaded to the slave PSRAM by executing the master Transmitter program '"CAN_BSLMaster.hex’, controlled
by the debug tool HITOP53-UConnect-XE164.

4Kbytes are currently defined for the Receiver program 'CAN_Loader.hex’ in this application (OE0,0000, -
OEO,0FFF,).

Blinking LEDs on the slave board indicate that the CAN BSL mode has been terminated and that the code
downloaded to PSRAM is executing. The software then checks the receive information of the CAN frame in cycle
polling (the MultiCAN module and system clock are not reconfigured and the Tx/Rx message object and the baud
rate parameter are not changed), while the software waits for a CAN message command from the host.

3.1.3 Application Software (Project File: MainApplication_XE16x)

An application program is required to upgrade the internal flash of the device. This application note includes a
simple application program (MainAplication_XE16x), which provides the functionality to support communication
with a host board via the CAN interface.

The example code is intended to be straightforward. Pin P10.2 is defined as GPIO output pin and starting the
application program lights up its LED. The code also sets up the MultiCAN peripheral so that it can receive CAN
messages.

In the current version only two commands are implemented:

+ A command to generate an Application Reset for Internal Standard Start (start address 0C0,0000,,).
* A command to generate an Application Reset for the CAN BSL mode.
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General System Description

3.2 Slave Board

Any Infineon Easy Kit equipped with a target device listed in Table 1, can be used as a slave board.

The following figure shows the layout overview of the XE167FM EasyKit. For further details, please refer to the
Board User’s Manual.

1
PI0D wiqalalalalajajo|o|o|o|o| st W
OlOD‘O'lOD‘ ajajalajalajajo|ojojo]o 0,0,0,8;0y0,0,0
gjajajaja|ajp|jojo(ojoja
o o|ojo
_ FIEIE ojo|o
CAN BSL mode 7*///?] Conﬁg B =EE alolo
on FIE ojojo
\ unuun o|o|o olo|o
9':',: [a[ofa Infineon ojojo
ASCBSLmode - \5102 I CIEIE XE166 o[o[o
Ol o[o[n ojo|o
il [EER
OFF. L 1 ala|o n o|o|o
B a FEE alelc
svZ | [8]efa HAEE
Quaré ‘ o|ojojojo|ojala]alalalo
: pojojojojojojojajaja|ojo
D-buuD 1o |e]o]a|e]ela]alalalaln
Run
Cebug
Axlive
aoo'oro
RH“D moiEihn
_ @ Pawar
supply
/| USB | ; ey
UART, || \ I 1o
JTAG | K = . ! i;
\ ,"‘JESEL A=Fis "ee LJE ‘|a[afe]e]
surper | CONL ANO(ADCD) - LIN®

Figure 5 XE167FM Layout Overview

Notes

1. CAN BSL can not be directly used on XC2000/XE166XE166 Easy Board (v1.1), because P2.5 and P2.6 are
not connected to the CAN SUB-9 connector (see Chapter 8.3).

2. CAN BSL can not be directly started on XC2000/XE166 Easy Board (V1, V2 and V3), because the quartz
crystal NX8045GB needs a longer rise time (ca. 1ms) than the wait-time in the built-in RoomCode (see
Chapter 8.1).

The CAN BSL requires a ‘point-to-point’ connection with the host; i.e. the XC2000/XE166 must be the only CAN
node connected to the network.

A system clock with at least 4MHz is required for the CAN Bootstrap Loader operation.
The XC2000/XE167 has a 1:1 direct drive clock in the CAN BSL mode.
The following baud rates have been tested:

*  With ceramic resonator (8MHz): 100Kbaud, 200Kbaud, 500Kbaud, 1Mbaud
+ With internal oscillator (nominal value 10MHz): 100kbaud, 200kbaud, 400kbaud (500kbaud fails),
— for example; CAN BSL mode is started by execution of the software workaround directly from the internal
flash (see Chapter 8.2).
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XC2000/XE166 Internal Flash Programming

4 XC2000/XE166 Internal Flash Programming

This chapter is divided into two sections:

* The Internal Flash Memory
* Flash Driver

4.1 The Internal Flash Memory
The XC2000/XE166 M-series devices (see Table 1) have up to 832Kbytes of on-chip flash memory.

The on-chip flash memory consists of up to four independent flash units (maximum 256Kbtes/unit). All flash units
can be used for both code and data storage.

Each unit is built up from 4-KByte physical sectors. Each sector can be separately erased and programmed (in
blocks of 128 bytes).

The flash memory supports read and write protection, where protection is implemented by logical sector.

Each memory unit consists up to 12 logical sectors (4K, 12K, 16K, 32K, 60K, 64K).

The ‘erase’ operation can be used on a page (128 bytes) or a physical sector (32*128 bytes). The ’progran?’
operation is applied pnly per page (128 bytes).

Read protection always globally covers the whole flash memory range (i.e. all four flash units). The bit field
IMB_FSR_PROT.RPRO indicates the status.

Write protection can be globally enabled when Read protection is applied, or it can be specified for each logical
sector (4x12) in each flash memory area. Registers IMB_PROCONO...3 (bit S12U...S0U) indicate the status.

Ptys Lagical Lagical
Sechar Seclor Sectar
Mumber Address Murmber
<]
12 = 6D KB
2
11 = B4 KB
Logical
Grouping 3
>
10 = 32 KB
o}
9= 18 KB
21
G= 18 KB
i7
16 7= 4 KB
15 B = 1218 KB
Ptys Sect 15 T2
Rieseried in
Flash 0 S=1EkR
5]
4% 18 KB
4
0-3md"dkB
Q i]

Figure 6 Logical Sectors in XC2000M/XE167FM (256K Area)
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XC2000/XE166 Internal Flash Programming

Note: The XC2000/XE 167 devices all have different flash sizes and different allocations of logical sectors. For
more details about flash memory size, location, protection and operating modes, please refer to the
appropriate User’s Manual or Data Sheet.

4.2 Flash Driver

To perform a ‘program’ operation on the flash memory, it is necessary to write some command sequences. The
following table gives the possible operations and their command definitions as used in this application note:

Table 3 Command Sequence Definitions (Programming and Erasing)

Cycle 1 2 3 Flag BUSY
Erase Page MOV xxAA, xx80y, | MOV xx54,, xxAA,; |MOV PA, xx03, Yes

Enter Page MOV xxAAy, xx50, | MOV PA, xxAA, Yes

Load Page Word |MOV xxF2,, WD -
Program Page MOV xxAA,, xxA0, | MOV xx5A, xxAA, Yes
Erase Sector MOV xxAAy, xx80y, | MOV xx54,, xxAA,; |MOV SA, xx33, Yes

Notes

1. PA=Page Address; WD=Write Data; SA=Sector Address
2. All of the command sequences given above, except for Load Page Word, set the BUSY flag for the duration
of their operation. Soffware must check the BUSY bit after the command instructions.

The main part of SW CAN_Loader implements flash routines which provide the flash functionality listed in the
table above (Table 3). However the user can still add other features as desired, such as the ’enable read
protection’ operation, or 'disable read protection’ for example.
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5 Communication Protocol

After downloading the CAN_Loader code to the XC2000/XE166 device PSRAM, the CAN Bootstrap Loader
terminates and the XC2000/XE166 device will start executing the code in PSRAM (0E0,0000,).

The acknowledge CAN_BSL_EXECUTION (see Figure 4) from XC2000/XE166 to the host, signals
communication is established. The XC2000/XE166 then waits for commands from the PC. These command are
forwarded using the CAN messages (process commands) of the host device.

Communication Protocol

5.1 Process Commands

511 Sector Erasing Operation
The Sector Erasing Operation process command.

Table 4 Process Command: Sector Erasing Operation
byte 7 byte 6 byte 5 byte 4 byte 3 byte 2 byte 1 byte 0
Sector CMD
number (0x03)

« ASCII for the terminal program: for example, 'e012’, erase physical sector 12

» Sector number (8 bits): number of the flash sector to be erased.

+  Command code: CMD=0x03
The XC2000/XE166 device sends either 0x00 or 0x01 to the host, to indicate either acknowledge or error.

5.1.2

Flash Page Programming Operation

The Flash Page Programming Operation process command.

Table 5 Process Command: Flash Page Programming Operation
byte 7 byte 6 byte 5 byte 4 byte 3 byte 2 byte 1 byte 0
Page Address CMD
(0x01)

» ASCII for the terminal program: only used internally in the process command 'download an application

example code’ (see Chapter 5.1.5).

» Page address (24 bits): address of the flash page to be programmed.
+ Command code: CMD=0x01

After receipt of this process command, including its 24bit page address, the XC2000/XE166 device initializes the
flash address and enters a loop state, waiting to receive 128 bytes of data from the host (8 CAN data frames within
8 bytes). This page will then be programmed after a successful erase operation.

Table 6 Data Frame Format
byte 7 byte 6 byte 5 byte 4 byte 3 byte 2 byte 1 byte 0
data data data data data data data data

The XC2000/XE166 device sends either 0x00 or 0x01 to the host as either acknowledgement or to indicate an

error.

Application Note
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Communication Protocol

51.3 Application Reset for the Standard Start
The Application Reset for the Standard Start process command.

Table 7 Process Command: Application Reset for the Standard Start
byte 7 byte 6 byte 5 byte 4 byte 3 byte 2 byte 1 byte 0
CMD
(0x20)

« ASCII for the terminal program: ’r’
+ Command code: CMD=0x20

This command allows the user to directly start the downloaded software stored at 0C0,0000,,.

The acknowledge MAIN_EXECUTION (see Figure 4) from the XC2000/XE166 device to the host, signals that
communication is established.

514 Application Reset for the CAN BSL Mode
The Application Reset for the CAN BSL Mode process command.

Table 8 Process Command: Application Reset for the CAN BSL Mode
byte 7 byte 6 byte 5 byte 4 byte 3 byte 2 byte 1 byte 0

CMD
(0x21)

» ASCII for the terminal program: ’c’
+  Command code: CMD=0x21

This command allows the user to start the CAN Bootstrap Loader again, using an application reset.

The acknowledge CAN_BSL_EXECUTION (see Figure 4) from the XC2000/XE166 device to the host, signals
that communication is established.

5.1.5 Download an Application Example Code
The Download an Application Example Code process command.

Table 9 Process Command: Download an Application Example Code
byte 7 byte 6 byte 5 byte 4 byte 3 byte 2 byte 1 byte 0
CMD
(0x51)

» ASCII for the terminal program: ’a’
+ Command code: CMD=0x51

This command allows the user to download application example code from the host flash (0C0,0000, to
0CO0,3FFF, 4KBytes), to the internal flash of the XC2000/XE166 device.

Code will be received and programmed ‘page-by-page’ using the command sequence ’flash page programming
operation command’ (see Chapter 5.1.2).
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Using this Application Note

6 Using this Application Note

To use this application note will require one UConnect-CAN XE164 to act as host and one XE167FM EasyKit to
act as slave. All hardware should be connected as shown in Figure 1.
* Insert the USB connector of the UConnect stick to the PC USB port.
« Connect the target connector CAN pins of the UConnect stick with the CAN pins on the Easy board (Figure 3
and Figure 5).
The two boards have to been configured first:
+ Set the slave board to active CAN BSL mode:
— DIP switch S102 in Figure 5 P10.0-P10.1-P10.2-P10.3-/TRST)=0OFF-ON-OFF-xx-ON(1-0-1-x-1)
— Make a Power-on Reset

Notes

1. Because of a hardware bug (BSL_CAN_X.001 - see Chapter 8.1), the CAN BSL can not be directly started
on the XE167FM EasyKit. The quartz crystal NX8045GB on the board needs to be changed with an 8MHz
ceramic resonator, OR -

2. Alternatively, if Memtool is available on the PC and your board can be started in the ASC BSL mode, the board
does not have to be changed. Instead Memtool can be used to program the instructions of SW workaround
into the flash of the slave board first. Then start it in the Standard Start Mode via a Power-on Reset. This is the
software workaround for the hardware bug BSL_CAN_X.001. A hex file is provided in Chapter 8.2.

After all of the steps above have been successfully completed, the tools can be started:

» The HyperTerminal program (19200Baud)
» Hitex debug tool HITOP53-UConnect-XE164

The three pieces of code (two located in the flash and one located in the PSRAM) should first be programmed in
the XE164 of the UConnect kit.

Because the HiTOPS5 places its own flash driver in the PSRAM at address 0E0,0000,, the PSRAM code
CAN_Loader must be downloaded in the final stages to avoid being overwritten by the HITOP5 software (see
Figure 7).
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Using this Application Note
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Figure 7 HiTOP Setup

Because the Transmitter Program CAN_BSLMaster is located at address 0C1,0000 it is necessary to set the PC
pointer to the C1,, segment and then click the ‘run’ button in HITOPS.

After execution of the CAN_BSLMaster Transmitter Program, the CAN_Loader starts to be loaded to the slave
board via the CAN bus. On the slave board the received data is stored in PSRAM, starting at address 0E0,0000,.

After receipt of the last CAN message object, the CAN BSL terminates and the code loaded to PSRAM is started.
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Running this Application Note without HITOP5

At this point the communication between host and slave is established. ASCII can be keyed in; for example, 'a’
can be keyed in via the HyperTerminal to give the command to download the code MainApplication_XE16x and
program it in the internal flash of the slave board.

EADSA's MTTTY
Main File TTY Info
Part Baud Farity [1ata Bitz Stop Bitz I e 1= His Feating [ UseF

fCOME <] J19200 = fNore =] B BBk ~| ¥ DisplayEnois I~ How/iiting
: [v add Cror LE [T o Events
Font... | Comm Events... | Flaws Contral... | Timeouts. .. | ¥ Autowrap [T Mo Status

== HL164CH zend int. CAM frane to XC2000

==» ACK frane fron WC2000: BTR=0-3E41

== Connunicat ion iz established.

The CAN_Loader at O«E00000 in ®C2000 iz starting...

General Call Usage if Wc2000 in CAH_BSL node
o eraze sector @ ell?-reraze sector 012 (000...255) default: o000

a : dounload HainAppllocated: OxCOO000-0«CO3FFF 16K)
C : rezet CAN_BSL: WC2000 veceiwes CAN neszage
T : rezet_gtandard: KC2000 startz fron OxCO0000
General Call Uzage if #C2000 in standavd start node after App_reset----
C : rezet CAN_BSL: WC2000 veceiwes CAN neszage
T : rezet_gtandard: KC2000 startz fron OxCO0000
>a
J |

Modem Status Cornm Status - "
[I' CTs ™ DSR ™ RING [ RLSD [CD) P‘ CTS Hold [~ %OFF Hold I~ T Char 2 [Parser di] not

[T DSEHold ™ =OFF Sent T Chars: IU loaced! I

Figure 8 Terminal Report

To start the MainApplication_XE16x code after flash programming on the slave, enter the key ‘r. The LED of Pin
10.2 will blink to indicate that the code in flash is running.

Note: The implemented ASCII key codes are shown in Figure 4.

7 Running this Application Note without HiITOP5

Alternatively, you can use two XE16x easy kits and Infineon freeware Minimon to run SW provided by this
application note. Minimon is a monitor program that is started via ASC bootstrap loader. The main application of
Minimon are hex editing, downloading and starting of user application SW, flash programing and SFR register
view for example.

Minimon also supports script files which are nothing more then text files with a list of shell/script commands.

These commands are executed sequentially. Here we will use script file 'AppNote16164_CAN_BSL.scm’

(Chapter 8.5) to start this application SW.

Two XE167FM EasyKit should be connected according Figure 1.

+ Connect CAN pins (CANH and CANL) of host board with the CAN pins (CANH and CANL) of slave board
(Figure 5).

* Need a USB cable and connect it with UART interface of host easy board and PC.
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Running this Application Note without HITOP5

The two boards have to been configured first:

» Set the slave board to active CAN BSL mode:
— DIP switch S102 in Figure 5 P10.0-P10.1-P10.2-P10.3-/TRST)=0OFF-ON-OFF-xx-ON(1-0-1-x-1)
— Make a Power-on Reset

» Set the host board to active ASC BSL mode:
— DIP switch S102 in Figure 5 P10.0-P10.1-P10.2-P10.3-/TRST)=0ON-OFF-OFF-xx-ON(0-1-1-x-1)
— Make a Power-on Reset

After all of the steps above have been successfully completed, the tool Minimon can be started.

+ Select ’XC2000’ in the controller type under menu 'Target/Configuration’.

» Select the activated virtual COM port and configure '19200baud’ under menu ’Settings/Communication’.
» Select ASCII text mode under menu ’'Settings/Terminal Settings’.

» Assign the script file ’AppNote16164 CAN_BSL.scm’ see Chapter 8.5.

Then you click the ‘script’ button to start it.

select ,XC2000' in the controller type under menu toolbar ,Target/Configuration’

- select the activated virtual COM port and ,19200baud’ under menu toolbar ,Settings/
Communication Settings’
- select ASCII under menu toolbar ,Settings/Terminal Settings’

assign script file ,AppNote16164_CAN_BSL.scm’

=10l x|

“¢. MiniMon

script file
Filz  Edit Wiew

N 00 02 02 03 04 05 06 07 08 03 04 0B OC 0D OF OF ®C2000 ccl | APP I | I |
[Eoo000 ] [Fa E0 E0 03 F7 BE 00 CO EO 06 F6 F6 B6 FF E6 FC  [i| dad. +Z Aa. sodye=d
EOOD10 90 00 Fé FC 48 E9 Fé FC 4 ES F6 FC 4C E3 F6 FC 2. GuHEEuTSGuLédn DPPO OOFEQOD 0000
EO00Z0 4E ES E6 FD 00 0Z DT 40 80 00 F6 FD 2z 10 E6 FC & | Némd.  =@e. &9 . =i DERL OOFEQZ 0000
E00030 SF 00 FO D6 DA E0 BO 06 D7 40 80 00 FZ F& I1C 10 | O.a004° x<@e.ad. . DRPE OOFEOD4 0000
EO0040 SA F6 OC 30 D7 40 &0 00 FZ FC 10 10 FO 1C F? F2 | £&.0x@E. 41, . 4. +8 DPP3 OOFEQS 0000
EO0O50 00 CO E0 D D7 40 20 00 F6 FD 1C 10 DA E0 ZE 0Ol CAAMepE. &%, A VECSEG OOFFLz DOEL
EO00E0 EL 4C CO CC E6 FD Ol 01 4C DC F6 FD E= ES DA E0 ALhTay. | Liafadta CEP OOFEQS 0000
EO0070 S8 06 DA E0 82 06 DA EO S5 06 DA ED &8 08 03 CL © WA~ Tas Tar LA
E00030 47 FC 08 00 90 EE 0D DS EO OC D7 40 20 00 F2 FD Gid. .0%.@a. =BE. 35
E000S0 1C 10 SA FD FA 30 D7 40 80 00 F2 FE 1o 10 FO DC L EU0REE. a1
EOOOAD SC 1D 08 C4 46 FC 40 00 C4 ED 02 CO D7 40 80 00 . AFiE A1 Awme.
EONOBD Fz FE 12 10 C4 ED 04 CO D7 40 80 00 FZ FE 14 10 Bp. Bi_ Ax@E.db. .
E000CO C4 ED 06 CO D7 40 20 00 FZ FE 16 10 C4 ED 02 €O i Axpe.op. . Ai.d
E00ODO E0 8D D7 40 80 00 F& FD IC 1o 2D D7 DE 00 &2 70 aNx@e. &y, Oxf.p
EOO0ED 88 60 FO 7E FO 6C 55 DO DA E0 86 00 98 DO FO C6 v | *'&~al"DUa’ . "B3E
EOOOFO 0 E6 SC 76 FO E6 BC FE 00 C6 10 DE FO 6C FO ED ¥ | heivdatb E Palsi

2 erase sector : ellZ-*erase sector OlZ {(000...2ZE55) default: =000 ;I

a : dowmmload Mainbpp(located: O0xCO0000-0xCO3FFF 1eE)

c : reset_CAN BEL: HKCZ000 receives CAN message

¥ : reset_standard: HCZ000 starts from O0xCOOOO00

General Call TUsage if XCZ000 in standard start mode after App_reset-—-——-

] : reset_CAN BEL: HCZ000 receives CAN message

¥ : reset_standard: MC2Z000 starts from OxCOO0000

: =

[— - =

EJ DD | REMOVE | CHANGE | REFRESH

S [USER PROGRAM RUNNING [COM1019200.n 8.1
L Command line
Figure 9 Minimon
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Appendix

8 Appendix

This Appendix is divided into the following sections:

* Hardware Bugs

* Hex Code for the software workaround of bug '‘BSL_CAN_X.001’
+  XC2000/XE166 Easy Board V1.1

+ XC2000/XE166 Easy Board V2.0 and V3.0

8.1 Hardware Bugs
There are two hardware bugs that the user needs to be aware of: BSL_CAN_X.001 and RESET_X.002.

BSL_CAN_X.001: Quartz Crystal Settling Time after PORST too Long for CAN Bootstrap Loader

The startup configuration of the CAN bootstrap loader when called immediately after PORST limits the settling time
of the external oscillation to 0.5 ms. For typical quartz crystal this settling time is too short. The CAN bootstrap
loader generates a time-out and goes into Startup Error State.

Workaround:

* For low performance CAN application a ceramic resonator with settling time less then 0.5 ms can be used.

* An alternative is the Internal Start from on-chip flash memory as startup mode after PORST. Then switch the
system clock to external source and trigger a software reset with CAN bootstrap loader mode selected. Now

the device starts with a CAN bootstrap loader without limitation of the oscillator settling time.

Notes

Normally there are two types of external clock circuits used in board design. The effort for the determination of a
ceramic resonator oscillator is much more extensive than a quartz crystal oscillator. The following gives the typical
start-up time for a ceramic resonator and a quartz crystal:

e The rise time of ceramic resonator: 0.01...0.5 msec
* Therise time of quartz crystal: 1...10 msec

The oscillator rise time (start-up time) is defined from 50% to 90% maximum voltage of the stable oscillation. For
example, Murata 8MHz CSTCE8MO0G55A rise time < 0.25 msec.
Before using the built-in CAN BSL, ensure to check the oscillator’s rise time in the associated Data Sheet.

RESET_X.002: Startup Mode Selection is not Valid in SCU_STSTAT.HWCFG

Reading from SCU_STSTAT.HWCFG-bits field returns all zeros instead of the information which startup mode has
been entered after the last reset.

Workaround

Read the initial value from VECSEG register to evaluate where from the user code is started:

* VECSEG][7:0]=00 -start from an off-chip memory, external startup mode

* VECSEG[7:0]=C0,, -start from on-chip flash, internal startup mode

* VECSEG][7:0]=EO0 -start from on-chip PSRAM, bootstrap loader mode (UART, CAN or SSC)

Notes:
This is does not affect in M-, N-, 5-, H-series devices (see Table 1).
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Appendix
8.2 Hex Code
Software Instructions:
SCU_SWRSTCON = 0x0D0O0; /| SWCFG =0000, 1101b (CAN BSL start)
SCU_RSTCONO = 0xC000; /1 .SWrapplication reset
SCU_SWRSTCON| =0x0003; /1 generate reset
ASM and Hex file (see attached file 'CAN_BSL_SW.hex’):
MoV R8, #0D00h ; E6F8000D
MOV OFOAEh, R8 ; F6F8AEFO
MOV R9, #0FOAEh ; E6F9AEFO
MOV R8, #0C000h ; E6F800Q0
MoV OFOB8h, R8 ; F6F8B8FO
MoV R6, [ R9] ; A869
OR R6, #03h ; 7863
MOV [R9], R6 ; B869
Note: All SCU registers are protected by the register security mechanism after the EINIT instruction has been
executed.
8.3 XC2000/XE166 Easy Board V1.1

The XC2000/XE166 Easy Board, V1.1.
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Figure 10 XC2000/XE166 Easy Board V1.1
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8.4 XC2000/XE166 Easy Board V2.0 and V3.0
The XC2000/XE166 Easy Board, V2.0 and V3.0.
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Figure 11  XC2000/XE166 Easy Board V2.0 and V3.0

8.5 Script File: AppNote16164_CAN_BSL.scm
see attathed file 'App16164_CAN_BSL.scm’

Mnimon Script file for testing AppNotel6164_CAN BSL SW
_connect

_MOVEMONI TOR e07000

_load C:\ AppNot e16164\ CAN_BSLMast er\ CAN_BSLMast er . hex
_i program

_load C:\ AppNot e16164\ Mai nAppl i cati on_XE16x\ Mai nAppl i cati on_XE16x. hex
_i program

_load C:\ AppNot e16164\ CAN_Loader\ CAN_Loader . hex
_downl oad

_MOV VECSEG, 00C1

_jnp C10000

Note: Before starting the script file, ensure to check the SW in your directory
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