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About this Document

About this Document

This Reference Manual is addressed to embedded hardware and software developers.
It provides the reader with detailed descriptions about the behavior of the XMC4500
series functional units and their interaction.

The manual describes the functionality of the superset device of the XMC4500
microcontroller series. For the available functionality (features) of a specific XMC4500
derivative (derivative device), please refer to the respective Data Sheet. For simplicity,
the various device types are referenced by the collective term XMC4500 throughout this
manual.

XMC4000 Family User Documentation
The set of user documentation includes:

* Reference Manual
— decribes the functionality of the superset device.
- Data Sheets
— list the complete ordering information, available features and electrical
characteristics of derivative devices.
e Errata Sheets
— list deviations from the specifications given in the related Reference Manual or
Data Sheets. Errata Sheets are provided for the superset of devices.

Attention: Please consult all parts of the documentation set to attain consolidated
knowledge about your device.

Application related guidance is provided by Users Guides and Application Notes.

Please refer to http://www.infineon.com/xmc4000 to get access to the latest versions
of those documents.

Related Documentation
The following documents are referenced:
«  ARM® Cortex®-M4

— Technical Reference Manual

— User Guide, Reference Material

«  ARM®v7-M Architecture Reference Manual
+ AMBA® 3 AHB-Lite Protocol Specification

Copyright Notice

* Portions of SDMMC chapter Copyright © 2010 by Arasan Chip Systems, Inc. All
rights reserved. Used with permission.

« Portions of CPU chapter Copyright © 2009, 2010 by ARM, Ltd. All rights reserved.
Used with permission.
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Portions of ETH, USB and GPDMA chapter Copyright © 2009, 2010 by Synopsys,
Inc. All rights reserved. Used with permission.

Text Conventions

This document uses the following naming conventions:

Functional units of the device are given in plain UPPER CASE. For example: “The
USICO unit supports...".
Pins using negative logic are indicated by an overline. For example: “The WAIT input
has...”.
Bit fields and bits in registers are generally referenced as
“Module_RegisterName.BitField” or “Module_RegisterName.Bit". For example: “The
USICO_PCR.MCLK bit enables the...”. Most of the register names contain a module
name prefix, separated by an underscore character “_” from the actual register name
(for example, “USICO_PCR”, where “USICO0” is the module name prefix, and “PCR”
is the kernel register name). In chapters describing the kernels of the peripheral
modules, the registers are mainly referenced with their kernel register names. The
peripheral module implementation sections mainly refer to the actual register names
with module prefixes.
Variables used to describe sets of processing units or registers appear in mixed
upper and lower cases. For example, register name “MOFCRnN” refers to multiple
“MOFCR?” registers with variable n. The bounds of the variables are always given
where the register expression is first used (for example, “n = 0-31"), and are repeated
as needed in the rest of the text.
The default radix is decimal. Hexadecimal constants are suffixed with a subscript
letter “H”, as in 100,,. Binary constants are suffixed with a subscript letter “B”, as in:
111;.
When the extent of register fields, groups register bits, or groups of pins are
collectively named in the body of the document, they are represented as
“NAMEIA:B]”, which defines a range for the named group from B to A. Individual bits,
signals, or pins are given as “NAME[C]” where the range of the variable C is given in
the text. For example: CFG[2:0] and SRPNJO0].
Units are abbreviated as follows:
— MHz = Megahertz
— us = Microseconds
— kBaud, kbit/s = 1000 characters/bits per second
— MBaud, Mbit/s, Mbps = 1,000,000 characters/bits per second
— Kbyte, KB = 1024 bytes of memory
— Mbyte, MB = 1048576 bytes of memory
In general, the k prefix scales a unit by 1000 whereas the K prefix scales a unit by
1024. Hence, the Kbyte unit scales the expression preceding it by 1024. The
kBaud unit scales the expression preceding it by 1000. The M prefix scales by
1,000,000 or 1048576. For example, 1 Kbyte is 1024 bytes, 1 Mbyte is
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1024 x 1024 bytes, 1 kBaud/kbit are 1000 characters/bits per second,
1 MBaud/Mbit are 1000000 characters/bits per second, and 1 MHz is 1,000,000
Hz.

« Data format quantities are defined as follows:

Byte = 8-bit quantity

— Half-word = 16-bit quantity

Word = 32-bit quantity

Double-word = 64-bit quantity

Bit Function Terminology

In tables where register bits or bit fields are defined, the following conventions are used
to indicate the access types.

Table 1 Bit Function Terminology

Bit Function Description

rw The bit or bit field can be read and written.

rwh As rw, but bit or bit field can be also set or reset by hardware. If

not otherwise documented the software takes priority in case of
a write conflict between software and hardware.

r The bit or bit field can only be read (read-only).

w The bit or bit field can only be written (write-only). A read to this
register will always give a default value back.

rh This bit or bit field can be modified by hardware (read-hardware,
typical example: status flags). A read of this bit or bit field give
the actual status of this bit or bit field back. Writing to this bit or
bit field has no effect to the setting of this bit or bit field.

Register Access Modes

Read and write access to registers and memory locations are sometimes restricted. In
memory and register access tables, the following terms are used.

Table 2 Register Access Modes

Symbol Description

U Access permitted when software executes on Unprivileged level.

PV Access permitted when software executes on Privileged level.

32 Only 32-bit word accesses are permitted to this register/address range.
NC No change, indicated register is not changed.
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Table 2 Register Access Modes (cont'd)

Symbol Description

BE Indicates that an access to this address range generates a Bus Error.

nBE Indicates that no Bus Error is generated when accessing this address
range.

Reserved Bits

Register bit fields named Reserved or 0 indicate unimplemented functions with the
following behavior:

* Reading these bit fields returns 0.
¢ These bit fields should be written with O if the bit field is defined as r or rh.
¢ These bit fields must to be written with O if the bit field is defined as rw.

Abbreviations and Acronyms
The following acronyms and terms are used in this document:

ADC Analog-to-Digital Converter

AHB Advanced High-performance Bus

AMBA Advanced Microcontroller Bus Architecture

ASC Asynchronous Serial Channel

BMI Boot Mode Index

BROM Boot ROM

CAN Controller Area Network

CMSIS Cortex Microcontroller Software Interface Standard
CPU Central Processing Unit

CRC Cyclic Redundancy Code

CCu4 Capture Compare Unit 4

CCuU8 Capture Compare Unit 8

DAC Digital to Analog Converter

DSD Delta Sigma Demodulator

DSRAM Data SRAM

DMA Direct Memory Access

EBU External Bus Interface

ECC Error Correction Code
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ERU Event Request Unit

ETH Ethernet Unit

FCE Flexible CRC Engine

FCS Flash Command State Machine

FIM Flash Interface and Control Module
FPU Floating Point Unit

GPDMA General Purpose Direct Memory Access
GPIO General Purpose Input/Output

HMI Human-Machine Interface

HRPWM High Resolution PWM

lc Inter Integrated Circuit (also known as I°C)
s Inter-IC Sound Interface

I/10 Input / Output

JTAG Joint Test Action Group = IEEE1149.1
LED Light Emitting Diode

LEDTS LED and Touch Sense (Control Unit)
LIN Local Interconnect Network

MPU Memory Protection Unit

MSB Most Significant Bit

NC Not Connected

NMI Non-Maskable Interrupt

NVIC Nested Vectored Interrupt Controller
OCDS On-Chip Debug Support

OTP One Time Programmable

PBA Peripheral Bridge AHB to AHB
PFLASH Program Flash Memory

PLL Phase Locked Loop

PMU Program Memory Unit

POSIF Position Interface

PWM Pulse Width Modulation

PSRAM Program SRAM

RAM Random Access Memory
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RTC Real Time Clock

SCuU System Control Unit

SDMMC Secure Digital / Multi Media Card (Interface)
SDRAM Synchronous Dynamic Random Access Memory
SFR Special Function Register

SPI Serial Peripheral Interface

SRAM Static RAM

SR Service Request

SSC Synchronous Serial Channel

SSW Startup Software

UART Universal Asynchronous Receiver Transmitter
ucB User Configuration Block

USB Universal Serial Bus

usiIC Universal Serial Interface Channel

WDT Watchdog Timer
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1 Introduction

The XMC4500 series belongs to the XMC4000 family of industrial microcontrollers
based on the ARM Cortex-M4 processor core. The XMC4000 series devices are
optimized for electrical motor control, power conversion, industrial connectivity and
sense & control applications.

The growing complexity of today's energy efficient embedded control applications are
demanding microcontroller solutions with higher performance CPU cores featuring DSP
(Digital Signal Processing) and FPU (Floating Point Unit) capabilities as well as
integrated peripherals that are optimized for performance. Complemented with a
development environment designed to shorten product development time and increase
productivity, the XMC4500 series of microcontrollers take advantage of Infineon's
decades of experience in microcontroller design, providing an optimized solution to meet
the performance challenges of today's embedded control applications.

1.1 Overview

The XMC4500 series devices combine the extended functionality and performance of
the ARM Cortex-M4 core with powerful on-chip peripheral subsystems and on-chip
memory units. The following key features are available in the XMC4500 series devices:

CPU Subsystem

« CPU Core

High Performance 32-bit ARM Cortex-M4 CPU

16-bit and 32-bit Thumb2 instruction set

— DSP/MAC instructions

System timer (SysTick) for Operating System support

* Floating Point Unit

* Memory Protection Unit

* Nested Vectored Interrupt Controller

« Two General Purpose DMA with up to 12 channels

« Event Request Unit (ERU) for programmable processing of external and internal
service requests

* Flexible CRC Engine (FCE) for multiple bit error detection

On-Chip Memories

* 16 KB on-chip boot ROM

* 64 KB on-chip high-speed program memory

* 64 KB on-chip high speed data memory

« 32 KB on-chip high-speed communication

* 1024 KB on-chip Flash Memory with 4 KB instruction cache
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Communication Peripherals

Ethernet MAC module capable of 10/100 Mbit/s transfer rates

Universal Serial Bus, USB 2.0 host, Full-Speed OTG, with integrated PHY
Controller Area Network interface (MultiCAN), Full-CAN/Basic-CAN with three
nodes, 64 message objects, data rate up to 1 Mbit/s

Six Universal Serial Interface Channels (USIC), usable as UART, double-SPI,
quad-SPI, IIC, IIS and LIN interfaces

LED and Touch-Sense Controller (LEDTS) for Human-Machine interface

SD and Multi-Media Card interface (SDMMC) for data storage memory cards
External Bus Interface Unit (EBU) enabling communication with external memories
and off-chip peripherals like SRAM, SDRAM, NOR, NAND and Burst Flash.

Analog Frontend Peripherals

Four Analog-Digital Converters (VADC) of 12-bit resolution, 8 channels each with
input out-of-range comparators for over-voltage detection

Delta Sigma Demodulator with four channels, digital input stage for A/D signal
conversion

Digital-Analogue Converter (DAC) with two channels of 12-bit resolution

Industrial Control Peripherals

Four Capture/Compare Units 4 (CCU4) for use as general purpose timers

Two Capture/Compare Units 8 (CCU8) for motor control and power conversion
Two Position Interfaces (POSIF) for hall and quadrature encoders and motor
positioning

Window Watchdog Timer (WDT) for safety sensitive applications

Die Temperature Sensor (DTS)

Real Time Clock module with alarm support

System Control Unit (SCU) for system configuration and control

Input/Output Lines

Programmable port driver control module (PORTS)
Individually bit addressable

Tri-stated in input mode

Push/pull or open drain output mode

Boundary scan test support over JTAG interface

On-Chip Debug Support

Full support for debug features: 8 breakpoints, CoreSight, trace
Various interfaces: ARM-JTAG, SWD, single wire trace
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Packages

« PG-LQFP-144
« PG-LQFP-100
« PG-LFBGA-144

Note: For details about package availability for a particular derivative please check the
datasheet. For information on available delivery options for assembly support and
general package see http://www.infineon.com/packages

1.1.1 Block Diagram
The diagram below shows the functional blocks and their basic connectivity within the
XMC4500 System.

System System sC
Masters Slaves

ARM Cortex-M4 ERUO
uss
GPDMAO GPDMA1 Ethernet oTG
System  DCode ICode FCE
[ Bus Matrix ]
Data  Code
PMU PSRAM DSRAM1 DSRAM2 EBU
ROM & Flash
UsICOo DSD POSIF1|| CCU80 || CCusl LEDTSO| | CCU43 | | PORTS DAC

o

-7 T I fr 11 H 11 .
PBAO Peripherals Peripherals 1 PBA1

ERUL VADC [|POSIFO || CCU40 || CCU41 | | CCU42 | [SDMMC]| USIC2 || USIC1 CAN

Figure 1-1  XMC4500 System
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1.2 CPU Subsystem

The XMC4500 system core consists of the CPU (including FPU and MPU) and the
memory interface blocks for program and data memories (including PMU).

Central Processing Unit (CPU)

The Cortex-M4 processor is built on a high-performance processor core with a 3-stage
pipelined Harvard architecture, making it ideal for demanding embedded applications.
The processor delivers exceptional power efficiency through an efficient instruction set
and a design optimized for energy efficient control applications. To address the growing
complexity of embedded control it also includes a IEEE754-compliant single-precision
floating-point computation and a range of single-cycle/SIMD multiplication and multiply-
and-accumulate capabilities, saturating arithmetic and dedicated hardware division.

To facilitate the design of cost-sensitive devices, the Cortex-M4 processor implements
tightly-coupled system components that reduce processor area while significantly
improving interrupt handling and system debug capabilities.

To ensure high code density and reduced program memory requirements the processor
also implements a version of the Thumb® instruction set based on Thumb-2 technology.
The instruction set provides the exceptional performance expected of a modern 32-bit
architecture with the high code density of 8-bit and 16-bit microcontrollers.

Floating Point Unit (FPU)

The Floating-point unit (FPU) provides IEEE754-compliant operations on single
precision, 32-bit, floating-point values.

Memory Protection Unit (MPU)

The MPU improves system reliability by defining the memory attributes for different
memory regions. It provides fine grain memory control, enabling applications to utilize
multiple privilege levels, separating and protecting code, data and stack on a task-by-
task basis. Up to eight different regions are supported as well as an optional predefined
background region. These features are becoming critical to support safety requirements
in many embedded applications.

Programmable Multiple Priority Interrupt System (NVIC)

The XMC4500 implements the ARM NVIC with 112 interrupt nodes and 64 priority levels.
Most interrupt sources are connected to a dedicated interrupt node. In addition the
XMC4500 allows to route service request directly to dedicated units like DMA, Timer and
ADC. In some cases, multi-source interrupt nodes are incorporated for efficient use of
system resources. These nodes can be activated by several source requests and are
controlled via interrupt sub node control registers.
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Direct Memory Access (GPDMA)

The GPDMA is a highly configurable DMA controller that allows high-speed data
transfers between peripherals and memories. Complex data transfers can be done with
minimal intervention of the processor, keeping the CPU resources free for other
operations. Provides multi block, scatter/gather and linked list transfers.

Flexible CRC Engine (FCE)

The FCE provides a parallel implementation of Cyclic Redundancy Code (CRC)
algorithms. Itimplements the IEEE 802.3 CRC32, the CCITT CRC16 and the SAE J1850
CRC8 polynomials. The primary target of FCE is to be used as a hardware acceleration
engine for software applications or operating systems services using CRC signatures.

1.3 On-Chip Memories

The on-chip memories provide zero-waitstate accesses to code and data. The memories
can also be accessed concurrently from various system masters.

Various types of dedicated memories are available on-chip. The suggested use of the
memories aims to improve performance and system stability in most typical application
cases. However, the user has the flexibility to use the memories in any other way in order
to fulfill application specific requirements.

In order to meet the needs of applications where more peripherals are required the
External Bus Unit (EBU) also provides means to optionally attach a broad variety of
external memories.

Boot ROM (BROM)

The Boot ROM memory contains the boot code and the exception vector table. The basic
system initialization sequence code, also referred to as firmware, is executed
immediately after reset release.

Flash memory

The Flash is for nonvolatile code or constant data storage. The single supply Flash
module is programmable at production line end and in application via built-in erase and
program commands. Read and write protection mechanism are offered. A hardware
error correction ensures data consistency over the whole life time under rugged
industrial environment and temperatures.

The integrated cache provides an average performance boost factor of 3 in code
execution compared to uncached execution.
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Code RAM (PSRAM)

The Code RAM is intended for user code or Operating System data storage. The
memory is accessed via the Bus Matrix and provides zero-wait-state access for the CPU
for code execution or data access.

System RAM (DSRAM1)

The System RAM is intended for general user data storage. The System RAM is
accessed via the Bus Matrix and provides zero-wait-state access for data.

Communication RAM (DSRAM2)

The Communication RAM is intended for use by communication interface units like the
USB and Ethernet modules.

1.4 Communication Peripherals

Communication features are key requirements in today’s industrial systems. The
XMC4500 offers a set of peripherals supporting advanced communication protocols.
Besides Ethernet, USB, CAN and the USIC the XMC4500 provides interfaces to various
memories as well as a unit to realize a human-machine interface via LED and Touch
Sense.

LED and Touch Sense (LEDTS)

The LEDTS module drives LEDs and controls touch pads used in human-machine
interface (HMI) applications. The LEDTS can measure the capacitance of up to 8 touch
pads using the relaxation oscillator (RO) topology. The module can also drive up to 64
LEDs in an LED matrix. Touch pads and LEDs can share pins to minimize the number
of pins needed for such applications.

SD/MMC interface (SDMMC)

The Secure Digital/ Multi Media Card interface (SDMMC) provides an interface between
SD/SDIO/MMC cards and the system bus. It supports SD, SDIO, SDHC and MMC cards,
and can operate up to 48 MHz. The SDMMC module is able to transfer a maximum of
24 MB/s for SD cards and 48 MB/s for MMC cards.

The SDMMC Host Controller handles SDIO/SD protocol at transmission level, packing
data, adding cyclic redundancy check (CRC), start/end bit, and checking for transaction
format correctness. Useful applications of the SDMMC interface include memory
extension, data logging, and firmware update.

External Bus Unit (EBU)
The EBU supports accesses to asynchronous and synchronous external memories:
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* ROMs, EPROMs

* NOR and NAND flash devices
* Static RAMs and PSRAMs

e PC133/100 compatible SDRAM
e Burst FLASH

Ethernet MAC (ETH)

The Ethernet MAC (ETH) is a major communication peripheral that supports
10/100 Mbit/s data transfer rates in compliance with the IEEE 802.3-2002 standard.

The ETH may be used to implement Internet connected applications using IPv4 and
IPv6. The ETH also includes support for IEEE1588 time synchronisation to allow
implementation of Real Time Ethernet protocols.

Universal Serial Bus (USB)

The USB module is a Dual-Role Device (DRD) controller that supports both device and
host functions and complies fully with the On-The-Go supplement to the USB 2.0
Specification, Revision 1.3. It can also be configured as a host-only or device-only
controller, fully compliant with the USB 2.0 Specification.

The USB core's USB 2.0 configurations support full-speed (12 Mbit/s) transfers.
The USB core is optimized for the following applications and systems:

e Portable electronic devices
< Point-to-point applications (direct connection to FS device)

Universal Serial Interface Channel (USIC)

The USIC is a flexible interface module covering several serial communication protocols
such as ASC, LIN, SSC, I2C, I12S. A USIC module contains two independent
communication channels. Three USIC modules are implemented, hence six channels
can be used in parallel. A FIFO allows transmit and result buffering for relaxing real-time
conditions. Multiple chip select signals are available for communication with multiple
devices on the same channel.

Controller Area Network (CAN)

The MultiCAN module contains three independently operating CAN nodes with Full-CAN
functionality that are able to exchange Data and Remote Frames via a gateway function.
Transmission and reception of CAN frames is handled in accordance with CAN
specification V2.0 B (active). Each CAN node can receive and transmit standard frames
with 11-bit identifiers as well as extended frames with 29-bit identifiers. Transmission
rate is up to 1 Mbit/s

All CAN nodes share a common set of message objects. Each message object can be
individually allocated to one of the CAN nodes. Besides serving as a storage container

Reference Manual 1-7 V1.6, 2016-07
Architectural Overview, V1.1 Subject to Agreement on the Use of Product Information



o .. XMC4500
< mfmeon XMC4000 Family

Introduction

for incoming and outgoing frames, message objects can be combined to build gateways
between the CAN nodes or to setup a FIFO buffer.

15 Analog Frontend Peripherals
The XMC4500 hosts a number of interfaces to connect to the analog world.

Analog to Digital Converter (VADC)

The Versatile Analog-to-Digital Converter module consists of four independent kernel
groups which operate according to the successive approximation principle (SAR). The
resolution is programmable from 8 to 12 bits with a total conversion time of less then
500 ns @12 bit.

Each group provides a versatile state machine allowing complex measurement
sequences. The groups can be synchronized and conversions may run completely in
background. Multiple trigger events can be prioritized and allow the exact measurement
of time critical signals. The result buffering and handling avoids data loss and ensures
consistency. Self-test mechanisms can be used for plausibility checks.

The basic structure supports a clean software architecture where tasks may only read
valid results and do not need to care for starting conversions.

A number of out-of-range on-chip comparators serve the purpose of over-voltage
monitoring for analog input pins of the VADC.

Delta- Sigma Demodulator (DSD)

The Delta-Sigma Demodulator module allows the direct usage of external Delta-Sigma
Modulators for analog signal measurement.

The four input channels convert the incoming bit streams into discrete values. Each
demodulator channel exists of two programmable digital filter chains (SINC/COMB type).
A fast filter can be used for limit checking and a slower filter for signal measurement. An
integrator stage supports carrier frequency cancellation. A special mechanism can
compensate a phase delay between two channels. A built in pattern generator generates
a digitized sine bit-stream. This can be used for excitation of a resolver coil in motor
position applications.

Digital to Analog Convertor (DAC)

The module consists of two separate 12-bit Digital-to-Analog Converters (DACS). It
converts two digital input signals into two analog voltage signal outputs at a maximum
conversion rate of 5 MHz.

A built-in wave generator mode allows stand alone generation of a selectable choice of
wave forms. Alternatively values can be fed via CPU or DMA directly to one or both DAC
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channels. Additionally an offset can be added and the amplitude can be scaled. Several
time trigger sources are possible.

1.6 Industrial Control Peripherals

Core components needed for motion and motor control, power conversion and other
time based applications.

Capture/Compare Unit 4 (CCU4)

The CCU4 peripheral is a major component for systems that need general purpose
timers for signal monitoring/conditioning and Pulse Width Modulation (PWM) signal
generation. Power electronic control systems like switched mode power supplies or
uninterruptible power supplies can easily be implemented with the functions inside the
CCU4 peripheral.

The internal modularity of CCU4 translates into a software friendly system for fast code
development and portability between applications.

Capture/Compare Unit 8 (CCU8)

The CCUS8 peripheral functions play a major role in applications that need complex Pulse
Width Modulation (PWM) signal generation, with complementary high side and low side
switches, multi phase control or output parity checking. The CCU8 is optimized for state
of the art motor control, multi phase and multi level power electronics systems.

The internal modularity of CCU8 translates into a software friendly system for fast code
development and portability between applications.

Position Interface Unit (POSIF)

The POSIF unit is a flexible and powerful component for motor control systems that use
Rotary Encoders or Hall Sensors as feedback loop. The configuration schemes of the
module target a very large number of motor control application requirements.

This enables the build of simple and complex control feedback loops for industrial and
automotive motor applications, targeting high performance motion and position
monitoring.

1.7 On-Chip Debug Support

The On-Chip Debug Support system based on the ARM CoreSight provides a broad
range of debug and emulation features built into the XMC4500. The user software can
therefore be debugged within the target system environment.

The On-Chip Debug Support is controlled by an external debugging device via the debug
interface and an optional break interface. The debugger controls the On-Chip Debug
Support via a set of dedicated registers accessible via the debug interface. Additionally,
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the On-Chip Debug Support system can be controlled by the CPU, e.g. by a monitor
program.
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2 Central Processing Unit (CPU)

The XMC4500 features the ARM Cortex-M4 processor. A high performance 32-bit
processor designed for the microcontroller market. This CPU offers significant benefits
to users, including:

« outstanding processing performance combined with fast interrupt handling
« enhanced system debug with extensive breakpoint and trace capabilities

« platform security robustness, with integrated memory protection unit (MPU).
» ultra-low power consumption with integrated sleep modes

References to ARM Documentation
The following documents can be found through http://infocenter.arm.com

[1] Cortex-M4 Devices, Generic User Guide (ARM DUI 0553A)
[2] Cortex Microcontroller Software Interface Standard (CMSIS)

References to ARM Figures

[3] http://lwww.arm.com

References to IEEE Documentation

[4] |EEE Standard IEEE Standard for Binary Floating-Point Arithmetic 754-2008.

2.1 Overview

The Cortex-M4 processor is built on a high-performance processor core, with a 3-stage
pipeline Harvard architecture, making it ideal for demanding embedded applications.
The processor delivers exceptional power efficiency through an efficient instruction set
and extensively optimized design, providing high-end processing hardware including
IEEE754-compliant single-precision floating-point computation, a range of single-cycle
and SIMD multiplication and multiply-with-accumulate capabilities, saturating arithmetic
and dedicated hardware division.

To facilitate the design of cost-sensitive devices, the Cortex-M4 processor implements
tightly-coupled system components that reduce processor area while significantly
improving interrupt handling and system debug capabilities. The Cortex-M4 processor
implements a version of the Thumb® instruction set based on Thumb-2 technology,
ensuring high code density and reduced program memory requirements. The Cortex-M4
instruction set provides the exceptional performance expected of a modern 32-bit
architecture, with the high code density of 8-bit and 16-bit microcontrollers.

The Cortex-M4 processor closely integrates a configurable NVIC, to deliver industry-
leading interrupt performance. The NVIC includes a non-maskable interrupt (NMI), and
provides up to 64 interrupt priority levels. The tight integration of the processor core and
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NVIC provides fast execution of interrupt service routines (ISRs), dramatically reducing
the interrupt latency. This is achieved through the hardware stacking of registers, and
the ability to suspend load-multiple and store-multiple operations. Interrupt handlers do
not require wrapping in assembler code, removing any code overhead from the ISRs. A
tail-chain optimization also significantly reduces the overhead when switching from one
ISR to another.

To optimize low-power designs, the NVIC integrates with the sleep modes, that include
a deep sleep function that enables the entire device to be rapidly powered down while
still retaining program state.

21.1 Features
The XMC4500 CPU features comprise

« Thumb2 instruction set combines high code density with 32-bit performance
« |EEE754-compliant single-precision FPU
* power control optimization of system components
» integrated sleep modes for low power consumption
« fast code execution permits slower processor clock or increases sleep mode time
» hardware division and fast digital-signal-processing orientated multiply accumulate
e saturating arithmetic for signal processing
« deterministic, high-performance interrupt handling for time-critical applications
* memory protection unit (MPU) for safety-critical applications
» extensive debug and trace capabilities:
— Serial Wire Debug and Serial Wire Trace reduce the number of pins required for
debugging, tracing, and code profiling.

2.1.2 Block Diagram
The Cortex-M4 core components comprise:

Processor Core
The CPU provides 16-bit and 32-bit Thumb2 instruction set and DSP/MAC instructions.

Floating-point unit

The FPU provides IEEE754-compliant operations on single-precision, 32-bit, floating-
point values.

Nested Vectored Interrupt Controller

The NVIC is an embedded interrupt controller that supports low latency interrupt
processing.
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Memory Protection Unit

The MPU improves system reliability by defining the memory attributes for different
memory regions. It provides up to eight different regions, and an optional predefined
background region.

Debug Solution

The XMC4500 implements a complete hardware debug solution.

* Embedded Trace Macrocell

« Traditional JTAG port or a 2-pin Serial Wire Debug Access Port

» Trace port or Serial Wire Viewer

* Flash breakpoints and Data watchpoints

This provides high system control and visibility of the processor and memory even in
small package devices.

Cortex-M4
processor FPU
Embedded
—_—p NVIC | =D Trace e
Processor
Macrocell
core
Debug Memory Serial
- I Access protection unit \Mre >
Port Viewer
Flash Data
breakpoints watchpoints
Bus matrix
Code Data .
interface interface System interface
: $ :

Figure 2-1  Cortex-M4 Block Diagram
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System Level Interfaces

The Cortex-M4 processor provides a code, data and system interface using AMBA®
technology to provide high speed, low latency accesses.

2.2 Programmers Model

This section describes the Cortex-M4 programmers model. In addition to the individual
core register descriptions, it contains information about the processor modes and
privilege levels for software execution and stacks.

22.1 Processor Mode and Privilege Levels for Software Execution

The processor modes are:

e Thread mode
Used to execute application software. The processor enters Thread mode when it
comes out of reset.
e Handler mode
Used to handle exceptions. The processor returns to Thread mode when it has
finished all exception processing.
The privilege levels for software execution are:
e Unprivileged
Unprivileged software executes at the unprivileged level.
The software:
— has limited access to the MSR and MRS instructions, and cannot use the CPS
instruction
— cannot access the system timer, NVIC, or system control block
— might have restricted access to memory or peripherals.
e Privileged
Privileged software executes at the privileged level.
The software can use all the instructions and has access to all resources.

In Thread mode, the CONTROL register controls whether software execution is
privileged or unprivileged, see CONTROL register on Page 2-15. In Handler mode,
software execution is always privileged.

Only privileged software can write to the CONTROL register to change the privilege level

for software execution in Thread mode. Unprivileged software can use the SVC
instruction to make a supervisor call to transfer control to privileged software.

2.2.2 Stacks

The processor uses a full descending stack. This means the stack pointer holds the
address of the last stacked item in memory. When the processor pushes a new item onto
the stack, it decrements the stack pointer and then writes the item to the new memory
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location. The processor implements two stacks, the main stack and the process stack,
with a pointer for each held in independent registers, see Stack Pointer on Page 2-8.

In Thread mode, the CONTROL register controls whether the processor uses the main
stack or the process stack, see CONTROL register on Page 2-15. In Handler mode, the
processor always uses the main stack. The options for processor operations are:

Table 2-1 Summary of processor mode, execution privilege level, and stack

use options
Processor |Used to Privilege level for Stack used
mode execute software execution
Thread Applications | Privileged or Main stack or process stack?
unprivileged®
Handler Exception Always privileged Main stack
handlers

1) See CONTROL register on Page 2-15.
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Low registers

High registers

Stack Pointer
Link Register
Program Counter

—

RO

R1

R2

R3

R4

R5

R6

R7

R8

R9

R10

R11

R12

General-purpose registers

SP (R13)

pspt |

MSP* *Banked version of SP

LR (R14)

PC (R15)

PSR

PRIMASK

FAULTMASK

BASEPRI

CONTROL

Program status register

Exception mask registers

CONTROL register

Special registers

Figure 2-2

Core registers

The processor core registers are:

Table 2-2 Core register set summary
Name Type ¥ | Required Reset value |Description
privilege ?
RO-R12 rw Either Unknown General-purpose registers on
Page 2-7

MSP rw Privileged See Stack Pointer on Page 2-8
description

PSP w Either Unknown Stack Pointer on Page 2-8

LR rw Either FFFFFFFF, |Link Register on Page 2-8

PC rw Either See Program Counter on Page 2-8
description
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Table 2-2 Core register set summary (cont'd)

Name Type VY |Required | Reset value |Description
privilege ?

PSR w Privileged 01000000, Program Status Register on
Page 2-9

ASPR rw Either Unknown Application Program Status
Register on Page 2-9

IPSR r Privileged 00000000, Interrupt Program Status
Register on Page 2-10

EPSR r Privileged 01000000, Execution Program Status
Register on Page 2-11

PRIMASK rw Privileged 00000000, Priority Mask Register on
Page 2-13

FAULTMASK |rw Privileged 00000000, Fault Mask Register on
Page 2-14

BASEPRI rw Privileged 00000000, Base Priority Mask Register on
Page 2-14

CONTROL rw Privileged 00000000, |CONTROL register on
Page 2-15

1) Describes access type during program execution in thread mode and Handler mode. Debug access can differ.
2) An entry of Either means privileged and unprivileged software can access the register.

General-purpose registers
R0O-R12 are 32-bit general-purpose registers for data operations

Rx (x=0-12)

General Purpose Register Rx Reset Value: XXXX XXXXy
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
VALUE

1 1 1 1 1 1 1 1 1 1 1 I'\IIV 1 1 1
Field Bits Type | Description
VALUE [31:0] |rw Content of Register
Reference Manual 2-7 V1.6, 2016-07
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Stack Pointer

The Stack Pointer (SP) is register R13. In Thread mode, bit[1] of the CONTROL register
indicates the stack pointer to use:

* 0= Main Stack Pointer (MSP). This is the reset value.
« 1 =Process Stack Pointer (PSP).

On reset, the processor loads the MSP with the value from address 00000000,,.

g;ck Pointer Reset Value: 2000 FF3C
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
VALUE
L R
Field Bits Type | Description
VALUE [31:0] |rw Content of Register

Link Register

The Link Register (LR) is register R14. It stores the return information for subroutines,
function calls, and exceptions. On reset, the processor sets the LR value to FFFFFFFF,,.

LR
Link Register Reset Value: FFFF FFFF,,

313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
T T T T T T T T T T T T T T T T T T T T T T T T T T

VALUE
1 1 1 1 1 1 1 1 1 1 1 r\I,V 1 1 1
Field Bits Type | Description
VALUE [31:0] |rw Content of Register

Program Counter

The Program Counter (PC) is register R15. It contains the current program address. On
reset, the processor loads the PC with the value of the reset vector, which is at address
00000004H. Bit[0] of the value is loaded into the EPSR T-bit at reset and must be 1.
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iﬁ)gram Counter Reset Value: 0000 0004,
31‘30‘29‘28‘27.26.25.24.23.22.21.20.19.18.17.16.15.14.13.12‘11‘10‘ 9 | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1 | 0
VALUE

S
Field Bits Type | Description
VALUE [31:0] |rw Content of Register

Program Status Register
The Program Status Register (PSR) combines:

» Application Program Status Register (APSR)
* Interrupt Program Status Register (IPSR)
« Execution Program Status Register (EPSR)

These registers are mutually exclusive bit fields in the 32-bit PSR.

Access these registers individually or as a combination of any two or all three registers,
using the register name as an argument to the MSR or MRS instructions. For example:

« read all of the registers using PSR with the MRS instruction
e writetothe APSR N, Z, C, V, and Q bits using APSR_nzcvq with the MSR instruction.

The PSR combinations and attributes are:

Table 2-3 PSR register combinations

Register Type Combination

PSR rwb? APSR, EPSR, and IPSR
IEPSR r EPSR and IPSR

IAPSR rwb APSR and IPSR
EAPSR rw? APSR and EPSR

1) The processor ignores writes to the IPSR bits.
2) Reads of the EPSR bits return zero, and the processor ignores writes to the these bits

Application Program Status Register

The APSR contains the current state of the condition flags from previous instruction
executions. See the register summary in Table 2-2 on Page 2-6 for its attributes.
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APSR
Application Program Status Register Reset Value: XXXX XXXX
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
N|lz|C|V|Q 0 GE[3:0] 0
W rw rw rw rw — II’I — II’\INI E— I"
Field Bits Type | Description
GE[3:0] [19:16] | rw Greater than or Equal flags
Please refer also to SEL instruction.

Q 27 rw DSP overflow and saturation flag
\% 28 rw Overflow flag
C 29 rw Carry or borrow flag
z 30 rw Zero flag
N 31 rw Negative flag
0 [26:20], | r Reserved

[15:0] Read as 0; should be written with 0.

Interrupt Program Status Register

The IPSR contains the exception type number of the current Interrupt Service Routine
(ISR). See the register summary in Table 2-2 on Page 2-6 for its attributes.

IPSR
Interrupt Program Status Register Reset Value: 0000 0000
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
0 ISR_NUMBER
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 | 1
r r
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Field Bits Type | Description

ISR_NUMBER |[8:0]

=

Number of the current exception
Op  Thread mode

1, Reserved

2, NMI

3p, HardFault

4, MemManage

5, BusFault

6, UsageFault

75 Reserved

8, Reserved

9, Reserved

10, Reserved

11, Svcall

12, Reserved for Debug
13, Reserved

14, PendSV

15, SysTick

16, IRQO

127, IRQ111

Values > 127, undefined.

See Exception types on Page 2-26 for more
information.

0 [31:9]

=

Reserved
Read as 0; should be written with 0.

Execution Program Status Register
The EPSR contains the Thumb state bit, and the execution state bits for either the:

e If-Then (IT) instruction
< Interruptible-Continuable Instruction (ICI) field for an interrupted load multiple or store
multiple instruction.

See the register summary in Table 2-2 on Page 2-6 for the EPSR attributes.

Attempts to read the EPSR directly through application software using the MSR
instruction always return zero. Attempts to write the EPSR using the MSR instruction in
application software are ignored.
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EPSR
Execution Program Status Register Reset Value: 0100 0000,
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
0 ICIIT| T 0 ICIIT 0
Il r Il ll’ r 1 1 1 II’ 1 1 1 1 1 II‘ I\‘
Field Bits Type | Description
ICIIT [26:25], |r Interruptible-continuableinstruction bits/Execution
[15:10] state bits of the IT instruction
Please refer also to IT instruction.
T 24 r Thumb state bit
Thumb state.
0 [31:27], |r Reserved
[23:16], Read as 0; should be written with 0.
[9:0]

Interruptible-continuable instructions

When an interrupt occurs during the execution of an LDM, STM, PUSH, POP, VLDM,
VSTM, VPUSH, or VPOP instruction, the processor:

» stops the load multiple or store multiple instruction operation temporarily
« stores the next register operand in the multiple operation to EPSR bits[15:12]

After servicing the interrupt, the processor:

« returns to the register pointed to by bits[15:12]
* resumes execution of the multiple load or store instruction.

When the EPSR holds ICI execution state, bits[26:25,11:10] are zero.

If-Then block

The If-Then block contains up to four instructions following an IT instruction. Each
instruction in the block is conditional. The conditions for the instructions are either all the
same, or some can be the inverse of others. See IT on page 3-122 for more information.

Thumb state

The Cortex-M4 processor only supports execution of instructions in Thumb state. The
following can clear the T bit to O:

e instructions BLX, BX and POP{PC}
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« restoration from the stacked xPSR value on an exception return
» bit[0] of the vector value on an exception entry or reset.

Attempting to execute instructions when the T bit is O results in a fault or lockup. See
Lockup on Page 2-39 for more information.

Exception mask registers

The exception mask registers disable the handling of exceptions by the processor.
Disable exceptions where they might impact on timing critical tasks.

To access the exception mask registers use the MSR and MRS instructions, or the CPS
instruction to change the value of PRIMASK or FAULTMASK.

Priority Mask Register
The PRIMASK register prevents activation of all exceptions with configurable priority.

See the register summary in Table 2-2 on Page 2-6 for its attributes.

PRIMASK
Priority Mask Register Reset Value: 0000 0000,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

T T T T T T T T T T T T T T
PRI
0 MAS
K
| | | | 1 1 1
r w

Field Bits Type | Description
PRIMASK 0 w Priority Mask
0g  No effect

1z  Prevents the activation of all exceptions with
configurable priority.

0 [31:1] |r Reserved
Read as 0; should be written with 0.
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Fault Mask Register

The FAULTMASK register prevents activation of all exceptions except for Non-Maskable
Interrupt (NMI). See the register summary in Table 2-2 on Page 2-6 for its attributes.

FAULTMASK
Fault Mask Register Reset Value: 0000 0000,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

T T T T T T T T T
FAU
0 LT™M
ASK
I I I I 1 1 1
r w

Field Bits Type | Description

FAULTMASK 0 w Fault Mask

0z no effect

1;  preventsthe activation of all exceptions except
for NMI.

0 [31:1]

—

Reserved
Read as 0; should be written with 0.

The processor clears the FAULTMASK bit to 0 on exit from any exception handler except
the NMI handler.

Base Priority Mask Register

The BASEPRI register defines the minimum priority for exception processing. When
BASEPRI is set to a nonzero value, it prevents the activation of all exceptions with the
same or lower priority level as the BASEPRI value. See the register summary in
Table 2-2 on Page 2-6 for its attributes.
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BASEPRI
Base Priority Mask Register Reset Value: 0000 0000,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

0 BASEPRI
1 } 1 1 1 1 r\\lv
Field Bits Type | Description
BASEPRIY [7:0] |rw |Priority mask bits

0, no effect

others, defines the base priority for exception
processing.

The processor does not process any exception with

a priority value greater than or equal to BASEPRI.

0 [31:8]

—

Reserved
Read as 0; should be written with 0.
1) This field is similar to the priority fields in the interrupt priority registers. The XMC4500 implements only

bits[7:2] of this field, bits[1:0] read as zero and ignore writes. See Interrupt Priority Registers on Page 2-90
for more information. Remember that higher priority field values correspond to lower exception priorities.

CONTROL register

The CONTROL register controls the stack used and the privilege level for software
execution when the processor is in Thread mode and indicates whether the FPU state is
active. See the register summary in Table 2-2 on Page 2-6 for its attributes.
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CONTROL
CONTROL register Reset Value: 0000 0000,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

0 FPC | SPS [nPRI
A |EL | V
1 1 1 1 r 1 1 1 rh rh rh
Field Bits Type | Description
nPRIV 0 rh Thread mode privilege level

0g  Privileged
1;  Unprivileged

SPSEL 1 rh Currently active stack pointer

In Handler mode this bit reads as zero and ignores
writes. The Cortex-M4 updates this bit automatically
on exception return.

0g  MSP is the current stack pointer

1; PSP is the current stack pointer

FPCA 2 rh Floating-point context currently active

0g  No floating-point context active

1;  Floating-point context active

The Cortex-M4 uses this bit to determine whether to
preserve floating-point state when processing an
exception.

0 [31:3]

—

Reserved
Read as 0; should be written with 0.

Handler mode always uses the MSP, so the processor ignores explicit writes to the
active stack pointer bit of the CONTROL register when in Handler mode. The exception
entry and return mechanisms automatically update the CONTROL register based on the
EXC_RETURN value, see Table 2-9 on Page 2-36.

In an OS environment, ARM recommends that threads running in Thread mode use the
process stack and the kernel and exception handlers use the main stack.
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By default, Thread mode uses the MSP. To switch the stack pointer used in Thread
mode to the PSP, either:

« use the MSR instruction to set the Active stack pointer bit to 1.
e perform an exception return to Thread mode with the appropriate EXC_RETURN
value, see Table 2-9 on Page 2-36.

Note: When changing the stack pointer, software must use an ISB instruction
immediately after the MSR instruction. This ensures that instructions after the ISB
instruction execute using the new stack pointer.

2.2.4 Exceptions and Interrupts

The Cortex-M4 processor supports interrupts and system exceptions. The processor
and the NVIC prioritize and handle all exceptions. An exception changes the normal flow
of software control. The processor uses Handler mode to handle all exceptions except
for reset. See Exception entry on Page 2-33 and Exception return on Page 2-36 for more
information.

The NVIC registers control interrupt handling. See Page 2-43 for more information.

2.25 Data Types
The processor:

« supports the following data types:
— 32-bit words
— 16-bit halfwords
— 8-bit bytes
¢ manages all data memory accesses as little-endian. See Memory regions, types and
attributes on Page 2-20 for more information.

2.2.6 The Cortex Microcontroller Software Interface Standard

For a Cortex-M4 microcontroller system, the Cortex Microcontroller Software Interface
Standard (CMSIS) [2] defines:

e acommon way to:
— access peripheral registers
— define exception vectors
» the names of:
— the registers of the core peripherals
— the core exception vectors
» adevice-independent interface for RTOS kernels, including a debug channel.

The CMSIS includes address definitions and data structures for the core peripherals in
the Cortex-M4 processor.
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CMSIS simplifies software development by enabling the reuse of template code and the
combination of CMSIS-compliant software components from various middleware
vendors. Software vendors can expand the CMSIS to include their peripheral definitions
and access functions for those peripherals.

This document includes the register names defined by the CMSIS, and gives short
descriptions of the CMSIS functions that address the processor core and the core
peripherals.

Note: This document uses the register short names defined by the CMSIS. In a few

cases these differ from the architectural short names that might be used in other
documents.

The following sections give more information about the CMSIS:

* Power management programming hints on Page 2-42
« CMSIS functions on Page 2-18
« Using CMSIS functions to access NVIC on Page 2-45

For additional information please refer to http://www.onarm.com/cmsis

2.2.7 CMSIS functions

ISO/IEC C code cannot directly access some Cortex-M4 instructions. This section
describes intrinsic functions that can generate these instructions, provided by the CMSIS
and that might be provided by a C compiler. If a C compiler does not support an
appropriate intrinsic function, you might have to use inline assembler to access some
instructions.

The CMSIS provides the following intrinsic functions to generate instructions that
ISO/IEC C code cannot directly access:

Table 2-4 CMSIS functions to generate some Cortex-M4 instructions

Instruction CMSIS function

CPSIE | void __enable_irqg(void)

CPSID | void _ disable_irq(void)

CPSIE F void __enable_fault_irq(void)

CPSID F void __disable_fault_irq(void)

ISB void __ISB(void)

DSB void __ DSB(void)

DMB void _ DMB(void)

REV uint32_t _ REV(uint32_t int value)
REV16 uint32_t _ REV16(uint32_t int value)
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Table 2-4 CMSIS functions to generate some Cortex-M4 instructions (cont'd)
Instruction CMSIS function

REVSH uint32_t _ REVSH(uint32_t int value)

RBIT uint32_t _ RBIT(uint32_t int value)

SEV void __SEV(void)

WFE void _ WFE(void)

WFI void __WFI(void)

The CMSIS also provides a number of functions for accessing the special registers using
MRS and MSR instructions:

Table 2-5 CMSIS functions to access the special registers
Special Access | CMSIS function
register
PRIMASK Read uint32_t _ get PRIMASK (void)

Write void ___set PRIMASK (uint32_t value)
FAULTMASK | Read uint32_t _ get FAULTMASK (void)

Write void __set FAULTMASK (uint32_t value)
BASEPRI Read uint32_t _ get BASEPRI (void)

Write void __set BASEPRI (uint32_t value)
CONTROL Read uint32_t _ get CONTROL (void)

Write void __ set CONTROL (uint32_t value)
MSP Read uint32_t _ get_MSP (void)

Write void __set MSP (uint32_t TopOfMainStack)
PSP Read uint32_t _ get_ PSP (void)

Write void __set PSP (uint32_t TopOfProcStack)
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2.3 Memory Model

This section describes the processor memory map and the behavior of memory
accesses. The processor has a fixed default memory map that provides up to 4GB of
addressable memory. The memory map is:

OXFFFFFFFF
Vendor-specific 511MB
memory
0xE0100000
i i OxEOOFFFFF
Private k;))Ssrlpheral 1.0MB
0xE0000000
OxDFFFFFFF
External device 1.0GB
0xA0000000
Ox9FFFFFFF
External RAM 1.0GB
0x60000000
Ox5FFFFFFF
Peripheral 0.5GB
0x40000000
Ox3FFFFFFF
SRAM 0.5GB
0x20000000
Ox1FFFFFFF
Code 0.5GB
0x00000000

Figure 2-3  Memory map

The processor reserves regions of the Private peripheral bus (PPB) address range for
core peripheral registers, see About the Private Peripherals on Page 2-42.

231 Memory Regions, Types and Attributes

The memory map and the programming of the MPU splits the memory map into regions.
Each region has a defined memory type, and some regions have additional memory
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attributes. The memory type and attributes determine the behavior of accesses to the
region.

The memory types are:

Normal The processor can re-order transactions for efficiency, or
perform speculative reads.

Device The processor preserves transaction order relative to other
transactions to Device or Strongly-ordered memory.

Strongly-ordered The processor preserves transaction order relative to all other
transactions.

The different ordering requirements for Device and Strongly-ordered memory mean that
the memory system can buffer a write to Device memory, but must not buffer a write to
Strongly-ordered memory.

The additional memory attributes include:

Execute Never (XN) Means the processor prevents instruction accesses. A fault
exception is generated only on execution of an instruction
executed from an XN region.

2.3.2 Memory System Ordering of Memory Accesses

For most memory accesses caused by explicit memory access instructions, the memory
system does not guarantee that the order in which the accesses complete matches the
program order of the instructions, providing this does not affect the behavior of the
instruction sequence. Normally, if correct program execution depends on two memory
accesses completing in program order, software must insert a memory barrier instruction
between the memory access instructions. See Software ordering of memory accesses
on Page 2-23.

However, the memory system does guarantee some ordering of accesses to Device and
Strongly-ordered memory. For two memory access instructions A1 and A2, if A1 occurs
before A2 in program order, the ordering of the memory accesses caused by two
instructions is:
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A2 Normal Device Strongly-
ordered
Al access access
access
Normal access -
Device access - < <
Strongly-ordered access - < <
Figure 2-4  Ordering of Memory Accesses
Where:
- “”Means that the memory system does not guarantee the ordering of the accesses.

e “<" Means that accesses are observed in program order, that is, Al is always
observed before A2.

2.3.3 Behavior of Memory Accesses
The behavior of accesses to each region in the memory map is:

Table 2-6 Memory access behavior

Address Memory Memory |XNY |Description

range region type?

0x00000000- |Code Normal - Executable region for program
OX1FFFFFFF code. You can also put data here.
0x20000000- |SRAM Normal - Executable region for data. You
Ox3FFFFFFF can also put code here.

0x40000000- | Peripheral Device XN | Peripherals region.
OX5FFFFFFF

0x60000000- |External RAM | Normal - Executable region for data.

OX9FFFFFFF

0xA0000000- | External Device XN | External Device memory.

OXDFFFFFFF | device

0xE0000000- | Private Strongly- | XN | This region includes the NVIC,

OXEOOFFFFF | Peripheral ordered System timer, and system control
Bus block.

0xE0100000- |Vendor- Device XN | Accesses to this region are to

OXFFFFFFFF | specific vendor-specific peripherals.
device
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1) See Memory regions, types and attributes on Page 2-20 for more information.

The Code, SRAM, and external RAM regions can hold programs. However, it is
recommended that programs always use the Code region. This is because the processor
has separate buses that enable instruction fetches and data accesses to occur
simultaneously.

The MPU can override the default memory access behavior described in this section. For
more information, see Memory protection unit on Page 2-46.

Instruction prefetch and branch prediction
The Cortex-M4 processor:

« prefetches instructions ahead of execution
» speculatively prefetches from branch target addresses.

2.34 Software Ordering of Memory Accesses

The order of instructions in the program flow does not always guarantee the order of the
corresponding memory transactions. This is because:

« the processor can reorder some memory accesses to improve efficiency, providing
this does not affect the behavior of the instruction sequence.

« The processor has multiple bus interfaces

* memory or devices in the memory map have different wait states

e some memory accesses are buffered or speculative.

Memory system ordering of memory accesses on Page 2-21 describes the cases where
the memory system guarantees the order of memory accesses. Otherwise, if the order
of memory accesses is critical, software must include memory barrier instructions to
force that ordering. The processor provides the following memory barrier instructions:

DMB The Data Memory Barrier (DMB) instruction ensures that outstanding
memory transactions complete before subsequent memory
transactions.

DSB The Data Synchronization Barrier (DSB) instruction ensures that

outstanding memory transactions complete before subsequent
instructions execute.

ISB The Instruction Synchronization Barrier (ISB) ensures that the effect of
all completed memory transactions is recognizable by subsequent
instructions.
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MPU programming

Use a DSB followed by an ISB instruction or exception return to ensure that the new
MPU configuration is used by subsequent instructions.

2.3.5 Memory Endianness

The processor views memory as a linear collection of bytes numbered in ascending
order from zero. For example, bytes 0-3 hold the first stored word, and bytes 4-7 hold the
second stored word. The XMC4500 stores information “Little-endian” format.

Little-endian format

In little-endian format, the processor stores the least significant byte of a word at the
lowest-numbered byte, and the most significant byte at the highest-numbered byte. For
example:

Memory Register
7 0
31 2423 1615 87 0
Address A| BO Isbyte B3 B2 B1 BO
A+1 B1
A+2| B2

A+3 B3 msbyte

Figure 2-5 Little-endian format

2.3.6 Synchronization Primitives

The Cortex-M4 instruction set includes pairs of synchronization primitives. These
provide a non-blocking mechanism that a thread or process can use to obtain exclusive
access to a memory location. Software can use them to perform a guaranteed read-
modify-write memory update sequence, or for a semaphore mechanism.

A pair of synchronization primitives comprises:

A Load-Exclusive instruction

Used to read the value of a memory location, requesting exclusive access to that
location.
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A Store-Exclusive instruction

Used to attempt to write to the same memory location, returning a status bit to a register.
If this bit is:

0 itindicates that the thread or process gained exclusive access to the memory, and
the write succeeds,

1 itindicates that the thread or process did not gain exclusive access to the memory,
and no write was performed.

The pairs of Load-Exclusive and Store-Exclusive instructions are:

¢ the word instructions LDREX and STREX
* the halfword instructions LDREXH and STREXH
« the byte instructions LDREXB and STREXB.

Software must use a Load-Exclusive instruction with the corresponding Store-Exclusive
instruction.

To perform an exclusive read-modify-write of a memory location, software must:

1. Use a Load-Exclusive instruction to read the value of the location.

2. Modify the value, as required.

3. Use a Store-Exclusive instruction to attempt to write the new value back to the
memory location.

4. Test the returned status bit. If this bit is:
0 The read-modify-write completed successfully.
1 No write was performed. This indicates that the value returned at step 1 might be

out of date. The software must retry the entire read-modify-write sequence.

Software can use the synchronization primitives to implement a semaphores as follows:

1. Use a Load-Exclusive instruction to read from the semaphore address to check
whether the semaphore is free.

2. If the semaphore is free, use a Store-Exclusive to write the claim value to the
semaphore address.

3. If the returned status bit from step 2 indicates that the Store-Exclusive succeeded
then the software has claimed the semaphore. However, if the Store-Exclusive failed,
another process might have claimed the semaphore after the software performed
step 1.

The Cortex-M4 includes an exclusive access monitor, that tags the fact that the
processor has executed a Load-Exclusive instruction.

The processor removes its exclusive access tag if:

e It executes a CLREX instruction.

« It executes a Store-Exclusive instruction, regardless of whether the write succeeds.

« An exception occurs. This means the processor can resolve semaphore conflicts
between different threads.
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2.3.7 Programming Hints for the Synchronization Primitives

ISO/IEC C cannot directly generate the exclusive access instructions. CMSIS provides
intrinsic functions for generation of these instructions:

Table 2-7 CMSIS functions for exclusive access instructions

Instruction CMSIS function

LDREX uint32_t _ LDREXW (uint32_t *addr)

LDREXH uintl6é_t _ LDREXH (uintl6_t *addr)

LDREXB uint8_t _ LDREXB (uint8_t *addr)

STREX uint32_t _ STREXW (uint32_t value, uint32_t *addr)
STREXH uint32_t _ STREXH (uintl6_t value, uintl6_t *addr)
STREXB uint32_t _ STREXB (uint8_t value, uint8_t *addr)
CLREX void _ CLREX (void)

For example:

uintl6é_t value;

uintl6é_t *address = 0x20001002;

value = __ LDREXH (address); // load 16-bit value from memory
address 0x20001002

2.4 Instruction Set
The Cortex-M4 instruction set reference is available through [1]

2.5 Exception Model
This section describes the exception model. It describes:

« Exception states

« Exception types

» Exception handlers on Page 2-27

* Vector table on Page 2-30

» Exception priorities on Page 2-31

e Interrupt priority grouping on Page 2-31
e Exception entry and return on Page 2-32

2.5.1 Exception States
Each exception is in one of the following states:
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Active and pending
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The exception is not active and not pending.

The exception is waiting to be serviced by the processor.
An interrupt request from a peripheral or from software can
change the state of the corresponding interrupt to pending.

An exception that is being serviced by the processor but has not
completed.

Note: An exception handler can interrupt the execution of
another exception handler. In this case both exceptions
are in the active state.

The exception is being serviced by the processor and there is a
pending exception from the same source.

25.2 Exception Types

The exception types are:

Reset

NMI

HardFault

MemManage

Reference Manual
CPU, V15

Reset is invoked on power up or a warm reset. The exception
model treats reset as a special form of exception. When reset is
asserted, the operation of the processor stops, potentially at any
point in an instruction. When reset is deasserted, execution
restarts from the address provided by the reset entry in the
vector table. Execution restarts as privileged execution in
Thread mode.

A NonMaskable Interrupt (NMI) can be signalled by a peripheral
or triggered by software. This is the highest priority exception
other than reset. It is permanently enabled and has a fixed
priority of -2. NMIs cannot be:

* masked or prevented from activation by any other exception
» preempted by any exception other than Reset.

A HardFault is an exception that occurs because of an error
during exception processing, or because an exception cannot be
managed by any other exception mechanism. HardFaults have
a fixed priority of -1, meaning they have higher priority than any
exception with configurable priority.

A MemManage fault is an exception that occurs because of a
memory protection related fault. The MPU or the fixed memory
protection constraints determines this fault, for both instruction
and data memory transactions. This fault is always used to abort
instruction accesses to Execute Never (XN) memory regions.
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UsageFault

SvCall

PendSV

SysTick

Interrupt (IRQ)
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A BusFault is an exception that occurs because of a memory
related fault for an instruction or data memory transaction. This
might be from an error detected on a bus in the memory system.

A UsageFault is an exception that occurs because of a fault
related to instruction execution. This includes:

* an undefined instruction

» anillegal unaligned access

 invalid state on instruction execution

e an error on exception return.

The following can cause a UsageFault when the core is
configured to report them:

* anunaligned address on word and halfword memory access
« division by zero.

A supervisor call (SVC) is an exception that is triggered by the
SVC instruction. In an OS environment, applications can use
SVC instructions to access OS kernel functions and device
drivers.

PendSV is an interrupt-driven request for system-level service.
In an OS environment, use PendSV for context switching when
no other exception is active.

A SysTick exception is an exception the system timer generates
when it reaches zero. Software can also generate a SysTick
exception. In an OS environment, the processor can use this
exception as system tick.

A interrupt, or IRQ, is an exception signalled by a peripheral, or
generated by a software request. All interrupts are
asynchronous to instruction execution. In the system,
peripherals use interrupts to communicate with the processor.

Table 2-8 Properties of the different exception types

Exception |IRQ Exception Priority Vector Activation
number? | number? |type address

or offset?
1 - Reset -3, the highest | 0x00000004 | Asynchronous
2 -14 NMI -2 0x00000008 | Asynchronous
3 -13 HardFault -1 0x0000000C |-
4 -12 MemManage | Configurable® | 0x00000010 |Synchronous

Reference Manual
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Table 2-8 Properties of the different exception types (cont'd)

Exception |IRQ Exception Priority Vector Activation

number? |number? |type address

or offset?

5 -11 BusFault Configurable® | 0x00000014 | Synchronous
when precise,
asynchronous
when
imprecise

6 -10 UsageFault | Configurable® | 0x00000018 | Synchronous

7-10 - Reserved - - -

11 -5 Svcall Configurable® | 0x0000002C | Synchronous

12-13 - Reserved - - -

14 -2 PendsVv Configurable® | 0x00000038 | Asynchronous

15 -1 SysTick Configurable® | 0x0000003C | Asynchronous

16 and 0 and Interrupt Configurable® | 0x00000040 | Asynchronous

above above (IRQ) and above®

1) To simplify the software layer, the CMSIS only uses IRQ numbers and therefore uses negative values for
exceptions other than interrupts. The IPSR returns the Exception number, see Interrupt Program Status
Register on Page 2-10.

2) See Vector table for more information.

3) See System Handler Priority Registers on Page 2-70
4) See Interrupt Priority Registers on Page 2-90.

5) Increasing in steps of 4.

For an asynchronous exception, other than reset, the processor can execute another
instruction between when the exception is triggered and when the processor enters the
exception handler.

Privileged software can disable the exceptions that Table 2-8 on Page 2-28 shows as
having configurable priority, see:

« System Handler Control and State Register on Page 2-72
« Interrupt Clear-enable Registers on Page 2-88.

For more information about HardFaults, MemManage faults, BusFaults, and
UsageFaults, see Fault handling on Page 2-36.

2.5.3 Exception Handlers

The processor handles exceptions using:
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Interrupts IRQO to IRQ111 are the exceptions handled by ISRs.

HardFault, MemManage fault, UsageFault, and BusFault are
fault exceptions handled by the fault handlers.

NMI, PendSV, SVCall SysTick, and the fault exceptions are all
system exceptions that are handled by system handlers.

Vector Table

The vector table contains the reset value of the stack pointer, and the start addresses,
also called exception vectors, for all exception handlers. Figure 2-6 on Page 2-30 shows
the order of the exception vectors in the vector table. The least-significant bit of each
vector must be 1, indicating that the exception handler is Thumb code, see Thumb state

on Page 2-12.
Exception number  IRQ number Offset Vector
IRQ111
127 i O0xO01FC
0x004C RQ2
1
8 2 0x0048 Q1
v ! 0x0044 RQO
16 0 0x0040 Svetick
R stic
1 ! 0x003C Py v
- en
14 2 0x0038
13 Reserved
12 Reserved for Debug
Svcall
1 > 0x002C
10
9
Reserved
8
7
- Usage fault
6 10 0x0018 5 gf I
- us fault
> 1 0x0014 P
- Memory management fault
4 12 0x0010 yH dfg I
R ard fault
3 13 0x000C v
2 4 0x0008
1 Reset
0x0004
Initial SP value
0x0000
Figure 2-6  Vector table
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On system reset, the vector table is fixed at address 0x00000000. Privileged software
can write to the VTOR to relocate the vector table start address to a different memory
location, in the range 0x00000400 to 0x3FFFFCO0O0, see Vector Table Offset Register on
Page 2-63.

255 Exception Priorities

As Table 2-8 on Page 2-28 shows, all exceptions have an associated priority, with:
» alower priority value indicating a higher priority
« configurable priorities for all exceptions except Reset, HardFault, and NMI.

If software does not configure any priorities, then all exceptions with a configurable
priority have a priority of 0. For information about configuring exception priorities see

« System Handler Priority Registers on Page 2-70
* Interrupt Priority Registers on Page 2-90.

Note: Configurable priority values are in the range 0-63. This means that the Reset,
HardFault, and NMI exceptions, with fixed negative priority values, always have
higher priority than any other exception.

For example, assigning a higher priority value to IRQ[0] and a lower priority value to
IRQ[1] means that IRQ[1] has higher priority than IRQ[O]. If both IRQ[1] and IRQI0] are
asserted, IRQ[1] is processed before IRQ[O].

If multiple pending exceptions have the same priority, the pending exception with the
lowest exception number takes precedence. For example, if both IRQ[0] and IRQ[1] are
pending and have the same priority, then IRQ[0] is processed before IRQ[1].

When the processor is executing an exception handler, the exception handler is
preempted if a higher priority exception occurs. If an exception occurs with the same
priority as the exception being handled, the handler is not preempted, irrespective of the
exception number. However, the status of the new interrupt changes to pending.

2.5.6 Interrupt Priority Grouping

To increase priority control in systems with interrupts, the NVIC supports priority
grouping. This divides each interrupt priority register entry into two fields:

» an upper field that defines the group priority
« alower field that defines a subpriority within the group.

Only the group priority determines preemption of interrupt exceptions. When the
processor is executing an interrupt exception handler, another interrupt with the same
group priority as the interrupt being handled does not preempt the handler,

If multiple pending interrupts have the same group priority, the subpriority field
determines the order in which they are processed. If multiple pending interrupts have the
same group priority and subpriority, the interrupt with the lowest IRQ number is
processed first.
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For information about splitting the interrupt priority fields into group priority and
subpriority, see Application Interrupt and Reset Control Register on Page 2-64.

257 Exception Entry and Return
Descriptions of exception handling use the following terms:

Preemption  When the processor is executing an exception handler, an exception
can preempt the exception handler if its priority is higher than the priority
of the exception being handled. See Interrupt priority grouping for more
information about preemption by an interrupt.

When one exception preempts another, the exceptions are called
nested exceptions. See Exception entry on Page 2-33 more

information.
Highestd
IRQ1 ‘ ;_
IRQ2
Traditional
1 ISR
et s iing ISR IiPop | Push | SR 2 | Pop |
—
14 Cycles 26 Cycles 16 Cycles
Cortex-M4
Interrupt Handling SR ] I ISR2 | Fopl
- -
& Cycles 12 Cycles
Abandon Pop (1-12 Cycles)  Tail-Chaining

Source of figure [3].

Return This occurs when the exception handler is completed, and:
» there is no pending exception with sufficient priority to be serviced
» the completed exception handler was not handling a late-arriving
exception.
The processor pops the stack and restores the processor state to the
state it had before the interrupt occurred. See Exception return on
Page 2-36 for more information.
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Tail-chaining This mechanism speeds up exception servicing. On completion of an

Late-arriving

exception handler, if there is a pending exception that meets the
requirements for exception entry, the stack pop is skipped and control
transfers to the new exception handler.

Highest 4
IR@1 4
B |
Traditional
inineriat tutiing T | ISR 1 | Pop | Push | ISR 2 | Pon |
—— b —
26 Cycles 16Cycles 26 Cyclos 16 Cyclos
Cortex-M4 ]
e Mol Push| ISR 1 1| ISR 2 | Pop|
e e —
12 Cycles & Cycles 12 Cycles
Tall-Chaining

Source of figure [3].

This mechanism speeds up preemption. If a higher priority exception
occurs during state saving for a previous exception, the processor
switches to handle the higher priority exception and initiates the vector
fetch for that exception. State saving is not affected by late arrival
because the state saved is the same for both exceptions. Therefore the
state saving continues uninterrupted. The processor can accept a late
arriving exception until the first instruction of the exception handler of
the original exception enters the execute stage of the processor. On
return from the exception handler of the late-arriving exception, the
normal tail-chaining rules apply.

Highest
IRQ1
IRGQ2
Traditional
Interrupt Handli Push | Push | ISR 1 | Pop. | ISR 2 | Pop l
. » +—
26 Cycles 26 Cycles 16 Cycles 16 Cycles
Cortex-M4 .
Interrupt Handling Pughf ISR 1 | 1 ISR 2 I_ng.
s - —
12 Cycles 8 Cycles 12 Cycles
Tail-Chaining

Source of figure [3].

Exception entry

Exception entry occurs when there is a pending exception with sufficient priority and

either:
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« the processor is in Thread mode
« the new exception is of higher priority than the exception being handled, in which
case the new exception preempts the original exception.

When one exception preempts another, the exceptions are nested.

Sufficient priority means the exception has more priority than any limits set by the mask
registers, see Exception mask registers on Page 2-13. An exception with less priority
than this is pending but is not handled by the processor.

When the processor takes an exception, unless the exception is a tail-chained or a late-
arriving exception, the processor pushes information onto the current stack. This
operation is referred to as stacking and the structure of eight data words is referred as
the stack frame.

When using floating-point routines, the Cortex-M4 processor automatically stacks the
architected floating-point state on exception entry. Figure 2-7 on Page 2-35 shows the
Cortex-M4 stack frame layout when floating-point state is preserved on the stack as the
result of an interrupt or an exception.

Note: Where stack space for floating-point state is not allocated, the stack frame is the
same as that of ARMv7-M implementations without an FPU. Figure 2-7 on
Page 2-35 shows this stack frame also.
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lﬁ Pre-IRQ top of stack

FPSCR
S15
S14
S13
S$12
S11
S10

S9
S8
S7
S6
S5
S4
S3
S2
S1 P .
SO ! {aligner}
xPSR Decreasing xPSR
PC memory PC
R address R
R12 R12
R3 R3
R2 v R2
R1 R1
RO «—— |IRQ top of stack RO —— IRQ top of stack

1"_] Pr
4 e-IRQ top of stack
N—J P

Exception frame with Exception frame without
floating-point storage floating-point storage

Figure 2-7  Exception stack frame

Immediately after stacking, the stack pointer indicates the lowest address in the stack
frame. The alignment of the stack frame is controlled via the STKALIGN bit of the
Configuration Control Register (CCR).

The stack frame includes the return address. This is the address of the next instruction
in the interrupted program. This value is restored to the PC at exception return so that
the interrupted program resumes.

In parallel to the stacking operation, the processor performs a vector fetch that reads the
exception handler start address from the vector table. When stacking is complete, the
processor starts executing the exception handler. At the same time, the processor writes
an EXC_RETURN value to the LR. This indicates which stack pointer corresponds to the
stack frame and what operation mode the processor was in before the entry occurred.

If no higher priority exception occurs during exception entry, the processor starts
executing the exception handler and automatically changes the status of the
corresponding pending interrupt to active.
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If another higher priority exception occurs during exception entry, the processor starts
executing the exception handler for this exception and does not change the pending
status of the earlier exception. This is the late arrival case.

Exception return

Exception return occurs when the processor is in Handler mode and executes one of the
following instructions to load the EXC_RETURN value into the PC:

¢ an LDM or POP instruction that loads the PC
* an LDR instruction with PC as the destination
* aBXinstruction using any register.

EXC_RETURN is the value loaded into the LR on exception entry. The exception
mechanism relies on this value to detect when the processor has completed an
exception handler. The lowest five bits of this value provide information on the return
stack and processor mode. Table 2-9 shows the EXC_RETURN values with a
description of the exception return behavior.

All EXC_RETURN values have bits[31:5] set to one. When this value is loaded into the
PC it indicates to the processor that the exception is complete, and the processor
initiates the appropriate exception return sequence.

Table 2-9 Exception return behavior
EXC_RETURN[31:0] |Description

OXFFFFFFF1 Return to Handler mode, exception return uses non-floating-
point state from the MSP and execution uses MSP after return.

OXFFFFFFF9 Return to Thread mode, exception return uses non-floating-
point state from MSP and execution uses MSP after return.

OXFFFFFFFD Return to Thread mode, exception return uses non-floating-
point state from the PSP and execution uses PSP after return.

OXFFFFFFE1 Return to Handler mode, exception return uses floating-point-
state from MSP and execution uses MSP after return.

OXFFFFFFE9 Return to Thread mode, exception return uses floating-point
state from MSP and execution uses MSP after return.

OXFFFFFFED Return to Thread mode, exception return uses floating-point
state from PSP and execution uses PSP after return.

2.6 Fault Handling

Faults are a subset of the exceptions, see Exception model on Page 2-26. Faults are
generated by:

e abus error on:
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— an instruction fetch or vector table load
— adata access.

* an internally-detected error such as an undefined instruction

e attempting to execute an instruction from a memory region marked as Non-
Executable (XN).

e a privilege violation or an attempt to access an unmanaged region causing an MPU
fault

2.6.1 Fault Types

Table 2-10 shows the types of fault, the handler used for the fault, the corresponding
fault status register, and the register bit that indicates that the fault has occurred. See
Configurable Fault Status Register on page 4-24 for more information about the fault
status registers.

Table 2-10 Faults

Fault Handler Bit name Fault status
register
Bus error on a vector read | HardFault VECTTBL HardFault Status
Fault escalated to a hard FORCED Register on
fault Page 2-81
MPU or default memory map | MemManage - -
mismatch:
on instruction access IACCVIOLY MemManage Fault
on data access DACCVIOL Address Register on
. - Page 2-82
during exception MSTKERR
stacking
during exception MUNSKERR
unstacking
during lazy floating-point MLSPERR
state preservation
Reference Manual 2-37 V1.6, 2016-07

CPU, V1.5 Subject to Agreement on the Use of Product Information



o~ .. XMC4500
< mfmeon XMC4000 Family

Central Processing Unit (CPU)

Table 2-10  Faults (cont'd)

Fault Handler Bit name Fault status
register
Bus error: BusFault - -
during exception STKERR BusFault Status
stacking Register on
during exception UNSTKERR Page 2-74
unstacking
during instruction IBUSERR
prefetch
during lazy floating-point LSPERR
state preservation
Precise data bus error PRECISERR
Imprecise data bus error IMPRECISERR
Attempt to access a UsageFault NOCP UsageFault Status
coprocessor Register on
Undefined instruction UNDEFINSTR | Page 2-74
Attempt to enter an invalid INVSTATE
instruction set state?
Invalid EXC_RETURN value INVPC
lllegal unaligned load or UNALIGNED
store
Divide By 0 DIVBYZERO

1) Occurs on an access to an XN region even if the processor does not include an MPU or the MPU is disabled.

2) Attempting to use an instruction set other than the Thumb instruction set or returns to a non load/store-multiple
instruction with ICI continuation.

2.6.2 Fault Escalation and Hard Faults

All faults exceptions except for HardFault have configurable exception priority, see
System Handler Priority Registers on page 4-21. Software can disable execution of the
handlers for these faults, see System Handler Control and State Register on page 4-23.

Usually, the exception priority, together with the values of the exception mask registers,
determines whether the processor enters the fault handler, and whether a fault handler
can preempt another fault handler. as described in Exception model on Page 2-26.

In some situations, a fault with configurable priority is treated as a HardFault. This is
called priority escalation, and the fault is described as escalated to HardFault. Escalation
to HardFault occurs when:
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« Afault handler causes the same kind of fault as the one it is servicing. This escalation
to HardFault occurs because a fault handler cannot preempt itself because it must
have the same priority as the current priority level.

» Afault handler causes a fault with the same or lower priority as the fault it is servicing.
This is because the handler for the new fault cannot preempt the currently executing
fault handler.

« An exception handler causes a fault for which the priority is the same as or lower than
the currently executing exception.

« A fault occurs and the handler for that fault is not enabled.

If a BusFault occurs during a stack push when entering a BusFault handler, the BusFault

does not escalate to a HardFault. This means that if a corrupted stack causes a fault, the

fault handler executes even though the stack push for the handler failed. The fault
handler operates but the stack contents are corrupted.

Note: Only Reset and NMI can preempt the fixed priority HardFault. A HardFault can
preempt any exception other than Reset, NMI, or another HardFault.

2.6.3 Fault Status Registers and Fault Address Registers

The fault status registers indicate the cause of a fault. For BusFaults and MemManage
faults, the fault address register indicates the address accessed by the operation that
caused the fault, as shown in Table 2-11.

Table 2-11  Fault status and fault address registers

Handler Status Address |Register description
register register
name name
HardFault HFSR - HardFault Status Register on Page 2-81
MemManage | MMFSR MMFAR MemManage Fault Status Register
Page 2-74
MemManage Fault Address Register
Page 2-82
BusFault BFSR BFAR BusFault Status Register on Page 2-74
BusFault Address Register on Page 2-83
UsageFault |UFSR - UsageFault Status Register on Page 2-74

2.6.4 Lockup

The processor enters a lockup state if a fault occurs when executing the NMI or
HardFault handlers. When the processor is in lockup state it does not execute any
instructions. The processor remains in lockup state until either:

e jtisreset
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« an NMIl occurs
e itis halted by a debugger

Note: If lockup state occurs from the NMI handler a subsequent NMI does not cause the
processor to leave lockup state.

2.7 Power Management
The Cortex-M4 processor sleep modes reduce power consumption:

« Sleep mode stops the processor clock.
« Deep sleep mode stops the system clock and switches off the PLL and flash memory.

The SLEEPDEEP bit of the SCR selects which sleep mode is used, see System Control
Register on Page 2-67. For more information about the behavior of the sleep modes see
section “Power Management” in SCU chapter.

The following section describes the mechanisms for entering sleep mode, and the
conditions for waking up from sleep mode.

2.7.1 Entering Sleep Mode

This section describes the mechanisms software can use to put the processor into sleep
mode

The system can generate spurious wakeup events, for example a debug operation
wakes up the processor. Therefore software must be able to put the processor back into
sleep mode after such an event. A program might have an idle loop to put the processor
back to sleep mode.

Wait for interrupt

The wait for interrupt instruction, WFI, causes immediate entry to sleep mode unless the
wake-up condition is true, see Wakeup from WFI or sleep-on-exit on Page 2-41. When
the processor executes a WFI instruction it stops executing instructions and enters sleep
mode.

Wait for event

The wait for event instruction, WFE, causes entry to sleep mode depending on the value
of a one-bit event register. When the processor executes a WFE instruction, it checks
the value of the event register:

0 The processor stops executing instructions and enters sleep mode.
1 The processor clears the register to 0 and continues executing instructions without
entering sleep mode.

If the event register is 1, this indicate that the processor must not enter sleep mode on
execution of a WFE instruction. Typically, this is because an external event signal is
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asserted, or a processor in the system has executed an SEV instruction, see SEV on
page 3-166. Software cannot access this register directly.

Sleep-on-exit

If the SLEEPONEXIT bit of the SCR is set to 1, when the processor completes the
execution of all exception handlers it returns to Thread mode and immediately enters
sleep mode. Use this mechanism in applications that only require the processor to run
when an exception occurs.

2.7.2 Wakeup from Sleep Mode

The conditions for the processor to wakeup depend on the mechanism that cause it to
enter sleep mode.

Wakeup from WFI or sleep-on-exit

Normally, the processor wakes up only when it detects an exception with sufficient
priority to cause exception entry. Some embedded systems might have to execute
system restore tasks after the processor wakes up, and before it executes an interrupt
handler. To achieve this set the PRIMASK bit to 1 and the FAULTMASK bit to 0. If an
interrupt arrives that is enabled and has a higher priority than current exception priority,
the processor wakes up but does not execute the interrupt handler until the processor
sets PRIMASK to zero. For more information about PRIMASK and FAULTMASK see
Exception mask registers on Page 2-13.

Wakeup from WFE
The processor wakes up if:

« it detects an exception with sufficient priority to cause exception entry
« it detects an external event signal, see The external event input

In addition, if the SEVONPEND bit in the SCR is set to 1, any new pending interrupt
triggers an event and wakes up the processor, even if the interrupt is disabled or has
insufficient priority to cause exception entry. For more information about the SCR see
System Control Register on Page 2-67.

2.7.3 The External Event Input

The processor provides an external event input signal. Peripherals can drive this signal,
either to wake the processor from WFE, or to set the internal WFE event register to one
to indicate that the processor must not enter sleep mode on a later WFE instruction. See
Wait for event on Page 2-40 for more information.
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274 Power Management Programming Hints

ISO/IEC C cannot directly generate the WFI and WFE instructions. The CMSIS provides
the following functions for these instructions:

void _ WFE(void) // Wait for Event
void _ _WFI(void) // Wait for Interrupt

2.8 Private Peripherals

The following sections are the reference material for the ARM Cortex-M4 core
peripherals.

2.8.1 About the Private Peripherals
The address map of the Private Peripheral Bus (PPB) is:

Table 2-12  Core peripheral register regions

Address Core peripheral Description

OXEOOOEO008- | System control block Section 2.8.2 and Section 2.9.1
OxEOOOEOOF

OXEOOOEO010- | System timer Section 2.8.3 and Section 2.9.2
OXxEOOOEO1F

OXEOOOE100- |Nested Vectored Interrupt Section 2.8.4 and Section 2.9.3
OXEOOOE4EF | Controller

OXEOOOEDOO- | System control block Section 2.8.2 and Section 2.9.1
OXEOOOED3F

OXEOOOED90- | Memory protection unit Section 2.8.5 and Section 2.9.4
OxEOOOEDBS

OXEOOOEFO00- | Nested Vectored Interrupt Section 2.8.4 and Section 2.9.3
OXEOOOEF03 | Controller

OXEOOOEF30- |Floating Point Unit Section 2.8.6 and Section 2.9.5
OXEOOOEF44

2.8.2 System control block

The System control block (SCB) provides system implementation information, and
system control. This includes configuration, control, and reporting of the system
exceptions. The system control block registers are:
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2.8.2.1 System control block design hints and tips
Ensure software uses aligned accesses of the correct size to access the system control
block registers:

» except for the CFSR and SHPR1-SHPR3, it must use aligned word accesses

« for the CFSR and SHPR1-SHPRS3 it can use byte or aligned halfword or word
accesses.

The processor does not support unaligned accesses to system control block registers.

In a fault handler, to determine the true faulting address:

1. Read and save the MMFAR or BFAR value.

2. Read the MMARVALID bit in the MMFSR, or the BFARVALID bit in the BFSR. The
MMFAR or BFAR address is valid only if this bit is 1.

Software must follow this sequence because another higher priority exception might
change the MMFAR or BFAR value. For example, if a higher priority handler preempts
the current fault handler, the other fault might change the MMFAR or BFAR value.

2.8.3 System timer, SysTick

The processor has a 24-bit system timer, SysTick, that counts down from the reload
value to zero, reloads, that is wraps to, the value in the SYST_RVR register on the next
clock edge, then counts down on subsequent clocks.

Note: When the processor is halted for debugging the counter does not decrement.

2.8.3.1 SysTick design hints and tips

The SysTick counter runs on the clock selected by SYST_CSR.CLKSOURCE. If the
selected clock signal is stopped, the SysTick counter stops.

Ensure software uses aligned word accesses to access the SysTick registers.

The SysTick counter reload and current value are undefined at reset, the correct
initialization sequence for the SysTick counter is:

1. Program reload value.
2. Clear current value.
3. Program Control and Status register.

2.8.4 Nested Vectored Interrupt Controller (NVIC)

This section describes the NVIC and the registers it uses. The XMC4500 NVIC supports:

e 112 interrupts.

* A programmable priority level of 0-63 for each interrupt. A higher level corresponds
to a lower priority, so level 0 is the highest interrupt priority.

« Level and pulse detection of interrupt signals.

« Dynamic reprioritization of interrupts.
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« Grouping of priority values into group priority and subpriority fields.
e Interrupt tail-chaining.
* An external Non-maskable interrupt (NMI)

The processor automatically stacks its state on exception entry and unstacks this state
on exception exit, with no instruction overhead. This provides low latency exception
handling. The hardware implementation of the NVIC registers is:

2.8.4.1 Level-sensitive and pulse interrupts

The processor supports both level-sensitive and pulse interrupts. Pulse interrupts are
also described as edge-triggered interrupts.

A level-sensitive interrupt is held asserted until the peripheral deasserts the interrupt
signal. Typically this happens because the ISR accesses the peripheral, causing it to
clear the interrupt request. A pulse interrupt is an interrupt signal sampled synchronously
on the rising edge of the processor clock. To ensure the NVIC detects the interrupt, the
peripheral must assert the interrupt signal for at least one clock cycle, during which the
NVIC detects the pulse and latches the interrupt.

When the processor enters the ISR, it automatically removes the pending state from the
interrupt, see next section. For a level-sensitive interrupt, if the signal is not deasserted
before the processor returns from the ISR, the interrupt becomes pending again, and the
processor must execute its ISR again. This means that the peripheral can hold the
interrupt signal asserted until it no longer requires servicing.

See section “Service Request Distribution” in the “Service Request Processing” chapter
for details about which interrupts are level-based and which are pulsed.

Hardware and software control of interrupts

The Cortex-M4 latches all interrupts. A peripheral interrupt becomes pending for one of
the following reasons:

« the NVIC detects that the interrupt signal is HIGH and the interrupt is not active

« the NVIC detects a rising edge on the interrupt signal

» software writes to the corresponding interrupt set-pending register bit, see Interrupt
Set-pending Registers on Page 2-89 or to the STIR to make an interrupt pending,
see Software Trigger Interrupt Register on Page 2-92.

A pending interrupt remains pending until one of the following:

« The processor enters the ISR for the interrupt. This changes the state of the interrupt
from pending to active. Then:

— For a level-sensitive interrupt, when the processor returns from the ISR, the NVIC
samples the interrupt signal. If the signal is asserted, the state of the interrupt
changes to pending, which might cause the processor to immediately re-enter the
ISR. Otherwise, the state of the interrupt changes to inactive.
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— For a pulse interrupt, the NVIC continues to monitor the interrupt signal, and if this
is pulsed the state of the interrupt changes to pending and active. In this case,
when the processor returns from the ISR the state of the interrupt changes to
pending, which might cause the processor to immediately re-enter the ISR.

If the interrupt signal is not pulsed while the processor is in the ISR, when the
processor returns from the ISR the state of the interrupt changes to inactive.
« Software writes to the corresponding interrupt clear-pending register bit.

For a level-sensitive interrupt, if the interrupt signal is still asserted, the state of the

interrupt does not change. Otherwise, the state of the interrupt changes to inactive.

For a pulse interrupt, state of the interrupt changes to:

— inactive, if the state was pending

— active, if the state was active and pending.

2.8.4.2 NVIC design hints and tips

Ensure software uses correctly aligned register accesses. The processor does not
support unaligned accesses to NVIC registers. See the individual register descriptions
for the supported access sizes.

A interrupt can enter pending state even if it is disabled. Disabling an interrupt only
prevents the processor from taking that interrupt.

Before programming VTOR to relocate the vector table, ensure the vector table entries
of the new vector table are setup for fault handlers, NMI and all enabled exception like
interrupts. For more information see Vector Table Offset Register on Page 2-63.

2.8.4.3 Using CMSIS functions to access NVIC

CMSIS functions enable software portability between different Cortex-M profile
processors. To ensure Cortex-M portability, use the functions marked for Cortex-M
portability in the table below.

CMSIS provides a number of functions for NVIC control, including:

Table 2-13 CMSIS functions for NVIC control

CMSIS interrupt control function Description Cortex-M
Portable

void NVIC_SetPriorityGrouping( | Set the priority grouping. No

uint32_t priority_grouping)

uint32_t Get the priority grouping. No

NVIC_GetPriorityGrouping(

void)

void NVIC_EnablelRQ( Enables IRQnN. Yes

IRQN_t IRQN)
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CMSIS functions for NVIC control (cont'd)

CMSIS interrupt control function Description Cortex-M
Portable

void NVIC_DisablelRQ( Disables IRQn. Yes
IRQn_t IRQN)

uint32_t NVIC_GetPendinglRQ( Return IRQ-Number (true) if |Yes
IRQn_t I1RQnN) IRQn is pending.

void NVIC_SetPendinglRQ( Set IRQn pending. Yes
IRQN_t IRQN)

void NVIC_ClearPendinglIRQ( Clear IRQn pending. Yes
IRQn_t IRQN)

uint32_t NVIC_GetActive( Return the IRQ number of the | No
IRQn_t 1RQN) active interrupt.

void NVIC_SetPriority( Set priority for IRQn. Yes
IRQN_t IRQN,

uint32_t priority)

uint32_t NVIC GetPriority( Read priority of IRQn. Yes
IRQn_t 1RQN)

uint32_t NVIC_EncodePriority( |Encodes the priority for an No
uint32_t PriorityGroup, interrupt with the given priority
uint32_t PreemptPriority, group, preemptive priority
uint32_t SubPriority) value and sub priority value.

void NVIC_DecodePriority( Decodes an interrupt priority | No
uint32_t Priority, value with the given priority
uint32_t PriorityGroup, group to preemptive priority
uint32_t* pPreemptPriority, value and sub priority value.
uint32_t* pSubPriority)

void NVIC_SystemReset(void) Reset the system Yes

The parameter IRQn is the IRQ number, see Table 2-8 on Page 2-28. For more
information about these functions see the CMSIS documentation [4].

2.8.5

Memory Protection Unit (MPU)

The MPU divides the memory map into a number of regions, and defines the location,
size, access permissions, and memory attributes of each region. It supports:

« independent attribute settings for each region

« overlapping regions

e export of memory attributes to the system
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The memory attributes affect the behavior of memory accesses to the region. The
Cortex-M4 MPU defines:

e eight separate memory regions, 0-7
« abackground region
When memory regions overlap, a memory access is affected by the attributes of the

region with the highest number. For example, the attributes for region 7 take precedence
over the attributes of any region that overlaps region 7.

Central Processing Unit (CPU)

The background region has the same memory access attributes as the default memory
map, but is accessible from privileged software only.

The Cortex-M4 MPU memory map is unified. This means instruction accesses and data
accesses have same region settings.

If a program accesses a memory location that is prohibited by the MPU, the processor
generates a MemManage fault. This causes a fault exception, and might cause
termination of the process in an OS environment.

In an OS environment, the kernel can update the MPU region setting dynamically based
on the process to be executed. Typically, an embedded OS uses the MPU for memory
protection.

Configuration of MPU regions is based on memory types, see Memory regions, types
and attributes on Page 2-20.

Table 2-14 shows the possible MPU region attributes.
Note: The shareability and cache attributes are not relevant to the XMC4500.

Table 2-14 Memory attributes summary
Address | Shareability | Other attributes Description
Strongly- |- - All accesses to Strongly-ordered
ordered memory occur in program order.
All Strongly-ordered regions are
assumed to be shared.
Device Shared - Memory-mapped peripherals that
several processors share.
Non-shared |- Memory-mapped peripherals that
only a single processor uses.
Normal | Shared Non-cacheable Normal memory that is shared
Write-through or between several processors.
Write-back Cacheable
Non-shared | Non-cacheable Normal memory that only a single
Write-through or processor uses.
Write-back Cacheable
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This section describes the MPU access permission attributes. The access permission
bits, TEX, C, B, S, AP, and XN, of the RASR, control access to the corresponding
memory region. If an access is made to an area of memory without the required
permissions, then the MPU generates a permission fault. Table 2-15 shows encodings
for the TEX, C, B, and S access permission bits.

MPU Access Permission Attributes

Table 2-15 TEX, C, B, and S encoding
TEX |C |B |S |Memory type Shareability Other attributes
0b000 |0 0 |Xx Strongly-ordered | Shareable -
1 X Device Shareable -
1 0 0 Normal Not shareable |Outer and inner write-
1 Shareable through. No write allocate.
1 0 Normal Not shareable | Outer and inner write-
i Shareable back. No write allocate.
0b001 |0 0 0 Normal Not shareable |Outer and inner
1 Shareable noncacheable.
1 |xY |Reserved encoding -
1 |0 |xY |Implementation defined attributes.
1 0 Normal Not shareable |Outer and inner write-
1 Shareable back. Write and read
allocate.
0b010 |0 0 xY | Device Not shareable | Nonshared Device.
1 xY | Reserved encoding -
1 X x? | Reserved encoding -
Ob1BB | A 0 Normal Not shareable |Cached memory, BB =
A 1 Shareable outgr policy, AA = inner
policy. See Table 2-16 on
Page 2-49 for the
encoding of the AA and
BB bits.
1) The MPU ignores the value of this bit.
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Table 2-16 shows the cache policy for memory attribute encodings with a TEX value is
in the range 4-7.

Table 2-16  Cache policy for memory attribute encoding

Encoding, AA or BB Corresponding cache policy

00 Non-cacheable

01 Write back, write and read allocate
10 Write through, no write allocate

11 Write back, no write allocate

MPU configuration for the XMC4500

The XMC4500 has only a single processor and no caches. However to enable portability
it is recommended to program the MPU as follows:

Table 2-17 Memory region attributes for a microcontroller

Memory region | TEX C |B |S [Memorytype and attributes

Internal Flash 0b000 |1 0 0 Normal memory, Non-shareable, write-
memory through

Internal SRAM | 0b000 |1 0 1 Normal memory, Shareable, write-through
memories

External 0b000 |1 1 1 Normal memory, Shareable, write-back,
memories write-allocate
Peripherals 0b000 |0 1 1 Device memory, Shareable

Table 2-18 shows the AP encodings that define the access permissions for privileged
and unprivileged software.

Table 2-18 AP encoding

AP[2:0] Privileged Unprivileged Description
permissions permissions

000 No access No access All accesses generate a
permission fault

001 rw No access Access from privileged software
only

010 rw r Writes by unprivileged software
generate a permission fault

011 rw rw Full access
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Table 2-18 AP encoding (cont'd)

AP[2:0] Privileged Unprivileged Description
permissions permissions

100 Unpredictable | Unpredictable |Reserved

101 r No access Reads by privileged software only

110 r r Read only, by privileged or
unprivileged software

111 r r Read only, by privileged or
unprivileged software

2.8.5.2 MPU Mismatch

When an access violates the MPU permissions, the processor generates a MemManage
fault, see Exceptions and interrupts on Page 2-17. The MMFSR indicates the cause of
the fault. See MemManage Fault Status Register on Page 2-74 for more information.

2.8.5.3 Updating an MPU Region

To update the attributes for an MPU region, update the MPU_RNR, MPU_RBAR and
MPU_RASR registers. You can program each register separately, or use a multiple-word
write to program all of these registers. You can use the MPU_RBAR and MPU_RASR
aliases to program up to four regions simultaneously using an STM instruction.

Updating an MPU region using separate words
Simple code to configure one region:

; R1 = region number

; R2 = size/enable

; R3 = attributes

; R4 = address

LDR RO,=MPU_RNR OXEOOOED98, MPU region number register
STR R1, [RO, #0xO] Region Number

STR R4, [RO, #0x4]
STRH R2, [RO, #0x8]
STRH R3, [RO, #OxA]

Disable a region before writing new region settings to the MPU if you have previously
enabled the region being changed. For example:

; R1 = region number
; R2 = size/enable

; R3 = attributes

; R4 = address
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LDR RO,=MPU_RNR ; OxEOOOED98, MPU region number
register

STR R1, [RO, #0x0O]
BIC R2, R2, #1

STRH R2, [RO, #0x8]
STR R4, [RO, #0x4]
STRH R3, [RO, #OxA]
ORR R2, #1

STRH R2, [RO, #0x8]

Software must use memory barrier instructions:

* before MPU setup if there might be outstanding memory transfers, such as buffered
writes, that might be affected by the change in MPU settings
« after MPU setup if it includes memory transfers that must use the new MPU settings.

However, memory barrier instructions are not required if the MPU setup process starts
by entering an exception handler, or is followed by an exception return, because the
exception entry and exception return mechanism cause memory barrier behavior.

Software does not require any memory barrier instructions during MPU setup, because
it accesses the MPU through the PPB, which is a Strongly-Ordered memory region.

For example, if you want all of the memory access behavior to take effect immediately
after the programming sequence, use a DSB instruction and an ISB instruction. A DSB
is required after changing MPU settings, such as at the end of context switch. An ISB is
required if the code that programs the MPU region or regions is entered using a branch
or call. If the programming sequence is entered using a return from exception, or by
taking an exception, then you do not require an ISB.

Region Number

Disable

Region Size and Enable
Region Base Address
Region Attribute
Enable

Region Size and Enable

Updating an MPU region using multi-word writes

You can program directly using multi-word writes, depending on how the information is
divided. Consider the following reprogramming:

; R1 = region number

R2 = address

; R3 = size, attributes in one

LDR RO, =MPU_RNR ; OXEOOOED98, MPU region number register
STR R1, [RO, #0x0] ; Region Number

STR R2, [RO, #0x4] ; Region Base Address

STR R3, [RO, #0x8] ; Region Attribute, Size and Enable

Use an STM instruction to optimize this:
R1

; region number

; R2 = address

; R3 = size, attributes in one

LDR RO, =MPU_RNR ; OXEOOOED98, MPU region number register
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STM RO, {R1-R3} ; Region Number, address, attribute, size and
enable

You can do this in two words for pre-packed information. This means that the
MPU_RBAR contains the required region number and had the VALID bit set to 1, see
MPU Region Base Address Register on Page 2-96. Use this when the data is statically
packed, for example in a boot loader:

; R1 = address and region number in one
; R2 = size and attributes in one
LDR RO, =MPU_RBAR ; OXEOOOED9C, MPU Region Base register
STR R1, [RO, #0x0] ; Region base address and

; region number combined with VALID (bit 4)
set to 1
STR R2, [RO, #0x4] ; Region Attribute, Size and Enable

Subregions

Regions of 256 bytes or more are divided into eight equal-sized subregions. Set the
corresponding bit in the SRD field of the MPU_RASR to disable a subregion, see MPU
Region Attribute and Size Register on Page 2-98. The least significant bit of SRD
controls the first subregion, and the most significant bit controls the last subregion.
Disabling a subregion means another region overlapping the disabled range matches
instead. If no other enabled region overlaps the disabled subregion the MPU issues a
fault.

Regions of 32, 64, and 128 bytes do not support subregions, With regions of these sizes,
you must set the SRD field to 0x00, otherwise the MPU behavior is Unpredictable.

Example of SRD use

Two regions with the same base address overlap. Region one is 128KB, and region two
is 512KB. To ensure the attributes from region one apply to the first 128KB region, set
the SRD field for region two to Ob00000011 to disable the first two subregions, as the
figure shows.
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Region 2, with Offset from
subregions base address
512KB
448KB
384KB
320KB
256KB
Region 1 192KB

128KB
Disabled subregion

Disabled subregion 64KB
Base address of both regions 9 0

Figure 2-8  Example of SRD use

2.8.5.4 MPU Design Hints and Tips

To avoid unexpected behavior, disable the interrupts before updating the attributes of a
region that the interrupt handlers might access.

Ensure software uses aligned accesses of the correct size to access MPU registers:

« except for the MPU_RASR, it must use aligned word accesses
» for the MPU_RASR it can use byte or aligned halfword or word accesses.

The processor does not support unaligned accesses to MPU registers.

When setting up the MPU, and if the MPU has previously been programmed, disable
unused regions to prevent any previous region settings from affecting the new MPU
setup.

In the XMC4500 the shareability and cache policy attributes do not affect the system
behavior. However, using these settings for the MPU regions can make the application
code more portable.

2.8.6 Floating Point Unit (FPU)
The Cortex-M4 FPU implements the FPv4-SP floating-point extension.

The FPU fully supports single-precision add, subtract, multiply, divide, multiply and
accumulate, and square root operations. It also provides conversions between fixed-
point and floating-point data formats, and floating-point constant instructions.

The FPU provides floating-point computation functionality that is compliant with the
ANSI/IEEE Std 754-2008, IEEE Standard for Binary Floating-Point Arithmetic, referred
to as the IEEE 754 standard [4].

The FPU contains 32 single-precision extension registers, which you can also access as
16 doubleword registers for load, store, and move operations.
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2.8.6.1 Enabling the FPU

The FPU is disabled from reset. You must enable it before you can use any floating-point
instructions. The Example shows an example code sequence for enabling the FPU in
both privileged and user modes. The processor must be in privileged mode to read from
and write to the CPACR.

Example: Enabling the FPU

; CPACR is located at address OxEOOOED88
LDR.W RO, =0xEOOOEDS88
; Read CPACR

LDR R1, [RO]

; Set bits 20-23 to enable CP10 and CP11l coprocessors
ORR R1, R1, #(OxF << 20)

; Write back the modified value to the CPACR

STR R1, [RO]; wait for store to complete

DSB

;reset pipeline now the FPU is enabled

1SB

2.9 PPB Registers

The CPU private peripherals registers base address is EOOOE000,,.

Table 2-19 Registers Overview

Register Register Long Name | Offset Access Mode | Description

Short Name Address Raad |Write |S€€

SCS

ACTLR Auxiliary Control 008, PV, 32 | PV, 32 | Page 2-58
Register

CPUID CPUID Base Register | D00, PV, 32| PV, 32| Page 2-60

ICSR Interrupt Control and D04 PV, 32| PV, 32| Page 2-60
State Register

VTOR Vector Table Offset D08y, PV, 32| PV, 32 | Page 2-63
Register

AIRCR Application Interrupt DOC, PV, 32 | PV, 32 | Page 2-64
and Reset Control
Register

SCR System Control D10y, PV, 32| PV, 32| Page 2-67
Register
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Table 2-19 Registers Overview (cont'd)

Register Register Long Name | Offset Access Mode | Description

Short Name Address Raad [write |S€€

CCR Configuration and D14, PV, 32 | PV, 32 | Page 2-68
Control Register

SHPR1 System Handler Priority | D18, PV, 32| PV, 32 | Page 2-71
Register 1

SHPR2 System Handler Priority | D1C, PV, 32 | PV, 32 | Page 2-71
Register 2

SHPR3 System Handler Priority | D20, PV, 32 | PV, 32 | Page 2-72
Register 3

SHCRS System Handler Control | D24, PV, 32 | PV, 32 | Page 2-72
and State Register

CFSR Configurable Fault D28, PV, 32| PV, 32| Page 2-74
Status Register

MMSRY MemManage Fault D28, PV, 32| PV, 32| Page 2-74
Status Register

BFSRY BusFault Status D29, PV, 32| PV, 32| Page 2-74
Register

UFSRY UsageFault Status D2A, PV, 32| PV, 32| Page 2-74
Register

HFSR HardFault Status D2C, PV, 32| PV, 32| Page 2-81
Register

MMAR MemManage Fault D34, PV, 32| PV, 32| Page 2-82
Address Register

BFAR BusFault Address D38, PV, 32| PV, 32 | Page 2-83
Register

AFSR Auxiliary Fault Status D3C, PV, 32 | PV, 32 | Page 2-83
Register

SysTick

SYST_CSR SysTick Control and 010, PV, 32 | PV, 32 | Page 2-84
Status Register

SYST_RVR SysTick Reload Value |014,, PV, 32 | PV, 32 | Page 2-85
Register

SYST_CVR SysTick Current Value |018, PV, 32| PV, 32| Page 2-86
Register
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Table 2-19 Registers Overview (cont'd)

Register Register Long Name | Offset Access Mode | Description

Short Name Address Raad [write |S€€

SYST_CALIB SysTick Calibration 01C, PV, 32 |- Page 2-86
Value Register

NVIC

NVIC_ISERO- Interrupt Set-enable 100, PV, 32 | PV, 32 | Page 2-87

NVIC_ISER3 Registers

NVIC_ICERO- Interrupt Clear-enable | 180, PV, 32 | PV, 32 | Page 2-88

NVIC_ICER3 Registers

NVIC_ISPRO- Interrupt Set-pending 200, PV, 32| PV, 32| Page 2-89

NVIC_ISPR3 Registers

NVIC_ICPRO- Interrupt Clear-pending | 280, PV, 32| PV, 32| Page 2-89

NVIC_ICPR3 Registers

NVIC_IABRO- Interrupt Active Bit 300, PV, 32 | PV, 32 | Page 2-90

NVIC_IABR3 Registers

NVIC_IPRO- Interrupt Priority 400, PV, 32| PV, 32 | Page 2-90

NVIC_IPR27 Registers

STIR Software Trigger F00, Configurable? |Page 2-92
Interrupt Register

MPU

MPU_TYPE MPU Type Register D90, PV, 32| PV, 32| Page 2-93

MPU_CTRL MPU Control Register | D94, PV, 32 | PV, 32 | Page 2-93

MPU_RNR MPU Region Number | D98, PV, 32 | PV, 32 | Page 2-96
Register

MPU_RBAR MPU Region Base DOC, PV, 32| PV, 32| Page 2-96
Address Register

MPU_RASR MPU Region Attribute | DAO,, PV, 32| PV, 32| Page 2-98
and Size Register

MPU_RBAR_A1 |Alias of RBAR, see DA4,, PV, 32| PV, 32| Page 2-96
MPU Region Base
Address Register

MPU_RASR_A1 |Alias of RASR, see DA8, PV, 32| PV, 32| Page 2-98
MPU Region Attribute
and Size Register
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Register Register Long Name | Offset Access Mode | Description

Short Name Address Read [write |S€€

MPU_RBAR_A2 | Alias of RBAR, see DAC, PV, 32| PV, 32| Page 2-96
MPU Region Base
Address Register

MPU_RASR_A2 | Alias of RASR, see DBOy, PV, 32| PV, 32| Page 2-98
MPU Region Attribute
and Size Register

MPU_RBAR_A3 | Alias of RBAR, see DB4, PV, 32| PV, 32| Page 2-96
MPU Region Base
Address Register

MPU_RASR_A3 | Alias of RASR, see DB8,, PV, 32| PV, 32| Page 2-98
MPU Region Attribute
and Size Register

FPU

CPACR Coprocessor Access D88, PV, 32| PV, 32| Page 2-101
Control Register

FPCCR Floating-point Context | F34, U,PV, |U,PV, |Page 2-102
Control Register 32 32

FPCAR Floating-point Context | F38, U,PV, |U,PV, |Page 2-104
Address Register 32 32

FPSCR Floating-point Status - uU,PV, |U,PV, |Page 2-105
Control Register 32 32

FPDSCR Floating-point Default | F3C,, U,PV, |U,PV, |Page 2-107
Status Control Register 32 32

MVFRO Media and FP Feature |F40, U,PV, |U,PV, |Page 2-107
Register 0 32 32

MVFR1 Media and FP Feature |F44, u,PV, |U,PV, | Page 2-109
Register 1 32 32

Reserved Unused address space |Allgaps |nBE |nBE

1) A subregister of the CFSR.

2) See the register description for more information.
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29.1 SCS Registers

Auxiliary Control Register

The ACTLR provides disable bits for the following processor functions:

« T folding

« write buffer use for accesses to the default memory map

* interruption of multi-cycle instructions.

By default this register is set to provide optimum performance from the Cortex-M4
processor, and does not normally require modification.

ACTLR
Auxiliary Control Register (EO0O E008,) Reset Value: 0000 0000

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

DISO|DISF DISF DISD) DIS
0 OFP |PCA 0 oLD EFWIMCY
| | | | BUF |CINT
r rw w r 'w w w
Field Bits Type | Description
DISMCYCINT 0 rw Disable load/store multiple

When set to 1, disables interruption of load multiple
and store multiple instructions. This increases the
interrupt latency of the processor because any LDM
or STM must complete before the processor can
stack the current state and enter the interrupt
handler.
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Field

Bits

Type

Description

DISDEFWBUF

1

rw

Disable write buffer

When set to 1, disables write buffer use during
default memory map accesses. This causes all
BusFaults to be precise BusFaults but decreases
performance because any store to memory must
complete before the processor can execute the next
instruction.

Note: This bit only affects write buffers implemented
in the Cortex-M4 processor.

DISFOLD

rw

Disable IT folding
When set to 1, disables IT folding.

DISFPCA

'w

Disable FPCA update
Disable automatic update of CONTROL.FPCA.

DISOOFP

w

Disable out of order FP execution
Disables floating point instructions completing out of
order with respect to integer instructions.

[31:10],
[7:3]

—

Reserved
Read as 0; should be written with 0.

About IT folding

In some situations, the processor can start executing the first instruction in an IT block
while it is still executing the IT instruction. This behavior is called IT folding, and improves
performance, However, IT folding can cause jitter in looping. If a task must avoid jitter,
set the DISFOLD bit to 1 before executing the task, to disable IT folding.
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CPUID Base Register

The CPUID register contains the processor part number, version, and implementation
information.

ggg:g Base Register (EO00 EDO0O,,) Reset Value: 410F C241,,

31\30\29\28\2?26?5.24 23|22|21|20 19.18.17.16 15|l4|13|12\11\10\ 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 3 ‘ 2 ‘ 1 ‘ 0
Implementer Variant | Constant PartNo Revision
7 7 r r

Field Bits Type | Description

Revision [3:0] r Revision number

the y value in the “rxpy” product revision identifier
1, Patchl

PartNo [15:4] |r Part number of the processor
C24,, Cortex-M4

Constant [19:16] |r Reads as OxF

Variant [23:20] |r Variant number

the x value in the “rxpy” product revision identifier
0, Revision0

Implementer [31:24]

—

Implementer code
41, ARM

Interrupt Control and State Register
The ICSR:

e provides:
— a set-pending bit for the Non-Maskable Interrupt (NMI) exception
— set-pending and clear-pending bits for the PendSV and SysTick exceptions
e indicates:
the exception number of the exception being processed
whether there are preempted active exceptions
the exception number of the highest priority pending exception
— whether any interrupts are pending.
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ICSR
Interrupt Control and State Register
(EO00 EDO4,,) Reset Value: 0000 0000,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

T T T T T
NMI
PEN | PEN | PEN | PEN ISRP
EEE 0 DSV DSV |DST |DST| 0 |Res [ENDI 0 VEIS:ILF(;EN
T SET |CLR|SET |CLR NG
rw I" rw w rw w r r r IL I"

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

RET
VECTPENDING TOB 0 VECTACTIVE
ASE
1 1 1 1 1
r r r r
Field Bits Type | Description

—

VECTACTIVEY |[8:0] Active exception number
00, Thread mode
Nonzero = The exception number of the currently

active exception.

Note: Subtract 16 from this value to obtain the
CMSIS IRQ number required to index into the
Interrupt Clear-Enable, Set-Enable, Clear-
Pending, Set-Pending, or Priority Registers.

RETTOBASE 11 r Return to Base

Indicates whether there are preempted active

exceptions:

0g there are preempted active exceptions to
execute

1z  there are no active exceptions, or the
currently-executing exception is the only active
exception.
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Field

Bits

Type

Description

VECTPENDING

[17:12]

=

Vector Pending

Indicates the exception number of the highest priority
pending enabled exception:

04 no pending exceptions

Nonzero = the exception number of the highest
priority pending enabled exception.

The value indicated by this field includes the effect of
the BASEPRI and FAULTMASK registers, but not
any effect of the PRIMASK register.

ISRPENDING

22

Interrupt pending flag
excluding NMI and Faults:
Og interrupt not pending
1;  interrupt pending.

Res

23

Reserved
This bitis reserved for Debug use and reads-as-zero
when the processor is not in Debug.

PENDSTCLR

25

SysTick exception clear-pending bit

0g  no effect

1;  removes the pending state from the SysTick
exception.

Note: This bit is w. On a register read its value is
Unknown.

PENDSTSET

26

SysTick exception set-pending bit
0g  Write: no effect
Read: SysTick exception is not pending
1z  Write: changes SysTick exception state to
pending
Read: SysTick exception is pending

PENDSVCLR

27

PendSV clear-pending bit
0z  no effect
1z  removes the pending state from the PendSV

exception.
Note: This bit is w. On a register read its value is
Unknown.
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Field Bits Type | Description

PENDSVSET 28 rw PendSV set-pending bit
0z  Write: no effect
Read: PendSV exception is not pending
1z Write: changes PendSV exception state to
pending
Read: PendSV exception is pending
Writing 1 to this bit is the only way to set the PendSV
exception state to pending.

NMIPENDSET |31 rw NMI set-pending bit
0g  Write: no effect
Read: NMI exception is not pending
1z  Write: changes NMI exception state to pending
Read: NMI exception is pending
Because NMI is the highest-priority exception,
normally the processor enter the NMI exception
handler as soon as it registers a write of 1 to this bit,
and entering the handler clears this bitto 0. A read of
this bit by the NMI exception handler returns 1 only if
the NMI signal is reasserted while the processor is
executing that handler.

0 [30:29], |r Reserved
24, Read as 0; should be written with 0.
[21:18],
[10:9]

1) This is the same value as IPSR bits[8:0], see Interrupt Program Status Register on page 2-6.

When you write to the ICSR, the effect is Unpredictable if you:

Note: write 1 to the PENDSVSET bit and write 1 to the PENDSVCLR bit
write 1 to the PENDSTSET bit and write 1 to the PENDSTCLR bit.

Vector Table Offset Register

The VTOR indicates the offset of the vector table base address from memory address
0x00000000.
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xlgsr Table Offset Register (EO00 EDO08,,) Reset Value: 0000 0000,

31‘30‘29‘28‘27.26.25.24.23.22.21.20.19.18.17.16.15.14.13.12‘11‘10 9 | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1 | 0
TBLOFF 0

Field Bits Type | Description

TBLOFF [31:10] | rw Vector table base offset field

It contains bits[29:10] of the offset of the table base
from the bottom of the memory map.

Note: Bit[29] determines whether the vector table is
in the code or SRAM memory region:
0 = code
1=SRAM
Bit[29] is sometimes called the TBLBASE bit.

—

0 [9:0] Reserved

Read as 0; should be written with 0.

When setting TBLOFF, you must align the offset to the number of exception entries in
the vector table. The XMC4500 provides 112 interrupt nodes - minimum alignment is
therefore 256 words, enough for up to 128 interrupts.

Notes

1. XMC4500 implements 112 interrupts, the remaining nodes to 128 are not used.
2. Table alignment requirements mean that bits[9:0] of the table offset must always be
zero.

Application Interrupt and Reset Control Register

The AIRCR provides priority grouping control for the exception model, endian status for
data accesses, and reset control of the system.

To write to this register, you must write 0x5FA to the VECTKEY field, otherwise the
processor ignores the write.
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AIRCR
Application Interrupt and Reset Control Register
(EO00 EDOC}) Reset Value: FAO5 0000,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

VECTKEY

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

T T T T T T
ENDI 2;2 ¥(IE:E VEC
ANN 0 PRIGROUP 0 TRE
ESS ETRIRAC SET
| | | | | EQ [TIVE
r r rw r w w w

Field Bits Type | Description

VECTRESET 0 w Reserved for Debug use.

This bit reads as 0. When writing to the register
you must write O to this bit, otherwise behavior is
Unpredictable

VECTCLRACTIVE |1 w Reserved for Debug use.

This bit reads as 0. When writing to the register
you must write O to this bit, otherwise behavior is
Unpredictable.

SYSRESETREQ |2 w System reset request

Og no system reset request

1z  asserts a signal to the outer system that
requests a reset.

This is intended to force a large system reset of all

major components except for debug.

This bit reads as 0.

PRIGROUP [10:8] |rw Interrupt priority grouping field

This field determines the split of group priority

from subpriority, see Binary point on Page 2-66.

ENDIANNESS 15 r Data endianness bit

0z Little-endian

1z  Big-endian.
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Field

Bits

Type | Description

VECTKEY

[31:16]

rw Register key

Read:

= VECTKEY, reads as 0xFA05

Write:

= VECTKEYSTAT, On writes, write Ox5FA to
VECTKEY, otherwise the write is ignored.

[14:11],
[7:3]

—

Reserved
Read as 0; should be written with 0.

Binary point

The PRIGROUP field indicates the position of the binary point that splits the PRI_n fields
in the Interrupt Priority Registers into separate group priority and subpriority fields.
Table 2-20 shows how the PRIGROUP value controls this split.

Table 2-20  Priority grouping

Interrupt priority level value, PRI_N[7:0] Number of
PRIGROUP |Binary point? |Group Subpriority | Group Sub-

priority bits | bits priorities | priorities

0b000 bxxxxxx0.0 [7:2] None 64 1
0b001 bxxxxxx.00 [7:2] None 64 1
0b010 bxxxxx.y00 [7:3] [2] 32 2
0b011 bxxxx.yy00 [7:4] [3:2] 16 4
0b100 bxxx.yyy00 [7:5] [4:2] 8 8
Ob101 bxx.yyyy00 [7:6] [5:2] 4 16
Ob110 bx.yyyyy00 7 [6:2] 2 32
Obl111 b.yyyyyy00 None [7:2] 1 64

1) PRI_n[7:0] field showing the binary point. x denotes a group priority field bit, and y denotes a subpriority field

bit.

Note: Determining preemption of an exception uses only the group priority field, see
Interrupt Priority Grouping on Page 2-31.
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The SCR controls features of entry to and exit from low power state.

SCR

System Control Register

(EO00 ED10,) Reset Value: 0000 0000,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
0
1 1 1 1 II‘ 1
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SEV SLE Ség
0 ONP| O |EPD NEXI 0
END EEP
1 1 1 1 1 1 T
r 'w r 'w rw r
Field Bits Type | Description
SLEEPONEXIT |1 rw Sleep on Exit
Indicates sleep-on-exit when returning from Handler
mode to Thread mode:
Og  do not sleep when returning to Thread mode.
1;  enter sleep, or deep sleep, on return from an
ISR.
Setting this bit to 1 enables an interrupt driven
application to avoid returning to an empty main
application.
SLEEPDEEP 2 w Sleep or Deep Sleep

Controls whether the processor uses sleep or deep
sleep as its low power mode:

Og sleep

1z  deepsleep
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Field Bits Type | Description

SEVONPEND 4 w Send Event on Pending bit:

0g  only enabled interrupts or events can wakeup
the processor, disabled interrupts are
excluded

1;  enabled events and all interrupts, including
disabled interrupts, can wakeup the processor.

When an event or interrupt enters pending state, the

event signal wakes up the processor from WFE. If

the processor is not waiting for an event, the event is

registered and affects the next WFE.

The processor also wakes up on execution of an

SEV instruction or an external event.

0 [31:5], |r Reserved
3,0 Read as 0; should be written with 0.

Configuration and Control Register

The CCR controls entry to Thread mode and enables:

e the handlers for NMI, hard fault and faults escalated by FAULTMASK to ignore
BusFaults

« trapping of divide by zero and unaligned accesses

e access to the STIR by unprivileged software, see Software Trigger Interrupt
Register on Page 2-92

CCR
Configuration and Control Register
(EO00 ED14,)) Reset Value: 0000 0200,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

T T T T T T T

NON

STK |BFH DIV_ I?I’(\;ﬁl ggg BAS

0 ALIG|FNMI 0 0 TR 0 ETH

- |_TR T™P

N GN P _P END RDE

L L 1 1 1 1 1 NA

r w rw r w o rw r w o rw
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Field

Bits

Type

Description

NONBASETHR
DENA

0

Non Base Thread Mode Enable

Indicates how the processor enters Thread mode:

0g  processor can enter Thread mode only when
no exception is active.

1z processor can enter Thread mode from any
level under the control of an EXC_RETURN
value, see Exception return.

USERSETMPE
ND

1

rw

User Set Pending Enable

Enables unprivileged software access to the STIR,
see Software Trigger Interrupt Register.

Og disable

1; enable

UNALIGN_TRP

3

rw

Unaligned Access Trap Enable

Enables unaligned access traps:

Og  do not trap unaligned halfword and word
accesses

1;  trap unaligned halfword and word accesses.

If this bit is set to 1, an unaligned access generates

a UsageFault.

Unaligned LDM, STM, LDRD, and STRD instructions

always fault irrespective of whether UNALIGN_TRP

is setto 1.

DIV_0_TRP

rw

Divide by Zero Trap Enable

Enables faulting or halting when the processor
executes an SDIV or UDIV instruction with a divisor
of O:

0g  donot trap divide by O

1; trap divide by O.

When this bit is set to 0,a divide by zero returns a
quotient of 0.
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Field

Bits Type

Description

BFHFNMIGN

8 w

Bus Fault Hard Fault and NMI Ignore

Enables handlers with priority -1 or -2 to ignore data
BusFaults caused by load and store instructions.
This applies to the hard fault, NMI, and FAULTMASK
escalated handlers:

Oz data bus faults caused by load and store
instructions cause a lock-up

handlers running at priority -1 and -2 ignore
data bus faults caused by load and store
instructions.

Set this bit to 1 only when the handler and its data
are in absolutely safe memory. The normal use of
this bit is to probe system devices and bridges to
detect control path problems and fix them.

1g

STKALIGN

Stack Alignment

Indicates stack alignment on exception entry:

0g  4-byte aligned

1;  8-byte aligned.

On exception entry, the processor uses bit[9] of the
stacked PSR to indicate the stack alignment. On
return from the exception it uses this stacked bit to
restore the correct stack alignment.

[31:10],
[7:5], 2

—

Reserved
Read as 0; should be written with 0.

System Handler Priority Registers

The SHPR1-SHPR3 registers set the priority level, 0 to 63 of the exception handlers that
have configurable priority.

SHPR1-SHPR3 are byte accessible.
The system fault handlers and the priority field and register for each handler are:

Table 2-21  System fault handler priority fields

Handler Field Register description

MemManage PRI_4 System Handler Priority Register 1 on Page 2-71
BusFault PRI_5

UsageFault PRI_6

SVCall PRI_11 System Handler Priority Register 2 on Page 2-71
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Table 2-21  System fault handler priority fields (cont'd)

Handler Field Register description

PendSV PRI_14 System Handler Priority Register 3 on Page 2-72
SysTick PRI_15

Each PRI_N field is 8 bits wide, but the XMC4500 implements only bits[7:2] of each field,
and bits[1:0] read as zero and ignore writes.

System Handler Priority Register 1

SHPR1
System Handler Priority Register 1

(EO00 ED18,)) Reset Value: 0000 0000,

313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
0 PRI_6 PRI_5 PRI_4
L L L 'l’ 1 1 1 1 1 1 r\IN 1 1 1 1 1 1 r\J,v 1 1 1 1 r\llv L L L
Field Bits Type | Description
PRI_4 [7:0] w Priority of system handler 4, MemManage
PRI_5 [15:8] |rw Priority of system handler 5, BusFault
PRI_6 [23:16] |rw Priority of system handler 6, UsageFault
0 [31:24] |r Reserved
Read as 0; should be written with 0.

System Handler Priority Register 2

SHPR2

System Handler Priority Register 2
(EO00 ED1C,)

Reset Value: 0000 0000,

313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
PRI_11 0
Il Il 1 1 1 1 1 1 1 1 1 1 1 1 1 1 Il
rw r
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Field Bits Type | Description
PRI_11 [31:24] | rw Priority of system handler 11, SVCall
0 [23:0] |r Reserved

Read as 0; should be written with 0.

System Handler Priority Register 3

SHPR3
System Handler Priority Register 3
(EO00 ED20,,) Reset Value: 0000 0000,
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
PRI_15 PRI_14 0
1 r\\lv 1 1 1 1 1 1 r\I,\I 1 1 1 1 1 1 r\‘
Field Bits Type | Description
PRI_14 [23:16] | rw Priority of system handler 14
PendSV
PRI_15 [31:24] | rw Priority of system handler 15
SysTick exception
0 [15:0] |r Reserved
Read as 0; should be written with 0.

System Handler Control and State Register
The SHCSR enables the system handlers, and indicates:

» the pending status of the BusFault, MemManage fault, and SVC exceptions
» the active status of the system handlers.
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SHCSR
System Handler Control and State Register
(EO00 ED24,)) Reset Value: 0000 0000,
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T T T T T T T T T T T USG BUS MEM
0 FAU |FAU | FAU
LTE |LTE | LTE
1 1 1 1 1 1 NA NA NA
r 'w 'w 'w
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
BUS IMEM|USG
i\if FAU |FAU |FAU | SYS |PEN MON| SvVC llii(j E}:S '\IQEL'\JA
pen | LTP|LTP|LTPITICK|DSV| 0 |ITOR|ALL 0 Ltal @ [LTaliTa
bep | END |END |END | ACT | ACT ACT |ACT cT cT | er
ED | ED | ED
w w rw rw rw rw r 'w w r w r 'w w
Field Bits Type | Description
MEMFAULTACT 0 rw MemManage exception active bit
Reads as 1 if exception is active.
BUSFAULTACT 1 rw BusFault exception active bit
Reads as 1 if exception is active.
USGFAULTACT 3 rw UsageFault exception active bit
Reads as 1 if exception is active.
SVCALLACT 7 rw SVCall active bit
Reads as 1 if SVC call is active.
MONITORACT 8 rw Debug monitor active bit
Reads as 1 if Debug monitor is active.
PENDSVACT 10 rw PendSV exception active bit
Reads as 1 if exception is active.
SYSTICKACT 11 rw SysTick exception active bit
Reads as 1 if exception is active.
USGFAULTPENDED |12 rw UsageFault exception pending bit
Reads as 1 if exception is pending.
MEMFAULTPENDED |13 rw MemManage exception pending bit
Reads as 1 if exception is pending.
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Field Bits Type | Description
BUSFAULTPENDED |14 rw BusFault exception pending bit
Reads as 1 if exception is pending.
SVCALLPENDED 15 rw SVCall pending bit
Reads as 1 if exception is pending.
MEMFAULTENA 16 rw MemManage enable bit
Set to 1 to enable.
BUSFAULTENA 17 rw BusFault enable bit
Set to 1 to enable.
USGFAULTENA 18 rw UsageFault enable bit
Set to 1 to enable.
0 [31:19], | r Reserved
9,[6:4], Read as 0; should be written with 0.
2
Notes

1. Active bits, read as 1 if the exception is active, or as 0 if it is not active. You can write
to these bits to change the active status of the exceptions, but see the Caution in this
section.

2. Pending bits, read as 1 if the exception is pending, or as 0 if it is not pending. You
can write to these bits to change the pending status of the exceptions.

3. Enable bits, set to 1 to enable the exception, or set to 0 to disable the exception.

If you disable a system handler and the corresponding fault occurs, the processor treats
the fault as a hard fault.

You can write to this register to change the pending or active status of system
exceptions. An OS kernel can write to the active bits to perform a context switch that
changes the current exception type.

Note: Software that changes the value of an active bit in this register without correct
adjustment to the stacked content can cause the processor to generate a fault
exception. Ensure software that writes to this register retains and subsequently
restores the current active status.

Note: After you have enabled the system handlers, if you have to change the value of a
bit in this register you must use a read-modify-write procedure to ensure that you
change only the required bit.

Configurable Fault Status Register
The CFSR indicates the cause of a MemManage fault, BusFault, or UsageFault.
The flags in the MMFSR indicate the cause of memory access faults.
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The flags in the BFSR indicate the cause of a bus access fault.
The UFSR indicates the cause of a UsageFault.

31 16 15 8 7 0
. Bus Fault Status Memory Management
Usage Fault Status Register Register Fault Status Register
{ X I\ y
UFSR BFSR MMFSR

Figure 2-9 CFSR

The CFSR is byte accessible. You can access the CFSR or its subregisters as follows:

* access the complete CFSR with a word access to OXEOOOED28

« access the MMFSR with a byte access to 0OXEOOOED28

e access the MMFSR with a byte access to OXEOOOED28

e access the MMFSR and BFSR with a halfword access to 0OXEOOOED28
« access the BFSR with a byte access to OXEOOOED29

e access the UFSR with a halfword access to OXEOOOED2A

Note: The UFSR bits are sticky. This means as one or more fault occurs, the associated
bits are set to 1. A bit that is set to 1 is cleared to 0 only by writing 1 to that bit, or

by a reset.
CFSR
Configurable Fault Status Register
(EO00 ED28,)) Reset Value: 0000 0000,
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ST DIVB|UNA T INVS|UND
0 YZE [LIGN 0 NSC IN(\:/P TAT |EFIN
. . . RO | ED . ‘ E |STR
r rw 'w r 'w 'w 'w w

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

IMP
BFA UNS PRE MMA MLS |MST [MUN DAC
RVA| 0 lég'; 2;; TKE ZIIEECRI CISE lEB;E RVA| 0 |PER|KER|STK| 0 |CVIO I\ﬁgf
LID RR R RR LID R R |ERR L

rw r rw rw rw rw rw rw rw r rw w w r 'w 'w

Reference Manual 2-75 V1.6, 2016-07
CPU, V1.5 Subject to Agreement on the Use of Product Information



(infineon

XMC4500
XMC4000 Family

Central Processing Unit (CPU)

Field

Bits

Type

Description

IACCVIOL

0

Instruction access violation flag

Og  noinstruction access violation fault

1;  the processor attempted an instruction fetch
from a location that does not permit execution.

This fault occurs on any access to an XN region,

even when the MPU is disabled or not present.

When this bit is 1, the PC value stacked for the

exception return points to the faulting instruction.

The processor has not written a fault address to the

MMAR.

DACCVIOL

Data access violation flag

Oz no data access violation fault

1;  the processor attempted a load or store at a
location that does not permit the operation.

When this bit is 1, the PC value stacked for the

exception return points to the faulting instruction.

The processor has loaded the MMAR with the

address of the attempted access.

MUNSTKERR

3

rw

MemManage fault on unstacking for a return

from exception

Og  no unstacking fault

1;  unstack for an exception return has caused
one or more access violations.

This fault is chained to the handler. This means that

when this bit is 1, the original return stack is still

present. The processor has not adjusted the SP from

the failing return, and has not performed a new save.

The processor has not written a fault address to the

MMAR.

MSTKERR

MemManage fault on stacking for exception

entry

0g  no stacking fault

1;  stacking for an exception entry has caused
one or more access violations.

When this bit is 1, the SP is still adjusted but the

values in the context area on the stack might be

incorrect. The processor has not written a fault

address to the MMAR.
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Field

Bits

Type

Description

MLSPERR

5

rw

MemManage fault during floating point lazy state

preservation

0g No MemManage fault occurred during floating-
point lazy state preservation

1; A MemManage fault occurred during floating-
point lazy state preservation

MMARVALID

7

rw

MemManage Fault Address Register (MMFAR)
valid flag

Og  value in MMAR is not a valid fault address

1; MMAR holds a valid fault address.

If a MemManage fault occurs and is escalated to a
HardFault because of priority, the HardFault handler
must set this bit to 0. This prevents problems on
return to a stacked active MemManage fault handler
whose MMAR value has been overwritten.

IBUSERR

rw

Instruction bus error

O0g  noinstruction bus error

1;  instruction bus error.

The processor detects the instruction bus error on
prefetching an instruction, but it sets the IBUSERR
flag to 1 only if it attempts to issue the faulting
instruction.

When the processor sets this bitis 1, it does not write
a fault address to the BFAR.

PRECISERR

9

rw

Precise data bus error

0g  no precise data bus error

1 a data bus error has occurred, and the PC
value stacked for the exception return points to
the instruction that caused the fault.

When the processor sets this bit is 1, it writes the

faulting address to the BFAR.
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Field

Bits

Type

Description

IMPRECISERR

10

w

Imprecise data bus error

0g  noimprecise data bus error

1z  adata bus error has occurred, but the return
address in the stack frame is not related to the
instruction that caused the error.

When the processor sets this bitto 1, it does not write

a fault address to the BFAR.

This is an asynchronous fault. Therefore, if it is

detected when the priority of the current process is

higher than the BusFault priority, the BusFault

becomes pending and becomes active only when

the processor returns from all higher priority

processes. If a precise fault occurs before the

processor enters the handler for the imprecise

BusFault, the handler detects both IMPRECISERR

set to 1 and one of the precise fault status bits set to

1.

UNSTKERR

11

rw

BusFault on unstacking for areturn from

exception

Og  no unstacking fault

1z  stacking for an exception entry has caused
one or more BusFaults.

This fault is chained to the handler. This means that

when the processor sets this bit to 1, the original

return stack is still present. The processor does not

adjust the SP from the failing return, does not

performed a new save, and does not write a fault

address to the BFAR.

STKERR

12

rw

BusFault on stacking for exception entry

Og  no stacking fault

1z  stacking for an exception entry has caused
one or more BusFaults.

When the processor sets this bit to 1, the SP is still

adjusted but the values in the context area on the

stack might be incorrect. The processor does not

write a fault address to the BFAR.
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Field

Bits

Type

Description

LSPERR

13

w

BusFault during floating point lazy state

preservation

0g  Nobus fault occurred during floating-point lazy
state preservation.

1z A bus fault occurred during floating-point lazy
state preservation

BFARVALID

15

rw

BusFault Address Register (BFAR) valid flag

Og value in BFAR is not a valid fault address

1z BFAR holds a valid fault address.

The processor sets this bit to 1 after a BusFault
where the address is known. Other faults can set this
bit to 0, such as a MemManage fault occurring later.
If a BusFault occurs and is escalated to a hard fault
because of priority, the hard fault handler must set
this bit to 0. This prevents problems if returning to a
stacked active BusFault handler whose BFAR value
has been overwritten.

UNDEFINSTR

16

rw

Undefined instruction UsageFault

Og  no undefined instruction UsageFault

1;  the processor has attempted to execute an
undefined instruction.

When this bitis set to 1, the PC value stacked for the

exception return points to the undefined instruction.

An undefined instruction is an instruction that the

processor cannot decode.

INVSTATE

17

rw

Invalid state UsageFault

Og noinvalid state UsageFault

1;  the processor has attempted to execute an
instruction that makes illegal use of the EPSR.

When this bitis set to 1, the PC value stacked for the

exception return points to the instruction that

attempted the illegal use of the EPSR.

This bitis not set to 1 if an undefined instruction uses

the EPSR.
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Field

Bits

Type

Description

INVPC

18

w

Invalid PC load UsageFault

caused by an invalid PC load by EXC_RETURN:

0g noinvalid PC load UsageFault

1z  the processor has attempted an illegal load of
EXC_RETURN to the PC, as a result of an
invalid context, or an invalid EXC_RETURN
value.

When this bitis set to 1, the PC value stacked for the

exception return points to the instruction that tried to

perform the illegal load of the PC.

NOCP

19

rw

No coprocessor UsageFault

0g no UsageFault caused by attempting to
access a coprocessor

1z  the processor has attempted to access a
COprocessor.

UNALIGNED

24

rw

Unaligned access UsageFault

0z  nounaligned access fault, or unaligned access
trapping not enabled

1z  the processor has made an unaligned memory
access.

Enable trapping of unaligned accesses by setting the

UNALIGN_TRP bit in the CCR to 1, see

Configuration and Control Register on Page 2-68.

Unaligned LDM, STM, LDRD, and STRD instructions

always fault irrespective of the setting of

UNALIGN_TRP.

DIVBYZERO

25

rw

Divide by zero UsageFault

Og  nodivide by zero fault, or divide by zero
trapping not enabled

1;  the processor has executed an SDIV or UDIV
instruction with a divisor of 0

When the processor sets this bit to 1, the PC value

stacked for the exception return points to the

instruction that performed the divide by zero.

Enable trapping of divide by zero by setting the

DIV_0_TRP bitin the CCR to 1, see Configuration

and Control Register on Page 2-68.

[31:26],
[23:20],
14, 6, 2

—

Reserved
Read as 0; should be written with 0.
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The HFSR gives information about events that activate the HardFault handler.

This register is read, write to clear. This means that bits in the register read normally, but
writing 1 to any bit clears that bit to 0. The bit assignments are:

HFSR

HardFault Status Register

(EO0O ED2C,) Reset Value: 0000 0000,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DEB
uce|OR 0
VT |CED
rw rw I I I I I I II’
5 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
! ! ' ' ' ' ' ' ' ‘ ‘ ‘ ‘ VEC
0 TTB| 0
L
I I I I II' I I rw r
Field Bits Type | Description
VECTTBL 1 rw BusFault on vector table read
Indicates a BusFault on a vector table read during
exception processing:
Oz no BusFault on vector table read
1z BusFault on vector table read
This error is always handled by the hard fault
handler.
When this bitis set to 1, the PC value stacked for the
exception return points to the instruction that was
preempted by the exception.
FORCED 30 rw Forced HardFault

Indicates a forced hard fault, generated by
escalation of a fault with configurable priority that
cannot be handles, either because of priority or
because it is disabled:

Og  no forced HardFault

1;  forced HardFault.

When this bit is set to 1, the HardFault handler must
read the other fault status registers to find the cause
of the fault.
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Field Bits Type | Description

DEBUGEVT 31 rw Reserved for Debug use
When writing to the register you must write 0 to this
bit, otherwise behavior is Unpredictable

=

0 [29:2], Reserved
0 Read as 0; should be written with 0.

Note: The HFSR bits are sticky. This means as one or more fault occurs, the associated
bits are set to 1. A bit that is set to 1 is cleared to 0 only by writing 1 to that bit, or
by a reset.

MemManage Fault Address Register
The MMFAR contains the address of the location that generated a MemManage fault.

MMFAR
MemManage Fault Address Register
(EO00 ED34,)) Reset Value: XXXX XXXX

10

T

313029282726252423222120191817161514131211109 8 7 6 5 4 3 2

ADDRESS

Field Bits Type | Description

ADDRESS [31:0] |rw Address causing the fault

When the MMARVALID bit of the MMFSR is setto 1,
this field holds the address of the location that
generated the MemManage fault

When an unaligned access faults, the address is the actual address that faulted.
Because a single read or write instruction can be split into multiple aligned accesses, the
fault address can be any address in the range of the requested access size.

Flags in the MMFSR indicate the cause of the fault, and whether the value in the MMFAR
is valid. See MemManage Fault Status Register on Page 2-74.
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BusFault Address Register
The BFAR contains the address of the location that generated a BusFault.

SE'SA\FRauIt Address Register (EO00 ED38,,) Reset Value: XXXX XXXX
31‘30‘29‘28‘27.26.25.24.23.22.21.20.19.18.17.16.15.14.13.12‘11‘10‘ 9 | 8 | 7 | 6 | 5 | 4 | 3 | 2 | 1 | 0
ADDRESS

S
Field Bits Type | Description
ADDRESS [31:0] |rw Address causing the fault

When the BFARVALID bit of the BFSR is set to 1,
this field holds the address of the location that
generated the BusFault

When an unaligned access faults the address in the BFAR is the one requested by the
instruction, even if it is not the address of the fault.

Flags in the BFSR indicate the cause of the fault, and whether the value in the BFAR is
valid. See BusFault Status Register on Page 2-74.

Auxiliary Fault Status Register
The AFSR contains additional system fault information.

This register is read, write to clear. This means that bits in the register read normally, but
writing 1 to any bit clears that bit to 0.

AFSR
Auxiliary Fault Status Register  (E000 ED3C,) Reset Value: 0000 0000,
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
0
1 1 1 1 1 1 1 1 1 1 1 r\I,\I 1 1 1
Field Bits Type | Description
VALUE [31:0] 'w Reserved
Read as 0; should be written with 0.
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Each AFSR bit maps directly to an AUXFAULT input of the processor, and a single-cycle
HIGH signal on the input sets the corresponding AFSR bit to one. It remains set to 1 until
you write 1 to the bit to clear it to zero.

When an AFSR bit is latched as one, an exception does not occur. Use an interrupt if an
exception is required.

2.9.2 SysTick Registers

SysTick Control and Status Register
The SysTick SYST_CSR register enables the SysTick features.

SYST_CSR

SysTick Control and Status Register
(EO00 E010,,) Reset Value: 0000 0004,
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T T T T T T T T T T T T T T COU
0 NTF
L L 1 1 1 1 1 1 1 1 1 1 1 L LAG
r rw

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

T T T T T T T T T
CLK TICK|ENA
0 SOV INT [BLE
I I I I 1 1 1 RCE
r 'w 'w w

Field Bits Type | Description

ENABLE 0 rw Enable

Enables the counter:
Og  counter disabled
1;  counter enabled.

TICKINT 1 rw Tick Interrupt Enable

Enables SysTick exception request:

Og  counting down to zero does not assert the
SysTick exception request

1;  counting down to zero to asserts the SysTick
exception request.

Software can use COUNTFLAG to determine if

SysTick has ever counted to zero.
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Field Bits Type | Description
CLKSOURCE 2 w Clock source
OB fSTDBY / 2
1B fCPU
COUNTFLAG 16 rw Counter Flag
Returns 1 if timer counted to 0 since last time this
was read.
0 [31:17], |r Reserved
[15:3] Read as 0; should be written with 0.

When ENABLE is set to 1, the counter loads the RELOAD value from the SYST_RVR
register and then counts down. On reaching 0, it sets the COUNTFLAG to 1 and
optionally asserts the SysTick depending on the value of TICKINT. It then loads the
RELOAD value again, and begins counting.

SysTick Reload Value Register

The SYST_RVR register specifies the start value to load into the SYST_CVR register.
SYST_RVR

SysTick Reload Value Register ~ (EO00 E014,)) Reset Value: XXXX XXXX

313029282726252423222120191817161514131211109 8 7 6 5 4 3 2
T T T T T T T T T T T T T T T T T T T T T T T T T

T T

10
T

T

T
0 RELOAD

2

Field Bits Type | Description

RELOAD [23:0] |rw Reload Value

Value to load into the SYST_CVR register when the
counter is enabled and when it reaches 0, see
Calculating the RELOAD value.

0 [31:24]

—

Reserved
Read as 0; should be written with 0.

Notes on calculating the RELOAD value

1. The RELOAD value can be any value in the range 0x00000001-0X00FFFFFF. A start
value of 0 is possible, but has no effect because the SysTick exception request and
COUNTFLAG are activated when counting from 1 to 0.
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2. The RELOAD value is calculated according to its use. For example, to generate a
multi-shot timer with a period of N processor clock cycles, use a RELOAD value of
N-1. If the SysTick interrupt is required every 100 clock pulses, set RELOAD to 99.

SysTick Current Value Register
The SYST_CVR register contains the current value of the SysTick counter.

SYST_CVR
SysTick Current Value Register (E000 E018,,) Reset Value: XXXX XXXX
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
0 CURRENT
'\’ 1 1 1 1 1 1 1 1 1 1 1 1 1 1 r\\,v |
Field Bits Type | Description
CURRENT [23:0] |rw Current Value
Reads return the current value of the SysTick
counter.

A write of any value clears the field to 0, and also
clears the SYST_CSR COUNTFLAG bhit to 0.

0 [31:24]

=

Reserved
Read as 0; should be written with 0.

SysTick Calibration Value Register
The SYST_CALIB register indicates the SysTick calibration properties.

SYST_CALIB
SysTick Calibration Value Register
r (EO0O EO1C}) Reset Value: C000 0000,

313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
T T T T T T T T T T T T T T T T T T T T T T T T T T T T

TENMS

mm>XIOZ
o

2
2
2
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Field Bits Type | Description

TENMS [23:0] |rw Ten Milliseconds Reload Value

Reload value for 10ms (100Hz) timing, subject to
system clock skew errors. If the value reads as zero,
the calibration value is not known.

SKEW 30 rw Ten Milliseconds Skewed

Indicates whether the TENMS value is exact:

0y TENMS value is exact

1z TENMS value is inexact, or not given.

An inexact TENMS value can affect the suitability of
SysTick as a software real time clock.

NOREF 31 rw No Reference Clock

Indicates whether the device provides a reference
clock to the processor:

0g  reference clock provided

1z  no reference clock provided.

If your device does not provide a reference clock, the
SYST_CSR.CLKSOURCE bit reads-as-one and
ignores writes.

=

0 [29:24] Reserved

Read as 0; should be written with 0.

2.9.3 NVIC Registers

Interrupt Set-enable Registers

The NVIC_ISERXx (x=0-3) registers enable interrupts, and show which interrupts are
enabled.

NVIC_ISERX (x=0-3)
Interrupt Set-enable Register x

(EO00 E100, + 4*x) Reset Value: 0000 0000
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
SETENA

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
rw
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Field Bits Type | Description

SETENA [31:0] |rw Interrupt set-enable bits
Og  Write: no effect
Read: interrupt disabled
1z Write: enable interrupt
Read: interrupt enabled

If a pending interrupt is enabled, the NVIC activates the interrupt based on its priority. If
an interrupt is not enabled, asserting its interrupt signal changes the interrupt state to
pending, but the NVIC never activates the interrupt, regardless of its priority.

Interrupt Clear-enable Registers
The NVIC_ICERX registers disable interrupts, and show which interrupts are enabled.

NVIC_ICERXx (x=0-3)
Interrupt Clear-enable Register x

(EO00 E180,, + 4*x) Reset Value: 0000 0000,
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
CLRENA

1 1 1 1 1 1 1 1 1 1 1 r\I,V 1 1 1
Field Bits Type | Description
CLRENA [31:0] |rw Interrupt clear-enable bits.
0z  Write: no effect
Read: interrupt disabled
1;  Write: disable interrupt
Read: interrupt enabled
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Interrupt Set-pending Registers

The NVIC_ISPRx registers force interrupts into the pending state, and show which
interrupts are pending.

NVIC_ISPRXx (x=0-3)
Interrupt Set-pending Register x

(EO00 E200,, + 4*x) Reset Value: 0000 0000,
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0

SETPEND
L L L L 1 1 1 1 1 1 1 1 1 1 1 nllv 1 1 1 1 1 1 1 1 1 1 1 L L L L
Field Bits Type | Description
SETPEND [31:0] |rw Interrupt set-pending bits.

0g  Write: no effect
Read: interrupt is not pending

1;  Write: changes interrupt state to pending
Read: interrupt is pending

Writing 1 to the ISPR bit corresponding to:
- an interrupt that is pending has no effect
- a disabled interrupt sets the state of that interrupt to pending

Interrupt Clear-pending Registers

The NVIC_ICPRXx registers remove the pending state from interrupts, and show which
interrupts are pending.

NVIC_ICPRx (x=0-3)
Interrupt Clear-pending Register x

(EO00 E280,, + 4*x) Reset Value: 0000 0000,
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
CLRPEND

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1
rw
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Field Bits Type | Description

CLRPEND [31:0] |rw Interrupt set-pending bits.

Og  Write: no effect
Read: interrupt is not pending

1;  Write: removes pending state an interrupt
Read: interrupt is pending

Note: Writing 1 to an ICPR bit does not affect the active state of the corresponding
interrupt.

Interrupt Active Bit Registers
The NVIC_IABRX registers indicate which interrupts are active.
NVIC_IABRx (x=0-3)

Interrupt Active Bit Register x
(EO00 E300,, + 4*x) Reset Value: 0000 0000

313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T

ACTIVE
1 1 1 1 1 1 1 1 1 1 1 r\I,\I 1 1 1
Field Bits Type | Description
ACTIVE [31:0] |rw Interrupt active flags:

0z  interrupt not active
1z  interrupt active

A bit reads as one if the status of the corresponding interrupt is active or active and
pending.

Interrupt Priority Registers

The NVIC_IPRx (x=0-27) registers provide an 8-bit priority field for each interrupt. These
registers are byte-accessible. Each register holds four priority fields as shown:
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31 24 23 16 15 0
IPR27 PRI_111 PRI_110 PRI_109 PRI_108
IPRN PRI_4n+3 PRI_4n+2 PRI_4n+1 PRI_4n
IPRO PRI_3 PRI_2 PRI_1 PRI_O

Figure 2-10 Interrupt Priority Register
NVIC_IPRx (x=0-27)
Interrupt Priority Register x

(EO00 E400,, + 4*x) Reset Value: 0000 0000,

313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0

PRI_3 PRI_2 PRI_1 PRI_O
L L L r\llv 1 1 1 1 1 1 r\IIV 1 1 1 1 1 1 r\JIV 1 1 1 1 1 1 n\,v L L L
Field Bits Type | Description
PRI_O [7:0] w Priority value 0
PRI_1 [15:8] |rw Priority value 1
PRI_2 [23:16] |rw Priority value 2
PRI_3 [31:24] | rw Priority value 3
The lower the value, the greater the priority of the
corresponding interrupt. The processor implements
only bits[7:n] of each field, bits[n-1:0] read as zero
and ignore writes.

See “Using CMSIS functions to access NVIC” on Page 2-45 for more information about
the access to the interrupt priority array, which provides the software view of the interrupt
priorities.

Find the IPR number and byte offset for interrupt m as follows:
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« the corresponding IPR number n, see Figure 2-10 on Page 2-917, is given by
n=mDIV 4
» the byte offset of the required Priority field in this register is m MOD 4, where:
— byte offset O refers to register bits[7:0]
— byte offset 1 refers to register bits[15:8]
— byte offset 2 refers to register bits[23:16]
— byte offset 3 refers to register bits[31:24].

Software Trigger Interrupt Register
Write to the STIR to generate an interrupt from software.

When the USERSETMPEND bit in the SCR is set to 1, unprivileged software can access
the STIR, see System Control Register on Page 2-67.

Note: Only privileged software can enable unprivileged access to the STIR.

STIR
Software Trigger Interrupt Register

(EO0O0 EF00,) Reset Value: 0000 0000,
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0

T T T

T

0 INTID

r w

Field Bits Type | Description

INTID [8:0] w Interrupt ID of the interrupt to trigger
in the range 0-111. For example, a value of 0x03
specifies interrupt IRQS3.

0 [31:9] |r Reserved
Read as 0; should be written with 0.
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2.9.4 MPU Registers

MPU Type Register

The MPU_TYPE register indicates whether the MPU is present, and if so, how many
regions it supports.

MPU_TYPE
MPU Type Register (E000 ED90,,) Reset Value: 0000 0800,
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

0 IREGION

=

r

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

SEP
DREGION 0 ARA
1 1 1 1 1 1 TE
r r r
Field Bits Type | Description
SEPARATE 0 r Support for unified or separate instruction and
date memory maps
0z  unified
DREGION [15:8] |r Number of supported MPU data regions

08,, Eight MPU regions

IREGION [23:16] |r Number of supported MPU instruction regions
Always contains 0x00. The MPU memory map is
unified and is described by the DREGION field.

0 [31:24], |r Reserved

[7:1] Read as 0; should be written with 0.

MPU Control Register
The MPU_CTRL register:

¢ enables the MPU

« enables the default memory map background region

e enables use of the MPU when in the hard fault, Non-maskable Interrupt (NMI), and
FAULTMASK escalated handlers.
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MPU_CTRL
MPU Control Register (EO00 ED94,,) Reset Value: 0000 0000,
31 30 29 28 26 25 24 23 22 21 20 19 18 17 16
0
1 1 1 1 1 II‘ 1
15 14 13 12 10 9 8 7 6 5 4 3 2 1 0
T T T T T T T T T PRIV HFN
0 DEF | MIE E':'é
1 1 1 1 1 1 1 ENA NA
r w w w
Field Bits Type | Description
ENABLE 0 rw Enable MPU
0g MPU disabled
1z MPU enabled.
HFENMIENA 1 w Enable the operation of MPU during hard fault,

NMI, and FAULTMASK handlers
When the MPU is enabled:
0g  MPU is disabled during hard fault, NMI, and

FAULTMASK handlers, regardless of the

value of the ENABLE bit
1 the MPU is enabled during hard fault, NMI, and
FAULTMASK handlers.
When the MPU is disabled, if this bit is set to 1 the
behavior is Unpredictable.
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Field Bits Type | Description

PRIVDEFENA |2 rw Enables privileged software access to the default

memory map

0z  Ifthe MPU is enabled, disables use of the
default memory map. Any memory access to a
location not covered by any enabled region
causes a fault.

1; Ifthe MPU is enabled, enables use of the
default memory map as a background region
for privileged software accesses.

When enabled, the background region acts as if it is

region number -1. Any region that is defined and

enabled has priority over this default map.

f the MPU is disabled, the processor ignores this bit.

0 [31:3]

—

Reserved
Read as 0; should be written with 0.

When ENABLE and PRIVDEFENA are both set to 1:

« For privileged accesses, the default memory map is as described in Memory model
on Page 2-20. Any access by privileged software that does not address an enabled
memory region behaves as defined by the default memory map.

* Any access by unprivileged software that does not address an enabled memory
region causes a MemManage fault.

XN and Strongly-ordered rules always apply to the System Control Space regardless of
the value of the ENABLE bit.

When the ENABLE bit is set to 1, at least one region of the memory map must be
enabled for the system to function unless the PRIVDEFENA bit is set to 1. If the
PRIVDEFENA bit is set to 1 and no regions are enabled, then only privileged software
can operate.

When the ENABLE bit is set to 0, the system uses the default memory map. This has the
same memory attributes as if the MPU is not implemented, see Table 2-6 on Page 2-22.
The default memory map applies to accesses from both privileged and unprivileged
software.

When the MPU is enabled, accesses to the System Control Space and vector table are
always permitted. Other areas are accessible based on regions and whether
PRIVDEFENA is set to 1.

Unless HFNMIENA is set to 1, the MPU is not enabled when the processor is executing
the handler for an exception with priority —1 or —2. These priorities are only possible when
handling a hard fault or NMI exception, or when FAULTMASK is enabled. Setting the
HFNMIENA bit to 1 enables the MPU when operating with these two priorities.
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MPU Region Number Register

The MPU_RNR selects which memory region is referenced by the MPU_RBAR and
MPU_RASR registers.

MPU_RNR
MPU Region Number Register (EO00 ED98,,) Reset Value: 0000 0000,
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
0 REGION
1 1 1 1 1 1 1 ; 1 1 1 1 1 1 1 1 n\,v 1
Field Bits Type | Description
REGION [7:0] w Region

Indicates the MPU region referenced by the
MPU_RBAR and MPU_RASR registers.

The MPU supports 8 memory regions, so the
permitted values of this field are 0-7.

0 [31:8]

—

Reserved
Read as 0; should be written with 0.

Normally, you write the required region number to this register before accessing the
MPU_RBAR or MPU_RASR. However you can change the region number by writing to
the MPU RBAR with the VALID bit set to 1, see MPU Region Base Address Register.
This write updates the value of the REGION field.

MPU Region Base Address Register

The MPU_RBAR defines the base address of the MPU region selected by the
MPU_RNR, and can update the value of the MPU_RNR.
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MPU_RBAR
MPU Region Base Address Register

(EO00 ED9C,)
MPU_RBAR_A1
MPU Region Base Address Register Al

(E000 EDA4,)
MPU RBAR_A2
MPU Region Base Address Register A2

(EO00 EDAC,)
MPU_RBAR_A3
MPU Region Base Address Register A3

(E000 EDB4,,)

31 30 29 28 27 26 25 24 23 22 21

Reset Value: 0000 0000,

Reset Value: 0000 0000,

Reset Value: 0000 0000,

Reset Value: 0000 0000,

20 19 18 17 16

T T T T T T T T T T

T T T T

15 14 13 12 11 10 9 8 7 6 5

4 3 2 1 0

T T T T T T T T T T T
ADDR 0 VgLI REGION
I I I I I I 1 1 1 1 I I
w r 'w 'w

Field Bits Type | Description

REGION [3:0] rw MPU region field
the VALID field.

specified by the RNR.

For the behavior on writes, see the description of

On reads, returns the current region number, as
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Field Bits Type | Description
VALID 4 rw MPU Region Number valid bit
Write:

0g MPU_RNR not changed, and the processor:
- updates the base address for the region
specified in the MPU_RNR
- ignores the value of the REGION field
1z  the processor:
- updates the value of the MPU_RNR to the
value of the REGION field
- updates the base address for the region
specified in the REGION field.
Always reads as zero.

ADDR [31:9] |rw Region base address field

The value of N (N = 9 for bit definition) depends on
the region size. For more information see The
ADDR field.

0 (8:5] r Reserved
Read as 0; should be written with 0.

The ADDR field

The ADDR field is bits[31:N] of the MPU_RBAR. The region size, as specified by the
SIZE field in the MPU_RASR, defines the value of N:

N = Log2(Region size in bytes),
If the region size is configured to 4GB, in the MPU_RASR, there is no valid ADDR field.

In this case, the region occupies the complete memory map, and the base address is
0x00000000.

The base address is aligned to the size of the region. For example, a 64KB region must
be aligned on a multiple of 64KB, for example, at 0x00010000 or 0x00020000.

MPU Region Attribute and Size Register

The MPU_RASR defines the region size and memory attributes of the MPU region
specified by the MPU_RNR, and enables that region and any subregions.

MPU_RASR is accessible using word or halfword accesses:

« the most significant halfword holds the region attributes

« the least significant halfword holds the region size and the region and subregion
enable bits.
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MPU_RASR

MPU Region Attribute and Size Register
(EO00 EDAO)

MPU_RASR_A1

MPU Region Attribute and Size Register Al
(EO0O EDAS,)

MPU_RASR_A2

MPU Region Attribute and Size Register A2
(EO00 EDBO)

MPU_RASR_A3

MPU Region Attribute and Size Register A3
(EO0O EDBS8,,)

31 30 29 28 27 26 25 24 23 22

Central Processing Unit (CPU)

Reset Value: 0000 0000,

Reset Value: 0000 0000,

Reset Value: 0000 0000,

Reset Value: 0000 0000,
21 20 19 18 17 16

T
0 XN | O AP 0

TEX S C B

r rw r rw

bl

15 14 13 12 11 10 9 8 7 6

ENA
SRD 0 SIZE BLE
L L 1 r\I,v 1 1 1 |Ir 1 1 W 1 L o
Field Bits Type | Description
ENABLE 0 w Region enable bit.
SIZE [5:1] rw MPU protection region size

The minimum permitted value is 3 (0b00010), see
See SIZE field values for more information.

SRD [15:8] |rw Subregion disable bits

For each bit in this field:
0g  corresponding sub-region is enabled
1z  corresponding sub-region is disabled

See Subregionson Page 2-52 for more information.
Region sizes of 128 bytes and less do not support
subregions. When writing the attributes for such a
region, write the SRD field as 0x00.

16

Memory access attribute
see Table 2-15 onPage 2-48.
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Field Bits Type | Description
C 17 w Memory access attribute
see Table 2-15 onPage 2-48.
S 18 rw Shareable bit
see Table 2-15 onPage 2-48.
TEX [21:19] | rw Memory access attribute
see Table 2-15 onPage 2-48.
AP [26:24] | rw Access permission field
see Table 2-18 on Page 2-49.
XN 28 rw Instruction access disable bit
0g instruction fetches enabled
1z  instruction fetches disabled.
0 [31:29, |r Reserved
27, Read as 0; should be written with 0.
[23:22],
[7:6]

For information about access permission, see MPU Access Permission Attributes on
Page 2-48.

SIZE field values

The SIZE field defines the size of the MPU memory region specified by the RNR. as
follows:

(Region size in bytes) = 2(SIZE+1)

The smallest permitted region size is 32B, corresponding to a SIZE value of 4.
Table 2-22 gives example SIZE values, with the corresponding region size and value of
N in the MPU_RBAR.

Table 2-22  Example SIZE field values

SIZE value Region size Value of N Note

0b00100 (4) 32B 5 Minimum permitted size
0b01001 (9) 1KB 10 -

0b10011 (19) |1MB 20 -

0b11101 (29) |1GB 30 -

0b11111 (31) |4GB 32 Maximum possible size

1) Inthe MPU_RBAR, see MPU Region Base Address Register on Page 2-96.
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Coprocessor Access Control Register

The CPACR register specifies the access privileges for coprocessors.

CPACR

Coprocessor Access Control Register

(EO0O ED88y) Reset Value: 0000 0000,

0 CP11|CP10

313029282726252423222120191817161514131211109 8 7
T T T T T T T T T T T T T T

6 543210
T T T T T T T T 1

0

I 1 1
r w w

r

Field Bits Type

Description

CP10 [21:20] | rw

Access privileges for coprocessor 10

The possible values of each field are:

005 Access denied. Any attempted access
generates a NOCP UsageFault.
Privileged access only. An unprivileged
access generates a NOCP fault.
Reserved. The result of any access is
Unpredictable.

Full access.

01,
104

11,

CP11 [23:22]

Access privileges for coprocessor 11

The possible values of each field are:

005 Access denied. Any attempted access
generates a NOCP UsageFault.
Privileged access only. An unprivileged
access generates a NOCP fault.
Reserved. The result of any access is
Unpredictable.

Full access.

01,
104

11,

—

0 [31:24],
[19:0]

Reserved
Read as 0; should be written with 0.
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Floating-point Context Control Register
The FPCCR register sets or returns FPU control data.

FPCCR
Floating-point Context Control Register
(EOOO EF34,) Reset Value: CO00 0000,
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ASP |LSP 0
EN | EN
rW rW 1 1 1 1 1 1 II'

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

0 MON| , |BFR|MMR/HFR|THR| = |USE|LSP
RDY DY | DY | DY |EAD R |ACT
I r I I I rw r rw rw rw rw r rw rw
Field Bits Type | Description
LSPACT 0 rw Lazy State Preservation Active

0g Lazy state preservation is not active.

1;  Lazy state preservation is active. floating-point
stack frame has been allocated but saving
state to it has been deferred.

USER 1 rw User allocated Stack Frame

0g  Privilege level was not user when the floating-
point stack frame was allocated.

1z  Privilege level was user when the floating-
point stack frame was allocated.

THREAD 3 rw Thread Mode allocated Stack Frame

Og  Mode was not Thread Mode when the floating-
point stack frame was allocated.

1;  Mode was Thread Mode when the floating-
point stack frame was allocated.

HFRDY 4 w HardFault Ready

O0g  Priority did not permit setting the HardFault
handler to the pending state when the floating-
point stack frame was allocated.

1;  Priority permitted setting the HardFault
handler to the pending state when the floating-
point stack frame was allocated.
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Field Bits Type | Description
MMRDY 5 rw MemManage Ready

0 MemManage is disabled or priority did not
permit setting the MemManage handler to the
pending state when the floating-point stack
frame was allocated.

1z MemManage is enabled and priority permitted
setting the MemManage handler to the
pending state when the floating-point stack
frame was allocated.

BFRDY 6 rw BusFault Ready

0z  BusFault is disabled or priority did not permit
setting the BusFault handler to the pending
state when the floating-point stack frame was
allocated.

1;  BusFault is enabled and priority permitted
setting the BusFault handler to the pending
state when the floating-point stack frame was
allocated.

MONRDY 8 rw Monitor Ready

0y  Debug Monitor is disabled or priority did not
permit setting MON_PEND when the floating-
point stack frame was allocated.

1;  Debug Monitor is enabled and priority permits
setting MON_PEND when the floating-point
stack frame was allocated.

LSPEN 30 rw Lazy State Preservation Enabled

0 Disable automatic lazy state preservation for
floating-point context.

1;  Enable automatic lazy state preservation for
floating-point context.

ASPEN 31 rw Automatic State Preservation

Enables CONTROL setting on execution of a

floating-point instruction. This results in automatic

hardware state preservation and restoration, for
floating-point context, on exception entry and exit.

0g Disable CONTROL setting on execution of a
floating-point instruction.

1;  Enable CONTROL setting on execution of a
floating-point instruction.
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Field Bits Type | Description
0 [29:9], |r Reserved
7,2 Read as 0; should be written with 0.

Floating-point Context Address Register

The FPCAR register holds the location of the unpopulated floating-point register space
allocated on an exception stack frame.

FPCAR
Floating-point Context Address Register
(EOOO EF38,) Reset Value: 0000 0000,
313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
ADDRESS 0
L L L L 1 1 1 1 1 1 1 1 1 IrWI 1 1 1 1 1 1 1 1 1 1 1 1 L L T L
Field Bits Type | Description
ADDRESS [31:3] |rw Address

The location of the unpopulated floating-point
register space allocated on an exception stack

frame.
0 [2:0] r Reserved
Read as 0; should be written with 0.
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Floating-point Status Control Register

The FPSCR register provides all necessary User level control of the floating-point
system.

FPSCR
Floating-point Status Control Register
Reset Value: XXXX XXXXy

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

N z C \% 0 |AHP| DN | FZ RMode 0

'w 'w w w r w rw 'w w r

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

0 IDC 0 IXC |UFC|OFC |DzZC | I0C
I II’ I I I w I“ rw rw rw rw rw
Field Bits Type | Description
I0C 0 rw Invalid Operation cumulative exception bit

IOC set to 1 indicates that the Invalid Operation
cumulative exception has occurred since 0 was last
written to 10C.

DzC 1 rw Division by Zero cumulative exception bit

DZC set to 1 indicates that the Division by Zero
cumulative exception has occurred since 0 was last
written to DZC.

OFC 2 rw Overflow cumulative exception bit
OFC set to 1 indicates that the Overflow cumulative
exception has occurred since 0 was last written to OFC.

UFC 3 rw Underflow cumulative exception bit
UFC set to 1 indicates that the Underflow cumulative
exception has occurred since 0 was last written to UFC.

IXC 4 rw Inexact cumulative exception bit
IXC set to 1 indicates that the Inexact cumulative
exception has occurred since 0 was last written to IXC.

IDC 7 rw Input Denormal cumulative exception bit
see bits [4:0].
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Field

Bits

Type

Description

RMode

[23:22]

Rounding Mode control field

00; Round to Nearest (RN) mode

01z Round towards Plus Infinity (RP) mode

105 Round towards Minus Infinity (RM) mode
11; Round towards Zero (RZ) mode.

The specified rounding mode is used by almost all
floating-point instructions.

FZ

24

w

Flush-to-zero mode control bit

Og  Flush-to-zero mode disabled. Behavior of the
floating-point system is fully compliant with the
IEEE 754 standard.

1z  Flush-to-zero mode enabled.

DN

25

w

Default NaN mode control bit

0  NaN operands propagate through to the output of
a floating-point operation.

1z  Any operation involving one or more NaNs
returns the Default NaN.

AHP

26

rw

Alternative half-precision control bit
0z  |EEE half-precision format selected.
1z  Alternative half-precision format selected.

28

rw

Overflow condition code flag
Floating-point comparison operations update this flag.

29

w

Carry condition code flag
Floating-point comparison operations update this flag.

30

w

Zero condition code flag
Floating-point comparison operations update this flag.

31

'w

Negative condition code flag
Floating-point comparison operations update this flag.

27,
[21:8],
[6:5]

Reserved
Read as 0; should be written with 0.
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Floating-point Default Status Control Register
The FPDSCR register holds the default values for the floating-point status control data.

FPDSCR
Floating-point Default Status Control Register
(EO00 EF3C,) Reset Value: 0000 0000,
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
0 AHP| DN | FZ | RMode 0
r I I w rw 'w HIN I"

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

r
Field Bits Type | Description
RMode [23:22] | rw Default value for FPSCR.RMode
Fz 24 rw Default value for FPSCR.FZ
DN 25 rw Default value for FPSCR.DN
AHP 26 rw Default value for FPSCR.AHP
0 [31:27], |t Reserved
[21:0] Read as 0; should be written with 0.

Media and FP Feature Register 0

Describes the features provided by the Floating-point extension. Must be interpreted with
MVFRL1.
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MVFRO
Media and FP Feature Register 0
(EOO0 EF40,) Reset Value: 1011 0021,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

ROUNDING_MODES | SHORT_VECTORS SQUARE_ROOT DIVIDE

r r r r

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

EXCEPTION_TRAP |DOUBLE_PRECISION| SINGLE_PRECISION |A_SIMD_REGISTERS

r r r r

Field Bits Type | Description

ROUNDING_MODES |[31:28] |r Indicates the rounding modes supported
by the FP floating-point hardware.
1, : All rounding modes supported.

SHORT_VECTORS [27:24] |r Indicates the hardware support for FP
short vectors.
0 : Not supported.

SQUARE_ROOT [23:20] |r Indicates the hardware support for FP
square root operations.

1, : Supported.

DIVIDE [19:16] |r Indicates the hardware support for FP
divide operations.

1, : Supported.

EXCEPTION_TRAP [15:12] |r Indicates whether the FP hardware
implementation supports exception

trapping.
0, : Not supported.

=

DOUBLE_PRECISION |[11:8] Indicates the hardware support for FP
double-precision operations.

0, : Not supported.
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Field Bits Type | Description

SINGLE_PRECISION |[7:4] r Indicates the hardware support for FP
single-precision operations.

2,, : Supported (Instruction to load a single-
precision floating-point constant, and
conversions between single-precision and
fixed-point values is available).

Indicates the size of the FP register bank.
1,, : Supported, 16 x 64-bit registers.

A_SIMD_REGISTERS |[3:0]

-

Media and FP Feature Register 1

Describes the features provided by the Floating-point extension. Must be interpreted with
MVFRO.

MVFR1
Media and FP Feature Register 1
(EOOO EF44,) Reset Value: 1100 0011,

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

T
FP_FUSED_MAC FP_HPFP 0

r r r

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

0 D_NAN_MODE FTZ_MODE
1 } 1 1 1 1 I\‘ r\‘
Field Bits Type | Description
FP_FUSED_MAC |[31:28] |r Indicates whether the FP supports fused

multiply accumulate operations.
1, : Supported.
FP_HPFP [27:24] |r Indicates whether the FP supports half-

precision floating-point conversion operations.
1, : Supported.
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Field

Bits

Type

Description

D_NAN_MODE

[7:4]

=

Indicates whether the FP hardware
implementation supports only the Default NaN
mode.

1,, : Hardware supports propagation of NaN
values.

FTZ_MODE

[3:0]

—

Indicates whether the FP hardware
implementation supports only the Flush-to-
Zero mode of operation.

1,, : Hardware supports full denormalized number
arithmetic.

[23:8]

—

Reserved
Read as 0; should be written with 0.
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3 Bus System

The XMC4500 is targeted for use in embedded systems. Therefore the key features are
timing determinism and low latency on real time events. Bus bandwidth is required
particularly for communication peripherals.

The bus system will therefore provide:

e Timing Determinism

¢ Low Latency

e Performance

«  Throughput

3.1 Bus Interfaces
This chapter describes the features for the two kinds of interfaces.

¢ Memory Interface
e Peripheral Interface

All on-chip peripherals and memories are attached to the Bus Matrix, in some cases via
peripheral bridges. All on-chip modules implement Little Endian data organization. The
following types of transfer are supported:

* Locked Transfers
e Burst Operation
* Protection Control

Pipelining is also supported for bandwidth critical transfers.

Memory Interface
The on-chip memories capable to accept a transfer request with each bus clock cycle.

The memory interface data bus width is 32-bit. Each memory slave support 32-bit, 16-
bit and 8-bit access types.

Peripheral Interface

Each slave supports 32-hit accesses. Some slaves also support 8-bit and/or 16-bit
accesses.

3.2 Bus Matrix

The central part of the bus system is built up around a multilayer AHB-lite compliant
matrix. By means of this technique the bus masters and bus slaves can be connected in
a flexible way while maintaining high bus performance.

The Bus Martix depicted in Figure 3-1 implements an optimized topology enabling zero
wait state data accesses between the Masters and Slaves connected to it. Dedicated
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arbitration scheme enables optimal access conflicts resolution resulting in improved

system stability and real time behavior.

Masters
System System
CPU DMAO DMAL Ethernet use
el 8| @
% 8 § Flash
ol o = &
BROM
PSRAM
DSRAM 1
8
DSRAM 2 >
©
n
EBU
Peripherals 0
(PBAO)
Peripherals 1
(PBAL)
Peripherals 2
(PBA2)

Figure 3-1  Multilayer Bus Matrix

Arbitration Priorities
In case of concurring access to the same slave the master with the highest priority is

granted the bus.

Reference Manual
Bus System, V1.1

3-2

V1.6, 2016-07
Subject to Agreement on the Use of Product Information



. XMC4500
(Infineon XMCA000 Family
Bus System
Table 3-1 Access Priorities per Slave?
CPU GPDMAO GPDMA1 ETH usB
PMU/FLASH |1 2 3 - -
PSRAM 1 2 3 - -
DSRAM1 1 2 3 4 5
DSRAM2 1 4 5 2 3
EBU 1 2 3 - -
PBAO 1 2 3 - -
PBA1 1 2 3 - -
PBA2 1 2 3 - -

1) Lower number means higher priority

The DSRAM priorities are choosen to support the application dependance of the data

memories:

* DSRAML1: general purpose data storage
« DSRAM2: Ethernet and USB data storage
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4 Service Request Processing

A hardware pulse or level change is called Service Request (SR) in an XMC4500
system. Service Requests are the fastest way to send trigger “messages” between
connected on-chip resources.

An SR can generate any of the following requests

e Interrupt

« DMA

« Peripheral action

This chapter describes the available Service Requests and the different ways to select
and process them.

Notes

1. The CPU exception model and interrupt processing (by NVIC unit) are described in
the CPU chapter.
2. General Purpose DMA request processing is described in the GPDMA chapter

Table 4-1 Abbreviations

DLR DMA Line Router

ERU Event Request Unit

NVIC Nested Vectored Interrupt Controller
SR Service Request

4.1 Overview

Efficient Service Request Processing is based on the interconnect between the request
sources and the request processing units. XMC4500 provides both fixed and
programmable interconnect.

41.1 Features

The following features are provided for Service Request processing:

« Connectivity matrix between Service Requests and request processing units
— Fixed connections
— Programmable connections using ERU
e Event Request Unit (ERU)
— Flexible processing of external and internal service requests
Programmable for edge and/or level triggering
Multiple inputs per channel
Triggers combinable from multiple inputs
Input and output gating
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« DMA Line Router (DLR)
— Routing and processing of DMA requests

4.1.2 Block Diagram
The shaded components shown in Figure 4-1 are described in this chapter.

Service Request Processing

PORTS

On-Chip Unit

Outputs

Interconnections

ERU

DLR

NVIC

On-Chip Unit

Inputs

ReqiTAck

Reqi

GPDMA

CPU

Figure 4-1 Block Diagram on Service Request Processing
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4.2 Service Request Distribution

The following figure shown an example of how a service request can be distributed
concurrently. To support the concurrent distribution to multiple receivers, the receiving
modules are capable to enable/disable incoming requests.

NVIC
>
(Interrupt)
DLR

(DMA Request)

VADC.SRO

———» CCU4.<input_x>

—» ERUL.<input_x>

Figure 4-2  Example for Service Request Distribution

The units involved in Service Request distribution can be subdivided into

« Embedded real time services
e Interrupt and DMA services

Embedded real time services

Connectivity between On-Chip Units and PORTS is real time application and also chip
package dependant. Related connectivity and availability of pins can be looked up in the

« ‘“Interconnects” Section of the respective module(s) chapters
e ‘“Parallel Ports” chapter and Data Sheet for PORTS
* Event Request Unit (Section 4.5)

Interrupt and DMA services

The following table gives an overview on the number of service requests per module and
how the service requests are assigned to NVIC Interrupt and DLR/GPDMA service
providers.

Service Requests can be of type “Level” or “Pulse”. The DLR/GPDMA can only process

“Pulse” type of requests while the NVIC can process both. The type of Service Requests
generated is listed in column “Type” in Table 4-2.
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Table 4-2 Interrupt and DMA services per Module

Modules Request NVIC DLR/GPDMA Type
Sources

VADC 20 20 20 Pulse
DSD 8 8 4 Pulse
DAC 2 2 2 Pulse
CCU40-3 16 16 8 Pulse
CCU80-1 8 8 4 Pulse
POSIFO-1 4 4 - Pulse
CAN 8 8 4 Pulse
UsICO0-2 18 18 8 Pulse
LEDTSO 1 1 - Pulse
FCE 1 1 - Pulse
PMUO/Flash 1 1 - Pulse
GPDMAO-1 2 2 - Level
SCU 1 1 - Level
ERUO-1 8 8 4 Pulse
SDMMC 1 1 - Level
USBO 1 1 - Level
ETHO 1 1 - Level
Totals 102 102 54 -

4.3 Interrupt Service Requests

The NVIC is an integral part of the Cortex M4 processor unit. Due to a tight coupling with
the CPU it allows to achieve lowest interrupt latency and efficient processing of late
arriving interrupts.

NVIC Features

e 112 interrupt nodes

* Programmable priority level of 0-63 for each interrupt node. A higher level
corresponds to a lower priority, so level 0 is the highest interrupt priority

e Request source can be level or edge signal type

« Dynamic reprioritization of interrupts.

« Grouping of priority values into group priority and subpriority fields.

« Interrupt tail-chaining.
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« One external Non-maskable interrupt (NMI)
* Relocatable vector table
» Software interrupt generation

Level-sensitive and pulse interrupts
The NVIC is capable to capture both level-sensitive and pulse interrupts.

* Alevel-sensitive interrupt is held asserted until the peripheral deasserts the interrupt
signal. Deassertion is typically triggered by the interrupt service routine (ISR). It is
— used for less frequent requests and
— the ISR is often more complex and longer.

* Apulseinterrupt is asserted and after a fixed period of time automatically deasserted.
The period of time depends on the peripheral, please refer to the “Service Request
Generation” section of the respective peripheral. It is
— used for more frequent requests and
— the ISR is often more simple and shorter.

The way to process both types of requests differs and is described in section “Level-
sensitive and pulse interrupts” in the CPU chapter.

Service Request to IRQ Number Assignment

Table 4-3 lists the service request sources per on-chip unit and their assignment to NVIC
IRQ numbers. The resulting exception number is calculated by adding 16 to the IRQ
Number. The first 16 exception numbers are used by the Cortex M4 CPU. For calculation
of the resulting exception routine address please refer to the CPU chapter.

Table 4-3 Interrupt Node assignment

Service Request | IRQ Number |Description

SCU.SRO 0 System Control

ERUO0.SRO 1.4 External Request Unit 0

ERUO.SR3

ERU1.SRO 5..8 External Request Unit 1

ERU1.SR3

NC 9,10, 11 Reserved

PMUO.SRO 12 Program Management Unit

NC 13 Reserved

VADC.COSRO - |14...17 Analog to Digital Converter Common Block 0
VADC.COSR3

VADC.GOSRO - [18...21 Analog to Digital Converter Group O
VADC.GOSR3
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Table 4-3 Interrupt Node assignment (cont'd)

Service Request | IRQ Number |Description

VADC.G1SRO - |22...25 Analog to Digital Converter Group 1
VADC.G1SR3

VADC.G2SR0O - |26...29 Analog to Digital Converter Group 2
VADC.G2SR3

VADC.G3SRO - |30...33 Analog to Digital Converter Group 3
VADC.G3SR3

DSD.SRMO - 34..37 Delta Sigma Demodulator Main
DSD.SRM3

DSD.SRAO - 38..41 Delta Sigma Demodulator Auxiliary
DSD.SRA3

DAC.SRO - 42,43 Digital to Analog Converter
DAC.SR1

CCU40.SRO - 44..47 Capture Compare Unit 4 (Module 0)
CCU40.SR3

CCU41.SRO - 48...51 Capture Compare Unit 4 (Module 1)
CCU41.SR3

CCU42.SRO - 52...55 Capture Compare Unit 4 (Module 2)
CCU42.SR3

CCU43.SRO - 56...59 Capture Compare Unit 4 (Module 3)
CCU43.SR3

CCU80.SRO - 60...63 Capture Compare Unit 8 (Module 0)
CCU80.SR3

CCUB81.SRO - 64...67 Capture Compare Unit 8 (Module 1)
CCUB81.SR3

POSIF0.SRO - 68...69 Position Interface (Module 0)
POSIF0.SR1

POSIF1.SRO - 70...71 Position Interface (Module 1)
POSIF1.SR1

NC 72..75 Reserved

CAN.SRO - 76...83 MultiCAN

CAN.SR7

USICO0.SRO - 84...89 Universal Serial Interface Channel (Module 0)
USIC0.SR5
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Table 4-3 Interrupt Node assignment (cont'd)

Service Request | IRQ Number |Description

USIC1.SRO - 90...95 Universal Serial Interface Channel (Module 1)
USIC1.SR5

USIC2.SRO - 96...101 Universal Serial Interface Channel (Module 2)
USIC2.SR5

LEDTSO0.SRO 102 LED and Touch Sense Control Unit (Module 0)
NC 103 Reserved

FCE.SRO 104 Flexible CRC Engine

GPDMAO.SRO 105 General Purpose DMA